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Pupy RAT hiding under WerFault’s cover
Published: 2023-01-04 - Archived: 2026-04-05 18:15:07 UTC

We at K7 Labs recently identified an interesting technique used by threat actors to execute a Remote Admin Tool.
We all know that WerFault.exe is used for the Windows Error Reporting. This blog describes how threat actors

use the legitimate WerFault.exe to execute Pupy RAT on the victims’ machine.

4 N

3

recent inventory& our
specialties.iso

— - &

recent inventory& our WerFault.exe execution using
specialties.ink scriptrunner.exe via cmdline

Stage-1

WerFault Execution

opens xls

Loader sheet

~

Stage-2

Pupy RAT loader

WearFault.exe loads faultrep.dll from iso
(DIl Side-loading)

loads Pupy RAT
payload into memory

Stage-3

’ ’ EEsEEEEEmEmEEEES
Pupy RAT
Executes Pupy RAT Connects to C2
. from memory y

Figure 1: Execution flow
Analysis of Binary

Stage 1 — WerFault Execution

Recently we came across an ISO image, recent inventory & our specialties.iso from a twitter feed. The ISO
contains four files, a legitimate WerFault.exe,a malicious DLL named faultrep.dll, a shortcut file named recent
inventory & our specialties.Ink and a XLS file named File.xls. The shortcut file has the same name as the ISO
image. When the victim opens that shortcut file, it uses scriptrunner.exe LOLBin via cmd to execute WerFault.exe

from the ISO.
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Figure 2: ISO & shortcut file

Stage 2 — Pupy RAT loader

Originally, Faultrep.dll is the name of DLL used by WerFault.exe is, which is present in the default windows
folder. When WerFault.exe starts executing, it uses DLL Side-Loading technique to load the Faultrep.dll from the
ISO and it has a dummy export function WerpInitiateCrashReporting similar to the original DLL.This

malicious Faultrep.dll is compiled in C.

The DLL has a custom API resolving function with two arguments, DLL hash and Function hash.

a LEAL . AL OO L LY

Jtext:BREEEEE1ERRA1E3R push rdi

.text:00PB000180001631 mov edx ] 5A153F58h DLL and Function
.text:00BABAE1EB001E36 mov ecx ) 7848EE75h * Hash
text:eeE80088188881836 push rsi

.text:eea808818888183C push rbx

.text:2060008188801830 sub rsp, 38h
Ltext:0000686001506681641 mov [rsp+d8h+var_24], BBE4Bh
.text:0000000130081084A mov [rsp+d8h+var_1C], GEGFFB@88h
Jtext:BREEEEE1ERRA1E52 call m_resclve_api
Ltext:eeeeeaaleeealBs? mov edx, B344FF18Dh
Ctext:eeeeeeel38881E5C mov ecx, 7B4BEETSh
Jdext:eeEeee21588081661 mov rbx, rax

Figure 3: API Resolving

We noticed that this loader uses the same API resolving function as Guloader. The DLLs resolved were kernel32

and advapi32.

After resolving the APIs, it starts to serve its purpose. Using the resolved function CreateThread, it creates two

threads. The first thread opens a lure excel sheet named file.xls from the ISO.
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il e 5=
.text:P000000180001AES mov [rsp+48h+var_16+80h], @
.text:@00000015000@1AED lea rdx, [rsp+48h+var_16]
Ltext:8000008188801AF2 xor rod,
Ltext:P0000080188801AFS mov rex, | slx.elif’
.text:0000000130001AFF mov gword ptr |rsp+ddh+var_16+5], rox
.text:eeee000150001604 lea r3, [rsp+4sh+var_16+5] Thread 1: Function to
Ltext:806000201808016689 xor ecx, BCxX
. text:200EBRO130001E0E mov dword ptr [r‘sp+4-8h+var‘_16], open file.xls
.text:B6680801868081813 mov [rsp+48h+var_16+4], 8
.text:@000000150001618 mov [rsp+48h+var_2@], 1
.text:@000000150001620 mov [rsp+48h+var_28], @
.text:@020000180001629 call rax
H - I f a.xIsICDmpatibiIit}r Maode] - Excel
FILE HOM:= INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
Al - I Recent inventory & Our Specialties
A B C D E F

Recent inventory & Our Specialties

. ISt (n[iETE HHEYS
e e case R R =%
2 -] [ -] g/kg H o===01
i (L ; ! (2R,3R4R.5R}-5-(4-benzamido-2- |
o S . g oecpyrimidin-1(2H-yl)-2- A00 g /00 g; 1 ko R kg 10
RovouoT [ EIAEES L (penzayiog)methyi-4-luoro-4- | ka;10kg+ o
; gmethyltetra hydrofuran-3-yl benzoateg
3 . A S W
H : ; 2-deoxy-2-fluoro-2-C -
H f" iMethyIurdine; 1-((2R,3R 4R 5R)-3- X X X X
ROOOO02 /\q A 063329-66-2 | fluoro-4-hydrosy-S-(Fydroxymethyl)- 100 ;500 _g' 1kg,5kg; 10 =997
: : : ka;10kg+
H o H 3-methyltetrahycrofuran-2-
yl)pyrimidine-2 4(1H,3H)-dione
4

Figure 4: First thread opening Excel sheet

While manually resolving the function, we found that one of the functions it resolved was SystemFunction032
from the advapi32.dll. This function is undocumented in MSDN and on further searching we found the
documentation on WineAPI. With that documentation, we understood that the function is used for RC4 encryption
and accepts two arguments: key and data. On further analysis we found the RC4 decryption function which

contains the data and hard coded string as key.

. text: 00000081 200816E6 mov rdx, cs:qword_ 136862088,

. text: 00606081 208816E0 mov gquord ptr [r'sp+38-8h+str|‘Funny‘Fukkkkjhjjj]'I : ) KE"'
Ltext:p0800881808016F5 sub rl3d, eax

text:00000081200816F8 lea rbx, [rcxtrax)

. text: 00000081 208816FC mov gword ptr [rsp+3@8h+str_funnyfukkkkjhjjj+8], rsi

Ltext: 0000008120001 704 lea rcx, [rsp+388h+var 288)

Ltext:p08000018000176C movd xmml, rl3d

. text:0000008120061711 mov [rsp+3@8h+var_298], rdx

.text:0000000180001716 lea rdx, [rsp+3@8h+var_ 298]

.text:0000000180001718 pshufd xmme, xmml, @ceh ; "&°

.text:0000000150001728 mov [rsp+3@8h+str_funnyfukkkkjhjjj+1eh], @

Ltext:eeaeee0l58001728 movg r=pd302hivar 233

.text:0000000150001731 mov N [rsp+3@8h+var 2881, rbx )
.text:80EEBAR1880B1739 call rOL H 5yﬁn’functiona32 Data
.text:0000000180001738 movsxd rax, dword ptr [rbx+3Ch]

Figure 5: Second thread doing RC4 decryption

The data is pointed to the address of the overlay. So we dumped the encrypted overlay data and using the key we

further decrypted it. After decrypting the data, we confirmed that the data is a PE file with the magic bytes.
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start: 4285 . _
Recipe BEEF inpu 12&: = l;:f:: =+ D3 @ m
e ) gy ©LCD 7D 56 E9 DE EL 59 26 45 25 31 77 B 26 3A D2 27 48 4A 67 CL 2E 1C 89 10 4C 48 51 3C 8 1
4D 55 98 DC FE 49 3B 5A F4 EE 77 74 @ DE E6 41 F2 BA SE E6 94 3F 87 EB 6B 3@ 92 AD 1A 6F GE
Passphrase 2E B3 67 (@ 31 § A2 C1 1E CF @@ 99 24 @B 47
Funnyfukkkkihijj UTF8 ~ F7 62 C4 2B 70 O 8D 1E @7 Al 7@ EA 24 BS 9B
4F 4E 88 D7 44 AD 42 1B D8 5F 53 18 92 5F
Input format Output format 42 34 75 7F D6 § RC4 encrvpted data D& 77 86 F2 65 31 CF E1 96
Hex Latin1 36 1C BE 81 77 4 48 C1 6A 1A BB 5C 74 F3 69
D2 86 7D 2B BE ¢ 25 E3 EE BE FB B6 3D 61 CE
35 50 FC 2F ES5 f 7C 12 81 58 34 3B B4 FF AE
BS 91 €9 B7 ED 18 55 85 3@ 2D 66 B6 45 78 EJ BE 4F @6 E2 6C 1F BE 72 6E 36 1C 13 20 8C BF 20
7C Bl 43 2F €3 14 D7 CF €D 5C 41 43 (B 28 88 Bl 25 43 23 (8 82 99 A7 6F 7E 87 2C 83 2F 3E BB
58 D@ 8D E3 5D DD 63 83 FE 5C 43 EE 54 24 57 F2 CF (8 24 7F 45 BE 79 9F 89 5E EA EG 9E CE DA
B7 7F 91 1C 5B 72 5B A7 56 E6 (8 3C 88 C4 B4 2B 62 D9 4F 28 F3 5F 96 76 E4 77 7A 98 S5A EF AF
3F 75 78 7F A@ @F B9 79 AB AF 31 EG AP C1l A9 AC 48 7F D2 D2 D5 7F DF 22 CD 64 58 74 60 71 BE
ED FB 42 72 B7 38 @4 B3 18 82 8A DL 78 1B 6D 46 9A 72 F5 (D 46 BE DI 5E 86 52 65 67 Al FB 37
. star‘tf a5 tiwi S0E .
Output 4" e B0 @O
[ e BB e e e e e e e et O 2.." Il .LI!This program 1
cannot be run in DOS mode.
Fareannn Iir...BC..RC..RCEAIC..BC.8[C. . BC.8\CI. BC.6IC, . BC.ALC, . BC. . PC. . BC.GVC. . BC.GMC. LBC.ENC. .
BCRich..BC........ PE..d...KivC..... ... 5.7 .. SIooaTm
STEP & BAKE! . CHLLSBITIIIIIIIIIL.UI. K. SUVWATAUAVAWH

Auto Bake . o -
.i....CDSP..25CD5" #WG4C0Sp.U(.H.DSHCDS cOF)CDSS. .. . H.DIXH.DEAA%. .. .H.DShI.C

Figure 6: RC4 Decryption

We dumped the decrypted output data to a PE file. It was compiled with C & Python and found that it is a Pupy

RAT. This RAT is loaded into the memory and executed while WerFault.exe was executing in the front.

Marme Offeet
Characteristics 0000
TimeDate5tamp 0004

0000
000a WOR 0000
000c D" D 00021096 dll_pupyx64.
0010 DWORD 00000001
NumberOfFunctions 0014 D D 00000003
MNumberOfNames 0018 DY ) 00000003

Irdifz RVA Name

0001 (00014080 |000210a6  |JNI OnLoad

0002 0001d780  000210b1  Launch
0003 00001010  000210b8  ReflectiveLoader

Figure 7: Decrypted PE file
Stage 3 — Pupy RAT

Pupy RAT is an open-source cross platform Remote Admin Tool available in Github According to the sources,
since 2013 it has possibly been used by APT33 and APT35 from Iran for cyber espionage operations like the one

that was discovered in 2020 and targeted a major European energy organisation.
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sues 164 i Pull requests 12 ' Actions E Projects 0 wiki @) Security |~ Insights

' unstable ~ P 7branches 1tag Go to file

alxchk Bump mimikatz
client
pupy
services
[ .gitignore
L] .gitmodules
travis.yml
[7 LICENSE
[ READMEmd
] build-docker-images.sh
[ create-workspace.py

[} install.sh

README.md
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Figure 8: Pupy RAT Github

It was executed from memory and based on the analysis of ReflectiveL.oader function, is capable of executing any
PE file in-memory, remotely. It tries to make a C2 connection in the background when the victim believes
WerFault is running. Since the C2 was down at the time of analysis, RAT was unable to establish a connection for
carrying out any further malicious activity. With the XLS sheet in Chinese, we believe that the victim is from
China.

= 103.79.76.40:8443
= 103.79.76.40:8443
= 103.79.76.40:8443
= 103.79.76.40:8443
= 103.79.76.40:8443
=103.75.76.40:8443
> 103.79.76.40:8443
> 103.79.76.40:8443
= 103.79.76.40:8443
= 103.79.76.40:8443

. BB WerFault exe 3768 @TCP Send

. BB WerFault exe 3768 E'TCF' TCPCopy
. EBWerFault exe 3768 &I TCP Receive
. EEWerFault exe 1768 QTCF‘ TCPCopy
. EWerFault exe 3768 LI TCP Receive
. EBWerFault exe 3768 QTCF‘ TCPCopy
. EAWerFault exe 3768 LI TCP Receive
. EWerFault exe 3768 QTCF‘ TCPCopy
. ERWerFault exe 3768 LI TCP Receive
. BB WerFault exe 3768 ETCF‘ Receive

Figure 9: Pupy RAT C2 connection

We at K7 Labs provide detection against latest threats and also for this newer variant of Loader. Users are advised
to use a reliable security product such as “K7 Total Security” and keep it up-to-date so as to safeguard their

devices.
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Stage 1 — WerFault

Execution

recent inventory & our

specialties.iso

Stage 2 — Pupy RAT loader
faultrep.dll

Stage 3 — Pupy RAT
Decrypted PupyRAT

C2

hxxp[://103[.79[.76[.40/
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