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ChernoLocker Ransomware

(mudpoBanbIIMK-BbIMOraTe/ib) (MepBOMCTOYHHK)

Translation into English

OTOT KpUITO-BBIMOTaTe b MU PYeT JaHHbIe TI0/Tb30BaTe el ¢ moMoipio AES-256, a 3aTeM TpebyeT BBIKYT B #
BTC, utobn1 BepHYTH (haiiiel. OpuriHaabHOe Ha3BaHKeE: B 3amMucKe He ykaszaHo. Ha datine narmicano: Adobe

Acrobat Activation Patch.exe, Mobdro For PC.exe umu uto-To eire.

O0HapyxeHHs:

DrWeb -> Trojan.Encoder.30403
BitDefender -> Trojan.GenericKD.32833226
Symantec -> ML.Attribute.HighConfidence
Malwarebytes -> Ransom.FileCryptor

Microsoft -> Ransom:Win32/Genasom

© I'eHeasorusi: BbIAAICHAETCHA, ABHOE POACTBO C KEM-TO He JOKa3dHO.

N306pakeHue U3 3KpaHa BLIMOTaTeisi — JIOTOTHUII CTaTbh

K 3ammdpoBanHbIM (aiinam 100aBsIeTcst OHO U3 CAAYIOIUX PaCIIUPeHNH:
(.CHERNOLOCKER)

(.chernolocker)

(.filelockergprotonmail.ch)

.(filelocker£protonmail.ch)
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BuaumManue! HoBbie paciivpeHus, email 1 TeKCTBI O BBIKYTI€ MOXXHO HaWTH B KOHLIe CTaTbH, B OOHOB/IEHUSX.

Tam MOryT OBITb Pa3MUMs C TTEPBOHAYALHBIM BAPHAHTOM.

AXTHBHOCTb 3TOr0 KPUIITO-BBIMOTaTe Is IPULIIACh Ha Hauasio cepeiuHy Aekabpst 2019 r. OpueHTHPOBaH Ha

dHIJIOA3BIUHBIX HOHBBOB&TeHeﬁ, UTO HE MellaeT pAaCrpoOCTPAHATDL €r0 Mo BCEMY MUDY.

3anuckoli ¢ TpebOBaHKEM BBIKYTIa BHICTYTIAeT U300pakeHHe, 3arpy’kaeMoe OHJIakH:

FILES IN YOUR COMPUTER HAVE BEEN LOCKED!

YOUR BOCUMENTE, PHOTOE, DATABASES AND OTHER IMPORTANT FILES HAVE BEEN LOCKER
WITH THE STRORGEST INCRYPTION AND UHIGUE KEY CINIRATID FOR THIS COMPUTIR,
FRIVATE DECRYP EY STORED STORED ON A SECRET BERVER AHD HOBODY
WL DECRYFT YOUR FILES BNTIL YOU PAY AND GETAIN THE PRIVATE DECRYPTION KEY,
THE FERWER WL ELUSIMATE THE KEY AFTER 14 DATE.

PURCHASE THE DECRYFTIOIN KET, BOW
YOUW CAN CONTACT ME VIA FILELOCKER @PFROTONMA IL.CH

CopepixaHue 3allUCKH 0 BBIKyIIe:

FILES IN YOUR COMPUTER HAVE BEEN LOCKED!

YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES HAVE BEEN LOCKED
WITH THE STRONGEST ENCRYPTION AND UNIQUE KEY GENERATED FOR THIS COMPUTER.
PRIVATE DECRYPTION KEY STORED STORED ON A SECRET SERVER AND NOBODY

WILL DECRYPT YOUR FILES UNTIL YOU PAY AND OBTAIN THE PRIVATE DECRYPTION KEY.

THE SERVER WILL ELIMINATE THE KEY AFTER 14 DAYS.

PURCHASE THE DECRYPTION KEY, NOW

YOU CAN CONTACT ME VIA FILELOCKER@PROTONMAIL.CH

ITepeBoj 3anucKM Ha PyCCKUH A3BIK:

®AWJIBI HA BAIIIEM KOMITBFOTEPE 3ABJIOKIPOBAHBI!

BAIIIN JOKYMEHTEI, ®OTO, BA3bI JAHHBIX 1 IPYTUE BAYKHBIE ®AJIbI 3ABJIOKMIPOBAHBI
C CAMbBIM HAAEXXHBIM IIN®POBAHUWEM U YHUKAJIBHBIM K/TFOUOM, CTEHEPUPOBAHHbBIM
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[JIA 5TOI'O KOMIIBIOTEPA.

3AKPBITHIN KJTIOU JIEITN®POBAHUSA XPAHUTCS HA CEKPETHOM CEPBEPE Y1 HUKTO

HE PACIIIM®PYET BAIIIN ®ANMJIBI, TIOKA BbI HE 3ATIJIATUTE U HE TIOJTYUMTE 3AKPBITHIN K/TFOU
JENINOPOBAHUA.

CEPBEP YIAJIUT KJ/IFOY UEPE3 14 JHE.

KYTIMTE KJTFOU PACIIIM®POBKHU, CEMYAC

BbI MOXETE HAITMCATb MHE HA FILELOCKER@PROTONMAIL.CH

[nist Toro, uTo6bI 3TO 0TOOPA3UTh, UCIIOIL3YETCSI CKPUIT, CKOMITUIMPOBaHHbBIN Ha Python, kKoTopbIit 0oTOOpaxkaeT

OKHO CO00I1IeHus 1ocie M(POBaHUs ¥ OTKPHIBAET 3ar0TOB/IEHHOe OH/IaiH-U300pakeHe B Opay3epe.

Cojep)XxaHue 3TOT0 COOOIIeHHA:

YOUR FILES HAVE BEEN ENCRYPTED

All Your Files have now been encrypted with the strongest encryption

You need to purchase the encryption key otherwise you won't recover your files
Read the Browser tab on ways to recover your files

Make Sure you dont loose this Email as you it will be loosing it will be fatal
Write it in a notepad and keep it safe

Email: filelocker@protonmail.ch

ITepeBop Ha pyCcCKUH A3BIK:

Baum ¢aiinbt 6611 3ammdpoBaHb!

Bce Bamu catinei 3aimdpoBaHbl C CaMbIM CHIbHBIM MIM(pOBaHUEM

Bam Hazio Kynuth KJItou IHGPOBaHs, THauUe He CMOYKeTe BEPHYTh (aiiyibl
[Tpourute B Bpay3epe o criocobax Bo3Bpara Balvx (aiijior
[MocrapaiiTech He oTepsTh 3TOT Email, T.K. 3Ta nortepst Oyget daranbHON
3anurumTe 3T0 B O/I0KHOT Y COXpaHUTe

Email: filelocker@protonmail.ch

Texauueckue geTaauv

MoskeT pacrpoCTpaHATLCS MyTEM B3/I0Ma Uepe3 He3alljulljeHHyto KoHpurypauuto RDP, ¢ nomousto email-criama
Y BPEeJIOHOCHBIX BIOYKeHHH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIONTOB, BPeIOHOCHOM pPeK/IaMbl, BeO-UH)KEKTOB,
(apIIMBBIX 0OHOBJIEHHH, ITeperTakoBaHHbIX 1 3apayKEHHbBIX NHCTAIIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacIpocTpaHeHus KPUITTOBbIMOTaTesieii" Ha BBOAHOU CTpaHuLle 6siora.
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OHY)KHO BCeryla MCT0/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecru Bl ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIuToi Knacca Internet Security nim Total Security, To

x0Ts1 OBI fleniaiiTe pe3epBHOE KOMMMPOBAaHUE BaXKHBIX (DaityioB o Metoxy 3-2-1.

Cnucok (aiiioBbIX pacliMpeHuii, nojBepramomuxcsa mudpoBaHuo:
910 mokymenTsl MS Office, OpenOffice, PDF, TekcToBbIe datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(aiiyiel 06pa30B, ApXUBHI U TIP.

(Daif'lﬂbl, CBsi3aHHbIe ¢ 3TUM Ransomware:

Adobe Acrobat Activation Patch.exe
2 Adobe Acrobat Activation
F Patch.exe

P 19122019 23:36

Mobdro For PC.exe

<random>.exe - C/lyuaifHoe Ha3BaHKeE BPEJOHOCHOTO (aiina

Pacnonoxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

Online Image: xxxxs://platinumdatasolutionsltd.co.ke/wp-content/uploads/2018/11/landing-screenshot-img-9-
768.jpg

3anucu peecTpa, CBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUKe pe3ysbTaThl aHaIl30B.

CeTeBble NOAK/TIOUEHHS U CBA3M:

Email: filelocker@protonmail.ch

BTC:

CM. HIXKe B OOHOB/IEHUSIX IpyTHeE aZipeca ¥ KOHTAKTHIL.

CM. HUKe pe3y/ibTaTbl aHA/IU30B.

PesynbTarnl aHa/1M30B:
@ Hybrid analysis >>
Z VirusTotal analysis >> VT>

# Intezer analysis >>
2 ANY.RUN analysis >>
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X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

% AlienVault analysis >>

%] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

IMoapobHbIe cBefeHst COOMParOTCst pery/spHo. IIpuckiiakite 06pasiibl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHUM === BLOCK OF UPDATES ===

OonoBsienue ot 22 siuBapsa 2020:

Tonuk Ha dopyme >>

Pacmpenue: .(filelocker @protonmail.ch)

RCG - IFE.pdf. (filelocer@protonmail. ch) 2401 7020 1428 P CH
| Sobring-bMemo.jpgfilel ocker@protonmailch)

| Teeck 2 002 wav|elacker@ pralanmalch) 2400 020 14

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

UNLOCK

BHumaHme!
[OnAa 3awmndpoBaHHbIX hannoB ecTb AewngpoBLLNK
CkayaTb Emsisoft Decrypter ana gewmvdpoBku >>

MpoutnTe NOAPOBGHYIO MHCTPYKUWUIO Mepen 3anyCckoM.
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http:

‘ Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as Chernolocker)
Write-up, Topic of Support

*

Thanks:
SIRi, Michael Gillespie

Andrew Ivanov (author)
*k*x

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.

Source: https://id-ransomware.blogspot.com/2019/12/chernolocker-ransomware.html
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