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Sample:

2f402635e17b4f0d9c0d6922d384936a

BackgroundPermalink

Lokibot is trojan, infostealer malware that commonly targets Android phones and Windows devices. The primary

purpose of Lokibot is to act as an infostealer Once it has infected a device, it will look for applications that store

login credentials, such as browsers or email programs, and steal and exfiltrate those credentials to the attacker.

Lokibot also includes keylogging functionality, enabling it to capture login credentials as they are entered into the

system by the user.

Static Analysis - Stage 1Permalink

Database Entry

Intelligence @

SHA256 hash:
SHA3-384 hash:
SHA1 hash:
MD5 hash:
humanhash:
File name:
Download:
Signature @

File size:

First seen:

Last seen:

10Cs € YARA File information Comments

bfd4e29505627b76243cdea34c07b22af7edc00391b112e78c2dc3cf7ad48d742

D deffichefas111fe15468a8bf6288fe7fa895aaa7b2520cc7Tad 1d9612ce991e004ca713dceab8cc0506d4933echf3ca7
2753a159f2cf160733b1ceeede1db57d2dde0375

2f402635e17b4f0d9c0d6922d384936a

lamp-chicken-aspen-artist

FVR-N2411-07390.exe

B download sample

(#10] 0 e -

501'088 bytes

2024-11-28 12:50:09 UTC

Never

Figure 1: Malware Bazaar Entry

What initially seemed like a typical malware analysis revealed a more sophisticated technique involving

steganography.
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;E] Detect It Easy v3.09 [Windows 10 Version 2009] (x26_64) — | X

File name

= | |Ci\Users0x\Desktop\ew folder\bfd4e 2950562 7h 76243c4ea34c07h 225 Tedc00391b 11 26 780 2dc3cf 72480 742, exe

File type File size Base address Entry point

v | Advanced
PE32 - 587.00 KiB 00400000 004941c2 F
Demangle
File info Memory map Disasm Hex Strings Signatures VirusTotal
MIME Visualization Search Hash Entropy Exctractor Y ARA
PE Export Impart Resources MET TLS Overla
Sections .MET ID Size of image Resaurces
0003 = d1d92115 0009a000 Manifest Version
Scan Endianness Mode Architecture Type
Automatic = LE 32-bit 1386 GUL
= PE32
Operation systerm: Windows(95)[1386, 32-bit, GU 5 7
Linker: Microsoft Linker 5 7
Compiler: VB.MET 5 H
Language: BASIC 5 i
Library: .MNET{v4.0.30315) 5 ? Shorbaiks
Options
Signatures ¥ Recursive scan | Deep scan Heuristic scan | Verbose About
Scan -
Directory Log All types > 255 msec Exit

Figure 2: Using Detect It Easy

At first, I will use DIE on the sample to gather more information about it, including the programming language in

which it was written, as shown in Figure 2.

-0
MBC Objective MBC Behavior

::Use API [CE821.003]
det [B6013.601]

[Coe45]

Capability Namespace

anti-anal

/termina
suspend

| EEES—————EEEEE———————————————————————————————————_—_——_———_——__—_—_—§—jmmwmmmm———————————

Figure 3: Using CAPA

Based on the CAPA output, I speculated that this is likely only the first stage, and there are likely additional stages

to the malware. The malware was analyzed using dnSpy because it was written in .NET.
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After some time spent searching through the code, something interesting was observed: 2 images being loaded,

which was then passed through several functions as shown in Figure 4+5.

StartMenu X
oocTor

e

(257, 58);
= 19;

= "All Records”;

= i ;
Font("Microsoft Sans Serif", 26.25f, FontStyle. , GraphicsUnit.

= (67, 96);
= "button2";
. : = (257, 58);
Thread. (7021);
List<! > data = List< >();
maxDatalength = 74752;
u.FA(bm, data, maxDatalength);
Wr_99 = Interaction. (Thread. (), "L" + "0".ToLower() + "ad", CallType.Get, [1 { data.ToArray() })
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Figure 5: The BMP File
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The BMP file was then passed to a function named F6, where it underwent some manipulations, resulting in an

output as a byte array, the function can be seen in Figure 6.

p src, L

enu.F1(src, x, ¥);

¥

Figure 6: "F6" Function

To avoid accidentally running the malware, a Python script was written that takes the BMP file, applies the same
manipulations as the malware, and outputs the resulting hex array. It was clear that the conversion was correct

because the output indicated the presence of a PE header as shown in Figure 7.

- 2 testpy - CUsers\0x\Desktop\test py (.10.11) - o x
File Edt Shel Debug Options Window Help Fie Edt Formst Run Options Window Help

Python 3.10.11 (tags/v3.10.11:7d4cc5a, Apr 5 2023, 00:38:17) & PIL Image

[MSC v.1929 64 bit (AMD64)] on win32

Type "help", "copyright", "credits"™ or "license()" for more in extract all bytes from image(image path):

formation. img = Image.open(image_ path)
>>> width, height = img.size

RESTART: C:\Users\Ox\Desktop\test.py === extracted bytes = []

================== # Iterate over all pixels in the image

Extracted Data in Hex Format: X range (width) :

90 00 03 00 00 00 04 00 00 00 FF EF 00 00 y range (height) :

B8 00 00 00 OO0 OO 00 0O 40 00 OO0 OO0 00 00 00 0O 4 Get the color of the pixel (R, G, B)

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO r, g, b = img.getpixel ((x, y)) [:3]

00 00 00 00 00 00 0O 00 00 00 00 0O 80 00 00 0O # Add the RGB values (3 bytes per pixel) to the list

OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 &8 extracted bytes.append (r)

69 73 20 70 72 &F 67 72 61 €D 20 63 61 6E 6E 6F extracted bytes.append(g)

74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 extracted bytes.append (b)

6D 6F 64 65 2E 0D OD OA 24 00 00 00 00 00 00 00 extracted_bytes

50 45 00 00 4C 01 03 00 58 3F 31 &7 00 00 00 0O

00 00 00 00 EO OO0 OE 21 OB 01 30 00 00 1C 01 00 printihex(byteiarray):

00 06 00 00 00 00 00 OO 1E 3B 01 00 00 20 00 0O # Print the extracted bytes in hex format

00 40 01 00 OO0 00 40 00 00 20 00 OO 00 02 00 0O print ("Extracted Data in Hex Format:")

04 00 00 00 OO0 OO OO OO 04 00 00 OO OO OO 0O 0O i range (0, len(byte array), 16):

00 80 01 00 00 02 00 00 00 00 00 OO0 O3 00 40 85 hex values = ' '.join(f'{byte:02x}" byte byte_array

00 00 10 00 00 10 0O 00 00 00 10 0O 00 10 00 0O print (hex values)

00 00 00 00 10 00 00O 00 00 00 00 0O 00 00 00 00

DO 3A 01 00 4B 00 00 00 OO 40 01 00 4C 03 00 00 __name == "7nain "

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O image path = r"C:\Users\Ox\Desktop\Viral"

00 &0 01 00 OC 00 00 00 00 00 00 00 00 00 00 0O extracted data = extract_all bytes from image (image_path)

00 00 00 00 00 OO OO OO 00 00 00 OO OO OO 0O 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O print_hex (extracted data)

00 00 00 00 00 00 0O 0O 00 20 00 0O 08 00 00 00

00 00 00 00 00 00 0O 00 08 20 00 0O 48 00 00 00

00 00 00 00 00 OO0 OO0 00 2E 74 &5 78 74 00 00 00 v

Lnig Cok 0 Ln29 Col22

Figure 7: Python Code
The output was saved to a new file for further investigation.

This technique is called Steganography, Steganography is a technique used to hide data within innocent-looking

files, making it undetectable. It often involves embedding malicious payloads, within files such as images or
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audio.

Dynamic Analysis - Stage 1Permalink

The first technique demonstrated how to extract the file statically, while at this part, the second BMP file was
extracted dynamically. The malware was executed, and the embedded PE file was extracted dynamically from the

running process as shown in Figure 8.

PID: 3144
SUMMARY :

Total scanned:
Skipped:

Hooked:

Replaced:

Hdrs Modified:

IAT Hooks:
Implanted:
Implanted PE:
Implanted shc:
Unreachable files:
Other:

e
e
e
e
1
1
e
1
1

Total suspicious:
[!] Errors:

FLARE-VM Thu 11/28/2824 '7:00:03.18

Figure 8: Extracting The Second Implented PE

Static Analysis - Stage 2Permalink

Two files were extracted from the original malware: one EXE and one DLL.

DLL:
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2] edusers\Ox\ desktop\new folder\2nd_stage.bin indicator (25) detail level
file » embedded signature: unknown, location: overlay, offset: 0x00012400, size: 1091 bytes  +++++
0l footprints (count > 8) R . . . .

N groups > AP dynamic-library | execution | crypto | obfuscation | obfuscation | diagno.,  +++++
’)1 dos-header (size > 64 bytes) .N.ET > name:.gace > flag System.Security. Cryptography | System.Runtime.Remating B
B dos-stub (size > 64 bytes) mitre = technique T1497 | T1001 | T1055 | T1106 +++4E
o overlay > size 1091 bytes ++

> file-header (dil > 32-bit) overlay » entropy 7825 o
- [» optional-header (subsystem > console) string > URL 5.200 .
-5 directories (count > 5) string > URL 16.0.0.0 4
. = sections (count > 3) imports > flag 1 T
& | libraries (type > p/invoke) libraries > p/invoke kernel32 oS

| imports (flag > 768) imports > pfinvoke 2 ++
L file > entropy 5779
= file > type dynamic-link-library
-~ MET (namespace » flag) file > cpu 32-bit
-1 resources (count > 5 file > signature Microsoft MET
~-abe strings (count » 3399) file > sha256 EOA1A99667E337FDA4882CCT5D1 DEASB38AGEC3017347750E2D1DTOEBDE...

-1 file > size 75843 bytes

'IEI virustotal = error The server name or address could not be resclved
version (FileDescription » Reatect24) file > compiler > stamp Sun Nov 10 23:18:48 2024
| ] overlay (signature > unknown) file-name » verzion Arthur.dll

o : file > subsystem console

entry-point 0x00013B7E
certificate » info n/a
imphash > md3 DAED2FI2AZ1E03CERSA12FEESE342DAA
MET > module > name Arthur.dll

Figure 9: PEStudio On The DLL

EXE:

= chusers\Oe\desktopnew folder\2nd_stage.exe indicator (23) detail level
| [k - ! groups > AP| network | memery | diagnostic P
.08 footprints (count > 8) )

N file » extension > count 17 ++aas
3 ’? dos-header (size > 64 bytes) Iibra.r\r:: > flag Windows Socket Library (WS2_32.dIl) P
B dos-stub (size > 176 bytes] f:-&ctlons > name > flag X ++
- rich-header (tooling » Visual Studio 2013) | miorts > flag 8 ini
. I+ file-header (executable > 32-hit) imports > IAT > suspicious 19 T
.. » optional-header (subsystem > GUI) file > entropy 1.3%5
.5 directories (count > 2) file » type executable

> sections (flag > name) file » cpu 32-bit
| libraries (group » netwark) file » sha256 F416DC02A2ZB29CB5ESBD36AAEREROD3B3IERSCACE337I0CAADFDCDAFRA. ..
1 imports (flag = 19) file » size 863352 bytes
wirustotal > error The server name or address could not be resolved
rich-header » checksum e ADTBACES
rich-header > offset Che00DO00Z0

o
"

strings (count » 2332)

e

Figure 11: PEStudio On The EXE

DLL:

rich-header = footprint
file > tooling

file » compiler > stamp
file > checksum

file » subsystem

entry-point
certificate > info

imports > ordinal > count

mitre > technigue
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Visual Studio 2008

Thu Jun 23 16:04:21 2016
000000000

GUI

0x000139DE

n/a

9
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Technique

MBC Objec v MBC Behavior

B —

Algorithm [E1@:
rd Algorithm [E1

matches)

terminate
uspend

matches)

_— ]

Figure 10: Capabilities Of The DLL

EXE:
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s from Web Browsers T1555.803

Ind1c1for Removal from Tools T182

yck Library [CE001.009]
:Send Data [CoB01.007]

::RCY [CEE27.009]
::RCY PRGA [COB21.004]

::CRC32 [Cee32.e61]
[ceesal
::aPLib [C
[CeB26.0

Capability

(4 matches)
(6 matches)

collectio

collecti

collectio

collectio

collecti
collection/file—manage
communication
communication/

data—manipulation/check
data—manipulation/compr
(6 matches) data—manipulation
LERE m1nipu11fiam
modify

tati c,apllb
Load—code/
load—code/pe

Figure 12: Capabilities Of The EXE

Based on the information gathered statically using dedicated tools, we can infer that we are dealing with a type of

data stealer, which also incorporates keylogging functionality.

Dynamic AnalysisPermalink

After executing the malware, it was observed that the executable was deleted from its original folder and moved to
a new location in C:\Users[Username]\AppData\Roaming, where it was hidden to ensure persistence and evade

detection.
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« v A » ThisPC » Local Disk (C:) » Users » 0x » AppData » Roaming »
Marme Date modified Type Size
7 Quick access

372361 11/30/2024 9:48 PM File folder
I Desktop -

Adobe 6/8/2024 10:15 PM File folder
¥ Downloads  # autopsy 6/9/2024 11:42 PM File folder
Documents Binary Ninja 6/8/2024 10:51 PM File folder
[=] Pictures + BinDiff 6/8/2024 10:51 PM File folder
J‘; Music - Digital Detective 6/8/2024 11:30 PM File folder

Mew folder P dnSpy 11/28/2024 4:57 AM File folder
System32 Hex-Rays 6,/8/2024 10:51 PM File folder
i Mael Horz 11/28/2024 5:45 AM File folder
E Videos

Microsoft 6,/9/2024 3:42 AM File folder
= This PC Motepad++ 6/9/2024 12:39 AM File folder
npm 6/9/2024 12:46 AM File folder

¥ Metwork . )
- NuGet 6/9/2024 1:49 AM File folder

Visual Studio Setup £/2/2024 11:22 PV Eile folder

ZelHrimOnJKS.exe 11/28/2024 12:53 PM Application 587 KB

Figure 13: New Location In AppData

In addition, as a persistence mechanism, the malware created a scheduled task that runs every time the computer

starts. The action of the task is to execute the malware from its new location in

C:\Users[Username]\AppData\Roaming.

(%) Task Scheduler (Local)
v [ Task Scheduler Library Py
» ] GoogleSystem

(o=

Name Status  Triggers Next R.. Last Run Time Last Run Result A.. Created

ZelFfrYmOnJKS

Ready Multiple triggers defined 11/30/1999 12:00:00 AM  The task has not yet run. (0x41303)

General Triggers Actions Conditions Settings History (disabled)

‘When you create a task, you must specify the action that will occur when your task starts, To change these actions, open the task property pages using the Properties command.

Action Details
C:\Users\0x\AppData'\Roaming\ZeJFfr¥mOnJKS.exe

Start 2 program

Figure 13: New Schedule Task

As an evasion technique, the malware also attempted to exclude itself from Windows Defender, as shown in

Figure 14.

Page 9 of 11



https://Oxmrmagnezi.github.io/malware%20analysis/LokiBot /

=1 g explorer.exe (4712) Windows Explorer  C:\Windows \explorer exe
- & bfd4e25505627b 7624 3cdeaddcl 225 7 BloodBank CA\Users\(e'Desktop'Mew folderbfd4e 255056270 .. I
- ;# powershell exe (B524) Windows PowerS... T \Windows \Sys\WOWE4 \WindowsPowerShell'w1.... |
z= Conhost .exe (3712) Console Window ... T \Windows\System32"Conhost.exe I
-] & schtasks.exe (1752) Task Scheduler C... C:\Windows \Sys\WOW6E4 \schtasks exe |
we Conhost exe (5424) Console Window ... C:\Windows"System32*Conhost exe |
& bfd4e29505627b 7624 3cdea 07 22| BloodBank CA\Users\(e'Desktop'Mew folderbfd4e 255056270 ... |
&  bfdde 2950562 b 7624 3cdea3dc7b 22 BloodBank CiUsers\(\DesktopMNew folder'bfd4e 255056270 ... |
B bid4e25505627b 7624 3cdea el 22| BloodBank CA\Users'e'Desktop'Mew folderbfd4e 255056270 ...
@ SecurtyHealth Systray exe (6100) Windows Securty_.. C:\Windows"System32*SecurityHealth Systray exe
a% VBox Tray exe (1020 VirtualBox Guest ... C:\Windows"System32%VBox Tray exe
L4 > £ >

Description: Windows PowerShell

Company:  Microsoft Corporation
Path: CAWindows\SysWOWe\ WindowsPowerShellw1.0\powershell.exd
Command: exei Add-MpPreference -ExclusionPath "C:\Users\t\AppData\Roaming'ZelFfrm OnlKS.exe” I

Figure 14: PS Code To Exclude
Network AnalysisPermalink

Using FakeNet, I was able to identify the command-and-control (C2) server that the malware communicates with

as shown in Figure 15.

6, Process Name: bfd4e29

Figure 16: FakeNet Captured Data That Was Sent

SummaryPermalink

LokiBot is a stealthy and versatile malware that leverages steganography to conceal its payload within seemingly
innocuous images. Once executed, it establishes persistence through scheduled tasks, evades detection by

tampering with security software, and exfiltrates sensitive information to a remote command-and-control server.
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I0OCsPermalink

e Hash:

2f402635e17b410d9c0d6922d384936a
3bf1ab7e62e5c534d8010118b1303932
4c365c45e9b8dc76ded51832dbd5523
fe39c5bf53c5bfc25280d73852d35dae
f8a70072c0e@c58dd3411e94a5350833
828fc37071bb61dc053007edd3a29a3d

« URL:

http[:1//94[.1156[.1177[.141/s0ja/five/fre[ . Iphp

¢ Domain:

ckav[.]ru

94[.1156[.1177[. 141
62[.1122[.1170[. 1171

Source: https://0xmrmagnezi.github.io/malware%20analysis/LokiBot/
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