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Hi folks. Iwas analyzing the PebbleDash malware used by Lazarus APT group. While analyzing the original
sample (Md5: d2de01858417fa3b580b3a95857847d5), I was able to find out the C2 server and the port, where it

intends to communicate to. I also found an interesting technique it uses to identify the OS version of the victim

machine.

During static analysis, I observed interesting strings were starting with "Zip-bug", as can be seen below. Using

yara rules I was able to discover some other samples uploaded to HA (Hybrid Analysis) with the same strings
embedded. These samples seemed to be not related to d2de01858417fa3b580b3a95857847d5. However, they

communicated to South Korea and China.

- e ogyoB= ¢

=M chusers\rem\desktop\aab2868a6ebchbdee5bd12104191d|

O Indicators (18/33)
--»3 Virustotal (59/72)
.0 DOS Stub (160 bytes)
DOS Header (64 bytes)
File Header (20 bytes)
Optional Header (224 bytes)
Directories (3/15)
Sections (4)
Imported Libraries (2/6)
Imported Symbols (69/109)
Exported Symbols (0)
Exceptions (0)

Relocations (0)
Certificates (0)
Thread Local Storage (n/a)
Resources (2/2)

Manifest (n/a)
Version (n/a)
Overlay (Unknown)

DoOoDOD®O0O0O0DO0OO0DO0OO0O0COOD

Type Size Blacklisted ... Value

ascii 25 - Couldn't create/open file

ascil 25 - Failed to allocate memory

ascii 21 - Error writing to file

ascil 29 - File not found in the zipfile

ascii 24 - Still more data to unzip

ascil 35 - Zipfile is corrupt or not a zipfile

ascii 18 - Error reading file

ascil 24 - Caller: faulty arguments

ascii 52 - Caller: the file had already been partially unzipped
ascil 47 - Caller: can only get memory of a memory zipfile
ascii 53 - Caller: not enough space allocated for memory zipfile
ascil 34 - Caller: there was a previous error

ascii 52 - Caller: additions to the zip have already been ended
ascil 42 - Caller: mixing creation and opening of zip

ascii 46 - Zip-bug: internal initialisation not completed
_ Zip-bug: trying to seek the unseekable

ascii 46 - Zip-bug: the anticipated size turned out wrong
ascil 46 - Zip-buag: tried to change mind, but not allowed
ascii 41 - Zip-bug: an internal error during flation

ascil 4 - kU9

ascii 4 - HMXB

acrii 4 - 7

While performing dynamic anlaysis, I observed that the sample uses the API call IsProcessorFeaturePresent to
determine the version of the victim OS. The PF_FLOATING_POINT_PRECISION_ERRATA feature is explicitly
set to FALSE in x86 version 6.1 and higher.

0041AF46(] - 74 05 JZ SHORT 0041AF4D
00414F48]| . 6A 00 PUSH O
- FFDO CALL EAX KERNEL32.I5ProcessorFeaturepresent
004TAFAC|| - €3 RETN
00414F20|L>~ E9 O9FFFFFF [IMP OO41AEES
00414F52 |- 56 PUSH ESIT
00414F53|| - 8B7424 08 MOV ESI,DWORD PTR 55:[ARG.1]
00414F57|| «  OFBEQE MOVSX EAX,BYTE PTR DS:[ESI]
0041AF5A|| - 50 PUSH EAX [;—\r‘gl
00414F5e|| - E8 BB340000 |CALL 0041E41B aab2868adebcébdeeshd12104191db9. 0041E41B
0041AF60(| - 83F8 65 CMP EAX,65
0041AF63(] . 59 POP ECX
0041AF64 (] -, 74 2C JE SHORT 0041AF92
0041AF66(| > 46 INC EST
0041AF67 || - 833D BCT0420 I-CMP DWORD PTR DS:[42708C],1

EFL 00000202
STO empty 0.0

ST7 empty 0.0

FST 0000 con
FCW 027F  Pre
o|Lest cmnd 000!

EAX=75C61A54 (KERNEL32.I5ProCessorFeaturePresent)

013A0020(00 00 00 00|00 00 0O 00 00 0O 00 00|00 00 00 00
013A0030|00 00 00 00|00 00 00 00 00 00 00 00|00 00 00 00
01340040|00 00 00 00|00 00O 00 00 00 00 00 00|00 00 00 00

Address |Hex dump ASCIT 00:
O13A0000[00) 00 00 00|00 00 00 OO|EF EF FF FE|DO 02 00 YYYyD: 0013FFOC
01340010(84 08 39 01|84 08 39 01|00 00 00 00[00 00 00 00 t9 .09
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MMO 00000000
1 00000000

FEATURE = PF_FLOATII INT_PRECISION_ERRATA

(NO,NB, NE, A,NS, PO, GE, €

3210 ESPL
d 0000 EFFr000C
C NEAR,53 Mask 11
0:00000000

00000000 00000000 00C
00000000 00000000 00C
00000000 00000000 00C
00000000 00000000 00C
00000000 00000000 00C

NG_PO’
ETURN from aabzBsaasebcebdeedelzlmlgldbg 004].AF29 o aab28e8a6eb:
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The sample loads several libraries dynamically during run time. This also included wsock32.dll. Malware usually

does this as an anti-analysis technique (anti static analysis)

68 1D574200
FF15 D020420(
8945 FC
837D FC 00
75 OE

68 28574200
FF15 DOZ20420
8945 FC
837D FC 00
0F84 0401000
68 34574200
8845 FC

0

5

- FF15 7477420
« A3 34784200
E\O .« 68 3F574200
004 (I].\.I:]. +  8B4D FC
00401cp4|| - 51

RETN

PUSH EBP

MOV EBP,ESP

PUSH ECX

PUSH OFFSET 0042571D

CALL DWORD PTR DS:[<&KERNEL32.LoadLibra
MOV DWORD PTR 55: [LOCAL.1],EAX
CMP DWORD PTR 55:[LOCAL.1],0
INE SHORT 00401CAE

PUSH OFFSET 00425728

CALL DWORD PTR DS: [<&KERNEL32 LoadLibra
MOV DWORD PTR 55:[LOCAL.1],E.

CMP DWORD PTR 55:[LOCAL.1], U
JE 00401DBC

PUSH OFFSET 00425734

MOV EAX,DWORD PTR S5:[LOCAL.1]
PUSH EAX

CALL DWORD PTR DS:[427774]

MOV DWORD PTR DS:[427834],EAX
PUSH OFFSET 0042573F

MOV ECX,DWORD PTR S5:[LOCAL.1]
PUSH ECX

aab2g68acebcobdeesbd12104191db9. 0040188 (guessed void)
FileName = "ws2_32.d11"

[KERNELBE LoadLibrarya

[FH:\N me = "wsock32.d11"
KERNEL32. LoadLibrarya

ASCII "WsAstartup”

ASCII "wsaCleanup”

0
0
0
0
0
0

{4 m
o -
o

T00422000]=75C6648D CKERN

L32.LoadLibraryA) -

u
0 ¢

000 NULL

Gs 0

Lasterr 00000C
00000202 (NO,NE

 027F Prec NEAR
cmnd 0000:000C
) 00000000 0000C

00000000 0000C
00000000 0000C
0000000 0000C
0000000 0000C

0

Address [Hex dump

|asc1z

| Am@r%ggﬁph\gn [CFiTeName = "ws2_32.d71

After loading the libraries the malware saves the memory offset of the API functions it intends to use as can be

seen below.

00401270
00401275
00401278
00401279
0040127F

00401289
0040128C

-

68 14514200 |PUSH OFFSET 00425114 ASCII
884D FC MOV ECX,DWORD PTR S55:[LOCAL.1]

51 PUSH ECX

FF15 7477420{CALL DWORD PTR D5:[427774

A3 0C784200 MOV DWORD

i ]
PTR DS:[42780C],EAX

68 20514200 |PUSH OFFSET 00425120 ASCII
8B55 FC MOV EDX,DWORD PTR 55:[LOCAL.1]
52 PUSH EDX

"GetFilesize

Jump TO KERNELBASE.GetFiles:
"SetFilePointer”

EAX=75CHAEAT (KERNEL32. GEtF1TES1ze) (current reg1sters)
[D042780C]=75C64EA7 (KERNEL32.GetFilesize)

It then tries to open a socket connection by calling the connect function.

- FF15 CO78420(
72B8|| - €783 FOFEFFF
C785 ECFEFFFJ
-. EB OF
8B85 ECFEFFFI

83c0 01

PUSH EDX
CALL DWORD PTR D5:[4278C0]
MOV DWORD PTR S5: : [LOCAL. 68], o
ORD PTR 55 [LabL 91,0
00407

p DWORD p R 55: [LOCAL. 69]
[a:: Eax,1

[0042?8(0]—??BE?SDE (Ws2_

2. conneét)

5T6 empty
ST Ty

Address [Hex dump ASCII s E
004 12 4C Co 75 00 00 00 00 26 1A Co& 75 00 00 OO0 OO0|nLEu & EU 0
004 00 Q0 00 00 OO0 00 00 00 OO0 00 OO0 QO 00 00 00 00 0
004 00 Q0 00 00 OO0 00 00 00 OO0 00 OO0 QO 00 00 00 00 0
004 00 Q0 00 00 OO0 00 00 00 OO0 00 OO0 QO 00 00 00 00 0
004 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
004 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
004 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
004 BF 65 C6 75 00 00 QO OO0 00 00 00 OO0 00 00 00 00| efu 0
004 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
004277FC|{00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 0
Do42780C|AT 4E €6 75 00 00 OO0 OO0 OO OO0 OO0 OO0 00 00 00 00| ENEu 0
0042781C|{00 00 00 OO0 OO0 Q0 00 OO0 00 00 00 00 C1l 15 C6 75 Al £u 0
004 'C |00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 0
004 00 00 00 00 00 Q00 00 00 00 00 00 00 00 00 00 00 0
004 00 00 00 00 00 Q00 00 00 00 00 00 00 00 00 00 00 0
004 00 00 00 00 00 Q00 00 00 00 00 00 00 00 00 00 00 0
004 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
004 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
004 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
004 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
004 00 00 00 00 34 55 DO 75 00 00 00 OO0 00 Q0 00 00 4Ubu 0
004 00 00 00 00 00 00 00 00 00 00 00 00 9B 4D C6 75 =MAU 0
004 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
004 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ?

27F Prec NE
t cmnd 0000:0C

00000000 00C
00000000 00C
00000000 00C
00000000 00C
00000000 00C

Address |[Hex dum

O013FDZ5|02 00 01 BB 70 D9 6C 8A 00 00 00 00 00 00 00 00|,
0012FD28|01 00 00 00 E4 07 05 0005 00 16 00 12 00 36 00

p
£

| ~ 00000044 | =
T 0013FBFC || 0013FD28 | (y
e 09137C00| 00000010 ¢

o

I decoded the "sockaddr" structure which is passed on to the connect function.
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@ OllyDbg - peebledash.exe - g “
File View Debug Trace Plugins Options Windows Help
= x| Bm/H] &
[€] CPU - main thread, module ==
7267[[+ BB9S EDX,DWORD PTR 55:[LOCAL.71]
726D(| . 837 04 FF  |CMP DWORD PTR DS: [EDX¢41, -1 Q0r3rD2e
7271 || .. 75 07 JNE SHORT 00407274 00427458 peebledash. 0042748
7273|| -7 33c0 XOR EAX,EAX 000000AC
7275|| -, £9 9F010000 |IMP 00407419 2PFD9000
727A([>" 845 Fa LEA EAX, [LOCAL. 3] 0013FEF8
7270~ 50 PUSH EAX parg => OFFSET LOCAL.3 Qo13re20
0040727€ || - 68 7660480 |PUsH 8004667E cnd = FIonsIO 00000000
00407283 || - 888D E4FEFFF{MOV ECX,DWORD PTR 55:[LOCAL,71] 00000000
00407285 [ - 8851 04 MOV EDX,DWORD PTR DS:[ECX+4] .
0040728C| - 52 PUSH EDX socket [004072B2] peebledash. 00407262
FF15 AC21420{CALL DWORD PTR DS:[<&S2_32.#10>] w52_32.ioct 1socket ES 0023 32bit O(FFFFFFFE)
307295 . 83F8 FF cwp EAX, -1 CONST FFFFFFFF => SOCKET_ERROR &2 0018 37bit OCFEFFEFEEY
296([ .. 75 0a JNE SHORT 004072A2 52 0023 32bit O(FFFFFFEF)
©” B8 7E660480 MOV EAX,B004667E

DS 0023 32bit O(FFFFFFEF)
FS 0038 32bit 7FFDFO00(FFF)
GS 0000 NULL

-. EQ 77010000 |Jmp 00407419
= e 10 PUSH
- 8D45 08 LEA EAX, [ARG.1]

Lasterr 00000000 ERROR_SUCCESS

PU
8B8D E4FEFFF{MOV ECX,DWORD PTR S5:[LOCAL.71]
01 00000213 (NO,B,NE,BE,N5, PO, GE,G)

8851 MOV EDX,DWORD PTR DS:[ECX+4]
52 D)

PUSH_EDX
7 €785 FOFEFFFIMOV DWORD PTR 55:[LOCAL.68],0
004072C2 || > C785 ECFEFFF{rMOV DWORD PTR S5:[LOCAL. 63],0
72cc|[ -, 8 oF VP SHORT 00407200
72CE || > 8885 ECFEFFFY| rMOV EAX,DWORD PTR SS:[LOCAL.69]
7204 | © 83c0 o1 ADD EAX,1
7207 || . 8385 Ecrerr| | MOV DWORD PTR s5:[LOCAL.60],EAX
7200|[ > 888D ECFEFFF | MOV ECX,DWORD PTR S5 [LOCAL.69]
7263 ([T 388D FOFEFFF][ [ CuP ECX.DWORD PTR S5:[LOCAL. 681
72e0f -, 73 1c JAE SHORT 00407307
72¢6 || . 8895 ECFEFFF]||MOV EDX,DWORD PTR S5:[LOCAL. 69] o0
0040721 || - 8885 Earerery| | MoV EAX)DWORD PTR Ss:[LOCAL.71] e 00
[064278C0]=778E7 50E (ws2_32. Connect) 00
00
00
00
00
o0 v
0013FD28 00 00]00 00 00 00 B
0013FD38 (0L 00 00 Q0|E4 07 05 00|04 00 1C 00|14 00 1D 00 an
0013FD48 (10 00 44 00(Q0 00 00 00|00 00 00 00|F8 FE 13 00 2Fco4 || 00427448 | 28
0013FDS8(C6 70 40 00(00 00 00 00|00 00 00 00|00 00 3EC08
0013FD68 (02 02 02 02|57 69 6E 53|6F 63 6B 20|32 2E 3FCOC| | 0016AAEO 22~
0013FD78 (00 00 00 00|00 00 00 00|02 F1 24 08|9C FE 3FC10
0013FD88|7F 70 E4 77|EC FD 13 00|F8 EC 16 00|AF B5 JFCLe
0013FD98 |00 00 00 Q0|7F 1C 40 00|FF FF 00 00|00 00 srcis|| 009D2A7C
0013FDAS |AF 6F £4 77|93 85 £8 77|00 35 DS 00| AF 85 arcic|| 77e823a RETURN from ntd1].77E8234D to ntd11.NtClosesOa
Q0L3FDRE |8 Sc 16 00|00 00 00 00|00 00 00 00|AF B3 c20|[ 75900301 RETURN from ntd11.NtClose to KERNELBASE.ReQC]0SeKey+0D7
0013FDCE 40 EE 16 00|E4 FD 13 00|0L 00 00 00|54 FE 0013FC24 8C
0013FDD8 0L 90 FD 7F|65 00 00 00|7F 1C 40 00|CC FE 0013FC25] 0013FD3C
0013FDES 05 00 00 00|38 39 3A 38|00 00 00 00|28 00 : 0013Fcac|f 7788593
0013FDFS (00 00 00 00|48 49 4A 4B|4C 4D 4E 4F|00 51 52 53 HIIKLMNO QRS 0013FC30/| COD53500
Q013FEQ8 (54 55 56 57|58 59 5A 56|5C 5D SE 5F|90 DB 29 57 |Tuvwxyz[\]A_ 0)- QoroEcad || preereee
0013FE1S(90 FC 13 00|68 69 6A 65(BO A3 00 00|62 00 00 40| Gy hijl b @ srcze|| oo13Fces
0013FE28 |E5 C6 E2 77|6c 98 FO 77|7C FF 13 00|03 85 3rC3c| | 77E3DICC | Naw|RETURN from ntd11. 77636170 to ntd11.Rlallocatemeap+lic
0013FE38|FO 35 D5 CO|FE FF FF FF|90 FE 13 00|35 BE 3FCa0 0
0013FE48 (40 EB 16 00|48 EE 16 00|00 00 00 00|C4 FE srcdd ][ 00000068 | h
0013FES58|00 90 FD 7F 00 00 00 00|48 EB 16 00|01 00 JFCAE] 00000000
0013FEG8|AC FE 13 00|EQ 52 75 6E|6E 69 6E 67|00 FE 3Ecac| ood3rced dur
0013FE78|F8 EC 16 00|94 FE 13 00|00 00 00 00|00 00 00 00 3FC50| 00002778 {1
0013FE88|00 90 FD 7F|7C FF 13 00|A4 FE 13 00|0C D8 29 B7| i lyr ®p1 C@)- JFC54|f 0016EB4S| He-
0013FE98(00 00 16 00(DO FE 13 00|DD FC 9C 75/00 00 88 72| - Dby Yueu r 0012FC58 [ 0016EBAS HE-
QOL3FEAS|C4 FE 13 00/00 00 00 00|cC FE 13 00,00 00 00 00|} Tpi v [0013FC5c|| 75902186 11" u|RETURN From ntd11.Rr1allocatereap to KERNELBASE. Globalalloctas
Paused
a /é (— 3 " Cod, " 671 C B = ' Bin. o~ PE. || EBjwo *Eth Mo. -~ T

The first two bytes in the structure represents the destination port and we can see that it is 443 in this case.

kroim [[#}

Hexadecimal w Decimal .

Enter hex number:

1bb 14

Decimal number:

443

10

The rest of the four bytes are: 0x70 0xd9 0x6C 0x8A, which translates to 112.217.108.138 (hex to decimal). This
is the C2 ip address where PebbleDash communicates to. This IOC also be seen in the US-CERT advisroy.
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LETTTHNALE U TEnTS, AU PSHUTTT LATETL 35U SHUniis augin.

For a downloadable copy of 10Cs, see MAR-10288834-3.v1.5tix.

Submitted Files (1)

aab2868a6ehc6hdeesbd12104191db9fc1950b30hcfa6eahd9801624651e77h6 (D2DE01858417FA3B580B3A95
IPs (1)

112.217.108.138

Findings
aab2868a6ebcbbdee5bd12104191dbsfc1950b30bcf96eab99801624651e77b6
Tags
rootkit trojan
Details
Mame | D2DE01858417FA3BS80B3A05857847D5
Size | 167937 bytes

PebbleDash inserts fake "server name" in the TLS packet. We can see below some:

00400220|[ . E7FL o1V ECX’ TO G5 0000 NOLL
0040932F || - 8995 S0FEFFFFMOV DWORD PTR S5:[EBP-1B0],EDX Do
00409335|| - BBYS 5S0FEFFFEMOV EDX,DWORD PTR 55:[EBP-180] 0 0 Lasterr 00000000 E
00409238 || . BBO495 BA5C4IMOV EAX,DWORD PTR DS:[EDX*4+425CB4] PTR to ASCII “www.baidu.com”
00409342 50 PUSH EAX string EFL 00000246 (NG,NE,E,E
JEEEBEEEE] (- FFL5 4420420(CALL DWORD PTR DS:[<&KERNEL32.TsTtrlenas] KERNEL32.1s5trlen STO empty 0.0
004093491| . 8985 3CFFFFFEMOV DWORD PTR S5:[EBP-0C4],EAX sT1 empty 0.0
0040934F || - 66:C785 5BFEfMOV WORD PTR S55:[EBP-1A8],0 5T2 empty 0.0
00409358 || - BBBD 3CFFFFFEMOV ECX,DWORD PTR 55:[EBP-0C4] 5T3 empty 0.0
0040935E(] - 83C1 05 ADD ECX,5 5T4 empty 0.0
00409361 51 PUSH ECX ArgL 5TS5 ty 0.0
|EESDEESE | - £8 D9860100 |CALL <IMP.&WS2_32. #9> [wsz_;z.htnns ST6 ﬂg& 43979. 0000000
00409367 || - 66:8985 SAFEFMOV WORD PTR 55:[EBP-1A6],AX ST7 empty 43979.8536574
0040936E || - BBY5 3CFFFFFEMOV EDX,DWORD PTR 55:[EBP-0C4] 3210
004093741 - 83C2 03 ADD EDX,3 FST 0020 cCond 0 O Q0 O
004093771 - 32 PUSH EDX Argl FCw 027F Prec NEAR,53
|EDEDEENS | - £S8 C3860100 |CALL <IMP.&WS2_32.#9> EWSZ,BZ.hW:DHS La;t cmnd 0000:00402434
0040937D|] - 66:8985 SCFEFMOV WORD PTR S5:[EBP-1A4],AX
00409384 || . €685 SEFEFFFIMOV BYTE FTR 55:[EBP-1A2],0 ¥MMO 00000000 00000000
00409386|| -  ©66:8B85 3CFFIMOV AX,WORD PTR 55:[EBP-0C4] M1 00000000 00000000
00409392 50 PUSH EAX Argl M2 00000000 00000000
- E8 ABB60100 |CALL <JMP.&MSZ,3%.#9> N I:WSZ,SZ.htDms M2 00000000 00000000
00422044 [T 5061077 (KERNEL 32 15trTen) 1400000000 00000000
M5 00000000 00000000
XMME 00000000 00000000
XMM7 00000000 00000000
Address |Hex dump ASCII
01370248[21 00 00 Q0|31 00 Q0 00|41 50 50 44|41 54 41 3D|! 1 APPDATA=
01370258(43 3A 5C 55|73 65 72 73|5C 52 45 4p|5C 41 70 70|C:\Users\REM\App
01370268|44 61 74 61|5C 52 6F 61|6D 63 6 67|00 00 00 00|pata‘\Roaming

Source: https://malwarenailed.blogspot.com/2020/06/peebledash-lazarus-hiddencobra-rat.html
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