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In the previous blog post in this series, we provided background about our analysis of the LockBit 2.0 ransomware and
described our suspicions that \"faulty crypto\" was at play. In this post, we will outline the issues that the decryptor poses
and how we simply cannot trust it and must remove it from any equation we intend on using to successfully decrypt these

database files.
\n","body":"

In Part 1 of this series (which you can find here), we provided background about our analysis of the LockBit 2.0
ransomware and described our suspicions that \"faulty crypto\" was at play. In this post, we will outline the issues that the
decryptor poses and how we simply cannot trust it and must remove it from any equation we intend on using to successfully

decrypt these database files.
\n\n

Disclaimer: The technical information contained in this article is provided for general informational and educational
purposes only and is not a substitute for professional advice. Accordingly, before taking any action based upon such
information, we encourage you to consult with the appropriate professionals. We do not provide any kind of guarantee of a
certain outcome or result based on the information provided. Therefore, the use or reliance of any information contained in

this article is solely at your own risk.
\n\n\n

Our earlier Procmon observations identified the encryptor randomly encrypting 65k bytes after it was only supposed to
encrypt the first 4k. So, while we do successfully decrypt the intended encrypted region of the encrypted file, which is the
first 0x1000 bytes, we fail to identify and decrypt the unintended regions which are splattered throughout the now-decrypted

file due to the bug we’ve outlined in the encryptor.
\n\n

And as this is a customer-provided file, we don’t have the luxury of a Procmon or TTD trace to quickly identify the
corruption. To tackle this problem, we instead crafted an algorithm that will be outlined shortly, that can scan the encrypted

file and identify all regions of unintended encryption.

\n\n

Figure 12. Example of our first implementation of the algorithm that identifies regions of unintended encryption
\n\n

Figure 13. Valid data and corrupted data

\n\n

In case it’s not clear by now, patience, the willingness to remain calm and wait, seems to be a virtue that is prioritized in
blocking I/0. Due to the LockBit 2.0 developers not giving this virtue its due diligence, it gets worse for us in the regard that
the decryptor itself suffers from the exact same bugs as the encryptor. It fails to handle STATUS_PENDING states; it
falsely assumes all NTSTATUS errors/non-successes values are signed. To put it much more succinctly, we cannot trust the

decryptor.

\n\n

Figure 14. Part of the decryptor code that illustrates the trust issues that we have with it
\n\n

Because of suffering from the identical misconceptions as the encryptor, when decrypting the database file that ended up
having the appearance of being correctly decrypted, it in actuality further corrupted the file trying to decrypt regions that

were never encrypted to begin with!

\n\n
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These random regions further complicate the situation for us and now force us to deal with them. Or do they? Fixing the
encrypted unintended regions that were a result of the encryptor is a logical step; fixing the newly encrypted regions from
software that is solely responsible for decrypting is not. So, to make our lives easier we took the logical high road and

decided to make our own decryptor.
\n\n\n

Before outlining our decryptor and the details of the algorithm alluded to earlier, we must point out yet another subtlety that
must be addressed. Due to the unpredictable behavior the encryptor is capable of we are facing further issues, outside of the
encryption procedure itself, of potentially irrecoverable corruption. The best way to see this is to have some semblance of
the underlying structures involved for a .ndf file, which is the format of the database files that we had to work with. The

understanding of this structure, at least the essential parts relevant to us, serves as the basis for our recovery algorithm.
\n\n

For our purposes, it suffices to understand that for every 0x2000 bytes, we have what are called pages. Each page begins

with a header that is 0x60 bytes in size. Pages can also be classified as empty; 0x2000 bytes full of 0’s.
\n\n\n\n

The header contains valuable metadata that we can leverage to identify areas of corruption. Upon careful examination and
side-by-side comparison of all the .ndf files that we had to work with, we were able to uncover three relevant properties in

the header that would serve as the cornerstone of our recovery algorithm.
\n\n

Figure 15. Illustration of all three properties as shown in a hex editor
\n\n

The PageType field identifies the type of that individual page, which from our understanding can either be a 1 (an occupied
page) or a 0 (unoccupied/empty page). The PageIndex property identifies the current page and its location within the

database file.
\n\n

So, ”Page 0” would be at “index 0”; “Page 1” would be at “index 1”, and so on. It is a way to get to individual pages inside
the .ndf file. And speaking of the database file itself, what follows the Pagelndex is yet another unique value that serves to
identify the entire .ndf file as a whole. In the above case this is indicated by the value “4”, but other database files had “3”
as a value here instead. What we care about, which is being able to identify the integrity of each individual page that we
come across, is that this is a value that we know must be constant throughout each page for each database file we are

processing.
\n\n

From having a sufficient understanding of the page header, we can construct an algorithm to verify the integrity of each
individual page, which in turn allows us to also identify any potential corruption to any of the pages. We can iterate from the
start of the file at 0x2000 (page sized) increments and inspect the validity of each header. Wherever we don’t have a valid

header, we at least know that something is going on at that location which we can investigate further as needed.
\n\n

For example, if we wanted to verify that a specific page is valid, we ascertain that the first byte is either a 1 or a 0, and if it is
a 1, we go to the 0x20 offset from the start of the header, pull out the 4-byte value there, and calculate whether the
Pagelndex value matches the offset to the start of the page header. We also further validate that the database identifier is

consistent throughout.

\n\n

Figure 16. Calculating the PageIndex value
\n\n

If none of the above conditions are satisfied, then we are looking at corrupted data and we can begin to programmatically

identify all these areas. In our case, these were almost exclusively the unintended encrypted regions we outlined earlier.
\n\n

If the above conditions are indeed satisfied, we know that we have a valid page at its correct location, so we can note that as

well.

\n\n
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Where the conditions are half satisfied is where it gets interesting i.e., we pass the PageType and Database Identifier check
but the PageIndex value doesn’t match the offset to the start of the page header. We classify these as a misaligned header

because the Pagelndex value is pointing to the location of where this header is supposed to be:
\n\n

Figure 17. Identifying a misaligned header (off by 0x1000 bytes)

\n\n

Also, whenever we hit a zero page (PageType == 0), we can safely ignore and continue.
\n\n\n

In the sections described above, we discussed the commonality that all of these database files share: their file format. We
outlined the characteristics of an algorithm that can validate the integrity of these database files and categorized four types
of classifications by leveraging our understanding of how a .ndf database file is supposed to be structured. This, in theory,

should be able to deal with all intended and unintended corruption the encryptor and decryptor are known to impose.
\n\n

Now it's time to put this theory and understanding into practice and build upon this algorithm to achieve our ultimate goal:

the successful restoration of all encrypted database files.
\n\n\n\n

With the stage now set given that all known underlying issues have been exposed, we approached the problem in the

following manner.
\n\n

\n

—

Identify and decrypt (fully) any encrypted database files with our homemade decryptor
\n

N

. Process the output of step 1 and account for any misaligned page headers accordingly

\n

w

Process the output of step 2 and “clean up” the final remnants of leftover data from the misaligned headers

\n
\n\n\n

We come back to our homemade decryptor now. The details of how our homemade decryptor works under the hood are not
as relevant as understanding how we’re going to leverage it. More important is being able to identify all the encrypted

regions throughout the file and not letting the modified LockBit 2.0 decryptor loose on it to further destroy it.
\n\n

But the primary structure of our decryptor is to identify, decrypt, and extract the necessary initialization vector and AES key

for the encrypted file, and then utilize this information to carry out the AES decryption through the mbedtls library, which is

exactly the same 3rd party library that the Lockbit 2.0 developers are using.
\n\n

Figure 18. AES decryption through the mbedtls library

\n\n

The approach we took to finding the encrypted regions was outlined earlier and revolves around what a valid, misaligned, or
null page is expected to look like. We further build on this with our decryptor by adding Shannon entropy checks on buffers
of 0x1000 bytes in size. Any buffer that has a very high level (>= 7.8), we will decrypt and then further validate the

decrypted data based on what a page header constitutes.
\n\n

Taking advantage of the fact that a .ndf file is so “well” structured i.e., every 0x2000 bytes will always follow a guaranteed
format, we can run this algorithm to identify every encrypted region within the file and successfully decrypt it. Further
validation after the decryption is also required because .ndf file formats unsurprisingly house compressed data which can

flag on our entropy scan. We need to ignore all these cases and leave them as is.

\n\n
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Below is the successful output for step one. Also note, for one file the distance between encrypted regions is at 0xA000000
intervals, whereas the other is at 0x17570000 intervals. Again, the effects of the unpredictable nature of malformed

asynchronous 1I/0, which do not pose a threat anymore.
\n\n\n\n\n\n

Now that we can successfully decrypt the files, we need to account for any headers that are misaligned. We saw how to do
this earlier by comparing the Pagelndex field inside the page header. This is the index value that identifies where this

particular page needs to be inside the .ndf file. Refer to the misaligned header on Figure 17.
\n\n

Similar to how we found all the encrypted regions, we will proceed in the same manner (excluding the Shannon entropy
check this time) of validating each expected page header, and in any instances where there is a case of misalignment, we will
create a new file where we correctly insert it at its expected location. We will, of course, copy over all the already valid and

existing data into the new file as well. This new file will then be fully decrypted and more importantly, correctly aligned.
\n\n

Figure 19. Validating misaligned headers

\n\n

Figure 20. Before and after header alignment

\n\n\n\n

This is great and all and certainly brings us very close to fully realizing our ultimate goal, however, the data still present at

the misalignment location is just that: still present. We need to do something about this leftover data.
\n\n

One approach is to place “dummy” headers at these locations, in the hopes they satisfy the loading of the database file. But
playing the dummy roles ourselves, we opted to just null these locations. Again, we follow the same pattern of validating the
headers, but this time we know there cannot be any more misalignment, so for any leftover data that we encounter we
simply null that entire page, making it in effect a null/empty page. Naturally, this loses the data there but is a willing
compromise to make since these entries at this state should be far and few in between compared to the enormity of the entire

database file.
\n\n

Combining all three steps outlined above led to the full restoration of the MSSQL database files to the extent that was
possible, even reverting their functionality back to normal in the majority of cases. Throughout our analysis, we also had an
internal MSSQL subject matter expert (SME) continuously verify our undertakings and found around 7 million
inconsistencies with the initial, corrupted files, give or take, down to just single thousand digits after the entirety of our
restoration process was completed. Conjuring up SQL queries became possible once again, and although at DART we prefer

our KQL, we still carry a fondness for our SQL predecessors.
\n\n\n

LockBit 2.0 is one of the leading ransomware strains currently active and has been over the last six months. DART became
engaged with a particular customer where we were exposed to our first instance of a Lockbit 2.0 afflicted customer,
curiously interested in the plausibility of recovering their corrupted database files. Through the combined efforts of this
customer and DART, we were able to successfully satisfy the customer’s curiosity and in doing so, outlined the implications
“buggy code” can have, and given the right set of circumstances, can paradoxically become a catalyst to make recovery of
destroyed, critical database files a reality, even though it was the original culprit responsible for corrupting them in the first

place.
\n\n

It is typical in incident response engagements for incident responders to identify the full functionality of any collected

samples, extract all relevant forensic evidence that can further facilitate the ongoing investigation, all while having proper
detections in place. However, we simply cannot overlook our ultimate goal as cybersecurity consultants: that of satisfying
the needs of our customers, who as any organization victim to a devastating cyber attack, is seeking the right guidance and

support. If those needs are within our means, we have a responsibility to act on them.
","body@stringLength":"24749","rawBody":"

In Part 1 of this series (which you can find here), we provided background about our analysis of the LockBit 2.0

ransomware and described our suspicions that \"faulty crypto\" was at play. In this post, we will outline the issues that the
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decryptor poses and how we simply cannot trust it and must remove it from any equation we intend on using to successfully

decrypt these database files.
\n\n

Disclaimer: The technical information contained in this article is provided for general informational and educational
purposes only and is not a substitute for professional advice. Accordingly, before taking any action based upon such
information, we encourage you to consult with the appropriate professionals. We do not provide any kind of guarantee of a
certain outcome or result based on the information provided. Therefore, the use or reliance of any information contained in

this article is solely at your own risk.
\n\n

If only it were so easy...

\n

Our earlier Procmon observations identified the encryptor randomly encrypting 65k bytes after it was only supposed to
encrypt the first 4k. So, while we do successfully decrypt the intended encrypted region of the encrypted file, which is the
first 0x1000 bytes, we fail to identify and decrypt the unintended regions which are splattered throughout the now-decrypted

file due to the bug we’ve outlined in the encryptor.
\n\n

And as this is a customer-provided file, we don’t have the luxury of a Procmon or TTD trace to quickly identify the
corruption. To tackle this problem, we instead crafted an algorithm that will be outlined shortly, that can scan the encrypted

file and identify all regions of unintended encryption.

\n\n

Figure 12. Example of our first implementation of the algorithm that identifies regions of unintended encryption
\n\n

Figure 13. Valid data and corrupted data

\n\n

In case it’s not clear by now, patience, the willingness to remain calm and wait, seems to be a virtue that is prioritized in
blocking I/0. Due to the LockBit 2.0 developers not giving this virtue its due diligence, it gets worse for us in the regard that
the decryptor itself suffers from the exact same bugs as the encryptor. It fails to handle STATUS_PENDING states; it
falsely assumes all NTSTATUS errors/non-successes values are signed. To put it much more succinctly, we cannot trust the

decryptor.

\n\n

Figure 14. Part of the decryptor code that illustrates the trust issues that we have with it
\n\n

Because of suffering from the identical misconceptions as the encryptor, when decrypting the database file that ended up
having the appearance of being correctly decrypted, it in actuality further corrupted the file trying to decrypt regions that

were never encrypted to begin with!
\n\n

These random regions further complicate the situation for us and now force us to deal with them. Or do they? Fixing the
encrypted unintended regions that were a result of the encryptor is a logical step; fixing the newly encrypted regions from
software that is solely responsible for decrypting is not. So, to make our lives easier we took the logical high road and

decided to make our own decryptor.

\n\n

Encryption overspill and rebuilding database files
\n

Before outlining our decryptor and the details of the algorithm alluded to earlier, we must point out yet another subtlety that
must be addressed. Due to the unpredictable behavior the encryptor is capable of we are facing further issues, outside of the
encryption procedure itself, of potentially irrecoverable corruption. The best way to see this is to have some semblance of
the underlying structures involved for a .ndf file, which is the format of the database files that we had to work with. The

understanding of this structure, at least the essential parts relevant to us, serves as the basis for our recovery algorithm.
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\n\n

For our purposes, it suffices to understand that for every 0x2000 bytes, we have what are called pages. Each page begins

with a header that is 0x60 bytes in size. Pages can also be classified as empty; 0x2000 bytes full of 0’s.
\n\n\n\n

The header contains valuable metadata that we can leverage to identify areas of corruption. Upon careful examination and
side-by-side comparison of all the .ndf files that we had to work with, we were able to uncover three relevant properties in

the header that would serve as the cornerstone of our recovery algorithm.
\n\n

Figure 15. Illustration of all three properties as shown in a hex editor
\n\n

The PageType field identifies the type of that individual page, which from our understanding can either be a 1 (an occupied
page) or a 0 (unoccupied/empty page). The PageIndex property identifies the current page and its location within the

database file.
\n\n

So, “Page 0” would be at “index 0”; “Page 1” would be at “index 1”, and so on. It is a way to get to individual pages inside
the .ndf file. And speaking of the database file itself, what follows the Pagelndex is yet another unique value that serves to
identify the entire .ndf file as a whole. In the above case this is indicated by the value “4”, but other database files had “3”
as a value here instead. What we care about, which is being able to identify the integrity of each individual page that we
come across, is that this is a value that we know must be constant throughout each page for each database file we are

processing.
\n\n

From having a sufficient understanding of the page header, we can construct an algorithm to verify the integrity of each
individual page, which in turn allows us to also identify any potential corruption to any of the pages. We can iterate from the
start of the file at 0x2000 (page sized) increments and inspect the validity of each header. Wherever we don’t have a valid

header, we at least know that something is going on at that location which we can investigate further as needed.
\n\n

For example, if we wanted to verify that a specific page is valid, we ascertain that the first byte is either a 1 or a 0, and if it is
a 1, we go to the 0x20 offset from the start of the header, pull out the 4-byte value there, and calculate whether the
Pagelndex value matches the offset to the start of the page header. We also further validate that the database identifier is

consistent throughout.

\n\n

Figure 16. Calculating the PageIndex value
\n\n

If none of the above conditions are satisfied, then we are looking at corrupted data and we can begin to programmatically

identify all these areas. In our case, these were almost exclusively the unintended encrypted regions we outlined earlier.
\n\n

If the above conditions are indeed satisfied, we know that we have a valid page at its correct location, so we can note that as

well.
\n\n

Where the conditions are half satisfied is where it gets interesting i.e., we pass the PageType and Database Identifier check
but the PageIndex value doesn’t match the offset to the start of the page header. We classify these as a misaligned header

because the Pagelndex value is pointing to the location of where this header is supposed to be:
\n\n

Figure 17. Identifying a misaligned header (off by 0x1000 bytes)

\n\n

Also, whenever we hit a zero page (PageType == 0), we can safely ignore and continue.

\n\n
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Moving closer to the ultimate goal: successfully restoring all encrypted database files
\n

In the sections described above, we discussed the commonality that all of these database files share: their file format. We
outlined the characteristics of an algorithm that can validate the integrity of these database files and categorized four types
of classifications by leveraging our understanding of how a .ndf database file is supposed to be structured. This, in theory,

should be able to deal with all intended and unintended corruption the encryptor and decryptor are known to impose.
\n\n

Now it's time to put this theory and understanding into practice and build upon this algorithm to achieve our ultimate goal:

the successful restoration of all encrypted database files.
\n\n

Recovering encrypted and corrupted database files
\n\n

With the stage now set given that all known underlying issues have been exposed, we approached the problem in the

following manner.
\n\n

\n

[

. Identify and decrypt (fully) any encrypted database files with our homemade decryptor

\n

N

. Process the output of step 1 and account for any misaligned page headers accordingly

\n

w

. Process the output of step 2 and “clean up” the final remnants of leftover data from the misaligned headers

\n

\n\n

Step 1. Identify and decrypt (fully) any encrypted database files with our homemade decryptor

\n

We come back to our homemade decryptor now. The details of how our homemade decryptor works under the hood are not
as relevant as understanding how we’re going to leverage it. More important is being able to identify all the encrypted
regions throughout the file and not letting the modified LockBit 2.0 decryptor loose on it to further destroy it.

\n\n

But the primary structure of our decryptor is to identify, decrypt, and extract the necessary initialization vector and AES key

for the encrypted file, and then utilize this information to carry out the AES decryption through the mbedtls library, which is

exactly the same 3rd party library that the Lockbit 2.0 developers are using.
\n\n

Figure 18. AES decryption through the mbedtls library

\n\n

The approach we took to finding the encrypted regions was outlined earlier and revolves around what a valid, misaligned, or
null page is expected to look like. We further build on this with our decryptor by adding Shannon entropy checks on buffers
of 0x1000 bytes in size. Any buffer that has a very high level (>= 7.8), we will decrypt and then further validate the

decrypted data based on what a page header constitutes.
\n\n

Taking advantage of the fact that a .ndf file is so “well” structured i.e., every 0x2000 bytes will always follow a guaranteed
format, we can run this algorithm to identify every encrypted region within the file and successfully decrypt it. Further
validation after the decryption is also required because .ndf file formats unsurprisingly house compressed data which can

flag on our entropy scan. We need to ignore all these cases and leave them as is.
\n\n

Below is the successful output for step one. Also note, for one file the distance between encrypted regions is at 0xA000000
intervals, whereas the other is at 0x17570000 intervals. Again, the effects of the unpredictable nature of malformed

asynchronous 1I/0, which do not pose a threat anymore.
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\n\n\n\n\n

Step 2. Process the output of Step 1 and account for any misaligned page headers accordingly

\n

Now that we can successfully decrypt the files, we need to account for any headers that are misaligned. We saw how to do
this earlier by comparing the Pagelndex field inside the page header. This is the index value that identifies where this

particular page needs to be inside the .ndf file. Refer to the misaligned header on Figure 17.
\n\n

Similar to how we found all the encrypted regions, we will proceed in the same manner (excluding the Shannon entropy
check this time) of validating each expected page header, and in any instances where there is a case of misalignment, we will
create a new file where we correctly insert it at its expected location. We will, of course, copy over all the already valid and

existing data into the new file as well. This new file will then be fully decrypted and more importantly, correctly aligned.
\n\n

Figure 19. Validating misaligned headers

\n\n

Figure 20. Before and after header alignment

\n\n

Step 3. Process the output of step 2 and “clean up” the final remnants of leftover data from the misaligned headers

\n\n

This is great and all and certainly brings us very close to fully realizing our ultimate goal, however, the data still present at

the misalignment location is just that: still present. We need to do something about this leftover data.
\n\n

One approach is to place “dummy” headers at these locations, in the hopes they satisfy the loading of the database file. But
playing the dummy roles ourselves, we opted to just null these locations. Again, we follow the same pattern of validating the
headers, but this time we know there cannot be any more misalignment, so for any leftover data that we encounter we
simply null that entire page, making it in effect a null/empty page. Naturally, this loses the data there but is a willing
compromise to make since these entries at this state should be far and few in between compared to the enormity of the entire

database file.
\n\n

Combining all three steps outlined above led to the full restoration of the MSSQL database files to the extent that was
possible, even reverting their functionality back to normal in the majority of cases. Throughout our analysis, we also had an
internal MSSQL subject matter expert (SME) continuously verify our undertakings and found around 7 million
inconsistencies with the initial, corrupted files, give or take, down to just single thousand digits after the entirety of our
restoration process was completed. Conjuring up SQL queries became possible once again, and although at DART we prefer

our KQL, we still carry a fondness for our SQL predecessors.

\n\n

Conclusion
\n

LockBit 2.0 is one of the leading ransomware strains currently active and has been over the last six months. DART became
engaged with a particular customer where we were exposed to our first instance of a Lockbit 2.0 afflicted customer,
curiously interested in the plausibility of recovering their corrupted database files. Through the combined efforts of this
customer and DART, we were able to successfully satisfy the customer’s curiosity and in doing so, outlined the implications
“buggy code” can have, and given the right set of circumstances, can paradoxically become a catalyst to make recovery of
destroyed, critical database files a reality, even though it was the original culprit responsible for corrupting them in the first

place.
\n\n

It is typical in incident response engagements for incident responders to identify the full functionality of any collected

samples, extract all relevant forensic evidence that can further facilitate the ongoing investigation, all while having proper

detections in place. However, we simply cannot overlook our ultimate goal as cybersecurity consultants: that of satisfying
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the needs of our customers, who as any organization victim to a devastating cyber attack, is seeking the right guidance and

support. If those needs are within our means, we have a responsibility to act on them.
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color)","linkBorderHover":"none","collapseMenuMarginLeft":"20px","linkFontStyle":"NORMAL","linkPaddingX":"10px","controllerTextHoverColor":

-lia-nav-controller-icon-hover-
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color)","paddingTop":"15px","linkPaddingY":"5px","link TextTransform":"NONE","dropdownBorderColor":"hsla(var(--lia-
bs-black-h), var(--lia-bs-black-s), var(--lia-bs-black-1), 0.08)","controllerBgHoverColor":"hsla(var(--lia-bs-black-h), var(--
lia-bs-black-s), var(--lia-bs-black-1), 0.1)","linkDropdownPaddingX":"var(--lia-nav-link-

won "

px)","linkBgColor":"transparent","linkDropdownPaddingY":"9px","controllerIconColor":"var(--lia-bs-body-
color)","dropdownDividerMarginTop":"10px","linkGap":"10px","controllerIconHoverColor":"var(--lia-bs-body-
color)"},"links":{"sideLinks":[],"logoLinks":[],"mainLinks":[{"children":
[1,"linkType":"INTERNAL","id":"gxcuf89792","params":{ },"routeName":"CommunityPage"},{"children":
[1,"linkType":"EXTERNAL","id":"community-hub-link","url":"/Directory","target":"SELF" },{"children":
[{"linkType":"INTERNAL","id":"Common-microsoft365-link","params":
{"categoryld":"microsoft365"},"routeName":"CategoryPage"},{"link Type":"INTERNAL","id":"Common-windows-
link","params":{"categoryld":"Windows"},"routeName":"CategoryPage"},{"link Type":"INTERNAL","id":"Common-
microsoft-security-link","params": {"categoryld":"microsoft-security" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-microsoft-teams-link","params":
{"categoryld":"MicrosoftTeams"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-azure-
link","params":{"categoryld":"Azure"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-
content_management-link","params":{"categoryld":"Content_Management"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-microsoftintune-link","params":
{"categoryld":"microsoftintune"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-exchange-
link","params":{"categoryld":"Exchange"}, "routeName":"CategoryPage" },{"linkType":"INTERNAL","id":"Common-
windows-server-link","params":{"categoryld":"Windows-Server"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-outlook-link","params":
{"categoryId":"Outlook"},"routeName":"CategoryPage"},{"link Type":"INTERNAL","id":"Common-microsoft365-copilot-
link","params":{"categoryld":"Microsoft365Copilot"},"routeName":"CategoryPage" },
{"linkType":"EXTERNAL","id":"Common_Enntvz-view-all-products-
link","url":"/Directory","target":"SELE" }],"link Type":"EXTERNAL","id":"products-link","url":"/","target":"SELF"},
{"children":[{"linkType":"INTERNAL","id":"Common-education-sector-link","params":
{"categoryld":"EducationSector"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-partner-
community-link","params":{"categoryld":"PartnerCommunity" },"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-healthcare-and-life-sciences-link","params":
{"categoryld":"HealthcareAndLifeSciences"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-i-
t-ops-talk-link","params":{"categoryld":"ITOpsTalk"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-public-sector-link","params":
{"categoryld":"PublicSector"},"routeName":"CategoryPage" },{ "linkType":"INTERNAL","id":"Common-microsoftfor-
nonprofits-link","params":{"categoryld":"MicrosoftforNonprofits"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-io-t-link","params":{"categoryId":"IoT"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-mvp-link","params":{"categoryld":"mvp"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-microsoft-mechanics-link","params":
{"categoryld":"MicrosoftMechanics"},"routeName":"CategoryPage" },{ "linkType":"INTERNAL","id":"Common-driving-
adoption-link","params":{"categoryId":"DrivingAdoption"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-microsoft-learn-for-educators-link","params": { "categoryld": "microsoft-learn-
for-educators"},"routeName":"CategoryPage" }],"link Type":"EXTERNAL","id":"topics-link", "url":"/","target":"SELF" },
{"children":[],"linkType":"EXTERNAL","id":"all-blogs-link","url":"/Blogs","target":"SELF" },{ "children":
[1,"linkType":"EXTERNAL","id":"all-events-link","url":"/Events","target":"SELF"},{"children":
[{"linkType":"INTERNAL","id":"Skills-Hub-link","params":{"categoryId":"skills-hub"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Skills-Hub-Blog","params":{ "boardId":"skills-hub-blog","categoryId":"skills-
hub"},"routeName":"BlogBoardPage" },{"linkType":"EXTERNAL","id":"ms-learn-ext-LD","url":"/category/skills-hub?
tab=grouphub","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
dynamics","url":"https://docs.microsoft.com/learn/dynamics365/?WT.mc_id=techcom_header-webpage-
m365","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
m365","url":"https://docs.microsoft.com/learn/m365/?wt.mc_id=techcom_header-webpage-m365","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-security", "url":"https://docs.microsoft.com/learn/topics/sci/?
wt.mc_id=techcom_header-webpage-m365","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
pp","url":"https://docs.microsoft.com/learn/powerplatform/?wt.mc_id=techcom_header-webpage-
powerplatform","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
github","url":"https://docs.microsoft.com/learn/github/?wt.mc_id=techcom_header-webpage-github","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-teams","url":"https://docs.microsoft.com/learn/teams/?
wt.mc_id=techcom_header-webpage-teams","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-

non

net","url":"https://docs.microsoft.com/learn/dotnet/?wt.mc_id=techcom_header-webpage-dotnet","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-azure","url":"https://docs.microsoft.com/learn/azure/?
WT.mc_id=techcom_header-webpage-m365","target":"BLANK"}],"linkType":"INTERNAL","id":"Skills-Hub","params":
{"categoryId":"skills-hub"},"routeName":"CategoryPage"},{"children":[{"link Type":"INTERNAL","id":"Common-
community-info-center-link","params":{"categoryld":"Community-Info-Center" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-usergroups-link","params":

{"categoryld":"usergroups"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-community-news-
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desk-link","params":{"categoryld":"CommunityNewsDesk"},"routeName":"CategoryPage"},

o .

{"linkType":"INTERNAL","id":"Common-microsoft-global-community-initiative-link","params": { "categoryId": "microsoft-

global-community-initiative"},"routeName":"CategoryPage"}],"link Type":"INTERNAL","id":"Common-gxcuf89792-

o

community","params":

{},"routeName":"CommunityPage"}]},"showSearchIcon":true,"languagePickerStyle":"iconAndLabel"},"__typename":"QuiltComponent"},

non

{"id":"community.widget.breadcrumbWidget","props":{"backgroundColor":"transparent","linkHighlightColor":"var(--lia-

bs-primary)","visualEffects": {"showBottomBorder":true},"link TextColor":"var(--lia-bs-gray-

"o

700)"},"__typename":"QuiltComponent"},{"id":"custom.widget. CommunityBanner","props":
{"widgetVisibility":"signedInOrAnonymous","useTitle":true, "usePageWidth":false, "useBackground":false,"title":"","lazyLoad":false},"__typename":"Qu
{"id":"custom.widget.ChatbotWidget","props":

non o

{"customComponentId":"custom.widget.ChatbotWidget","cDisplay_form":true, "useBackground":false},"__typename":"QuiltComponent"},

{"id":"custom.widget.HeroBanner","props":

{"widgetVisibility":"signedInOrAnonymous","usePageWidth":false, "useTitle":true,"cMax_items":3,"useBackground":false, "title":"","lazyLoad":false,"w
{"backgroundImageProps":
{"assetName":null,"backgroundSize":"COVER","backgroundRepeat":"NO_REPEAT","backgroundPosition":"CENTER_CENTER","lastModified":null,'

"o

[{"id":"custom.widget.SocialSharing","props":

won an

{"widgetVisibility":"signedInOrAnonymous","useTitle":true,"useBackground":false, "title":"","lazyLoad":false},"__typename":"QuiltComponent"},

"o

"id":"custom.widget.MicrosoftFooter","props":
{"widgetVisibility":"signedInOrAnonymous","useTitle":true, "useBackground":false, "title":"","lazyLoad":false},"__typename":"QuiltComponent"}],"__t
components/common/ActionFeedback-1775111750888":{"__typename":"CachedAsset","id":"text:en_US-
components/common/ActionFeedback-1775111750888","value":

{"joinedGroupHub.title":"Welcome","joinedGroupHub.message":"You are now a member of this group and are subscribed
to updates.","groupHubInviteNotFound.title":"Invitation Not Found","groupHublInviteNotFound.message":"Sorry, we could
not find your invitation to the group. The owner may have canceled the invite.","groupHubNotFound.title":"Group Not
Found","groupHubNotFound.message":"The grouphub you tried to join does not exist. It may have been

"

deleted.","existingGroupHubMember.title":"Already Joined","existingGroupHubMember.message":"You are already a

member of this group.","accountLocked.title":"Account Locked","accountLocked.message":"Your account has been locked
due to multiple failed attempts. Try again in {lockoutTime} minutes.","editedGroupHub.title":"Changes
Saved","editedGroupHub.message":""Your group has been
updated.","leftGroupHub.title":"Goodbye","leftGroupHub.message":""You are no longer a member of this group and will not
receive future updates.","deletedGroupHub.title":"Deleted","deletedGroupHub.message":"The group has been

o

deleted.","groupHubCreated.title":"Group Created","groupHubCreated.message":"{groupHubName} is ready to

se","accountClosed.title":" Account Closed","accountClosed.message":"The account has been closed and you will now be
redirected to the homepage","resetTokenExpired.title":"Reset Password Link has
Expired", "resetTokenExpired.message":"Try resetting your password again","invalidUrl.title":"Invalid
URL","invalidUrl.message":"The URL you're using is not recognized. Verify your URL and try
again.","accountClosedForUser.title":"Account Closed","accountClosedForUser.message":" {userName}'s account is
closed","inviteTokenInvalid.title":"Invitation Invalid","inviteTokenInvalid.message":"Your invitation to the community has

nn

been canceled or expired.","inviteTokenError.title":"Invitation Verification Failed","inviteTokenError.message":"The url you
are utilizing is not recognized. Verify your URL and try again","pageNotFound.title":"Access
Denied","pageNotFound.message":"You do not have access to this area of the community or it doesn't

won won

exist","eventAttending.title":"Responded as Attending","eventAttending.message":"You'll be notified when there's new
activity and reminded as the event approaches","eventInterested.title":"Responded as
Interested","eventInterested.message":"You'll be notified when there's new activity and reminded as the event
approaches","eventNotFound.title":"Event Not Found","eventNotFound.message":"The event you tried to respond to does
not exist.","redirectToRelatedPage.title":"Showing Related Content","redirectToRelatedPageForBaseUsers.title":"Showing
Related Content","redirectToRelatedPageForBaseUsers.message":"The content you are trying to access is
archived","redirectToRelatedPage.message":"The content you are trying to access is
archived","relatedUrl.archivalLink.flyoutMessage":"The content you are trying to access is archived View Archived
Content"},"localOverride":false},"CachedAsset:component:custom.widget. CommunityBanner-en-us-1775108434041":
"__typename":"CachedAsset","id":"component:custom.widget. CommunityBanner-en-us-1775108434041","value":

"o

{"component":{"id":"custom.widget. CommunityBanner","template":
{"id":"CommunityBanner","markupLanguage":"REACT","style":null,"texts":null,"defaults":{ "config":{ "applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget. CommunityBanner","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":
en-us-1775108434041":{"__typename":"CachedAsset","id":"component:custom.widget.ChatbotWidget-en-us-
1775108434041","value":{"component":{"id":"custom.widget.ChatbotWidget","template":
{"id":"ChatbotWidget","markupLanguage":"REACT","style":null,"texts":{"chatbot.references.title":"Related
Articles","chatbot.welcome.title":"Welcome!","chatbot.welcome.description":"I'm here to help you explore and discover

great content.","chatbot.welcome.prompt":"Ask me a question or choose a suggestion below to get
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started:","chatbot.welcome.cta":"Let's dive in—what would you like to discover today?","chatbot.status.typing":" Assistant

won

is typing...","chatbot.status.error":"error","chatbot.error.response": "Failed to get response. Please try

wn wn

again.","chatbot.error.processing":"There was an error processing your message.","chatbot.error.configuration":"API URL

"

not configured","chatbot.error.network":"Network error occurred. Please check your connection and try

again.","chatbot.error.timeout":"Request timed out. Please try again.","chatbot.error.emptyResponse":"I couldn't generate a
response. Please try rephrasing your question.","chatbot.buttons.send":"Send","chatbot.buttons.close":"Close
chat","chatbot.buttons.newChat":"Start new chat","chatbot.buttons.collapse":"Collapse chat
panel","chatbot.buttons.expand":"Expand chat panel","chatbot.buttons.fullscreen":"Enter
fullscreen","chatbot.buttons.exitFullscreen":"Exit fullscreen","chatbot.buttons.like":"Like this
response”,"chatbot.buttons.dislike":"Dislike this response","chatbot.buttons.removeLike":"Remove
like","chatbot.buttons.removeDislike":"Remove dislike","chatbot.aria.chatInput":"Chat
input","chatbot.aria.sendMessage":"Send message","chatbot.aria.openChat":"Open chat
assistant","chatbot.aria.closeChat":"Close chat assistant","chatbot.defaults.title":" Ask Tech
Community","chatbot.defaults.subtitle":"Ask questions — get answers","chatbot.defaults.entryHeading":"Find
answers","chatbot.defaults.entrySubtext":"Ask the agent","chatbot.defaults.placeholder":"Type your

"o

message...","chatbot.defaults.initialMessage":"Hi! I'm your assistant. Ask me something or pick a suggestion above to

"o

begin.","chatbot.suggestions.findBlogs":"Find insightful blogs","chatbot.suggestions.exploreEvents":"Explore upcoming

events",

non

chatbot.suggestions.startJourney":"Start your journey with something new","chatbot.dialog.endConversation":"End

conversation","chatbot.dialog.confirmEndConversation":"Do you want to end this conversation and start

over?","chatbot.dialog.endConversationButton":"End

conversation","chatbot.dialog.cancel":"Cancel","chatbot.error.genericServiceUnavailable":"The service is currently

unavailable. Please try again later.","chatbot.error.noResults":"We could not find any information related to your query. Try

rephrasing your query."},"defaults":{"config":{"applicablePages":

[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[1,"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget.ChatbotWidget","form":null,"config":null,"props":

[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":

{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null},"localOverride":

en-us-1775108434041":{"__typename":"CachedAsset","id":"component:custom.widget. HeroBanner-en-us-

1775108434041","value":{"component":{"id":"custom.widget.HeroBanner","template":
"id":"HeroBanner","markupLanguage":"REACT","style":null,"texts":{ "searchPlaceholderText":"Search this

community","followActionText":"Follow","unfollowActionText":"Following","searchOnHoverText":"Please enter your

search term(s) and then press return key to complete a search.","blogs.sidebar.pagetitle":"Latest Blogs | Microsoft Tech

Community","followThisNode":"Follow this node","unfollowThisNode":"Unfollow this

node","customField.teamsLink.title":"Microsoft teams link","customField.teamsLink.label":"Teams meeting

url"},"defaults":{"config":{"applicablePages":

[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label ":"Max Items","description":"The

maximum number of items to display in the

carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget.HeroBanner","form":{ "fields":

[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description

{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss

{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul

{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control ":null,"defaultValue":null,"label ":null,"descripti
"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description":n

{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max

Items","description":"The maximum number of items to display in the

carousel”,"possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":

[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null," __typename":"FormFieldRef"},
"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to

won

{"id":"useBackground","type":"fieldset","as":null,"items":

[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'

"o

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":
[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m
{"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu

[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
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{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label ":"Max Items","description":"The
maximum number of items to display in the
carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"form":
{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti
{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description
"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max
Items","description":"The maximum number of items to display in the
carousel”,"possibleValues":null,"__typename":"FormField"}],"layout":{"rows":
[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null," __typename":"FormFieldRef"},
"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":
[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'

"o

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":

won

[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m
{"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control ":null,"defaultValue":null,"label ":null,"descripti
"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max
Items","description":"The maximum number of items to display in the
carousel”,"possibleValues":null,"__typename":"FormField"}],"layout":{"rows":
[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null,"__typename":"FormFieldRef"},

{"id":"useTitle","className":null," __typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to

won

{"id":"useBackground","type":"fieldset","as":null,"items":

[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":

non

[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m
"id":"componentPropsGroup","type":"fieldset","as":null,"items":

wn

[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
en-us-1775108434041":{"__typename":"CachedAsset","id":"component:custom.widget.Unregistered CTAWidget-en-us-
1775108434041","value":{"component":{"id":"custom.widget.Unregistered CTAWidget","template":
{"id":"UnregisteredCTAWidget","markupLanguage":"REACT","style":null,"texts": {"register.communityHub":"Welcome to

wn

the {name} Community Hub. Sign in to like, participate, or start a conversation.","register.category":"Welcome to the

"

{name} Community Hub. Sign in to like, participate, or start a conversation.","register.discussionBoard":"Welcome to the

{name} space. Sign in to like, reply, or start a discussion.","register.blogSpace":"Welcome to the {name} space. Sign in to

"o

like or comment on articles in this space.","register.eventSpace":"Welcome to the {name} space. Sign in to RSVP, add

"o

events to your calendar, and join the conversation.","register.ideaSpace":"Welcome to the {name} space. Sign in to vote,

comment, or submit your own feedback.","buttonRegister":"Sign in","register.discussionBoardArticle":"Have a question or
insight to share? Sign in to join the discussion.","register.blogSpaceArticle":"Enjoying the article? Sign in to share your
thoughts.","register.eventSpaceArticle":"Don’t just watch - take part. Sign in to RSVP, ask questions, and join the
discussion.","register.ideaSpaceArticle":"Sign in to submit ideas, upvote ideas, and join the conversation."},"defaults":
{"config":{"applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":

[{"id":"custom.widget.Unregistered CTAWidget","form":null,"config":null,"props":
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[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":
en-us-1775108434041":{"__typename":"CachedAsset","id":"component:custom.widget.SocialSharing-en-us-
1775108434041","value":{"component":{"id":"custom.widget.SocialSharing","template":
{"id":"SocialSharing","markupLanguage":"HANDLEBARS","style":".sharePage {\n display: flex;\n justify-content:
center;\n background: #d7d7d7;\n padding: Opx;\n height: 60px;\n}\n.singleSociallcons {\n display: flex;\n gap: 12px;\n list-
style-type: none;\n padding: Opx;\n margin: 0;\n}\n.containers {\n display: flex;\n gap: 30px;\n}\n\n.listIcon {\n align-
content: center;\n}\n.headingShare {\n display: inline;\n margin-right: 25px;\n margin-bottom: Opx;\n font-size: 20px;\n
font-weight: 550;\n align-content: center;\n}\n\n@media (max-width: 990px) {\n .sharePage {\n display: flex;\n justify-
content: center;\n }\n\n .containers {\n display: inline-block;\n justify-content: center;\n align-content: center;\n align-items:
center;\n }\n .headingShare {\n display: flex;\n justify-content: center;\n }\n .singleSociallcons {\n
Hnhn","texts":null,"defaults":{"config":{ "applicablePages":[],"description":"Adds buttons to share to various social media
websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.SocialSharing","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":"Adds buttons to share to various social media
websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":
{"css":".custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n background:
#d7d7d7;\n padding: 0;\n height: 3.75rem;\n}\n.custom_widget_SocialSharing_singleSociallcons_6x3n8_8 {\n display:
flex;\n gap: 0.75rem;\n list-style-type: none;\n padding: 0;\n margin:
0;\n}\n.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: flex;\n gap:

1.875rem;\n }\n.custom_widget_SocialSharing_listicon_6x3n8_20 {\n align-content:

center;\n }\n.custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: inline;\n margin-right: 1.5625rem;\n
margin-bottom: 0;\n font-size: 1.25rem;\n font-weight: 550;\n align-content: center;\n}\n@media (max-width: 990px) {\n
.custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n }\n\n
.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: inline-block;\n justify-content: center;\n align-content:
center;\n align-items: center;\n }\n .custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: flex;\n justify-
content: center;\n }\n .custom_widget_SocialSharing_singleSociallcons_6x3n8_8 {\n }\n}\n","tokens":
{"sharePage":"custom_widget_SocialSharing_sharePage_6x3n8_1","singleSociallcons":"custom_widget_SocialSharing_singleSociallcons_6x3n8_8","cc
en-us-1775108434041":{"__typename":"CachedAsset","id":"component:custom.widget.MicrosoftFooter-en-us-
1775108434041","value":{"component":{"id":"custom.widget.MicrosoftFooter","template":
{"id":"MicrosoftFooter","markupLanguage":"HANDLEBARS","style":".context-uhf {\r\n min-width: 280px;\r\n font-size:
15px;\r\n box-sizing: border-box;\r\n -ms-text-size-adjust: 100%;\r\n -webkit-text-size-adjust: 100%;\r\n & *\r\n &
*:before,\r\n & *:after {\r\n box-sizing: inherit;\r\n }\r\n a.c-uhff-link {\r\n color: #616161;\r\n word-break: break-word;\r\n
text-decoration: none;\r\n }\r\n &a:link,\r\n &a:focus,\r\n &a:hover,\r\n &a:active,\r\n &a:visited {\r\n text-decoration:
none;\r\n color: inherit;\r\n }\r\n & div {\r\n font-family: 'Segoe UT', SegoeU], 'Helvetica Neue', Helvetica, Arial, sans-
serif;\r\n J\r\n }\r\n.c-uhff {\r\n background: #f2f2f2;\r\n margin: -1.5625;\r\n width: auto;\r\n height: auto;\r\n}\r\n.c-uhff-
nav {\r\n margin: 0 auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 0 5%;\r\n box-sizing: inherit;\r\n &:before,\r\n
&:after {\r\n content: ' ;\r\n display: table;\r\n clear: left;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
padding-left: 12px;\r\n }\r\n .c-heading-4 {\r\n color: #616161;\r\n word-break: break-word;\r\n font-size: 15px;\r\n line-
height: 20px;\r\n padding: 36px 0 4px;\r\n font-weight: 600;\r\n }\r\n .c-uhff-nav-row {\r\n .c-uhff-nav-group {\r\n display:
block;\r\n float: left;\r\n min-height: 1px;\r\n vertical-align: text-top;\r\n padding: 0 12px;\r\n width: 100%;\r\n zoom: 1;\r\n
&:first-child {\r\n padding-left: 0;\r\n @media only screen and (max-width: 1083px) {\r\n padding-left: 12px;\r\n }\r\n }\r\n
@media only screen and (min-width: 540px) and (max-width: 1082px) {\r\n width: 33.33333%;\r\n }\r\n @media only
screen and (min-width: 1083px) {\r\n width: 16.6666666667%;\r\n }\r\n ul.c-list.f-bare {\r\n font-size: 11px;\r\n line-height:
16px;\r\n margin-top: 0;\r\n margin-bottom: 0;\r\n padding-left: 0;\r\n list-style-type: none;\r\n li {\r\n word-break: break-
word;\r\n padding: 8px 0;\r\n margin: 0;\r\n }\r\n }\r\n }\r\n }\r\n}\r\n.c-uhff-base {\r\n background: #f2f2f2;\r\n margin: 0
auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 30px 5% 16px;\r\n &:before,\r\n &:after {\r\n content: ' ;\r\n
display: table;\r\n }\r\n &:after {\r\n clear: both;\r\n }\r\n a.c-uhff-ccpa,\r\n a.c-uhff-consumer {\r\n display: flex;\r\n float:
left;\r\n font-size: 11px;\r\n line-height: 16px;\r\n padding: 4px 24px 0 0;\r\n }\r\n a.c-uhff-ccpa:hover,\r\n a.c-uhff-
consumer:hover {\r\n text-decoration: underline;\r\n }\r\n ul.c-list {\r\n font-size: 11px;\r\n line-height: 16px;\r\n float:
right;\r\n margin: 3px 0;\r\n color: #616161;\r\n li {\r\n padding: 0 24px 4px 0;\r\n display: inline-block;\r\n }\r\n }\r\n .c-
list.f-bare {\r\n padding-left: 0;\r\n list-style-type: none;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
display: flex;\r\n flex-wrap: wrap;\r\n padding: 30px 24px 16px;\r\n }\r\n}\r\n\r\n.social-share {\r\n position: fixed;\r\n top:
60%;\r\n transform: translateY(-50%);\r\n left: 0;\r\n z-index: 1000;\r\n }\r\n\r\n.sharing-options {\r\n list-style: none;\r\n
padding: 0;\r\n margin: 0;\r\n display: block;\r\n flex-direction: column;\r\n background-color: white;\r\n width: 50px;\r\n
border-radius: Opx 7px 7px Opx;\r\n}\r\n.linkedin-icon {\r\n border-top-right-radius: 7px;\r\n}\r\n.linkedin-icon:hover {\r\n
border-radius: 0;\r\n}\r\n\r\n.social-share-email-image:hover {\r\n border-radius: 0;\r\n}\r\n\r\n.social-link-footer:hover
Jinkedin-icon {\r\n border-radius: 0;\r\n }\r\n.social-link-footer:hover .social-share-email-image {\r\n border-radius:

0;\r\n }\r\n\r\n.social-link-footer img {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s ease;\r\n }\r\n\r\n.social-

share-list {\r\n width: 50px;\r\n }\r\n.social-share-rss-image {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s

Page 24 of 32



https://techcommunity.microsoft.com /t5/security-compliance-and-identity/part-2-lockbit-2-0-ransomware-bugs-and-database-recovery/ba-p/3254421

ease;\r\n}\r\n.sharing-options li {\r\n width: 50px;\r\n height: 50px;\r\n padding: 8px;\r\n box-sizing: border-box;\r\n border:
2px solid white;\r\n display: inline-block;\r\n text-align: center;\r\n opacity: 1;\r\n visibility: visible;\r\n transition: border
0.3s ease; /* Smooth transition effect */\r\n border-left: none;\r\n border-bottom: none; /* Apply bottom border to only last
item *Ar\n }\r\n\r\n.social-share-list-linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius: 5px; /* Rounded
top right corner of first item*/\r\n}\r\n.social-share-list-facebook {\r\n background-color: #3c5c9c;\r\n }\r\n.social-share-list-
xicon {\r\n background-color: #000;\r\n }\r\n.social-share-list-reddit {\r\n background-color: #fc4404;\r\n}\r\n.social-share-
list-bluesky {\r\n background-color: #f0f2f5;\r\n}\r\n.social-share-list-rss {\r\n background-color: #ec7b1c;\r\n}\r\n.social-
share-list-mail {\r\n background-color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last
item*/\r\n}\r\n.sharing-options li.social-share-list-mail {\r\n border-bottom: 2px solid white; /* Add bottom border only to
the last item */\r\n height: 52px; /* Increase last child height to make in align with the hover label */\r\n}\r\n.x-icon {\r\n
filter: invert(100%);\r\n transition: filter 0.3s ease;\r\n width: 20px !important;\r\n height: auto;\r\n padding-top: 5px
limportant;\r\n }\r\n.bluesky-icon {\r\n filter: invert(20%) sepia(100%) saturate(3000%) hue-rotate(180deg);\r\n transition:
filter 0.3s ease;\r\n padding-top: 5px !important;\r\n width: 25px !important;\r\n}\r\n\r\n.share-icon {\r\n border: 2px solid
transparent;\r\n display: inline-block;\r\n position: relative;\r\n}\r\n\r\n.sharing-options li:hover {\r\n border: 2px solid
white;\r\n border-left: none;\r\n border-bottom: none;\r\n border-radius: Opx;\r\n }\r\n.sharing-options li.social-share-list-
mail:hover {\r\n border-bottom: 2px solid white; /* Add bottom border only to the last item */Ar\n}\r\n\r\n.sharing-options
lizhover .label {\r\n opacity: 1;\r\n visibility: visible;\r\n border: 2px solid white;\r\n box-sizing: border-box;\r\n border-left:
none;\r\n }\r\n\r\n.label {\r\n position: absolute;\r\n left: 100%;\r\n white-space: nowrap;\r\n opacity: 0;\r\n visibility:
hidden;\r\n transition: all 0.2s ease;\r\n color: white;\r\n border-radius: 0 10 0 10px;\r\n top: 50%;\r\n transform:
translateY(-50%);\r\n height: 52px;\r\n display: flex;\r\n align-items: center;\r\n justify-content: center;\r\n padding: 10px
12px 15px 8px;\r\n border: 2px solid white;\r\n}\r\n.linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius:
5px; /* Rounded top right corner of first item*/\r\n}\r\n.facebook {\r\n background-color: #3c5c9c;\r\n}\r\n.twitter {\r\n
background-color: black;\r\n color: white;\r\n}\r\n.reddit {\r\n background-color: #fc4404;\r\n }\r\n.mail {\r\n background-
color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last item*/\r\n}\r\n.bluesky {\r\n
background-color: #f0f2f5;\r\n color: black;\r\n }\r\n.rss {\r\n background-color: #ec7b1c;\r\n}\r\n\r\n@media (max-width:
991px) {\r\n .social-share {\r\n display: none;\r\n }\r\n}\r\n","texts":{"heading.whatsNew":"What's

new","heading.store":"Microsoft

Store","heading.education":"Education”,"heading.business":"Business","heading.developer":"Developer &

wn

IT","heading.company":"Company","link.whatsNew.surfacePro":"Surface Pro","aria.whatsNew.surfacePro":"Surface Pro

"o

What's new","link.whatsNew.surfaceLaptop":"Surface Laptop","aria.whatsNew.surfaceLaptop":"Surface Laptop What's
new","link.whatsNew.surfaceLaptopStudio2":"Surface Laptop Studio 2","aria.whatsNew.surfaceLaptopStudio2":"Surface

Laptop Studio 2 What's new","link.whatsNew.copilotOrganizations":"Copilot for

organizations","aria.whatsNew.copilotOrganizations":"Copilot for organizations What's

wn

new","link.whatsNew.copilotPersonal":"Copilot for personal use","aria.whatsNew.copilotPersonal":"Copilot for personal

use What's new","link.whatsNew.ailnWindows":"AI in Windows","aria.whatsNew.ailnWindows":"AI in Windows What's

non

new","link.whatsNew.exploreProducts":"Explore Microsoft products","aria.whatsNew.exploreProducts":"Explore Microsoft

won

products What's new","link.whatsNew.windows11Apps":"Windows 11 apps","aria.whatsNew.windows11Apps":"Windows

URD

11 apps What's new","link.store.accountProfile":" Account profile","aria.store.accountProfile":" Account profile Microsoft

o "o

Store","link.store.downloadCenter":"Download Center","aria.store.downloadCenter":"Download Center Microsoft

nn

Store","link.store.support":"Microsoft Store support","aria.store.support":"Microsoft Store support Microsoft

won URD

Store","link.store.returns":"Returns", "aria.store.returns":"Returns Microsoft Store","link.store.orderTracking":"Order

tracking”,"aria.store.orderTracking":"Order tracking Microsoft Store","link.store.certifiedRefurbished":"Certified

Refurbished","aria.store.certifiedRefurbished":"Certified Refurbished Microsoft Store","link.store.promise":"Microsoft

non

Store Promise","aria.store.promise":"Microsoft Store Promise Microsoft Store","link.store.flexiblePayments":"Flexible

wn

Payments","aria.store.flexiblePayments":"Flexible Payments Microsoft

"o

Store","link.education.microsoftInEducation":"Microsoft in education","aria.education.microsoftinEducation":"Microsoft in

nn

education Education","link.education.devices":"Devices for education","aria.education.devices":"Devices for education

won

Education","link.education.teams":"Microsoft Teams for Education","aria.education.teams":"Microsoft Teams for Education

Education","link.education.m365":"Microsoft 365 Education","aria.education.m365":"Microsoft 365 Education

Education","link.education.howToBuy":"How to buy for your school","aria.education.howToBuy":"How to buy for your

nn

school Education”,"link.education.training":"Educator training and development","aria.education.training":"Educator

wn

training and development Education","link.education.deals":"Deals for students and parents","aria.education.deals":"Deals

nn

for students and parents Education”,"link.education.ai":"Al for education","aria.education.ai":"AI for education

Education","link.business.microsoftAi":"Microsoft AI","aria.business.microsoftAi":"Microsoft Al

wn

Business","link.business.security":"Microsoft Security","aria.business.security":"Microsoft Security

Business","link.business.dynamics":"Dynamics 365",

aria.business.dynamics":"Dynamics 365

Business","link.business.m365":"Microsoft 365", "aria.business.m365":"Microsoft 365

Business","link.business.powerPlatform":"Microsoft Power Platform","aria.business.powerPlatform":"Microsoft Power

wn

Platform Business","link.business.teams":"Microsoft Teams","aria.business.teams":"Microsoft Teams

nn

Business","link.business.m365Copilot":"Microsoft 365 Copilot","aria.business.m365Copilot":"Microsoft 365 Copilot

won wn

Business","link.business.smallBusiness":"Small Business","aria.business.smallBusiness":"Small Business

no won

Business","link.developer.azure":"Azure","aria.developer.azure":" Azure Developer &

non

IT","link.developer.developerCenter":"Microsoft Developer","aria.developer.developerCenter":"Microsoft Developer

Developer & IT","link.developer.learn":"Microsoft Learn","aria.developer.learn":"Microsoft Learn Developer &
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wn

IT","link.developer.aiMarketplace":"Support for Al marketplace apps","aria.developer.aiMarketplace":"Support for Al
marketplace apps Developer & IT","link.developer.techCommunity":"Microsoft Tech

wn

Community","aria.developer.techCommunity":"Microsoft Tech Community Developer &

IT","link.developer.marketplace":"Microsoft Marketplace","aria.developer.marketplace":"Microsoft Marketplace Developer

& IT","link.developer.marketplaceRewards":"Marketplace Rewards","aria.developer.marketplaceRewards":"Marketplace

Rewards Developer & IT","link.developer.visualStudio":"Visual Studio","aria.developer.visualStudio":"Visual Studio

"o

Vi ,"link. . : ,aria. . :
Developer & IT","link.company.careers":"Careers","aria.company.careers':"Careers

nn

Company","link.company.about":" About Microsoft","aria.company.about":" About Microsoft

o "o

Company","link.company.news":"Company news","aria.company.news":"Company news

o

Company","link.company.privacy":"Privacy at Microsoft","aria.company.privacy":"Privacy at Microsoft

non

Company","link.company.investors":"Investors","aria.company.investors":"Investors

Company","link.company.diversity":"Diversity and inclusion","aria.company.diversity":"Diversity and inclusion

Company","link.company.accessibility":" Accessibility","aria.company.accessibility":" Accessibility

nn

Company","link.company.sustainability":"Sustainability","aria.company.sustainability":"Sustainability

won non

Company","ccpa.label":"Your Privacy Choices","consumerhealthprivacy.label":"Consumer Health

"o "o

Privacy","corp.sitemap":"Sitemap","corp.contact":"Contact

"o o o

Microsoft","corp.privacy":"Privacy","corp.manageCookies":"Manage cookies","corp.terms":"Terms of

IR won

e","corp.trademarks":"Trademarks","corp.safetyEco":"Safety &

wn wn

eco","corp.recycling":"Recycling","corp.aboutAds":"About our
ads","corp.microsoft":"Microsoft","social.linkedin.alt":"Share to LinkedIn","social.linkedin.label":"Share on
LinkedIn","social.facebook.alt":"Share to Facebook","social.facebook.label":"Share on Facebook","social.x.alt":"Share to
X" "social.x.label":"Share on X","social.reddit.alt":"Share to Reddit","social.reddit.label":"Share on
Reddit","social.bluesky.alt":"Share to Blue Sky","social.bluesky.label":"Share on Bluesky","social.rss.alt":"Subscribe to
RSS","social.rss.label":"Share on RSS","social.email.alt":"Share to Email","social.email.label":"Share on
Email"},"defaults":{"config": {"applicablePages":[],"description":"The Microsoft
Footer","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.MicrosoftFooter","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping™:"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":"The Microsoft
Footer","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":

PR

"o

"css":".custom_widget_MicrosoftFooter_context-uhf_qp4x5_1 {\r\n min-width: 17.5rem;\r\n font-size: 0.9375rem;\r\n
box-sizing: border-box;\r\n -ms-text-size-adjust: 100%;\r\n -webkit-text-size-adjust: 100%;\r\n & *,\r\n & *:before,\r\n &
*:after {\r\n box-sizing: inherit;\r\n }\r\n a.custom_widget_MicrosoftFooter_c-uhff-link_qp4x5_23 {\r\n color: #616161;\r\n
word-break: break-word;\r\n text-decoration: none;\r\n }\r\n &a:link,\r\n &a:focus,\r\n &a:hover,\r\n &a:active,\r\n
&a:visited {\r\n text-decoration: none;\r\n color: inherit;\r\n }\r\n & div {\r\n font-family: 'Segoe UT', SegoeU], 'Helvetica
Neue', Helvetica, Arial, sans-serif;\r\n }\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff _qp4x5_23 {\r\n background:
#£2£22;\r\n margin: -1.5625;\r\n width: auto;\r\n height: auto;\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff-
nav_qp4x5_69 {\r\n margin: 0 auto;\r\n max-width: calc(100rem + 10%);\r\n padding: 0 5%;\r\n box-sizing: inherit;\r\n
&:before,\r\n &:after {\r\n content: ' ;\r\n display: table;\r\n clear: left;\r\n }\r\n @media only screen and (max-width:
1083px) {\r\n padding-left: 0.75rem;\r\n }\r\n .custom_widget_MicrosoftFooter_c-heading-4_qp4x5_97 {\r\n color:
#616161;\r\n word-break: break-word;\r\n font-size: 0.9375rem;\r\n line-height: 1.25rem;\r\n padding: 2.25rem 0
0.25rem;\r\n font-weight: 600;\r\n }\r\n .custom_widget_MicrosoftFooter_c-uhff-nav-row_qp4x5_113 {\r\n
.custom_widget_MicrosoftFooter_c-uhff-nav-group_qp4x5_115 {\r\n display: block;\r\n float: left;\r\n min-height:
0.0625rem;\r\n vertical-align: text-top;\r\n padding: 0 0.75rem;\r\n width: 100%;\r\n zoom: 1;\r\n &:first-child {\r\n padding-
left: 0;\r\n @media only screen and (max-width: 1083px) {\r\n padding-left: 0.75rem;\r\n }\r\n }\r\n @media only screen
and (min-width: 540px) and (max-width: 1082px) {\r\n width: 33.33333%;\r\n }\r\n @media only screen and (min-width:
1083px) {\r\n width: 16.6666666667%;\r\n }\r\n ul.custom_widget_MicrosoftFooter_c-
list_qp4x5_155.custom_widget_MicrosoftFooter_f-bare_qp4x5_155 {\r\n font-size: 0.6875rem;\r\n line-height: 1rem;\r\n
margin-top: 0;\r\n margin-bottom: 0;\r\n padding-left: 0;\r\n list-style-type: none;\r\n li {\r\n word-break: break-word;\r\n
padding: 0.5rem 0;\r\n margin: 0;\r\n \r\n \r\n }\r\n }\r\n}\r\n.custom_widget_MicrosoftFooter_c-uhff-base_qp4x5_187
{\r\n background: #f2f2f2;\r\n margin: 0 auto;\r\n max-width: calc(100rem + 10%);\r\n padding: 1.875rem 5% lrem;\r\n
&:before,\r\n &:after {\r\n content: ' ;\r\n display: table;\r\n }\r\n &:after {\r\n clear: both;\r\n }\r\n
a.custom_widget_MicrosoftFooter_c-uhff-ccpa_qp4x5_213,\r\n a.custom_widget_MicrosoftFooter_c-uhff-
consumer_qp4x5_215 {\r\n display: flex;\r\n float: left;\r\n font-size: 0.6875rem;\r\n line-height: 1rem;\r\n padding: 0.25rem
1.5rem 0 0;\r\n }\r\n a.custom_widget_MicrosoftFooter_c-uhff-ccpa_qgp4x5_213:hover,\r\n
a.custom_widget_MicrosoftFooter_c-uhff-consumer_qp4x5_215:hover {\r\n text-decoration: underline;\r\n }\r\n
ul.custom_widget_MicrosoftFooter_c-list_qp4x5_155 {\r\n font-size: 0.6875rem;\r\n line-height: 1rem;\r\n float: right;\r\n
margin: 0.1875rem 0;\r\n color: #616161;\r\n li {\r\n padding: 0 1.5rem 0.25rem 0;\r\n display: inline-block;\r\n }\r\n }\r\n
.custom_widget_MicrosoftFooter_c-list_qp4x5_155.custom_widget_MicrosoftFooter_f-bare_qp4x5_155 {\r\n padding-left:
0;\r\n list-style-type: none;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n display: flex;\r\n flex-wrap:
wrap;\r\n padding: 1.875rem 1.5rem Irem;\r\n }\r\n}\r\n.custom_widget_MicrosoftFooter_social-share_qp4x5_281 {\r\n
position: fixed;\r\n top: 60%;\r\n transform: translateY(-50%);\r\n left: 0;\r\n z-index:
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