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&2 Tool: Cutlet Maker

Names

Category

Type

Description

Information

Malpedia

Cutlet Maker
Cutlet

Malware
ATM malware

(Trend Micro) Cutlet Maker is an ATM malware designed to empty the machine of all its
banknotes. Interestingly, while its authors have been advertising its sale, their competitors have

already cracked the program, allowing anybody to use it for free.

Every time the program runs, it creates and displays a code. The user then needs to contact the
developers and provide this code. After receiving payment, the developers provide the license
code that unlocks the program’s jackpotting feature. No payment, no jackpotting. This happens

every time the criminals try to use Cutlet Maker against a different ATM.

<https://blog.trendmicro.com/trendlabs-security-intelligence/dissecting-prilex-cutlet-maker-

atm-malware-families/>

<https://www.cpomagazine.com/cyber-security/atm-malware-and-jackpotting-attacks-could-

be-making-a-return/>

<http://www.vkremez.com/2017/12/lets-learn-cutlet-atm-malware-internals.html>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.cutlet>

Last change to this tool card: 24 April 2021
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_[_Interesting malware not linked to an actor yet ]_

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=05e6b33d-5e81-48aa-8f67-f547e07626eb
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