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Adversaries may perform Endpoint Denial of Service (DoS) attacks to degrade or block the availability of services
to users.

On Android versions prior to 7, apps can abuse Device Administrator access to reset the device lock passcode,
preventing the user from unlocking the device. After Android 7, only device or profile owners (e.g. MDMs) can

reset the device’s passcode.[1]

On iOS devices, this technique does not work because mobile device management servers can only remove the
screen lock passcode; they cannot set a new passcode. However, on jailbroken devices, malware has been

discovered that can lock the user out of the device.[2]

Source: https://attack.mitre.org/techniques/T1642
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https://developer.android.com/reference/android/app/admin/DevicePolicyManager.html#resetPassword(java.lang.String,%20int)
http://researchcenter.paloaltonetworks.com/2015/08/keyraider-ios-malware-steals-over-225000-apple-accounts-to-create-free-app-utopia/

