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&2 Tool: Titanium

Names

Category

Type

Description

Information

Titanium
Malware

Backdoor, Info stealer

(Kaspersky) During recent analysis we discovered Platinum using a new backdoor that we call
Titanium (named after a password to one of the self-executable archives). Titanium is the final
result of a sequence of dropping, downloading and installing stages. The malware hides at
every step by mimicking common software (protection related, sound drivers software, DVD

video creation tools).

<https://securelist.com/titanium-the-platinum-group-strikes-again/94961/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool Titanium

Changed

Name Country Observed

APT groups

Platinum 2009-Nov 2019

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=62123ddf-5704-4ca0-8a58-e306fdb076d8
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