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Introduction

Ransomware is certainly a significant global threat. According to one recent report, ransomware is estimated to
have cost businesses more than $8 billion in 2018, up from just $1 billion in 2016, while this year alone losses for

the healthcare industry have already reached $25 billion.

Part of this increase is due to the rise of Ransomware as a Service, with variants such as GandCrab generating as
much as $2 billion in revenue for its developers, and our observation in the FortiGuard Labs Threat L.andscape
Report for Q3 that two additional ransomware families — Sodinokibi and Nemty — have now been deployed as
RaaS solutions as well. Another part of the reason for this growth is that cybercriminals continue to develop new
ransomware variants. This dramatic escalation of ransomware over the past few years is part of the reason why we

here at FortiGuard Labs keep such close track of it.

And recently, our threat radar detected a new ransomware variant that we break down for you in this threat
analysis, ominously called DeathRansom. In this analysis, we will first be looking at a version with a SHA256

sample of:
7C2DBAD516D18D2C1C21ECC5792BC232F7B34DADC1BC19E967190D79174131D1

Subsequent samples exhibit slightly different behaviors, as we describe later in our analysis.

38 ) align 10h
10 ; Debug Directory entries
ata:0040DE40 dd 0 ; Characteristics
ta:0 dd SDCFBS2Eh ; TimeDateStamp: |
0 E48 dw 0 : MajorVersion
dw 0 : MinorVersion
dd 0Dh ; Type: IMAGE_DEBUG_TYPE_POGO
dd 0D4h ; Si1zeOfData
dd rva aGctl ; AddressOfRawData
dd 0CE78h : PointerToRawData
dd 0 : Characteristics
dd SDCFB52Eh ; TimeDateStamp: Sat Nov 16 08:37:02 2019
dw 0 : MajorVersion
dw 0 : MinorVersion
dd OEh ; Type: IMAGE_DEBUG_TYPE_ILTCG
dd 0 ; SizeOfData
dd o ; AddressOfRawData
dd 0 : PointerToRawData

Figure 1. TimeDateStamp of the sample

As you can see, the TimeDateStamp of this sample is very new (Sat Nov 16 08:37:02 2019), so naturally, we

decided to dig deeper and learn more.

The Workflow of the DeathRansom Ransomware
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At a high level, this ransomware follows a sensible design: it scans and encrypts files on local and network drives.
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sHEmptyRecycleBinA(0, 0, 1u);

mtr processNetwork(&\ 2z, 0): // Process Network Drives
if ( GetLog1ca1Dr1ve5tr1ngsW(0x?FFFu &Buffer) )// Logical Drives

{

v1E8 = GetProcessHeap();
19 = (WCHAR *)HeapAlloc(v18, 8u, OxFFFEu);
= v19:
if (vi9 )
wnsprintfw(vio, 0x7FFF (const char #)L"\N\\?\\%c:", *v17):// Drives: C: D: etc
mtr processD1r(& ._O);

v2l = GetProcessHeap()
HeapFree(v2l, 0, v20);

Figure 2. start()

It’s clear that right off the bat (in start() ), that DeathRansom gets right to the business of being a ransomware: by

enumerating and encrypting files. To enumerate network resources, the malware uses standard Windows APIs
(WNetOpenEnumW, WNetEnumResourceW etc.)
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DWORD __thiscall mtr_processNetwork(vold *this, LPNETRESOURCEW [pNetResource)

void *v2: [/ ebx

DWORD result; // eax

SIZE_T v4; // 5710_4

HANDLE v5; // eax

struct _NETRESOURCEW *v6; // eax
LPNETRESOURCEW v7; // 231

DWORD v8: // edi

LPCWSTR *targetD1r; // esi

HANDLE v10: f/ eax

HANDLE hEnum; // [esp+10h] [ebp-Ch]
SIZE_T dwBytes; // [esp+14h] [ebp-8h]
DWORD cCount; // [esp+18h] [ebp-4h]
LPNETRESOURCEW TpNetResourcea; // [esp+24h] [ebp+3h]

cCount = -1;
v2 = this;
dwBytes = 0x4000;
result = WNetOpenEnumW(2u, 0, 0x13u, TpNetResource, &hEnum);// RESOURCE_GLOBALNET
if ( 'result )
{
v4 = dwBytes
v5 = GetProcessHeap(),
fé = (struct _NETRESOURCEW *)HeapAlloc(v5, 8u, v4):
v7 = vb;
1pNetResourcea = v6;
if ( vb )
{
if ( !WNetEnumResourceW(hEnum, &cCount, v6, &dwBytes) )
{
do
{
vE = 0;
if ( cCount )
{
gargetbir (LPCWSTR *)&v7->1pRemoteName;
o
{ . .
if ( *(_BYTE #*)(targetDir - 2) & 2 )
1mtr_processNetwor (v2, (LPNETRESOURCEW)(targetDir - 5)):// recursive function
else
mtr_processDir(v2, *targetDir); // main
++vE

targetDir += 8;

Figure 3. Recursively Scanning Network Resources

Inside this function (processNetwork), it recursively scans network resources until it hits a normal directory, at

which point it processes it like a directory (processDir).
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e i AN ST N
e 28 InterqockedExchanqudd(&Inter1ock, 1);
e 29 QueueUserWorkItem(mtr_renameFiles, v4, 0); // ThreadPool
® 30 v5 = GetProcessHeap():
e 31 v6 = (WCHAR *)HeapAlloc(v5, 8u, OxFFFEu);
e 32 newltem = v6;
e 33 if (V6 )
34 {
® 35 v8 = v2;
® 36 wnsprintfW(ve, OX7FFF, (const char =)L"%s\\*", v2):
® 37 hEindFile = FindFirstFileW(newItem, &FindFileData);
e 38 if ( hFindFile != (HANDLE)-1 )
39 {
40 do
41
e 42 wnsprintfW{newItem, Ox7FFF, (const char #)L"%s\\%s",
e 43 if ( FindFileData.dwFileAttributes & 0x10
44 &% lstrcmpW(FindFileData.cFileName, L"..")
45 88 IstrecmpW(FindrileData.cFileName, L".") )
46
e 47 v9 = 0;
® 48 while ( 1)
49 {
® 50 v10 = exclusion2[v9];
e 51 v1ll = CharLowerW(FindFileData.cFileName);
® 52 if ( strstrW(vil, vio) )
e 53 break;
e 54 ++v9;
® 55 if ( vO »>= 6 )
56 {
e 57 mtr_processDir(v17, newltem): // recursive
® 58 breaE:
59 }
60 }
® 61 v8 = targetDir;
62 }
63 }
® 64 while ( FindNextFileW(hFindFile, &FindFileData) );
® 65 FindClose(hFindFile);
66 }
Figure 4. processDir()
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va,

FindFileDat

a.cFileName);

Just like processNetwork, processDir is also recursive. The difference is that it needs to perform some sanity

checks to make sure that the item is indeed a folder (but not “.” or “..”), and further, that the item is not excluded

(see exclusion2, below).

.rdata:0040D35B db 0
.rdata:0040D35C dd offset sub_401790
.rdata:0040D360 dd offset sub_4017D0
.rdata:00400364 exclusionl dd offset aReadMeTxt
.rdata:0040D364

.rdata:0040D0368 dd offset aAutoexecBat
.rdata:0040D36C dd offset aDesktopIni
.rdata:0040D370 dd offset aAutorunInf
.rdata:0040D374 dd offset aNtuserDat
.rdata:0040D378 dd offset alconcacheDb
.rdata:0040D037 dd offset aBootsectBak
.rdata:0040D380 dd offset aBootIni
.rdata:0040D384 dd offset aNtuserDatLog
.rdata:0040D388 dd offset aThumbsDb
.rdata:0040D038C exclusion2 dd offset aProgramdata
.rdata:0040D38C

.rdata:0040D390 dd offset aRecycleBin
.rdata:0040D394 dd offset aProgramrFiles
.rdata:0040D398 dd offset aWindows
.rdata:0040D39C dd offset aAllUsers
.rdata:0040D3A0 dd offset aAppdata

Figure 5. Exclusions

DATA XREF:
"read_me.txt"
"autoexec.bat™
"desktop.in1"
"autorun.inf"
"ntuser.dat"
"iconcache.db”
"bootsect.bak™
"boot.ini"

"ntuser.dat.log”

"thumbs .db"
DATA XREF:
"programdata”
"Srecycle.bin”

"program files

"windows"
"all users"
"appdata”

mtr_processDir:

We can see here that the malware author has made a number of reasonable choices, including:

mtr_renameFiles:loc_40A7

» Excluding important Windows folders (Program Files, Windows, etc) to avoid rendering the system

unusable

When it comes to files, similar checks also occur.

¢ DeathRansom also avoids “encrypting” the systems files (ntuser.dat, etc)
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Certainly, this list is not comprehensive, but it does show that the author does have some skills and knowledge

about system programming.

TEXRX]

seevee

LELFT UCESSHEADY ) ;

11path =
(

wnsprintfw(v4, Ux?FFF (
= er“dﬁ retFilew(f

f(

wnsprintfw(ful
if ( Y(FindFi

, OX7FFF,
.dwFileAttributes & 0x10) )

3, 8u, OXFFFEu):

const char #)L"%s\\*", path);
, &indFileData);

(const char *)L"%s\\%s", v2, FindFileData.cFileName):;

8 = CreateFileW(fullPath OxCODOOOOO 7u 0 3u, 0x80u, 0);// OPEN_EXISTING
if ( v8 != (HANDLE)-1 &R 'StrStlﬂ(*' d eDa cF11eName L*.wctc™) )// not renamed yet
{

vo = 0;

do

{

v10 = exclusionl[v@ // Exclusions
= CharLo..’em‘( Jata.cFileName);

1f ( Strstrw(v

CloseHandle(v8);

goto LABEL_1

tpr ocess
HAR *)H

wnsprintfw(vis,

C105e-Hand1e(\
MoveFilew(f
vls = Get=| oce
HeapFree(v

5;: !

)i |
Heap();
eapAlloc(v1l2, 8u, OXFFFEu);

Ox7FFF, (const char *)L"%s.wctc", fullPath);// .wctc
:).

ath 14); // rename not encrypt file!
ssHeap()
0, vi4);

InterlockedE xchangeﬁdd(&dword 40F064, 1):
QueueUserWorkItem(Function, v8, 0);

oo
® V = 19
/6 }
77 )
® 78 while ( r1ndNextF1‘\eW( 7, &FindFileData) );
e 79 —md(?ose( M

Figure 6. “Encrypting” Files

An astute reader may have noticed that DeathRansom does not really encrypt file content. In this case, victims

only have to rename the affected files (hint: remove the extension) to restore the system back to normal.
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- align 8
: CHAR string[]
. String db DEATHRANSOM =---*,0Dh,0Ah
db ODh 0ah

db ‘EFiEEsrsksresreiisessHNDER NO CTRCUMSTANCES DO NOT DELETE THIS FILE, UNTIL ALL YOUR®
db ' DATA IS RECOVERED*++*##+++xsssssssssssss® ODh,Oah

db 00h,0Ah

db 9, #x=x+FAILING TO DO SU WILL RESULT IN YQUR SYSTEM CORRUPTION, IF THERE ARE DECRYPTL"
db 'ON ERRORS*®=*x" 0Dh

db 0Dh, OAh

db 'ald your files, documents, photos, databases and other important’,0Dh,0Ah
db 'files are encrypted . 0Dh, 0Ah

db ODh 0Ah

db 'You are not able_to decrypt it by yourself! The only method” . 0Dh, 0Ah

db 'of recovering files is to purchase an unique private key.' 0Dh,04h

db 'Only we can give you this key and only we can recover your f11es .0Dh,04h
db 0ok, Dah

db 'To be sure we have the decryptor and it works you can send an’,00h,0ah

db ‘email death@firemail.cc and decrypt one file Tor free. But this®,0Dh,04h
db 'file should be of not valuable!', DDh,0AR

db 0Dh, 0AR

db 'Dg Eou really want to restore your files?', ODh,0Ah

db 'WITtE to email *.0Dh,0

db death@(uma'l'luver me" ,00h, 04h
db 0Dh, 0&h

db * death@firemail.cc’,0Dh,0ah
db 0Dh,0sh

db ‘¥eur LOCK-ID: %s°,0Dh,0Ah

db '=>-How to obtain bitcoin:',0Dh,0Ah
db 0Dh,0Ah .
db 'The easiest way. to buy bitcoins is LocalBitcoins site. You have to reg15ter click ",27h
SE 'Buy bwtcowns .27h.". and select the seller by payment method and price.’.0Dh.0DAh
OD
gg hltps /flocalbitcoins. com/buy_bitcoins®,0Dh, 0Ah
oph, 0al
do ‘also znu can find other places to buy Bitcoins and beginners guide here:, 0Dh,0ah
db DDh Oal
db http Jfwune. coindesk. com/information/how-can-1i-buy-bitcoins/",00h, 0Ah
do 0Ch,0ah
do ODh 0&h
db '==> Free decryption as guarantee!’' 0Dh, 0Ah
db 0Dh . 0Ah
gg eforﬁ paying you send us up to 1 file for free decryption.'.0Dh,0Ah
ooh, DAl
db 'We recommeded to send pictures, text files, sheets, etc. (files no more than 1mb)*, 00h
0ah

db DDh 0ah

db DDh 0ah

db UDh 0a&h

db 'IN ORDER TO PREVENT DATA DAMAGE:",0Dh,0Ah

db 0Dh, 0Ah

db 'l. Do not rename encrypted files.®,0Dh,0ah

db 0Dh, 04k

db '2. Do not try tu decr;pt your data using third party software, it may cause permanent”
do ' data Toss.

db 0Dh,0ah

db ‘3. Decryption of your files with the help of third parties may cause increased price *
db ‘(they add their fee to ', 0Dh,0Ah

d? cur) or you can become a "victim of a scam.',0

alinn

Figure 7. Ransom Note

In spite of this, like almost all ransomware, DeathRansom still displays a ransom note called read_me.txt. In that
note one can see clearly that the author calls the malware DEATHRANSOM. The email also informs its victims

that they need to contact the culprits at death@cxxxxxxver.me and death@fxxxxxxx.cc

Other Interesting Technical Details

When the malware launches, but before it begins “encoding” files, it performs some interesting checks about the

languages used in the victim’s system.

22| LppworD 1pcbData // [es —Waﬂ ebp 10108h]
33| int v30; // [esp+1Ch] D 10104h]

34 BYTE Data; I/ [e_J~?Oh] [ebp-10100h]

35| WCHAR Buffer; // [esp+120h] [ebp-10000h]

37| LanglID = GetUserDefau]tLangID();

38| 1pcbbata = (LPDWORD)0x419:

3 if ( LangID == 0x419 ) // LANG_RUSSIAN

40 goto Exit_Process;

41| 4f ( LangID == 0x43F ) // LANG_KAZAK

2 goto Exit_Process;

43| w30 = 0x423:;

44| +if ( LangID == 0x423 ) // LANG_BELARUSIAN
45 goto Exit_Process;

46 TpType = (LDD"‘CF‘D)OX422

47| if ( LangID == 0x422 || LangID == 0x444 ) // LANG_UKRAINIAN or LANG_TATAR
48 goto Exit_Process;

Figure 8. Language Checks

We can use LangID to look up the names of these language from the authoritative source at Microsoft.
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— —» | @ & nhttps://docs.microsoft.com/en-us/windows/win32/intl/language-identifier-constants-and-strings

Y Fiter by titl
0x0422 Ukrainian (uk) 0x22 LANG_UKRAINIAN
> National Language Support Macros ~
> National Language Support Structures 0x042E Upper Sorbian 0x2E LANG_UPPER_SORB
(hsh)

> National Language Support Enumeration

Figure 9. Language Identifier Constants and Strings

Interestingly, DeathRansom checks not just for one language but several languages, but we can still see a clear

pattern: it avoids infecting systems in Eastern European countries.

We also managed to extract some interesting information from an undocumented header (specifically, the Rich

Signature):
& Hierarchy & x4 analysis [Rich Signature]
Name Risk Group 1 o:
|| 3FDF9ECA.vsc 80% Executable 2 _ _ _ _
3 product id: 0x0083 minor build wversion: 30729 count: 1
<| | >|| 4 product id: 0x0004 minor build version: 2162 count: 2
= 5 product id: 0x000E minor build wersion: 7299 count: 2
ﬂ Summary g X | g product id: 0x0093 minor build version: 30729 count: 17
v ” Intrinsic threats 7 product id: 0x0001 minor build version: 0 count: 4%
e Native code: x86 8 product id: 0x0109 minor build wversion: 27026 count: 11
~ ) 9 product id: 0x0102 minor build version: 27026 count: 1
v X Privacy
AL Debug data
~ 4 Warnings
i Metadata

4. Incorrect checksum value

££ Format & x
E2 Dos Header
E# Rich Signature
v £ Nt Headers
E2 File Header
v Ef Optional Header
£2 Data Directories
E2 Section Headers
@ Import Directory
@l Relocation Directory
@l Debug Directory
@ IAT Directory

.|EZT.:E: Python code here

Figure 10. Rich Signature

Based on this information, we were able to figure out the product used to make this malware. Notice the following

extra marks used in the descriptions:
+ [ C ] - object files produced by C compiler
+ [IMP] - DLL import record in library file

+ [LNK] - files produced by a linker
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product id: 0x0083 = MSVS2008 [ C ]

product id: 0x0004 = MSVS6 [LNK]

product id: 0x000E = ?

product id: 0x0093 = MSVS2008 [IMP]

product id: 0x0001 Objects without @comp.id
product id: 0x0109 = ?

product id: 0x0102 = VS 2019 /2017 / 2015 [LNK]

It’s interesting that a product from 1998 (e.g. MSVS6) is still being used to make malware.

New Version Encrypts Files

Recently, we found a new version of DeathRansom, and the primary change is that the malware now actually

encrypts files. Our analysis is focused on a sample with the SHA256 hash of:
ab828f0e0555f88e3005387cb523f221a1933bbd7db4f05902ale5cc289e7ba4.

The new version of this ransomware uses a combination of Curve25519 algorithm for the Elliptic Curve Diffie-
Hellman (ECDH) key exchange scheme, Salsa20, RSA-2048, AES-256 ECB, and a simple block XOR algorithm

to encrypt files.

Diffie-hellman Key exchange RSA Key Pair Generation File Encryption

Random
i| Generator

Random

Generator
t Hordeoded
Victim Generate i Victim value
Curve25519 —»{ Curve25519 | Gezeme_RSA >  RSA-2048 i=ix | Rs»\t_ €— AES-256 Key l
priv_key pub_key : Y pair pub_key & i neryption
\L | AES-256 ECB |
Vietim Encryption
Curve25519 Victim Encrypted File marker
pul_key i1 RSA-2048 { | AES256Key OxABEFCDAB
i priv_key H
Generate Hi - | XOR Key
Curve2s519 [—p hared P i
Secret_key i} .
secret HE HH i
l Encrypted
T it H Append File Content XOR |
Hardeoded SHA256 i
Attacker P l
pub_key I} W Pl )
i Saleaz0 Encrypted : ! Encrypted File File Content
Salsa20Key == Encrvotion [ Victim RSA
i e priv_key i Note:
File content encryption is done for every Ox10 block up to Ox1000
E i bytes or end of file. At each iteration, the hardcoded value is < |
H H i ! incremented by 1. H
T T T T T T T T T L T T T T T T T Y Cl

Figure 11. Key generation and file encryption
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Diffie-Hellman Key Exchange

1. Arandom 32-byte value is generated using advapi32.SystemFunction036 (the same as RtIGenRandom). This

serves as the victim’s curve25519 private key to the ECDH key exchange.

2. Using the Curve25519 algorithm, the victim’s Curve25519 public key is derived from the victim’s Curve25519
private key. This is the main information needed by the attacker to eventually decrypt the victim’s files. This is

included in the registry “HKCU\Software\Wacatac\private” as shown below.

Victim Curve25519 pub_key (0x20)

Victim RSA-2048 pub_key

Encrypted
™ with Salsa20

Victim RSA-2048 priv_key

¥ Registry Editor [ror][-E-] ]

File Edit View Favorites Help

0 Wacatac a Naln_el Type Data
i WinRAR ab] (Default) REG_SZ (value not set)
L E"E‘E‘R ?Fx 29 orivate REG_BINARY 38 27 8 falbfc a7 €7 cb da 39 4,
o .m !.!ma ¢ . ?-'5_' public REG_BIMARY dl04 cb1f7bf5d0e3 8914 7 ¢
L. WinZip Computin
8 X-Ways AG Victim RSA-2048 pub_ key
> - J. System
. b-l. Volatile Environment
- Ly HKEY_LOCAL_MACHIME E‘
5 -}, HKEY_USERS
i~ 4y HEEY_CURRENT_CONFIG -
1| m 3 ‘ m 3

Computer\HKEY_CURRENT_USER\Software\Wacatac

Figure 12. Added Registries

3. Using the Curve25519 algorithm, a shared secret key is derived from a 32-byte hardcoded value (the attacker’s
Curve25519 public key) and the previously generated victim’s Curve25519 private key described in step 1.

4. The SHA256 hash of the shared secret key is computed, which will be used later on.
RSA Key Pair Generation

5. An RSA-2048 key pair is generated

6. The RSA-2048 private key is encrypted using Salsa20, with the secret key’s SHA256 hash (from step 4, above)
and then included in the registry file “HKCU\Software\Wacatac\private” (see Fig 12).
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7. The RSA-2048 public key is written in the registry file “HKCU\Software\Wacatac\public” (see Fig 12).

File Encryption

8. A random 32-byte value is generated using the advapi32.SystemFunction036, which is used as the AES-256

key. This is done for every file.

9. A 16-byte hardcoded value is encrypted with AES-256 ECB, using the previously generated random value as
the AES-256 key.

10. The result from step 9 is the used as the key to a 16-byte block XOR operation with the content of the targeted
file.

11. Repeat steps 9 and 10 while incrementing the hard-coded value by 1 on each loop until it encrypts the whole

file or until it encrypts 4 kilobytes (4096 bytes).
12. The AES key (from step 8) is encrypted using the victim’s RSA-2048 public key (generated in step 5)

13. The encrypted AES key and the marker 0OxABEFCDAB, is then appended to the encrypted file.

—

Encrypted

File Content | | o, the first ox1000
bytes are encrypted

Encrypted
AES key
(0x100)

File Marker

(0x04)

Figure 13. Encrypted file format

Ultimately, for the victim files to be decrypted the shared secret must be generated. And for that, at least one of the

following pairs is needed:

e The victim’s curve25519 public key (which can be obtained from registry or ransom note) and the
attacker’s curve25519 private key (possessed by attacker)
e The attacker’s curve25519 public key (embedded in the binary) and the victim’s curve25519 private key

(lost after the malware’s execution)
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NOTE: Further investigation of this ransomware’s encryption behavior in underway to check for any

implementation flaws. We will be releasing updates for any new findings.

After encryption, it drops a ransom note in every directory. It includes a LOCK-ID that is unique for every user.

This is the same data that can be found in the “HKCU\Software\Wacatac\private” registry and encoded in base64.

read_me.txt
PPIPIPRRINPIINPNINNRRNRND
222222DEATHRansom 2222222
FI3DI2IIIIIIIIIIIIIIIIIDID
Hello dear friend,
Your files were encrypted!
You have only 12 hours to decrypt it
In case of no answer our team will delete your decryption password
Write back to our e-mail: deathransom@airmail.cc

Base64 encoded data in “private” registry

In your message you have to write:

1. YOU LOCK-ID: OCFd+hvBp+fL2j1NDWWULEAmBA7zeBW3Pen3EETrCgkc8lgmPe4tUph7 /BvBarb6QNfnllhaCH31zWIF
abBI3a815dbl1IL0BZH3 /cdNNVCCx51WVAKq145 2exBNwKeMExMWOUXs /BEQkpp/KIGLrztphKITqB9Y0GoV /£ JQPwTd6mL
CFqOHthBzwAYKMCTjvZKal903glwkob+sUhj@jZBlfc74cK+iboyfh64RqDItQjNMuII1xx2hVEersInul ZX4CAQpQuxviMop
bmCvolwhU813BN4zFY02VvZzUpDbX75AD1YkhUa909nbSy /MXC8gl1GzSKaWLR+d0oTxGvP2Zro8sQAkyibpgbvyekdOh/+Zq
eTgZZCDTbPIoZrNsO+Yj2eBjFjAvbS8OmaBxkiwkB716kAXZwYvN /Heyl+s6aYaH3(x0BABobPg2TTQZISAaMHoKsAG1bHSS
yVOBXzxD1DoG4a76Pqal7dZW2KHIAydZyQjFNo/rqfkkiulSI6DKqHjvA3TO1tCobVAG/ nKntj1Cumz5jNOM 2PyjLS09
+mKNkrgbwVr2nZNOeOnaK01YzhjgCTxgmwEST /baGec7SfWlaEOEErI@hul JdeelUE62KUyoCpBo2WDxeqtOP4Y1S5vFCIIgzRE

hWuDt8nPBNv+x9POvmOIido1Xy :RUEdULcﬁqUIuKLwFGaztENuE3X?B+eLmGebecIer==

DL '] i 0

L dld . -
119CG9 xMTbLsqeXM5N
After payment our team will decrypt your files immediatly

decryption as guarantee:

ile must be less than 1MB
nly .txt or .lnk files, no databases
nly 1 files

How to obtain bitcoin:

The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click 'Buy
bitcoins', and select the seller by payment method and price.
https://localbitcoins.com/buy_bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:

http: //www.coindesk.com/information/how-can-i-buy-bitcoins/

Figure 14. New Ransom Note

Aside from a connection to hxxps://iplogger[.]org/12qq77 to get the victim’s public IP address, the ransomware
does not have any other network communication. However, as we discussed in the previous section, to generate
the shared secret key needed to decrypt the files the attacker must obtain the victim’s curve25519 public key. This

is why the instruction to the victim in the ransom note is for them to send the LOCK-ID through email.

Solution

Internal testing by FortiGuard Labs shows that all networks and devices being protected by FortiGate solutions

running the latest updates were automatically protected from this malware. In addition:
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e The FortiGuard Web Filtering service blocks hxxps://iplogger[.]org/1Zqq77

o The FortiGuard Antivirus service detects the SHA 256 samples used in this analysis as the following:
7C2DBAD516D18D2C1C21ECC5792BC232F7B34DADC1BC19E967190D79174131D1
- This is detected as W32/Filecoder.B!tr.ransom
13D263FB19D866BB929F45677A9DCBB683DF5E1FA2E1B856FDE905629366C5E1
AB828F0E0555F88E3005387CB523F221A1933BBD7DB4F05902A1E5CC289E7BA4
- These are detected as W32/Kryptik. ANT!tr

Finally, as part of our membership in the Cyber Threat Alliance, details of this threat were shared in real time

with other Alliance members to help create better protections for customers.

Conclusion

DeathRansom is a new malware. Naturally, things are moving fast. In our experience, a malware author changes
the malware often over time to improve features or to avoid detection. In fact, after our intital assessment of the
first version of DeathRansom we noticed a short article describing how DeathRansom had begun encrypting files,
making them inaccessible. Our research confirmed that, indeed, the malware author has addressed the missing part

of the initial release and DeathRansom has now become a “proper” ransomware.

In our follow-up analysis we try to shed light on how DeathRansom can be associated with other attacks, and who

may be behind the creation of this malicious program. Continue reading to learn more in DeathRansom Part II:

Attribution.

The author would like to thank Artem Semenchenko, Rommel Joven and Joie Salvio for additional insights during

the research process.

I0Cs

Samples:
7C2DBAD516D18D2C1C21ECC5792BC232F7B34DADC1BC19E967190D79174131D1
13D263FB19D866BB929F45677A9DCBB683DF5E1FA2E1B856FDE905629366C5E 1
AB828F0E0555F88E3005387CB523F221A1933BBD7DB4F05902A1E5CC289E7BA4
Network:

hxxps://iplogger|[.Jorg/12qq77

Learn more about how FortiGuard Labs provides unmatched security and intelligence services using
integrated Al systems. Find out about the FortiGuard Security Services portfolio and sign up for our weekly
FortiGuard Threat Brief.
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Read about the FortiGuard Security Rating Service, which provides security audits and best practices to guide

customers in designing, implementing, and maintaining the security posture best suited for their organization.

Source: https://www.fortinet.com/blog/threat-research/death-ransom-new-strain-ransomware
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