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BlackKingdom
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BlackKingdom Ransomware
BlackKingdom 2.0 Ransomware
BlackKingdom NextGen

Aliases: Black_Kingdom, DemonCrypt, DemonWare, CoderWare

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUITTO-BBIMOTaTe b MK pyeT JaHHbIe T0/Ib30BaTe el ¢ momMoiibio AES-256, a 3aTeM TpebyeT BBIKYIT B
$10.000 8 BTC, uto6bI BepHYTb aiinbl. OpuruHanabHoe HasBanue: Black_Kingdom Ransomware. Ha datine

HamnuCcaHo: HeT laHHbIX. HammcaH Ha s3bike Python 3.8.

O0OHapyxeHHs:

DrWeb -> Python.Encoder.8, Python.Encoder.15, Trojan.Encoder.33173, Python.Encoder.25
BitDefender -> Generic.Ransom.BlackKingdom.CDC***

ESET-NOD32 -> Python/Filecoder.DL

F-Secure -> Trojan. TR/Ransom.pigrx

Malwarebytes -> Trojan.Banker.Python

Symantec -> Trojan.Gen.MBT

Tencent -> Malware.Win32.Gencirc.10b8b856

TrendMicro -> TROJ_FRS.VSNTBS20, Ransom.Win32.DEMONCRYPT.A

© I'eneanorusn: apyrue Python-ransomware >> BlackKingdom > GAmmAWare, DemonWare

> CoderCrypt
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I/I306pa)KEHI/Ie — JIOTOTHUII CTATbHU

K zammbpoBanHbiM (aiinam gobassietcs paciivpenue: .DEMON Buumanmue! HoBble paciiiipenusi, email
U TEKCTHI O BBIKYTIE MO)KHO HAKMTH B KOHIIE CTaThH, B 0OHOB/IEHUSIX. TaM MOTYT OBITh Pa3/TUUUS C

TepBOHAYA/IbHBIM BAPUAHTOM.

AKTHBHOCTb 3TOTO KPHUIITO-BBIMOTATE/Is MPUIILIACh Ha BTOPYO nosioBuHy (eBpasns 2020 r. [lltamm AaTel: 5 sHBaps

2020. OpI/IeHTI/IPOBaH Ha aHIJIOA3BIYHBIX HOHLBOBaTEHEﬁ, UTO He MelllaeT PaCripoCTPaHATh €ro Mo BCeEMY MUDY.

3ammuicka c TpeboBaHueM BhiKyma Ha3biBaeTcs: README. txt

—

Cojep)xaHue 3aMMCKH 0 BBIKYIIE:

I'm sorry to inform you that Your whole Enviorement have been hacked !!

all of your Data including ( Data, documents, Videos, Photos, Databases, servers, outlook emails, and way way
more ) are encrypted now, and cannot be accessed under any circumestances.

How to get them back >>> ???

all you have to do is to pay us ( $10,000 ) worth of bitcoin to the following address :

Fokk kool ok okl okolok [ 3MdnThXfyPfjCVih XkbR3i15m4BFN3Rhi7
]***>I<>I<>I<***********************

if we don't get a transfer within the stated time , all of your data will be destroyed and yet be sold.

you've got 600 minutes to respond for our demands

Page 2 of 13


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh91UA5Mg1Z4qZZQajpcFLhq62WU-AHw2Sb6XruYV1_ioxkHHCRyddB5vavHnANYmrdh2jzC4ooDh4Kr8QfqUwOMr27IMnEXjP9rM1Z3OMV4UzUaBPbF5qWazxHoEEgDCJJzhXBSCas8no/s1600/logo.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh91UA5Mg1Z4qZZQajpcFLhq62WU-AHw2Sb6XruYV1_ioxkHHCRyddB5vavHnANYmrdh2jzC4ooDh4Kr8QfqUwOMr27IMnEXjP9rM1Z3OMV4UzUaBPbF5qWazxHoEEgDCJJzhXBSCas8no/s1600/logo.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEKzIJ6idtOQKuxvqT1ySDDSaJA8IpbX925RTUFdaIuOlCqYWNb1vMm4qMxMSty_DzcX1j2H8PPti1RvlrQCu3iWQQOfk3bCWi_gSOoZo7-LMjGWEDo8RtF3CxJnY3fpMJRIiVUY3aD3E/s1600/gen_info.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg7UdMAr00x9-B7QPhSv4BHoyPqqmMh83YATa4JWRkCgmyr3FVNliln6kolj6TLsuaveqlX0xUWj_U4BR2BqPSNkYjKEcs19Q7JNDm_A1V_0ldBGCaXpDWVrza3iKgagqsoAbXnfaacJmY/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg7UdMAr00x9-B7QPhSv4BHoyPqqmMh83YATa4JWRkCgmyr3FVNliln6kolj6TLsuaveqlX0xUWj_U4BR2BqPSNkYjKEcs19Q7JNDm_A1V_0ldBGCaXpDWVrza3iKgagqsoAbXnfaacJmY/s1600/note.png

https://id-ransomware.blogspot.com /2020/02 /blackkingdom-ransomware.htm|

best regards :)

# for further instructions : feel free to contact us on the following email --> blackingdom@gszmail.com

ITepeBoj 3anucKH Ha PyCCKUH A3BIK:

Vi3BuHMTE, UTO COOOIIIAI0, UTO BCE Ballle OKPY)KeHHe B3/I0OMaHO!

BCe BalllM JlaHHbIe, BK/TIOYast (JlaHHbIe, JOKYMEHTHI, BUZieo, oTo, 6a3bl JaHHBIX, cepBepsbl, Touta Outlook u
MHOTHeE JIPYyTHe), 3air(poBaHbl U HeJOCTYITHLI ITPU JTFOOBIX 00CTOSATE/THCTBAX.

Kak BepHyTh HX >>> ?77

BCe, UTO BaM HY)KHO CJieJiaTh, 3T0 3aruiatuth Ham (10 000 fosiapoB) B OUTKOMHAX Ha CeAYIOIIN afpec:

S 3fe >k ok o sfe s sk ok e ok

Ecim MBI He TIOyUrM TepeBOJI B YKa3aHHBINM CPOK, BCe Ballld JaHHbLIe OyIyT YHUUTOKEHBI U ellje TPO/JaHbI.
y Bac ectb 600 MUHYT, UTOOBI OTBETUTDL Ha HAIIK TPeOOBaHMUS

C YBaXKEHHUEM :)

# [U1s anbHEMIIMX MHCTPYKIIME: He CTeCHsIHTeCh 00paIaThCsl K HaM Ha CyielyIoIyi agpec email ->

blackingdom@gszmail.com

Ipyrum uH(OPMaTopoM BHICTYTIAET 3KpaH 6I0KMPOBKU. TeKCT aHa/IOTHUeH TOMY, UTO eCTh B 3arnucke. Ha

ob6ayMbIBaHKe cUTyaluy gaetcs Bcero 600 MmuayT (10 yacos).

ol ywor B ke s, iiaumerrn, e s, Forser, Uubanes, soreiy, sotssh sy, sad v ey mirs | % spramed

e hirve B0 i b o gy ws | B 100000 ) werth of biicain i S Folowing sddres |
S TRE L PTATR N A N 1 S WA [os s
e daa g @ aaled ainhiy b wiaed e . ol of et dets wlll e desored e e be okl

it o el Bt © bl i 1 L ot T Fbionte il e v AP aind L

TexHuueckue geTaau

MoykeT pacnipoCTpaHsIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHpurypauuto RDP, ¢ momolisto email-criama
Y BPEJIOHOCHBIX BIOYKEHUH, 0OMaHHbBIX 3arpy30K, O0THETOB, FKCIIOUTOB, BPEIOHOCHOHN PeK/IaMbl, BeO-UH)KEKTOB,
(habIIMBLIX 0OHOB/IEHUH, TIeperakoBaHHbIX U 3apaKEHHBIX MHCTAIIATOPOB. CM. TakKe "OCHOBHbBIE CITOCOOBI

pacrnpoCcTpaHeH sl KPUITTOBBIMOTarte el Ha BBOIHOM CcTpaHuIle biiora.

Onymo BCeryla MCT0/1b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Eciu BeI ipeHeOperaeTe KOMITJIEKCHOM aHTUBUPYCHOM 3al[UTOM Kiacca Internet Security nm Total Security, To

x0Ts1 ObI fenaiiTe pe3epBHOE KOIMMPOBaHUE BaXKHBIX (haityios o Metoxy 3-2-1.
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» Vicronb3yeTcst y3BUMOCTL B Microsoft Exchange fiy1s iepBoHauaIbHOTO AOCTYTIA K IIe/IeBBIM KOMITBIOTEpAM
(ccpinka). Cnucok ¢aiyIoBbIX pacIupeHu, MOBePrawIuxcs Mu(PoBaHHIO:
910 gokymentbl MS Office, OpenOffice, PDF, TekcToBble datisbl, 6a3bl JaHHBIX, hoTorpaduu, Mys3bika, BU/IEO,

(haiiyibl 06pa30B, APXUBHI U TIP.

®daiinkl, cBA3aHHBIE ¢ 9TUM Ransomware:
README.txt - Ha3BaHHe TEKCTOBOTO (haiia
payload.txt.exe

<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJOHOCHOTO (atina

Pacnionoxxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUXKe pe3y/bTaThl aHaIn30B.

CeTeBble OAK/TIOYEHNS U CBSI3U:

Email: blackingdom@gszmail.com

BTC: 3MdnThXfyPfjCVihXkbR3i15m4BFN3Rhi7
Cm. HIDKe B OOHOBJIEHUSIX [pyTHe afipeca U KOHTAKThL.

CM. HUKe pe3y/ibTaTbl aHA/IN30B.

PesynrbTarnl aHa/1M30B:

& Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>

2 ANY.RUN analysis >> AR> AR>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

IMonpobHbIe cBeleHNs1 COOMPArOTCs peryisipHo. ITpuckinakiTe 06pasibl.
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=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHIH === BLOCK OF UPDATES ===

Oonosenne ot 4 urons 2020:
Camonaszpanue: DemonWare Ransomware

Pacmmpenne: DEMON

1 g Gl
Tango Down!

Seoms like you got hit by DemonWars ransommware!

Dion't Panic, you get have your files back!

DemanyVare uses a basic sncryption script to lock your files.
This type of ransomwane is known as CRYPTO,
Yol nead & decryption Key in ordar (o unnlock your fles,

o files will be deleted when the timer runs out, S0 you baetier humy.
o have 10 hours to find your key

G, b glad | dont ask for paywmart e other ransonTsaarn.
Plaase visl: Wips:iWeys. zeznzo.nl and seanch for your IPThosiname (o gel your key.

K regands,

Pesynwrarel aHanu3os: VT + AR

» OO6Hapy’>KeHusT:

DrWeb -> Python.Encoder.15

ALYac -> Trojan.Ransom.Filecoder

Avira (no cloud) -> TR/Ransom.fckkx
BitDefender -> Trojan.GenericKD.33965521
ESET-NOD32 -> Python/Filecoder.DM
Symantec -> ML.Attribute. HighConfidence

Tencent -> Win32.Trojan.Generic.Huqg
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TrendMicro -> TROJ_GEN.R002COPF520

Email: blackingdom@gszmail.com
BTC: 3MdnThXfyPfjCVihXkbR3i15m4BFN3Rhi7

ol s Bwtaimabadirg | Bula, dinjuomeids Fadees Bhakin, Dotabases, senen, selank sesdy, ssd wey sy Frae | el
i prl Berm oo bkl TTT

s hurve 20 0 b iy e 10006080 wer o biir-sin o che Folowing sddrean :
LB T T e L e
s dan] el B Begrifes afen Dan yisied b ol of e debe il b bl e el bor b

Fa2 barthsr rvutrecta : sl e L0 contect o tha Feloning small - Sl chinperyumal com

BapuanT ot 8 cenTsaops 2020:
CamonaszBanue: DemonWare
Pacmmpenne: DEMON

3amcka: README.txt

[TeperMeHOBLIBaeT OpPUTHMHAIbHOE paciliupeHue (aiisia Ha exe.

Pesynwrartel aHanu3os: VT + IA + JSB

Sy

L e
TR o B e

By e uasa
=1,

e

Oonosienue ot 19 Hosops 2020:

CamoHasBaHue: CoderWare ransomware
Pacumipenne: .DEMON

Email: tuhafcoderus@protonmail.com

BTC: 336Fv{8fRrpySwq8gsawdf7gfuGm5FQi8K

Telegram: @Codersan
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Whatsap: +63 997 401 3126 - crpaHa ®UIUTTTUHBI

3aMacKHUpOBaH To7 yCTaHOBILUK urpsl Cyberpunk 2077.
@atinbr: CyberPunk2077.sfx.exe -> CyberPunk2077.exe
Pesynwrartel ananusos: VI + AR/ VT

» OGHapy>KeHHUSs:

DrWeb -> Trojan.Encoder.33173

BitDefender -> Generic.Ransom.BlackKingdom.ACCOB5B4
ESET-NOD32 -> Python/Filecoder.CL

Kaspersky -> Trojan-Ransom.Win32.Alien.ao

Malwarebytes -> Ransom.FileCryptor

Rising -> Trojan.Generic@ML.94 (RDML:nCVGX9EypX0WbcZQRQa+Ig)
Symantec -> ML.Attribute.HighConfidence

Tencent -> Malware.Win32.Gencirc.11b17¢94

TrendMicro -> Ransom_Alien.RO3FCOP

Wmeetcst Bepcust A1t MOOMIBHBIX yCTpOUCTB oz yripaeieHne OC Android.
Coo0mienmue ot 21 fekadpsa 2020:

Camona3Banue: Nagini-Locker

Pacmmpenne: DEMON

Email: carecaxyz@pm.me

BTC: 3DfRZMeEAEuD1pjMrE8P4VnPBB8630ebHn
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‘our parson sl files ars sncrypeed by Magink-Locker,

[T Porhvavie
mvwmuuuru-umuanw mmmmManu

Heww di |
[T Send 3.0 BTC {0 this BHooin adrass
[ 3DTREMSEAELD

Hew ol | icovar my Bl ?
[T &foer your paymend; sontact us 8 carscaRyIERm S to gat your dearypticon key,

BapuanT ot 19 mapra 2021:

Camona3Banue: Blackkingdom Ransomware.

Vcnone3yet ysi3Bumoctu Microsoft Exchange Server ProxyLogon asist imidpoBaHust CepBepOB.
Pacummpenue ciayyaiiHoe fj1s Kaxgoro ¢aiina: .<random>

[Tpumepst: .cnjl, .tMIbI, .WNoBGi9

Carmenande 4500043555 pif. cnj
L Commande 8500 RUITH. pof. WhoETah
LI decryps_Rbe.Txl

MG 00 PG

Inttre splinier ALE doce IMIH
L] Motepad++ Inkirnd'e

VoeNErss PR Rk cIWa

wirdip [eence PRIGIRF1A

3anucka: decrypt_file. TxT

Email: support_blackkingdom2@protonmail.com
Cymma Boikyma: $10.000 B BTC.

BTC: 1Lf8ZzcEhhRiXpk6YNQFpCJcUisiXb34FT
Pesynwrartel aHamu3os: VT + IA

» OOHapy>KeHHs:

DrWeb -> Python.Encoder.25

ALYac -> Trojan.Ransom.BlackKingdom

BitDefender -> Trojan.GenericKD.45955218
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https://analyze.intezer.com/analyses/3d8c6acb-d48c-49ff-a15f-0ecbdcf13eb0/sub/c3d0ffe7-e848-4b45-83aa-2f47220d0590
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Emsisoft -> Trojan.Ransom.BlackKingdom.B (B)
ESET-NOD32 -> Python/Filecoder.GO

Microsoft -> Ransom:Win64/Filecoder! MSR

Qihoo-360 -> Win64/Ransom.BlackKingdom.H80oAFg8A
Rising -> Ransom.BlackKingdom!1.D420 (CLASSIC)

TrendMicro -> Ransom.Win64.BLACKKINGDOM.B

» Copep>kaHue 3aUCKu:

sk sk ke ke e sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk ok

| We Are Back ?

sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok sk

We hacked your (( Network )), and now all files, documents, images,

databases and other important data are safely encrypted using the strongest algorithms ever.
You cannot access any of your files or services.

But do not worry. You can restore everthing and get back business very soon ( depends on your actions )
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before I tell how you can restore your data, you have to know certain things :

We have downloaded most of your data ( especially important data ) , and if you don't contact us within 2 days,

your data will be released to the public.
To see what happens to those who didn't contact us, just google : ( Blackkingdom Ransomware )

St sfe >t ok S 3fe sfe ok S sfe > ok e sfe sfe sk e sfe s ok ke Sfe sfe sk Sk e sk

| What guarantees ?

S sfe >t ok S 3fe sfe ok S sfe > ok e Sfe sfe sk e sfe s ok ke Sfe sfe sk Sk e sk

We understand your stress and anxiety. So you have a free opportunity to test our service by instantly decrypting

one or two files for free

just send the files you want to decrypt to (support_blackkingdom2@protonmail.com

kg ke skk ke skk ke skk ke skk ke skk k3 sk

| How to contact us and recover all of your files ?

ke Skdek Skdek Skdek Skdek Skdek ke ok

The only way to recover your files and protect from data leaks, is to purchase a unique private key for you that we

only posses .

[ + ] Instructions:

1- Send the decrypt_file.txt file to the following email ===> support_blackkingdom2@protonmail.com
2- send the following amount of US dollars ( 10,000 ) worth of bitcoin to this address :

[ 1Lf8ZzcEhhRiXpk6YNQFpCJcUisiXb34FT ]

3- confirm your payment by sending the transfer url to our email address

4- After you submit the payment, the data will be removed from our servers, and the decoder will be given to you,

so that you can recover all your files.
## Note ##

Dear system administrators, do not think you can handle it on your own. Notify your supervisors as soon as

possible.

By hiding the truth and not communicating with us, what happened will be published on social media and yet in

news websites.

Your ID ==>

Page 10 of 13



https://id-ransomware.blogspot.com /2020/02 /blackkingdom-ransomware.htm|

sk8mO7mFsozUf6xPrlfn

Bapmuant ot 24 aBrycra 2021:

Pacumpenue: .svyx

Email: CSGVyzko@mail2tor.com

®aiin: FREE VBUCKS GENERATOR 2021 FREE NO FAKE 1 LINK MEGA 100% REAL.exe
Pesynbrartsl aHam3os: VT

BapwuanT ot 7 mapta 2022:

CamonasBanue: Fath3r Ransomware

Email: iamfath3r@protonmail.com

Telegram: @iamfath3r

BTC: bclgeazdzpgeupnqcdtnws6cn28fsf503fuyhhazfs

@aiin: payload.exe

Pesynwrartel aHanu3os: VT + IA

MDS5: f3ff8e85a6b9ac336273c4e51156f36a

SHA-1: 7f745a260c30aefddc12f34276e73d00c9ea745f

SHA-256: 73abef1e8cd548939010ad5c4937fe5bdabfbOb9a12d711debfa9a53925647fe
Vhash: 027076655d15551565504013z3005fmz11fz

Imphash: c5640c7a22008f949f9bc94a27623f95

» OOHapy>KeHusT:
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BitDefender: Generic.Ransom.BlackKingdom.09C2D51C
DrWeb: Trojan.PWS.Siggen3.12711

ESET-NOD32: Python/Filecoder.DM

Malwarebytes: Trojan.Agent

Microsoft: Trojan:Win32/Wacatac.B!ml

Rising: Ransom.Agent!1.D430 (CLASSIC)

Tencent: Win32.Trojan.Filecoder.Efbb

TrendMicro: TROJ_GEN.R002COWC722

=== 2025 ===

Hosoctb mas 2025:

CIIA nipenbsiBuny 0OBUHEHUsT a[MUHHACTPATOPy BUpyca-BbiMoraresisi Black Kingdom B arakax Ha Microsoft

Exchange. O6BuHsieTcs rpaxanyH Memena Pamu Xanen Axmes. Craths 06 9ToM >>

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http:

‘ Read to links:

Message + Message + myMessage

ID Ransomware (ID as BlackKingdom)
Write-up, Topic of Support

&

o Thanks:

GrujaRS, Michael Gillespie

Andrew Ivanov (author)
*%k%k

nKs

to the victims who sent the samples
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© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/02/blackkingdom-ransomware.html
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