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LockBit is a relatively new family of ransomware that has been discovered for the first time in 2019, and since
then, it keeps evolving in both the social and the technical aspects to keep up with the modern ransomware, for
example, in the newest versions, the ransom-note contains a threat to the victims to leak their private data if the
victim just restored his data from a backup and didn’t pay the ransom, they explicitly reminds them with the
GDPR as a direct way of extortion, as for the technical aspect, they started using multi-threading to enhance the

performance of the malware and some other technical details that will be described in this story .

So, let’s take a closer look at a sample that have been recently published.

Sample Info.

MD5: 5767ee98b1c2fea31b5408516a8929%€a

SHA1: 4d043df23e55088bfc04c14dfb9ddb329a70@3cc

SHAZ265: 0a937d4fe8aabch947b95841c490d73e452a3cafcd92645afc353006786aba76
o Compiler Stamp: 0x5E4A2B92 (Sun Feb 16 21:58:42 2020)

NOTE: This is the final payload so, we’ll directly dive into the real nefarious stuff of the malware.

A Quick Look

By having a very quick look at the sample to get an idea of what kind of binary we’ll be dealing with, it appears
that the the section names are very normal, the entropy are a little high for the .text andthe .rdata sections
but not that high, which indicates that most probably this binary is not packed however, it applies some

obfuscation techniques.
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Offset

00000H00 00025a00

Regions

Name Size Entropy Status
00000400 223060 not packed
Section(0)[' text'] 0001ec00 636480 not packed
Section(1)[' rdata’] 00006600 5.95288 packed
Section(2)[' data’] 00000200 4.59347 not packed

20,000 40,000 60,000 80,000 100,000 120,000 140,000 160,000

Save
Close .

The Sections Entropy
A Quick Behavioral Analysis

NOTE: I usually give the binary any arbitrary name because I don’t know yet what kind of anti-analysis
techniques are being applied so, “lockbit.exe” and “anghami.exe” are the same binary. — just so you

don’t be confused if you’ve noticed that in that screenshots below.

By having a quick look at the process tree of the malware, we can see a bunch of dllhost.exe executions with
CLSIDs of COM obijects that are known to be vulnerable to UAC bypassing, one of them spawns the
lockbit.exe process.
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UAC Bypassing

Also, we can easily notice that it tries to inhibit the system recovery by deleting the shadow copy, deleting the

windows backup catalog, and modifying the boot configuration to disable windows automatic recovery features.
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Process Description Image Path e Time Company Owner Command Stard Time =
= ¥ omd exe (B60)  |Windows Comma... C\Windows'\Syst... Microsoft Corporat... ALOLMachine-PC... "C\Windows\Sys... 8/15/72021
17 veeadmin exe | Command Line Int... C:\Windows'\syst_._ Microsoft Comporat_.. ALOLMachine-PC... vesadmin delste 5. 8/15/2021
WHIC exe (45 WHI Commandin... C:\Windows'\Syst... Microsoft Comporat... ALOLMachine-PC... wmic shadewcop... 8/15/2021
Boot Corfiguration... C:\Windows'syst... Microscit Corporat... ALOLMachine-PC... bededt Jset {def... 8/15/2021
Boot Corfiguration.... C:\Windows'syst_.. Microsoft Corporat .. ALOLMachine-PC... bodedt Jsef {def . 8/15/2021
| Command Line Int... C:\Windows'syst_.. Microsoft Comarat_.. ALOLMachine-PC_.. whadmin delete c... /1572021
= i omnd exe (2784) | Windows Comma... C\Windows'syst... Microsoft Comporat... ALOLMachine-PC... /¢ vesadmin Delet... 87152021
W vaspdmin.ece |Commend Lne Int,.. C\Windows'\syst., Microseft Comarat... ALOLMachine-PC... vssadmin Delste .. 8/15/2021
= g emnd exe (2380) | Windows Comma... C\Windows'syst., Microsoft Comorat... ALOLMaching-PC... /c bodedd Jeet {d... 8152021
7 bodedi exe (2 Boot Configuration... C\Windows\syst., Microsoft Comuorat... ALOLMachine-PC... bededt Jset idef... 8/15/2021
(= i omd exe (2836) |Windows Comma,.. C\Windows'syst... Microscit Comporat.. ALOLMachine-PC.. /e bededt Jeet {d.,. 87152021
i 7 bedadt exe (2 Boot Corfiguration .. C:\Windows'\ayst... Microsoit Comorzt... ALOLMachine-PC... bededt Jset {def.. 8/15/2021
= ¥ omd exe (3068) |Windows Comma... C:\Windowa'syst... Microscit Comorat... ALOLMachine-PC... /c whadmin DELE... 8/15/2021 |5
i whadmin exe | Command Line Int... C:\Windows'ayst... Microsoft Comporat.. ALOLMachine-PC_. whadmin DELET.. 8/15/2021
= ¥ omd exe (1504) |Windows Comma... C:\Windows'syst .. Microsoft Corporat_.. ALOLMachine-PC_.. /o whadmin DELE .. 8/15/2021
7 whadmin exe |Command Line Int... C:\Windows'syst_._ Microsoft Comaorat_. ALOLMachine-PC_.. wbadmin DELET... 8/15/2021| |
= i omd exe (2852) |Windows Comma... C\Windows'syst... | Microscft Comorat... ALOLMachine-PC... /cwmic SHADO... 8/15/2021
(5 WMIC exe (15 WMI Commandin... C:\Windows\Syst... | Microsoft Comoarat... ALOLMachine-PC... wmic SHADOWC... 8/15/2021
=2 g omd exe (1400) | Windows Comma... C:\Windows'syst.. Microscft Comuarat... ALOLMachine-PC... /o weviull ol secu... 8/15/2021
W7 weviutd exe (f Eventing Comman,.. C:\Windows\syst., Microsoft Comporat... ALOLMachine-PC... wewvtutil el secunty  8/1572021
= g omd eee (2872) | Windows Comma,,. C\Windows'ayst., Microsoft Comporat... ALOLMachine-PC... /o weviutl of system 8/15/2021
7 wevict] exe (A Eventing Comman,.. C:\Windows\eyst... Microsoit Comorat,,. ALOLMaching-PC_ wevtutl o system  8/15/2021
[ Eomd exe (334)  |Windows Comma... C\Windows\syst... Microsft Corporat..| ALOLMachine-PC\ALOLMachine lppli... 8/15/2021
7 wevtutl exe (3 Eventing Comman... C:\Windows'syst.._ Microsoft Comporat_.. ALOLMachine-PC_.. wewtulil o applica... 8/15/2021
= ¥ omd exe (2440) |Windows Comma... C:\Windows'syst .. Microsoét Coporat_.. ALOLMachine-PC... /c wssadmin Delet. . 8/15/2021
1 7| vssadmin_exe | Command Line Int... C:\Windows'\syst_._ Microsoft Comarat_. ALOLMachine-PC_.. vasadmin Delete .. 8/15/2021
Windows Comma... C:\Windows'syst... Microsoft Comporat... ALOLMachine-PC... /cboded? Jset id... 841572021
Boat Corfiguration... C:\Windows'syst... Microsoft Comporat... ALOLMachine-PC... bededt fset idef.. 8/15/201
Windows Comma... C'\Windows\syst... | Microsoft Comporat... ALOLMachine-PC... /cbeded? /et {d... 8/15/202
Boot Corfiguration .. C'\Windows\syst... | Microsoft Comuarat... ALOLMachine-PC_.. bededt Jset idef.. 8/15/2021
— | . \:"T'hws.Crvwa.._mwwsmﬂ_|—m.mwrw_ﬂ_m Madﬁoﬂﬂc_-.’c.w?m NFIF ﬂu‘li"?ﬂi‘: &

The Process Tree

Neglecting the fact that we already know that we’re dealing with a ransomware, that behavior is a quick give away
that most probably this is the case.

We can also see that, for some reason, it tries to scan the network by sending a tons of ARP requests to the entire

network.
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Frame Mumber  Time Date Local Adjusted Time Oitset  ProcessName  Source Destination Protocol Mame  Desaription

15 BI613PMB16/2021  35,4208300 ALOLMACHIM... 10.10.10.237  ARP ARP:Request, 10,10, 10,3 asks for 10.10.10.227
16 26:13PMB16/2021 394208229 ALOUIMACHIM... 10.10.10.226  ARP ARP:Request, 10,10, 10,3 asks for 10.10.10.226
17 326:13PMBf16/2021  39.4211531 ALOLMACHIM... 10.10.10.252  AAP ARP:Request, 10,10, 10,3 acks for 10.10.10.252
18 326013 PM Bf16/2021 39.4212341 ALOUMACHIM,..  10.10.10,225 ARP ARP:Reguest, 10.10.10.3 asks for 10.10.10.225
13 326 13PM B16/2021  39.4216545 ALOLMACHIM... 10.10.10.251  ARP ARP:-Reguest, 10.10. 10,3 asks for 10.10.10.251
20 }26:13PMB16/2021 394217688 ALOLMACHIN... 10.10.10.224  ARP ARP:Reguest, 10,10, 10,3 asks for 10.10.10.224
21 3:26:13PM 816/2021  39.4220102 ALOUMACHIM.,. 10.10.10.250  ARP ARP:Request, 10.10.10,3 a5 for 10.10.10.250
2 B IIPMB6/2021  39.4220341 ALOLMACHIN... 10.10.10.223  ARP ARP:Request, 10.10.10.3 asks for 10.10.10.223
23 26 13PMB16/2021 394222643 ALDUMACHIM...  10.10.10.249  ARP ARP:Reguest, 10,10, 10,3 asks for 10.10.10.249
24 :IGLIIPME[16/2021 394222369 ALOLMACHIN... 10.10.10.222  ARP ARP:Regquest, 10.10. 10,3 asks for 10.10.10.222
25 32613 PM & 16/2021 39,4228025 ALOLMACHIM,..  10.10.10.221 ARP ARP:Request, 10.10,10.3 asks for 10.10.10.221
26 3260 13PM Bf16/2021 30.9227345 ALOLMACHIM... 10.10.10.220 ARP ARP:Request, 10.10.10.3 asks for 10.10.10.220
27 TIE:13PMB16/2021  39.4227719 ALOLMACHIN... 10.10.10.243  ARP ARP:Request, 10,10, 10,3 asks for 10.10.10.248
= 3:26:13PM B16/2021  39.4223TN0 ALOULMACHIM... 10.10.10.219  ARP ARP:Request, 10.10,10,3 asks for 10.10.10.219
2 BIEIIPME16/2021 39,4230833 ALOLMACHIN... 10.10.10.213  ARP ARP:Request, 10,10, 10,3 asks for 10.10.10.218
30 TI6:13PMB16/2021 394232498 ALOLMACHIM...  10.10.10.247  ARP ARP:Request, 10,10, 10,3 asks for 10.10.10.247
/o —

Network Scanning
And it will try to connect via port 445 (SMB)
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SMB Connection

Regarding the Registry, we’ll notice a huge amount of activities that are related to registry access and

modification, but the ones that we’re most interested in are the following keys,

e SOFTWARE\LockBit

e SOFTWARE\LockBit\full

e SOFTWARE\LockBit\Public

o HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\X01XADp0@1
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Fide Edit View Favorites Help
ool Classes * || Mame Type Duata
>l Clients ) #[{Default | REG_SZ (value reat set)
+ i::rs:;ﬁ ] REG_BINARY 20720483 b o8 b Se bl 3205 2142 3504 4d 2b 0 of Sled3 ST 593 ..,
: : b _ || #pusiic REG_EIMARY 26 8861 46 ca be da0d 43 e5 Te db 6204 81 91 12 84 28 7 Ba 44 e Taf T4 0.,
Camp! " CURRENT, g kit

Press enter or click to view image in full size

J L CurrentVersion = || Mame Type Data
bl ‘:"':; i (|| ) qetaulty REG_SZ {vahue not set)
F W Appute - || ®|x01%ADpOOL  REGSZ “Elsers\ ALOLMachine Deskiopianghami.eee”

L] [ [ l [

Computer\HKEY_CURRENT_LSER\Software Microsoft\Windows\ CurrentVersion\Run

Registry Modification
Finally, the background will be changed and all the files will be encrypted and has the .lockbit extension.
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All your files are encrypted by LockBit il
for more information see Restore-My-Files.txt that is located in every encrypie
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Changing The Background

And of course, the ransom-note will be dropped.
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Dropping The Ransom-Note

Analysis Notes

After performing a full static analysis to the sample and adding meaningful names to the variables and functions,
adding few comments to the important sections of code, de-obfuscating the strings, and validating the results with

a full behavioral analysis, here is some interesting snippets from the malware that could help us understanding the
behavior of it and build detection for it.
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Anti Debugging

The malware checks the NtGlobalFlag which exists in the PEB (Process Environment Block) at offset 0x68 to
know whether or no the process is being debugged. It performs a TEST to check the value of the flag, if it equals
0x70 (which means the process is being debugged), the execution will be transferred to a block of code that

exists the process.

0041b160 55 PUSH EBE
0041bl6l &b ec 40V EBE, ESE
0041b163 83 ed £2 AND ESE, OxEfEEEEER
0041bl66 &4 al 30 MOV ERX, FS: [0x30]
00 00 00
0041bléc E1 ec &c SUB ESE, 0x36cC
03 00 00
checking the NtGlobalFlhg
0041b172 £6 40 &8 70 TEST byte ptr [ELY + 0x&8],0x70
0041b176 53 PUSH EBX
0041b177 56 PUSH ESI
0041b178 57 PUSH EDI
0041b179 0f 85 Ob JNzZ LAB 0041b38a
02 00 00
Anti Debugging

Also, The malware has multiple calls to Sleep with high number of seconds, this usually being done to avoid
being automatically analyzed inside a free sandbox, as most of the free sandboxes limit the amount of execution

time to a limited number of minutes.
Token Impersonation

The malware will try to impersonate the token of the logged on user via the physical console by firstly getting

session identifier of the console session by calling WTSGetActiveConsoleSessionId then it will pass that

sessionld to WTSQueryUserToken to obtain the primary access token of the logged user, if it fails to get the

token, it will create the process with the current security context by calling CreateProcessW however, if it

manages to get the user’s access token, it will duplicate the token by calling DuplicateTokenEx then it will use

the duplicate token to create the new process using CreateProcessAsUserW .

Press enter or click to view image in full size
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f* 1t will try to get the session id of the currently logged in user wvia the
pyahical conacle; the functicn will return 0 1f it failas */
Ldy {bs
yUserTokne) (iVar2, suser token_handle):
Ff%® if it failes to get the user's token, it will create a process with
CreateProcessi; the function will return 1 */
BVar3 = CreaveProcessW(dx0,local 2c,0x0,0x0,0,0%10,0x0,0x0,1lpStarcupInfo,
aInformation) ;
if {BVar3 !=0) {
CloseHandle(l hProcess);
CloseHandle (lpPr n.hThread)
return 1;
}
}
else {
f* 1f it succeeded to get the loged on user's token, it will duplicate the token
and user it to create & process in the zecurity concext of that user */
EVari = DuplicatelokenEx (use ki handle, 0xf01fT, 0x0, SecurityDelegation, TokenPrimary,
if {BVar3d != Q) {
CloseHandle {user_t
BVar3 = CreateProcessiAslUseri
local 28,0x0,local 2c¢,0x0,0x0,0,0x10,0x0, 0%0, lpStartuplnio,
if (BVard !'= 0)
CloseHandle {1l
CloseHandle(lp
CloaeHandle (1p
return 1;
}
CloseHandle (local 28);
return 0;
}
CloseHandle {user_token_handle):
}
}
]
return 07

Token Impersonation
Usually malware use this technique for two reasons:

1. privilege escalation: if the impersonated user has a higher privilege.

2. defense evasion: to bypass access controls.

String Obfuscation

This sample has all of its strings encrypted via a simple XOR encryption with a unique key for each string, each
encrypted sequence of bytes will have the fist byte as the key. The malware first loads the encrypted strings onto

the stack then, it runs the decryption loop. This loop is being noticed in almost all the functions.
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00408660 Of 25 05 MOVLES AMMO, xmmword ptr [DAT 004243570]

70 45 42 00
00408667 33 cO XOR EA¥ ,ERX
00408669 Of 11 45 %a MOVUES xmmword ptr [EEF + DAT 004245707, XMMO
00408664 66 c7 45 MOV word ptr [EBE + local Sa],0x16

aa 1& 00

LLE 00408673 HREF[1]: ]
00408673 2a 44 %a MOV CL,byte ptr [EBF + DAT 00424570]
00408676 30 4c 05 9b XKOR byte ptr [EBF + ER¥*0xl + DAT 00424570+0x2],CL
00408672 40 INC ELY
00408670 83 £3 10 CMP EA¥, 0x10
0040867e 72 £3 JC LAB 00408673
XOR Decryption

Here is a very simple python function I wrote to help me decrypting the strings. This function takes the hex values
as a string then it will decrypt it.

import binasciidef xor_decrypt(data): data = binascii.unhexlify(data) key = data[@] result =
return result

Debugging Messages

This malware does something very cool which is printing what seems to be debugging messages to a hidden
console window. For the malware to be stealthier as much as it could be, all the strings are obfuscated using the
same XOR encryption algorithm we discussed, after de-obfuscating all the strings and tracking them, analyzing

the sample has became much easier.
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local £ = Oxd;

waprintfA(elocal 538, &local

GetLocalTime (ecurrent local ¢

F* [E.2u:r%.2uz%.2u] */

ring + uVarée + 1;

iVard = *(in F3 OFFSET + 0x30);
RtlEnterCriticalSection{(&DAT 00427948);
SetThreadUILanguage (0x409) ;

SetConsoleTextAttribute (* (* (iVard + 0x10) + Oxlc),10);

Oxlc),&lo
rd + 0Oxl

WriteFile(*(*({iVar4 + 0x10) + 0Oxlc),e&local 538,0Var3,local c,0x0);

hiWnd = GetConsoleWindow(]r
BEVar: = IaWindowViaible (hWnd):
if (BVarS '= 1) |

FlashWindow (hfind, 0) ;
}

BtlleaveCriticalSection(&D&T 00427348);
}
Printing Debugging Messages
Generating And Storing the Decryption Keys

The malware uses two algorithms for the encryption which are RSA and AES.
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Firstly, The malware will generate an RSA session key pair then, it will encrypt the private key using a hard-coded
public key then, it stores the encrypted key in the SOFTWARE\LockBit\full registry key and the public key will be

stored in SOFTWARE\LockBit\Public

Press enter or click to view image in full size

LockBit = (0x242d3162;
= 0x30233536;

us Oxd2e3e27;
us = 0xb200901;
local 5a 0xlé;

< 0x10) 7
/* SOFTWAREMLockBit */

}

while (uVarl0

= local_5a & Oxff:
RegCreateKeyExA{0x80000001, &5

it + 1,0,0x0,0,0x£003£, 0x0,
spasition);
Press enter or click to view image in full size
sloiniin]  E% esocoso Piizh Soooo00L | sT(0) 9000000000000000B00D XB7r0 Exp
[P — FF15 04004200 Eal dwordr prrs[<aRegCreatakeyExaaujiy | ST(L) 000000000000000D000D XETFL Esg
. B5CO TEST SAN,SAK —— ST{2} 00000000000000000000 xB7r2 E=p
==l ~ OFBS FEO10000 ine UIISS?Hife!al&th&i?b’ﬁ!ﬁilc*”ﬂ?!eﬂ2 5T{3) 00000000000000000000 XEFr3 Esp
- =Qw 2 EH ST{4) 40000000000000000000 x87r4 Eop
#| Dos0z6EZ C&45 F7 00 maw h%’tg ptr ss:fesp-3f,0 ST AMARARRARRRAARRLARS, wETeE S
s | 0osossEs B2 4E maw FYI [ Py | "
» || nososses BEES F2 mav byta prr ss:feus-cJ, an — =
a| os0seee 80 44 mov al,+4 ! #i Dcfult[sldwl} "]5 =[] Unlocke
» || 00208660 C7T45 DO 0000000 =y mru prr ss:Benp-30§,32 = (X133 1 T :
&) ppanzace Frol xor al.a :. espe4] OOLEFE3D "SOFTWARE\\LOCKB
4 n ¥ 3 [espe8] 00000000
4: [ecpsC] 0DODODDOOD

‘@nord pEr d57[D0420003 <0aB370AT CAAAGCES47655 AL 9007 3a45 aRcaT cAUZE 15 aT C35 30067 BEABAT G, oF Py ﬂg_,m] BICO00

-TRNDI00408642 0A937dAreEAARCDO4TDO5 841049007 3045 23 CATCII2645 ATCISIO0ETEEADATEE 50642 l?.-u.i 4 n ;

_W8ourn | Goup2 | ekowmed | shoums [ wbouwms | 8 werns [ ieiecs | F I
ASC

Address T
53| 4F 46 54|57 41 52 45|50 4C EF B3 (628 42 63 74| BOFTWAREZLOCKEIT
00 00 o0 0|30 08 FB 18|00 OO0 O 00|00 EC FE 18 (NS eleess e v
OO1EFBS3 |00 50 74 BE|7D BB &8 17| A2 FE FF FE|FF ES OF 08| .Fr.1 h.chiyva.,

Creating The SOFTWARE\LockBit Reg. Key

CEOFTWARE\ LOCKBEIT™

The malware will randomly generate a new AES key for each file. Once it’s being used for encrypting the file, the
AES key will be encrypted using the RSA public session key and appended to the end of the encrypted file. The
debugging messages that we mentioned earlier have made it easy to detect the function that will generate the

session keys as the de-obfuscated string says “ Generating session keys”!

/* generating session keys */f
print debuging messages(egenerating session_keys + 1) ;
iVarl3i = generate_session key(&session key) ;
if (iVarl3i = 0} {

geggion_key decrypt1on{3°331:: _key, E3ize_same as_allocated mem);

oy i

goto LAB 004089047

Page 10 of 36



https://amgedwageh.medium.com /lockbit-ransomware-analysis-notes-93a542fc8511

Session Keys Generation

The following snippets show the keys storing and querying.

/* SOFIWARE\LockBit\full */
0 = 0x75;

BegQueryValueExh (ptr

r_handle,s&local 11,0x0,&local 34, eencrypted session_keys,

= 0x103»

0x34;

= 0;

= "p;

= 0x69; 1
/* SOFTWAREM\LockBit\Public */

= 0x75;

= 0x62;

= Oxfcy

= 99;

LVarl? = RegQueryValueExA(ptr_reg_ key handle,&local 1f,0x0,&local 34,session_key,&local_2c);

Press enter or click to view image in full size

FF15 08004200 Ea11 dword pEr st [<sreglueryvalueExas] | | _| T Tesey oovooize :
3EFO mov esi,eax T | & 2: [e5p+4] OOL1EFBSE "full™
m v |3 [esp+s] ooooooon

5t [DD420008 <0a93705TeBaathas7bI5B41c90073e452a3cal CAS2645aT C353006756aDATE8F ; | Eg:gﬁo]“g;ﬁ;gggo GasaTii

I6FD Da937d4feBaa6cha47h95841c490d73e452a3cafcd92645aFc3530067B6abaT6: $B6FD #TAFL « I

Hi
25 Dump 2 I 45 Dumg 3 l s Dump 4 I 35 Dump 5 | ) wateh 1 | Ix=] Locals I z)l:'I'_J-nstFc Q0israse | “rull”
= =1l 00157300 | DoTTT—

Faeers []

Press enter or click to view image in full size

»|L 00308754 BEED EA mov_Byte pEr 55:iQenp-16§,cn | L L e g8)| > =
» FF15 0BO04200 call dword ptr ds: [<&RegQueryValueExAs] 1: [espl 0000012
»|[ 00408750 B5FE test esi,esi s | T

L 8
esp+4] O0016FB7D "Public”
esp+3] 00000000

o - i1} F

351 (00420008 <0a937047c8aa6CDI47095841C4 3e452a3carcda2645arc3530067 8 76

esp+{] 00LEFBES
feszp+101 Q02D2FAQ “wrid=\r

(L

8757 Dad3Fdafesaasche47basB841c490d73eq452a3cafcddzE45afc353006786abare: §8757 !75

| 444 Dump 2 | 44 Dump 3 | 44k Dump 4 [ 44 Dump 5 I B8 watch 1 | o] Locals | i '.

‘oono0128

SPublict

Querying The Keys

For generating the random numbers, LockBit will use LoadlLibraryA and GetProcAddress to dynamically load

bcrypt.dll for importing the BCryptGenRandom API for generating 32 bytes of random numbers, and if it

couldn’t load the necessary libraries, it’ll call CryptAcquireContextW and CryptGenRandom to get the job done.
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t.d11l handle = 0x0) {

EVarl = CrypthcquireContextW({elocal &,0x0,&locael 7c,l,0xf£0000000) ;
if (BVarl = 0) {

return 0;
!
}
Random stack = 0xT79724342;
0x65477470;
OxGe6lSieer
Ox6defead:
i GetProchddress (Berypt.dll handle, EBCryptGenBandom stack) ;

if (BVarl = 0} |
return 0;
1
}
EVarl = CryptGenRandom(local &, random rum size,randomn numj;

if (BVarl = 0} {
CryptBEeleaseContext (local &,0)r
return 0;

}

return 1;

Generating Random Numbers

Utilizing IOCP (Completion I/O ports)

As we mentioned earlier, LockBit has been technically evolved, one of the technical aspects is using the Windows

1/O Completion ports mechanism for providing an efficient threading model for processing multiple asynchronous

I/0 requests on a multiprocessor system.
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IO threads... = 0x6133467;
0x90e1315;

0x282e4700;

0x150£1347;

0x14030602;

local_4b = 0x494949;

+ counter + 1;

f* Starting T0 threadsa... */f
local 4b = local 4b & Oxffffff;
print debuging messages(eStarting I0 threads... + 1)
counter = 0;
if (*([iVar3 100) = 0) {
do {
uVard = create_thread (decryption_thread function,0):

create_thread (decryption thread function,0):
local B = 1 << (counter & 0x1f);
Ht3etInformationThread {uVpr4, 4, 8local &, 4);
NtSetInformationThread (uVars, 4, elocal_&, 4):
counter = counter + 1;

} while (counter < *(local c + 100}):
}
mw_fill mem with conatant (eDRT 00429260,0,0x80);

get_host_info():

} while (counter < 0xll};
J* IOCP initialize»>d! =*/

Creating Completion 1/0 Ports

The malware has each function of its behavior separated in a subroutine, it creates an I/O completion port by

calling CreateloCompletionPort then, it will enter a loop to create a bunch of threads by calling either one of the

undocumented and more stealthier following APIs NtCreateThreadEx or RtlCreateUserThread and it will set

the entry point of each thread to one of the subroutines. After that, NtSetInformationThread will be called for

setting the thread priority for each created thread.

Press enter or click to view image in full size
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= 0x43596554;
= 0x74555054;
0xd9;

if (NtCreateThreadEx = 0x0) {

iVar2 = RtlCreatelUaerThread (0xf

f,start address,start_parameter,0,0

}

HtSetInformationThread (Thread handle, 0x11,0,0);
return Thr ler

}

Threads Creation

Privilege Escalation

Firstly, LockBit checks its privileges by getting the process token by calling NtOpenProcessToken then, it queries

that token via NtQueryInformationToken after that, it creates a user security identifier (SID) that matches the

administrator group by passing WinBuiltinAdministratorsSid to CreateWellKnownSid . Finally, it calls

CheckTokenMembership to check whether the current process privileges include the Administrator privileges or

not.
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= NtQueryInformationToken{local 10,0x13, &local 14,4, &ch3id);

+ 0x34);
&& (uVarl !'= 0x522)) && (uVard = uWVarl, 0 < uVarl)) |
| 0x80070000;
}
BEVari = CheckTokenMembership(local 14,created sid,&local 8);

0) goto LRB 0040cefc:
& == 0) goto LAB 0040cf43;
}
*param 1 = 1;
goto LAE 0040cf43;

}
}
LAE 0040cefc:
uVard4 = *({in FS_OFFSET + 0x34):

| 0x20070000;
}
LAE 0040cf43:
if (local_10 I= ox0) {
CloaeHandle (1ocal_10);
}
if (lecal 14 != o0x0) {

CloaeHandle (local_14);
}
return uVard;
i

Checking Privileges

If it doesn’t include the Administrator privileges, LockBit will perform a UAC bypassing by calling a windows

COM objects that can auto-elevate, and for masquerading, LockBit implements a publicly available function

called supMasqueradeProcess which allows the malware to conceal its process information by injecting into a

process that runs in a trusted directory, it choose explorer.exe to be its target.

Press enter or click to view image in full size
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iVar5 = *({*({in_F5 OFFSET + Oxl18) + 0x30);
ALLOCATED MEM = 0Ox0:
mem size 0x1000 = Ox1000:

iVaré = NtAllocateVirtualMemory (Oxffffffff, sALLOCATED MEM, 0, emem size Ox1000,0x3000,4);
if (-1 < iVare) {
GetWindowsDirectoryW (windows_directory, 0x104);

ptr windows directory = windows directory:
ptr_allocated mamory = ALLOCATED MEM;

do Y

WVard4 = *ptr_windows_directory:
ptr_windows_directory = ptr_windows_directory + 1;

*ptr_allocated mamory = WWard;

ptr_allocated mamory = ptr_allocated mamory + 1:

/* this loop copies the windows directory to the allocated region of
C:\Windows */

} while (WVard '= L'\0");:
_explorer.exe = 0x63003f;
local 56 = Ox5ar
guitacklld. 2 4 = 0x47005a:

local 54 = 0x47;
local 6c = 0x53004f;
local 52 = Oxdf;
local 68 = 0x4d0050;
local 50 = 0x53;
local 64 = 0x4d4005a;
local 4e = 0x50;
local &0 = 0x5a0011;
local 4c = Oxdd;
local_5Sc = 0x5a0047;
local 4a = Ox5ar
local_ 58 = 0x3f;
local 48 = Oxdd;
local 46 = Oxll;
local 44 = Ox5ar
local 42 = 0x47;
local 40 = Ox5ar
local 3e = 0x3f:
local 3c = 07
uvarg = 07
do {

*(explorer.exe + uVar® * 2 + 2] = explorer.exe[uvers * 2 + 2] ~ 0x3f;

uVarf = uVarg + 1;

} while (uVar® <« 0Oxlb);

Tnral 3o

f=

supMasqueradeProcess Implementation

Press enter or click to view image in full size
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}
BtlhoquirePebLock({) ;
local 3a = 0x330056;
local le = Ox56%
local 36 = 0x26002e;
local lc = 0x13:
local 32 = 0x39003a;
local la = Ox3a;

2e = 0x3300247
local 18 = Ox33:

a = Ox780024:

& = 0x20;
local 26 = 0x2e0033;
local 14 = 0x37;
local_ 22 = 0x560033F
local 12 = Ox22;
local 10 = Ox3f;
local e = Ox39;
local_c = Ox38:
local a = Ox6ecr
locel 8 = O0x17%
local & = OF

f* "Elevation:BAdministrator'!new:" */f

2 + 2) = *[{glocal 3a uvarg * 2 + 2] ~ 0x56;

local &6 = 0

RtlInitUnicodeString (* (iVarS + 0x10) + 0x38,ALLOCRATED MEM):
RtlInitUnicodeString (* (iVard + 0x10) + Ox40,&local 3a + 2);
EtlRBeleasePeblock()
LdrEnumeratel.oadedModules (0, FUN_0041eafd, 0) ¢

return;

For the actual UAC bypassing, LockBit will call CoGetObject with the following CLSIDs:

e UCMLuaUtil: {3E5FC7F9-9A51-4367-9063-A120244FBECT}
¢ IColoDataProxy: {D2E7041B-2927-42fb-8E9F-7CE93B6DCI37}

#* jundefined *)puVar9 = *(undefined #*)puVart;

puVars = (undefinedd *) ({int)puVars + 1):

puVard = (undefined4 *) {(int)puVard + 1);
}
/* Elevation:Administrator'new: [3ESFCTF9-9A51-4367-9063-R120244FBECT] =/
HVar53 = CoGetObject(local Zac,&local z4,param 2,&local 8);

*param 4 = local_ 8;
return HVar5;
1

Calling CoGetObject
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Address | Hex

DO18FESC |53 00 &F 00|66 00 74 00(77 00 61 00|72 0D 65 0O
DO18FEAC |5C€ 00 4D 00|69 00 63 00|72 00 &F 00|73 00 6F 0O
DO18FEEC |66 00 74 00|5C 00 57 00|69 00 6E 00|64 0D 6F 0O
DO18FECC |77 00 73 00|20 00 4E 00(S4 00 SC 00|43 00 75 00
DO18FEDC |72 00 72 00|65 00 G6E 00|74 00 56 00|65 0D 72 0O
DO18FEEC |73 00 &9 00|6F 00 6E 00(SC 00 49 00|43 00 4D 00
DO18FEFC |5C 00 43 00|61 00 6C 00|69 00 62 00|72 0D 61 OO
DO18FFOC |74 00 &9 00|6F 00 6E 00|00 00 0D 00|00 0D OO OO
DO18FFIC | 7B 00 44 00|32 00 45 00|37 00 30 00|34 00 21 00
DO18FF2C |42 00 20 00|22 00 39 00(32 00 27 00|20 00 34 00
DO18FF3C |32 00 66 00|62 00 2D 00|38 00 45 00|39 00 46 00
DO18FF4C | 2D 00 37 00|43 00 45 00(39 00 33 00|42 00 3¢ 00
DO18FF5SC | 44 00 43 00|39 00 33 00(37 00 70 00|00 00 00 00|D.C.9.3.7.F.....
DO18FF6C |80 _EF 40 00|20 00 40 00(95 FF 16 00|47 00 64 00 -¥..G.d.
DO18FF7C |92 FF 9F FF|AB FF 98 FF (74 00 BB FF|DZ 00 75 00| .¥y.Vey.vr.By. . u.
0018FFBC|(BF FF 00 00|00 EQ FD FE|R4 EE 18 00(12 98 EA 7D| -v...ay-Dv....&
OO18FFSC |00 EQ FD FE|80 &2 F3 7C |00 OO0 00 00|00 OO0 OO 00|.ay~.bO|........
D018FFAC |00 EQ FD FE |00 00 00 00|4E_ZC ES 78|00 00 00 00| .&y~....0|EX...

H
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100526 06070 W pvchort m Vaos  HECRACLSON JESFC TR SAS 120675003 AT008._ SUCCESS Type: REG_52. Langth: 5. Qe [ESFCTFS-0A51-4307-5063-A1 N24FBECT)
10,0535 14015 5 schosiene 772 B Feglusnyialoe HRCFM w8400l CLE TN IESICTFREA0 1226 SUCCESS Trpe: REG_5Z, Lengith: 75, Data: [3ESRCTFO-0R514 357408341 20084FESCT)
100526 57067, W pechost o B Wale HECRCLSAN ESRC TR SASLA36TS063-A120064. SUCCESS Type: REG_SZ. Length: 78, Dats [(BESFCTFS-SA51435 7506341 QSFEECT]
1006257128 W swohost e 652 M RepCuoyiaue  HRCRAowed I2hode LLSIN BERICTFS AR 1436 SUCCESS Typec FEG_SZ. Langth: T2, Oiater [SESFCTFS-BAS1-4 367008341 20044F BECT)
100536 71845 W swchiost o E57 O Frocess Cmate . \Woraditmey Sy WOWES DiH=t son SUCCESS FID: 1S1E, Commard I .\ Windews\Sye WOEDiiHest sop Frocessd {IESFCTFS- AR 43675051 A1 HIBLEF
100528 ek Dfthoet e 1516 B Process Sot SUCCESS Pavent PID: 852, Command lne: G- W indows ' SyaWOWBS Diklost exe /Processd [IESFCTF ARS8 S060-41 200
10054455636 . W ot ann 52 RYFrocess Ceats Wi\ SyaWOWES\DIECE s0n SLCCESS PI 5050, Carmared b C\Wradkrea\ SOG4\ DNt s Prosceisd AIESFCTFS-GAL1 L3567 5063 A 1202487
100544 385]7... W Dibkost e 050 O Process Ren SUCCESS Parert PiD £52. Command lne: C\W¥indows' Sy WOW B [ikosn mon Frocessd [JESFCTTHAS1-40E7 006041 20

Querying The CLSIDs and Creating The dllhost.exe procsses
Killing Processes

LockBit calls CreateToolhelp32Snapshot for getting a snapshot of the running processes then, it uses

Process32First and Process32Next to enumerate the snapshot. For each process, it’ll compare its name

against a list of a process, and if it matches, it well pass the process handle that it got by calling QOpenProcess to

TerminateProcess to terminate the process. The list of the processes was also encrypted using XOR .

Press enter or click to view image in full size
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POOL _ fastcall terminate_a process(DWORD process id)
{
int snapshot_handle;
int iVazi;
BOOL BVar3:
code *CloseHandle;
undefinedd local lic;
undefined local_ 128 [20];
DWORD local_114;
mw_£ill mem with_conatant(local 128,0,0x124);
local 12c = 0x128;
snapshot_handle = CreateToolhelp32Snapahot(2,0):
CloseHandle = CloseHandle exref
if {snapshot handle != -1} {
ivarl = Process3ZFirst(snapshot_handle, &local_12c):
while {iVarl != 0) {
if (({(local_ll4 == process_id) &&
{current_process_id = GecCurrentProcesasId(), local_114 != current process_id)) &&
{r = OpenProcess(0x1fffff, 1,1lo0cal 114), CloseHandle = CloseHandle_exref, pvWar2 !'= 0x0
N
TerminateProcess (pvVar2, 1) ;
CloseHandle = CloseHandle exref:
:Closelandle {(pvVarl)
}
iVarl = ProcessiZNext({snapshot_handle,&local_l2c);
}
(*CloseHandle) (snapshot_handle);
}
current_process_id = GetCurrentProcessld():;
if ((process id != current_process_id) &
(pvVarZ = OpenProcess (0X1E££££E, 1, process_id), pvvarZ = 0x0)) {
Bvar3 = rerminateProcess{pv?azd,lJ;
t:CloseHandle (pvWarz):
return BVar3;
}
return 0;
}

Process Termination
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#[[00316AEE ED8424 IF0E0000 Tea eax,dword ptr_s

ol oos16acz 393424 FE0D0000 mov dword ptr ss:[[e [esp+DF3] - "wxserver™

# |l 00416409 805424 C2070000 Tea eax,dword ptr s

o || 0o416aD0 888424 FCODODOOO mov dword pir ss:fesp:DFC), eax [esprDFC]: "wxServerview™

& | 0O 316ADT 203424 CFOS0000 lea s:fesprscrl

ol nos1sanE B95424 OO0EQOOD mowv +EOO], 2ax [ecp+E0D]

o || Do4168E5 808424 ECOTDO00 lea eax,dward ptr s esp+7ECH

»| 0041BAEC 593424 Q40E0000 mev dword por ss:[espreosl,eax [esp+E04] = "RAgUi "

L] 001:LGAF= EBDE424 11070000 Tea eax,dword ptr_ss:fesp:s7ii])

L 8958424 080EQOOD mov dword ptr ss:llesprE03l, eax [esprEDB]: "supervise”

E'ubml Mot Set Enaaza OB0EO000 1ea eax,dword prr ss:fespreoa]

. 98424 OCOEDODO mov dword prr ss:ffesp+EOC], eax [esp+EOC]): "Culture”

] DO-!.EBDF 508424 B4050000 Jea eax,dword ptr ss:fespises]

o oosiez1e 5958424 100E0000 mov dword prr ss:ffesp+E10], eax [esp+E10]: "RTVScan"

® || 00416810 808424 43060000 lea eax,dword pir ss:fesprésd]

& (| 00416524 §93424 L40EQ0Q0Q mov dword ptr s5:fesprELs], sax [esp+E24]: "Defwatch™

#| 0o41eE28 808424 SDOSOOO0 lea eax,dword pre ss-!espréz |

#|| no416832 893424 1B0EDOD0 mov dword ptr ss:fesprEis], eax [esp+rE18] : "sqlbrowser™

o | oos16z3s 508424 EDO50000 lea eax,dword ptr ss:[fesprsea]

o | cosiezan 808424 1COEOOOO mov dword ptr ss:fesp+Eic], eax [espeELC]

& (| 00416547 803424 16030000 Jea cax,dword pir ss:fespraisl

o[l 0os1684E 595424 200E0000 mov dword prr ss:f Ezoff, eax [esp+E20]

®|| 00416855 808424 ETOS0000 Tea eax,dword ptr ss:fesp+SET]

o[l nos168sC 5953424 Z40EQ0D0 mov dword ptr ss:[esprEzal, sax [esprE24]

o 00416863 EDg424 SI080000 Tea eax,dword prtr ssiffesp+eszf

|| D0S1EEGEA 893424 280E0000 mov dword ptr ss-lesn EZ8]), eax [esp+E28]

* (| 00316571 803424 110A0000 Taa eax, dwdrd ptr ss: IGSD"AH.I

ol nos1eers 595424 BCOEOOOD mov dword pTe ss-.esp{ac',ea.x [esp+E2C] : "QECFMONITOrSery

o || D041687F 808424 1COTO000 Tea eax,dword ptr ssifespr7icl

#|| oo416886 £93424 300E0000 MoV Mrd ptr 's‘lesprsaui Sax [8sp+E20] s "ax1bridge"”

| D041GEED EDE424 TADTOOOO Tea eax,dwdrd prtr ssilffes A

®|| 00416534 898424 I40EQQOD mov dword pir ss:lfo E3 [esprE34]: "QEIDPSErvice”

#| 00416298 508424 ES070000 Tea eax,dword ptr so:fespires])

# [l 00416842 898424 IBOEDOOO mov dword ptr ss:fesp+EIS], eax [esp+E3IB] : “hitpd"”

@ || 00416845 803424 ZEQTOOOOQ Tea eax,dword ptr ss:ifespr7zEl

»| oosreez0 §o8424 ICOEDOOO mnv dword prr sz:ffespreich, sax [esp+E2C]: "rdlaunchar”

# || 004168E7 2E8424 30060000 | eax dmrd_ptr ss.l g {lol [esp+630] : "MSDTSrvr”
F—— ¢ EEIEGERE 393429 300£0000 "W dword ptr 5o - :

Ll
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Process Names After Being Decrypted In Memory

And here is a list of the process that will be terminated if exists:

wxServer
wxServerView
sqlmangr

RAqui

supervise

Culture

Defwatch

winword

QBW32

QBDBMgr

gbupdate

axlbridge

httpd

fdlauncher
MsDtSrvr

java

360se

360doctor
wdswfsafe

fdhost

GDscan
ZhuDongFangYu
QBDBMgrN

mysqld
AutodeskDesktopApp
acwebbrowser
Creative Cloud
Adobe Desktop Service
CoreSync

Adobe CEF Helper
node
AdobeIPCBroker
sync-taskbar
sync-worker
InputPersonalization
AdobeCollabSync
BrCtriCntr
BrCcUxSys
SimplyConnectionManager
Simply.SystemTrayIcon
fbguard

fbserver

ONENOTEM
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wsa_service

koaly-exp-engine-service
TeamViewer Service

TeamViewer
tv_w32
tv_x64
TitanV
Ssms
notepad
RdrCEF
oracle
ocssd
dbsnmp
synctime
agntsvc
isqlplussvc
xfssvccon

mydesktopservice

ocautoupds
encsvc
firefox
tbirdconfig
mydesktopqos
ocomm
dbeng50
sgbcoreservice
excel
infopath
msaccess
mspub
onenote
outlook
powerpnt
steam

thebat
thunderbird
visio
wordpad
bedbh

vxmon
benetns
bengien
pvlsvr
beserver
raw_agent_svc
VSNapvss
CagService
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DellSystemDetect
EnterpriseClient
VeeamDeploymentSvc

Stopping Services

LockBit has a list of services that will try to stop by calling OpenSCManagerA to establish a connection to the
service control manager on the local computer
then, it loops over a list of predefined services passing each service to OpenServiceA to check the existent of that

service, if the service exists, it’ll check its status by calling QueryServiceStatusEx and it will call

ControlService with the parameter 0x00000001:
SERVICE_CONTROL_STOP to stop the service. In order to not cause any crashes to the system, LockBit will stop all

the dependent services by calling EnumDependentServicesA before stopping the target service. Those services are

mostly backup services, anti-virus services, and other services that may lock some files due to having handles to

them.
Bl 0040FF70 895424 ECODOOOD mov dword ptr ss:[esp+DEC],eax
@ (| DD40FF77 FF15 3C014200 €all dword ptr ds: [<&GetTickCount=]
® | O0O40FFFD 6A 2C push 2C
® | 0040FF7F FFE4E4 B40C0000 push dword ptr ss:|[fespt+esi®4+CE4]]
& (| 0040FF 56 594424 14 mov dword ptr ss:[[esp+14],eax
& (| 0040FFBA FFE424 28080000 push dword ptr ss:[esp+&3E]
& (| 0040FF91 FF1S &CO04200 call dword ptr ds: [<20penServiced=]
® | D040FF37 BEFS mov edi,eax
® || 0040FF259 BL5FF test edi,edi
® | OO40FF3E ~ 0OFB4 B20Z0000 je anghami.410223
® | DD40FFA 805424 FOOB0O000D Tea eax,dword ptr ss:|[fesp+s70]
L] 50 push eax
. BA 24 push z4
. 805424 gCOCOO00 Tea eax,dword ptr ss:|fesp+C6C])
- ] push eax
. FFE3 &A 00 push 0
® || DD40FFES 57 push edi
® (| DDO40FFEG FF15 &4004200 call dword ptr ds:[<&QueryservicestatusEx=]
® | O040FFBC B5CO test eax,eax
® || 0O40FFEE v 75 DE jne anghami.40FFCE
& (| 0040FFCO 57 push edi
® (| DO40FFC1 SE3D 45004200 mov edi,dword ptr ds:[<&CloseserviceHandlex]
® | O040FFCT FFD7 Eall =di
® | O040FFCO ~ ES9 SBOZ20000 jmp anghami.410229
® (| DD40FFCE 8BE5424 6B0CO000 mov eax,dword ptr ss:fesp+Ces]
® | O040FFDS B3IFE 01 cmp eax,1
® | OO40FFDE ~ 75 67 jne anghami.410041
@ || 0040FFDA OF2805 00464200 movaps xmmo,xmmword ptr ds:[424600]
e || D0O40FFEL 33C9 XOr ecx,ecx
@ (| 0040FFEZ 0F118424 SCOEBO0OO movups xmmword ptr ss:|[esp+ESC], xmmo
& (| 0040FFEE C758424 GCOBOOOOD 1800( mov dword ptr ss:|[esp+E&C],C0D1s
® | DO40FFF6& 6666: OF1F8400 000000( nop word ptr ds: [eaxt+eax],ax
& (| 00410000 BAE424 SCOBOOOOD mov al,byte ptr ss:[fesp+BsCl
@ (| 00410007 30840C SDOBOOOD xor byte ptr ss:[lesp+ecx+BsDl, al
& || 0041000E 41 inc ecx
e || 0041000F 83F9 12 cmp ecx,12
e | 00410012 ~ 72 EC jb anghami. 410000
e 00410014 FFE4E4 EOOCO000 push dword ptr ss:|[esp+esi=4+CEO]
& 0041001E 805424 G10BOO00D Tea eax,dword ptr ss:|lesp+E&i]]
®| 00410022 C68424 730BOOOOD 0O mov byte ptr ss:[lesp+B73l,0
® || 00410024 50 push eax
®| 0041002E ES BOAOFFFF call anghami.40ADED
®| 00410030 B3C4 08 add esp,s
e 00410033 57 push edi
& 00410034 SE3D 45004200 mov edi,dword ptr ds:[<&CloseserviceHandlex]

Stopping Some Services
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O018F86LC
O018FEFOD
0018 4
O01BFEFE
O018F
O018F
O018F
0018
O018F
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[ e e e e e e
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O01EF8A
O018FBAC
O018FEED
O018FEE4
O01BFBES
O018FEBBC
O018F8CO
O018FBC4
O018FECE
O018FBCC
O018F 800
O018FED 4
O01BFEDE
O018FBDC
0O018F8ED
O018FBE4
O01EFEES
O018FBEC
O018F8F0
O018F&F 4
O01BFEBFE
O018FEBFC
O018F 200
O018F 304
QO1EF308
O018F30C
0018F210
O018F314
O018F918

Cata e e lots s Wl

-

0018F 496
D01BF4CE
D018F44B
D01BF7SE
001BF4DE
0018F5BA
001BF7 83
0018FZE9
O01BF413
O01BF4AE
D018F5CF
0018F2D 4
O01BF34F
0018F225
001BF267
0018F29E
0018F119
0018F2CE
0018FZFB
0018F1C1
0018F1CH
0018F1D1
0018F1D5
DO18FZZA
001EBF1E1
0018F333
0018F341
O01BFL3A
D018F42F
0018F466
0018F3DE
0O018FSE4
001BF3F6
0018FE7E
0018F139
0018F230
O018F3BA
0018FZ1B
001BFLA7F
D01EF47E
D01BFZAD
0018FZ10
D018F2CE
001BF2E6
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"MSSOLEKAY_CS_ADMIN_KIT™
"MSSOLServerADHelper100™
"SOLAgent i EAY_CS_ADMIN_KIT"
"msTtesqgl-Exchange”
"MSSQLEMICROSOFT##55EE"™
"MSSOLESESMONITORING™
"MSSOLESHAREPOINT™
"MSSQLFDLauncher $SESMONITORING'
"MSSOLFDLauncher $SHAREPOINT™
"SOLAgent $SESMONITORING™
"S0LAgentT $SHAREPOINT™
"QBFCService"

"QBVSS"

"yYooBackup™

return to 0018F2&7 Trom 287DEEE4
.

"sq1”

L1} Svc$l:

"MSSOL"

"MSSOLE"

"memtas"

"mepocs"

"sophos"

"wveeam™

"backup"

"bedbg™

"PDVFSService™
"BackupExecVssProvider"”
"BackupExecagentaccelerator™
"BackupExecAgentBrowser™
"BackupExecDiveciMediaservice"
"BackupExeclobEngine”
"BackupExecManagementservice™
"BackupExecRPCService"
"MvArmor"

"Myvarmored™

"stc_raw_agent™

"VSNAPWSS"
"VeeamTransportsve"”
"veeamDeploymentservice™
"VeeamNFssvC"

"AcronisAgent"

AR SH "

"ACrsch2swvc™
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Services Names After Being Decrypted In Memory

Here is a list of the services that LockBit tries to stop:

wrapper
DefWatch
ccEvtMgr
ccSetMgr
SavRoam
Sqlservr
sqlagent
sqladhlp
Culserver
RTVscan
sqlbrowser
SQLADHLP
QBIDPService

Intuit.QuickBooks.FCS
QBCFMonitorService

sqlwriter
msmdsrv

tomcatb
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zhudongfangyu
vmware-usbarbitator64
vmware-converter

dbsrv12

dbeng8
MSSQL$MICROSOFT#4WID
MSSQL$VEEAMSQL2012
SQLAgent$VEEAMSQL2012
SQLBrowser

SQLWriter

FishbowlMySQL
MSSQL$MICROSOFT#4WID
MySQL57
MSSQL$KAV_CS_ADMIN_KIT
MSSQLServerADHelper100
SQLAgent$KAV_CS_ADMIN_KIT
msftesql-Exchange
MSSQL$MICROSOF T##SSEE
MSSQL$SBSMONITORING
MSSQL$SHAREPOINT
MSSQLFDLauncher$SBSMONITORING
MSSQLFDLauncher $SHAREPOINT
SQLAgent$SBSMONITORING
SQLAgent$SHAREPOINT
QBFCService

QBVSS

YooBackup

YooIT

svc$

MSSQL

MSSQL$

memtas

mepocs

sophos

veeam

backup

bedbg

PDVFSService
BackupExecVSSProvider
BackupExecAgentAccelerator
BackupExecAgentBrowser
BackupExecDiveciMediaService
BackupExecJobEngine
BackupExecManagementService
BackupExecRPCService
MVArmor

MVarmorb64
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stc_raw_agent
VSNAPVSS
VeeamTransportSvc
VeeamDeploymentService
VeeamNFSSvc
AcronisAgent

ARSM

AcrSch2Svc
CASAD2DWebSvc
CAARCUpdateSvc
WSBExchange
MSExchange
MSExchange$

Excluding Files And Directories

To avoid any system crashes and to make sure that the system has functional browsers for connection and
negotiation, besides avoiding entering an infinite loop of encrypting the already encrypted files and not to encrypt

the ransom-notes, LockBit has a list of files, folders, and extensions exclusions.
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local 418 = O0xTel02e;
local_414 = 0x730077:
local 410 = 07
/* tor browser */

local 34 = 0x6£0074;
local 3a0 = 0x200072:
local 3%c = 0x720062;
local 398 = 0x77006£;
local 354 = 0x650073;
local 380 = 0x72:
local 30 = Ox6f0062;
0x74006£7

g =i

/* windowant */
local 38c = 0x690057;
local 388 = O0x64006e;
local 384 = 0x77006E;
local_380 = 0x200073r
local 37c = 0x74006e;
local 378 = 0;
f* mabuild */

local 28%c = 0x730044d:
local 258 = 0x750062;
local 294 = Ox6c0069;
local_250 = 100;

/* microsoft */
local 338 = 0x65%0044;
local 334 = 0x720063;
local 330 = 0x73006E;
local 32c = Ox66006£:
local 328 = 0x74;
f* all usera */
local 34c = 0x6c0041;
local 348 = Ox20006c:
local 344 = 0x730075;
local 340 = 0x7200657
local 33c = 0x73;
S* gyatem volume information */

local 5ad4 = 0x73%0073;

local 5a0 = 0x740073;

local 55c = 0x6d0065;
A List Of Exclusions

Here is the list of exclusions:

windows
intel
recycle.bin
tor browser
windowsnt
msbuild
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microsoft

all users
system volume information
perflogs

google

appdata

mozilla
microsoft .net
microsoft shared
internet explorer
common files
opera intel
windows journal
ntldr
ntuser.dat.log
bootsec.bak
autorun.inf
thumbs.db
iconcahce.db
restore-my-files.txt
.386

.cmd

.ani

.adv

.theme

.msi

.msp

.com

.diagpkg

.nls

.diagcab

. lock

.mpa

.cpl

.mod

.hta

.icns

.prf

.rtp

.diagcfg
.msstyles

.bin

.hilp

.shs

.drv

.wpx

.bat
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.rom
.msc
.spl
.ps1
.msu
.ics
.key
.exe
.dll
. Ink
.ico
.hilp
.Sys
.idx
.ini
.reg
.mp3
.lockbit

Mutex Creation

For avoiding multiple infection on the same host, LockBit creates the following mutex Global\{BEF590@BE-11A6-
442A-A85B-656C1081EQ4C} . Firstly, it will try to open that mutex by calling OpenMutexA , if it succeeds, which
means that host is already infected, it will exit the process, otherwise, it’ll call CreateMutexA for creating the

mutex then, it’ll proceed with the rest of the malware functionality.
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0x5e5d7631;
= 0x6d45d5053;
= 0xT7774734a;
= 0xT73010804;
= 0=

O0xlcT4;
0x51c077

} while ([uVar3d < 0x2d);
f* Globalh {BEFS90BE-11A6-4424-A85B-656C1081E04C]) */

return 0;

}

return 1;

Mutex Creation

Press enter or click to view image in full size

@WmiprwiderSu bSysternSpecialHostlob lob

Lo,?}{EEFSQﬂEE-llAfI-ﬂMZA-hESB-ﬁSﬁClUSlEUJfC} Mutant
I%}33886Eb8-fedﬂ-#dﬂa-b?&b-gaﬂbcbﬁﬁfb? Mutant
s WindnwelIndateTracinalutex kAutant

37 32 46 41|33 33 35 36|35 30 37 44(7D 00 31 47| 72FA33956507D}.1G
BC| 6F 62 61 |6C 5C 7B 42|45 46 35 39|30 42 45 2D |Mobal’{BEFS90BE-
31 31 41 36|2D 34 34 32 (41 2D 41 38|35 42 2D 36| 11A6-442A-AB5SE-6
35 36 43 31(30 38 31 45|30 34 43 7D (00 88 FF 18|56C1081E04CY. . ¥.
00 EF B3 41|00 0O 00 OO(00 OO OO QO[O0 OO EO FD|.7%A. . cecueu.. ay

Persistence

In order to maintain a persistence and to service reboots, LockBit creates the following registry key
HKCU\SOFTWARE\Microsoft\Windows\CurrentVaersion\Run\X01XADp0®1 with a value of it’s path on disk.

Press enter or click to view image in full size
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WL | = | o

OUNLED ) p

/* SOFTWARE\Microsoft\Windows'\CurrentVersion\Run */

local &d = 0;
LVarZ = RegCreateKeyExA (0x80000001,&local %k + 1,0,0x0,0,0x2001%, 0x0, sreg_key handle,&local al)r
if (ILWarz != 0} {

return false;
}
XO1¥ADpOO0l = 0x56000e;
local 34 = Oxer
local 48 = 0x3£0041;

ocal 32 = 0x655c;
44 = 0Ox4£0056;
2l 30 = 0x6£63;
al_ 40 = 0xTel04a:
2e = (Ox&6578;
3c = 0x3e0041;
= 0x206&a;
= 0xel03£f;
= 0Ox756L;
= 0x6f7a;
= 0x757c;
Ox2060;
= 0x6565;
c:uazgr = 07
do |

* (gX01XADPO0]1 + counter * 2 + 2) = *(gX01XaDpl0l + counte

counter = counter + 1;

/* XOLXADpQOl1 */

} while ({counter < 0xl15);
a

oomom om0
|

-
i

[ T S T o T (S R L
P
[

H
*
[
+
ra
»
=]
b
m
-

ocal 20 = 0:
if (param 1 == 0} {
= 0x104;
0x220074;
0x730025;
0x22;
= 0:
= 0x53;
= 0x72;
0x&9;

= 0;

= weprintfWi{local Zac,&local_le + 2,*(*(*(in F5 OFFSET + 0x30) + O0x10) + Ox3c)):
LVarZ = RegQueryValueExW({reg _handle, eX01XADpO0l + 2,0x0,&local_6c,local_4bd,slocal &8):
if ((LvarZ != 0) || (iVar4 = latrcmpiW(local 4b4,local Z2ac), iVard != 0)) |

iVard = RegSetValueExW(regq_key handle, eX01XADpl0l + 2,0,1,1local 2a&c,iVard * 2);

Maintaining Persistence

Press enter or click to view image in full size

Address | Hex

QD1BFE72|53 4F 46 54
QOLEFESZ| 66 T4 5C 57
goises:|ee T¢ 56 &8

SS——— —
| shx1g”
advapi3z. FrCT2808

57 41 52 35
69 6E 64 &F
b L

3C 4D 83 63
FF F3 5C 43
€ 8¢ 52 73

SOFTWARE'\MiCros0
frywindews\Curre
neVersion

After Decrypting The Key In Memory

Shutdown Prevention

In order to ensure that the encryption operation didn’t get disrupted even by shutting the system down, LockBit

will create a shutdown block reason by calling ShutdownBlockReasonCreate .
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i3

4

i5

i9

il

1

2

3

4

:d

.8

10 LPCSTR) ( (int) sShutdownBlockReasonCreate_stack + 1):
il ;

i2 ]

4 H

i5 etModuleHandleA(slocal £);
i6 lownBlockReasonCreate = GetProchddress(hModule, l1pProclame) ;
7 awitch(param 1} {

i8 case 0:

i9 return 1;

i0 case 1:

il case

12 case

i3 cage

id if {
1a

ig }

9 self delete():

'a Sleep(99999);

k| return 1;

'2 default:

3 return 0;

Creating Shutdown Block Reason
Netwrok Enumeration

In order to ensure infecting as many victims as possible, LockBit scans the attached drivers and network shares
and when it finds files that meets its previously discussed requirements, it’ll also encrypt those files.

LockBit starts this function by calling GetlogicalDrives to git a bitmask representing the currently available

disk drivers then, it loops over them and passed them to GetDriveTypell to determine the type of the driver
whether it is a removable, fixed, CD-ROM, RAM disk, or network drive, it specifically looking for 0x4:

DRIVE_REMOTE . Once it finds a networked drive, it calls WNetGetConnectionW to retrieve the name of that network

resource, then it will do a recursive calls to WNetOpenEnumll and WNetEnumResourcell enumerate the folders and

files of that network resource.

Press enter or click to view image in full size
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_letters = GetLogicalDrivea();

s 1) 1=

e = GetDriveTypeW((LPCWSTR) &local_l8);
/* 0x4 -> DRIVE REMOTE */
if (driver type = 4) {

WietGetConnectionW( (LPCW5STR) elocal 18, lpRemotellame, &elocal c);
if (DVarl = 0} {

LOCE({) ;
DAT 00429310 = DAT 00429310 + 1;
}

elas |

local 18 )
} while {uVar3 !'= 0);
network_scanning { (LENETRESOURCEW) 0x0) 7
return;

& Oxffff0000 | (uint) (ushort) ((short)leccal 18 - 1):

1

Network Enumeration

LockBit can also access the network shares that require user credentials by calling WNetAddConnection2W with

lpUserName=0 and 1pPassword=0 which automatically sends the username and password of the currently

logged in user.

Press enter or click to view image in full size

[+ oxiba = 445 +s
uVar? = open_socket{(char *}&lo
if (({(char)uV

30,0xlbd) ;

ar? !'= "™80") || (uVar2 = open_socket(({char *)slocal 30,0x87), (charjuVar2 '= "\0")
i = (LEWSTR)malloc(0x3c), i 1= (LEWSTR)0x0}) {

= (0x250020;

= 0x53;

= 0z

= 0x31;

=0;

1

Connecting Over SMB
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waprintfW(local_ 264, (LPCWSTR) {(int) &local_la + 2),param 1);
local_Sc.dwIvpe = 0;
Sc.lpRemoteName = local 264:

Sc.lpLocalWame = (LPWSTR)Ox0;
local_5c.lpProvider = (LEWSTE)Ox0;

/* make a connection to a network resource with lpUserName=0 and lpPassword=0

which automatically uses the username and password of the cuurent logged in
user. *f
WhetAddConnecticn2W( (LFNETRESOURCENW) elocal_3c, (LECWSTR) 0x0, (LBCWSTR) 0x0,0) 7
do |
2 = NetShareEnum{param 1,1, {char *}&local 3c,0xffff, (ushort *)&local 2c,

{ushort *)&local 38);

Connecting To Shares With Creds.
The Ransom Note

While LockBit is performing the encryption, it will drop a text file called Restore-My-Files.txt which is the

ransom-note.

ATl your important files are encrypted!

Any attempts to restore your files with the thrid-party software will
be fatal for your files!

RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.

There is only one way to get your files back:

| 1. Download Tor browser - https://www.torproject.org/ and install
it.

| 2. Open link in TOR browser - http://lockbitks2tvnmwk.onion/?
A@C155001DDOCBxxxEDAGD

This link only works in Tor Browser!

| 3. Follow the instructions on this page

### Attention! ###

# Do not rename encrypted files.

# Do not try to decrypt using third party software, it may cause
permanent data loss.

# Decryption of your files with the help of third parties may cause
increased price(they add their fee to our).

# Tor Browser may be blocked in your country or corporate network.
Use https://bridges.torproject.org or use Tor Browser over VPN.

# Tor Browser user manual https://tb-manual.torproject.org/about
Il We also download huge amount of your private data, including
finance information, clients personal info, network diagrams,

passwords and so on.
Don't forget about GDPR.

The content of this file is also encrypted and it has been decrypted in memory before writing the files.

Press enter or click to view image in full size
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Address | Hex ASCII

O018FG5E |00 00 OO0 00|00 0D OO OD|O0 00 OO0 00|00 75 70 27 |.iviviuinsunns up'
O018FGEE|0OD 0DA 09 20(54 65 69 73|20 6C 63 6E|6E 20 6F 6E|... This link on
OD18FG7E|6C 79 20 77 |6F 72 6B 73|20 69 6E 20|54 &F 72 20|1y works in Tor

DD18F68B (42 72 6F 77 (73 65 72 21|20 0D OA 7C |20 33 2E 20|Browser! ..| 3.

DD18F69B |46 6F 6C &C|(GF 77 20 74|68 65 20 &3 |6E 73 74 72 |Follow the instr
0018F6AB|75 63 74 69(6F 6E 73 20|GE _GE 20 74|68 69 73 20| uctions on this
O018FGBE |70 &1 &7 &5 (0D 0A OD OA(OD DA 20 23|23 23 20 20|pade...... #4

O018F6CB |41 74 74 65 (6E 74 69 6F|6E 21 20 23 (23 23 0D 0A|Attention! ##2..
0018F6DB | 20 23 20 44(6F 20 6E 6F |74 20 72 65|6E 61 6D 65| # DO not rename
DD18FGEB |20 65 6E 63|72 79 70 74|65 64 20 66|69 6C 65 73| encrypted Tiles
OO18F6FE|2E 0D OA 20|23 20 44 6F (20 6E 6F 74|20 74 72 79|... # DO nOT Try
0018F70B |20 74 6F 20(g4 €5 g3 72|79 70 74 20|75 73 6% 6E| to decrypt usin
0018F71B| 67 20 74 68(69 72 64 20|70 61 72 74|79 20 73 &F|g third party so
DD18F72B (66 74 77 61|72 65 2C 20(69 74 20 6D (61 79 20 63 |ftware, it may c
DD18F73B(61 75 73 65 (20 70 &5 72 (6D 61 6E &5 (6E 74 20 64|ause permanent d
0018F74B|61 74 61 20(6C 6F 73 73 |ZE 0D OA 20|23 20 44 65|ata loss... # De
0018F75B| 63 72 79 70(74 69 6F 6E |20 &F 66 20|79 &F 75 72| cryption of wour
DD18F76B |20 66 69 6C (65 73 20 77 (69 74 68 20|74 68 65 20| files with the
DD18F77B |68 65 6C 70|20 6F 66 20|74 €8 €9 72|64 20 70 61| help of third pa
0018F78B|72 74 6% 65(73 20 6D 61|79 20 63 61|75 73 65 20|rties may cause

0018F79B |53 GE €3 72 (65 61 73 65|64 20 70 72|63 63 65 28|increased price(
O018F7AB|74 68 65 79(20 61 &4 64|20 74 68 65 (63 72 20 66| they add their T
0018F7BB Z4|6F 20 6F 75|72 29 2EMDN0A 20 23 20|ee to our).l. #

85 65 20 74
0018F7CB|54 6F 72 20(42 72 6F 77|73 65 72 20(6D 61 79 20| Tor Browser may
0018F7DB| 62 &5 20 62 (6C 6F 63 6B|65 64 20 69(6E 20 79 &F |be blocked in yo
O018F7EB|75 72 20 63 |6F 75 6E 74(72 79 20 6F |72 20 63 6F|ur country or co
0018F7FB|72 70 &6F 72|61 74 65 20|6E &5 74 77|6F 72 6B 2E|rporate network.
DD18F80B |20 55 73 65 (20 68 74 74|70 73 3A 2F|2F 62 72 63| Use https://bri
0DD18F81B |64 67 65 73 (2E 74 6F 72|70 72 6F GA|65 63 74 2ZE|dges.torproject.
O018F82B|6F 72 67 20|6F 72 20 75(73 65 20 54|6F 72 20 42|org or use Tor B
O018F83B |72 &F 77 72|65 72 20 &F (76 65 72 20|56 50 4E 2E|rowser over VPN,
0018F84B|0D 0A 20 23 (20 54 6F 72|20 42 72 6F |77 73 @5 72|.. # Tor Browser
DD18F85B (20 75 73 65|72 20 6D 61(6E 75 61 &C (20 68 74 74| user manual htt
0018F86B |70 73 3A 2F(2F 74 62 2D|6D 61 6E 75 (gl 6C ZE 74|ps://tb-manual.t
0018F87B|6F 72 70 7Z(6F 6A 65 63|74 2E 6F 72|67 2ZF 61 &2 |orproject.org/ab
OD18F8BB|6F 75 74 20|0D 0A OD 0A(21 21 21 20|57 &5 20 6l|out ....!!! We a
DD18F89B | 6C 73 6F 20|64 6F 77 GE|6C 6F 61 64|20 68 75 &7 (1so download hug
D0D18FBAB |65 20 61 6D |6F 75 6E 74|20 6F 66 20|79 6F 75 7z |e amount of wyour
0018F8BB |20 70 72 69(76 61 74 65|20 64 61 74|61 2C 20 &9| private data, i
0018F8CB|6E 63 &C 75 (64 69 6E &7 |20 66 69 6E|61 6E 63 &5 |ncluding Tinance
0018F8DB| 20 69 6E 66(6F 72 6D 61|74 69 6F 6E|2C 20 63 &C| information, cl
DD18F8EB |69 65 6E 74|73 20 70 65|72 73 6F GE |61 6C 20 63 |ients personal i
nnigeace|6E 66 GF orlon &F & 74077 GF 72 &Rr(20 R4 G4 &1 nfn  natwnrl Irh'.-;

Address | Hex ASCIT

0018F942 |41 6C &C 20|79 6F 75 72|20 69 6D 70|6F 72 74 61|A11 wour importa
0D18F952(6E 74 20 66|69 6C 65 73 (20 61 72 65|20 65 6E 63| nt Tiles are enc
0018F962 |72 79 70 74|65 64 21 0D|0A 41 6E 79|20 61 74 74|rypted!..Any att
0018F972 (65 60 7O 74|73 20 74 GF (20 72 65 73|74 6F 72 &5 | empts to restore
0018F982 |20 79 &F 75|72 20 66 69|6C 65 73 20|77 69 74 68| wour Tiles with
0018F992 (20 74 68 65(20 74 g8 72|69 64 2D 70(61 72 74 79| the thrid-party
0018F9A2 |20 73 6F 66|74 77 &1 72|65 20 77 69|6C 6C 20 62| software will b
OD18F9B2 (65 20 66 61|74 61 6C 20|66 6F 72 20(79 6F 75 72|e fatal for wour
DOLBF9C2 |20 66 69 6C (65 73 21 OD|(0A 52 45 53 (54 4F 52 45| Tiles!..RESTORE
0018F9D2 (20 59 4F 55 (20 44 41 54|41 20 50 4F |53 49 42 4C| ¥YOU DATA POSIBEL
0O018BF9E2 (45 20 4F 4E|4C 59 20 42|55 59 49 4E (47 20 70 72| E ONLY BUYING pr
0O018F9F2 |69 76 61 74|65 20 6B 65|79 20 &6 72(6F 6D 20 75|iwvate key from u
DO18FAO2 |73 2E OD OA|S4 68 g5 72 (65 20 &9 73|20 6F GE &C|s...There is onl
0018FA12 (79 20 &6F GE|65 20 77 61|79 20 74 &F |20 67 &5 74|y oOne way tTo get
O018FA22 (20 79 GF 75|72 20 66 69 (6C 65 73 20(62 61 63 6B| wour Tiles back
0O018FA32 | 3A 0D OA OD|0A 7C 20 31|2E 20 44 6F|77 6E 6C 6F(:....| 1. Downlo
0018FA42 (61 &4 20 54 (6F 72 20 62|72 6F 77 73|65 72 20 2D|ad Tor browser -
O018FAS2 |20 68 74 74|70 73 3A 2F|2F 77 77 7F|2E 74 6F 72| https://www.tor
OD1BFAR2 (70 72 GF GA|G5 63 74 2E|(6&F 72 &7 2F |20 61 &E &4 |project.org/ and
O018FAT2 |20 69 6E 73|74 61 6C 6C |20 69 74 2E|0D 0A FC 20| install it...|
0018FASB2 (322 2E 20 4F |70 65 G6E 20(|6C 69 6E G6B|20 69 &E 20| 2. Open link in
DO18FA92 |54 4F 52 20|62 72 6F 77|73 65 72 20(2D 20 &8 74| TOR browser - ht
O018FAAZ (74 7O 3A 2F|2F 6C 6F 63 |6B 62 69 74(gE 73 32 74| tp://lockbitks2t

The Ransom-Note In Memory

Self Deleting

After a successful execution, LockBit will delete its executable for reducing the artifacts it leaves on the infected
system. In order to do that, it runs the following command C ping 1.1.7.1 -n 22 > Nul & \ <the path to the
executable>

Press enter or click to view image in full size
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e | 00402098 C785 30FFFFFF 000000{mov dword ptr s::fLebp- DU] o
FF15 CCOL4200 call dwnrd ptr ds: [<&she 15xecuteExﬂa]
8BES >

[T ] b
dword ptr ds: [004201CC <anghami.&ShellExecuteExwW=]=<5hel132.5hellEXecuteEx>

nmwrrlo]

.text:0040A0A0 anghami: $A0AD #94A0

wmz | 845 pump 3 [ 844 Dump 4 | Yl Dump 5 J el Coca DDIEFESS |
= 001E8FASC | 00200043
gﬂiBFﬁS4 ZD 0D ZF 00 70 00 8 a0 — i “| oo1sraso| ooescozo
Eﬂ_EE_lﬁ_ﬂﬂ 43 00 20 00 O Fan ] S i EE Asdl|lob e GOEE
0018FAS4 |BE 00 &7 20 00 31 00|2E 00 31 00|2E oofE1 00|n.g. .1...1...1. ooTeesasl'to 0000
Q018FAA4| 2E 0O 21 00 20 00 20 00|SE OO0 20 0G|32 QO 32 00f..1. .-.n. .2.2. 001BEASC 0021002E
0018FAB4|20 00 3E 00|20 00 4E 00|75 00 6C 00|20 QO 2600 .>. .N.u.1. .& b e
0018FAC4 |20 00 22 00|43 00 3A 00|5C 00 55 00|73 &5 00| .".C.:.%.U.s.e. e et I 2
0018FAD4 |72 00 73 00|5C_00 41 00|4C 00 4F 00|4C PO 4D 00|r.s.%\.A.L.0.L.M. dotcciiilohangozo
0018FAE4 |61 00 63 00|68 00 69 00|6E 00 €5 00|5C 00 44 00fa.c.h.i.n.e.\.D. S e
QO18FAF4| 65 00 73 00|6E 00 74 00|6F 00 70 00|5C 00 4C 00| e.5.k.T.0.p. M. L. 001BFARD 00220033
0018FB04 | 6F 00 63 00|GE 00 42 00|69 00 74 00|20 Yo 52 00fo.c.k.B.i.T. .R. o%ccABDln0320032
0018FB14|61 00 6E 00|73 00 &F 00(&D 00 77 00|61 R0 72 00|a.n.s.o0.m.w.a.r. R i W el
0018FB24 |65 00 5C 00|61 00 &E 00|67 00 68 00|61 6D 00|e.%.a.n.g.h.a.m. e SEinc | 6o ccons
0018FB34|§2 00 22 00(00 00 00 00|20 DO FD 7E 2E| s By, Aym § CoistAsc|dDECOOIE
€9 B4 FE 7D + 2
Rt 21a] e i oMt beis] el it S 0018FAC+| 00220020

Self Deleting
Inhibiting System Recovery

As almost all ransomware does, LockBit will delete the volume shadow copies, the backup catalog, disable

automatic windows recovery, and clear the windows logs as well by running the following commands.

/c vssadmin delete shadows /all /quiet & wmic shadowcopy delete &
bcdedit /set {default} bootstatuspolicy ignoreallfailures & bcdedit
/set {default} recoveryenabled No & wbadmin delete catalog -quiet
/c vssadmin Delete Shadows /A1l /Quiet

/c bcdedit /set {default} recoveryenabled No

/c bcdedit /set {default} bootstatuspolicy ignoreallfailures

/c wbadmin DELETE SYSTEMSTATEBACKUP

/c wbadmin DELETE SYSTEMSTATEBACKUP -deleteOldest

/c wmic SHADOWCOPY /nointeractive

/c wevtutil cl security

/c wevtutil cl system

/c wevtutil cl application

Press enter or click to view image in full size
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Address | Hex ASCII

0018FEB0 | 2F| 63 20 76|73 73 61 64|6D 69 6E 20|64 65 &C 65| fc vssadmin dele
0018FB90 |74 65 20 73|68 61 64 G6F |77 73 20 2F |61 6C &C 20|te shadows /all
0018FBAQ| 2F 71 75 69|65 74 20 26|20 77 6D 69|63 20 73 68| /quiet & wmic sh

0018FBBO| 61 64 6F 77 (63 6F 7O 79|20 64 65 6C |65 74 65 20| adowcopy delete
0D18FBCO| 26 20 62 63|64 65 64 69|74 20 2F 73|65 74 20 7B|& becdedit /set {
0018FBDO| 64 65 66 61|75 6C 74 7FD|20 62 6F &F |74 73 74 61|default} bootsta
0018FBEDQ|74 75 73 7O|6F 6C 69 63|79 20 69 &7 |6E 6F 72 &5 |tuspolicy ignore
0018FBFO| 61 6C 6C 66(61 69 6C 75|72 65 73 20|26 20 62 63| allfailures & bc
0018FCO0| 64 65 64 69|74 20 2F 73|65 74 20 7B|64 65 66 61|dedit /set {defa
0018FC10|75 6C 74 7D (20 72 65 63|gE _F& &5 72|79 65 &E 61| ult} recoveryena
0018FC20| 62 6C 65 64|20 6E 6F 20|26 20 77 62|61 64 6D 63|bled no & wbadmi
0018FC30|6E 20 64 65 (6C 65 74 65|20 63 61 74|61 &€ &F &7 |n delete catalog
0018FC40| 20 2D 71 75(69 65 74 00|4D 00 00 0OO|BS 01 01 00| -quiet.M...u...
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After Decrypting The Commands In Memory

Press enter or click to view image in full size

PID 170%, Cormmirdd I /¢ bededt /et idelint] bootattapaliey preroaliahus
SUCCESS Pilk: 3004, Command ine: iz whadmn DELETE SYSTEMSTATERACELP
SUCCESS Pl 2584, Cormard Ine: s whadsir DELETE SWSTEMSTATERACHUP defclelides
10,0523 23141 SUCCESS PiD: 22831 Commard Ine- dic wenic: SRADDAWWCOPY /nontsracties
10,0629 84137, SUCCESS PID: 1982, Commard e /2 wintutl o sbtuty
100539 5507 SUCTESS Pilk: $E52, Commard Ing: /i wervtntl of mywtems
10,05 2 65016 SUCCESS Pifk: 1138, Command Ine:- sic weviul o applcation
120533 TTU7E SUCCESS Ik T5Q. Command bng: /¢ vazadmin Delete Shacdows /Al /Guint
10052 4T8ED. SUCCESS Pilk: 535, Command e /o bodedt set (defaul] roovenyenabied Mo
10:05.29 85770 SUCCESS PID. 1358, Corrmured Iner e bedodt /et Mefinat] boctaspaiey mpcreaishes
1005 30 05726 SUCTESS Pilk: 274E. Commard Ine: sic whadmn DELETE SYSTEMSTATERACEUP
1005 31 20475 SUCCESS Pl 2257, Cormard Ine: i whader DELETE SYSTEMSTATERACKUP defslelides
100530 71578 SUCCESS PID: T28_Command Ine: /o wmic SHADOWOOFY nortecactive:
1004 30 238550 SUCCESS Pilk: 2708, Commard ine: /2 wevtubl of s60utty
100530 53433 SUCTESS Pilk: 352, Command ng: /¢ wyviel ol pyatem
10,06 M 64522 SUCCESS Pl 452 Command kne: /o weviutil ol appbcation

Behavioral Analysis Artifacts Of The Executed Commands

Mitre TTPs

The following is a list of the most important MITRE ATT&CK TTPs identified while analyzing the malware.
Mitre TTPs

Thanks for reading, your comments and feedback are most welcomed (=)

Source: https://amgedwageh.medium.com/lockbit-ransomware-analysis-notes-93a542fc8511
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