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This post describes the technical analysis of a new campaign detected by Intezer’s research team, which initiates

attacks with a phishing email that uses conversation hijacking to deliver IcedID.

The underground economy is constantly evolving with threat actors specializing in specific fields. One field that
has bloomed in the last few years is initial access brokers. Initial access brokers specialize in gaining an initial

beachhead access to organizations and once achieved, sell the access to other threat actors that monetize it further.

Some of the customers to initial access brokers buy the access to deploy ransomware. Proofpoint has identified ten
access brokers that sell access to ransomware groups. These access brokers largely infect their victims with

banking trojans that are later used to deploy another malware at the “purchaser’s request.”

One of these banking trojans that have been used to deploy ransomware is IcedID (BokBot). IcedID was first

reported on by IBM X-Force in November 2017 and the malware shared some code with Pony. While initially

designed to steal banking credentials, like many other banking trojans, the malware has been repurposed for

deploying other malware on the infected machines.

One way IcedID infects machines is via phishing emails. The infection chain that commonly has been used is an

email with an attached password protected “zip” archive. Inside the archive is a macro enabled office document
that executes the IcedID installer. Some phishing emails reuse previously stolen emails to make the lure more

convincing.

In the new IcedID campaign we have discovered a further evolution of the threat actors’ technique. The
threat actor now uses compromised Microsoft Exchange servers to send the phishing emails from the account that
they stole from. The payload has also moved away from using office documents to the use of ISO files with a
Windows LNK file and a DLL file. The use of ISO files allows the threat actor to bypass the Mark-of-the-Web

controls, resulting in execution of the malware without warning to the user. With regards to targeting, we have

seen organizations within energy, healthcare, law, and pharmaceutical sectors.

Infection Chain
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The attack-chain starts with a phishing email. The email includes a message about some important document and
has a password protected “zip” archive file attached. The password to the archive is given in the email body, as
can be seen in the screenshot below. What makes the phishing email more convincing is that it’s using
conversation hijacking (thread hijacking). A forged reply to a previous stolen email is being used. Additionally,

the email has also been sent from the email account from whom the email was stolen from.

From (I H %H v A v
subject RE: Fuv: (IR 3(10/2022, 10:10 AM
7 [
. [
Greetingsl

This is to remind you regarding your unprocessed payment for the recent contract. All
compensation data, agreement and prepared legal documentation are located in the
attached file:

Due to the required security measures, the documentation is protected.

Your passcode: 57912

Thank you,

W
> @J 1 attachment: invoice_15.zip 593 KB ESave hd
= |

The content of the zip archive is shown in the screenshot below. It includes a single “ISO” file with the same

filename as the zip archive. It can also be seen that the file was created not that long before the email was sent.

Mame | Size | Packed Size | Modified | Created | Accessed |
Léinvnice_lﬁ.isn 1271308 714748 2019-11-1121:00 2022-03-1009:24 2022-03-1009:24

The ISO file includes two files, a LNK file named “document” and a DLL file named “main.” From the
timestamps it can be concluded that the DLL file was prepared the day before while the LNK file was prepared

about a week before. It is possible that the LNK file has been used in earlier phishing emails.

Mame | Size | Packed Size | Madified |
._.'j':"-"-"""E"'tI"'k 2798 2798 2022-03-03 18:35
|| main.di 1204 736 1204736 2022-03-09 16:26
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The LNK file has been made to look like a document file via its embedded icon file. As can be seen in the

screenshot below, when a user double clicks the link file, it uses “regsvr32” to execute the DLL file.

I_!Lﬂ document

Target type: Application

Target location: system32

Target: I."-s'_.rstem?}E"-J:md.ea:E Jo start regsvr32.exe main.dll

Start in: I

Shortcut key: INDne

Run: IN:::rrnaI window j
Comment: I
Open File Location | Change lcon... Advanced... |

The use of regsvr32 allows for proxy execution of malicious code in main.dll for defense evasion. The DLL file is

a loader for the IcedID payload. It contains a number of exports, most of which consist of junk code.

- o B —— femen e - - ————

"1 Name Address Ordinal

{ {7] DliGetClassObject 0000000180056770 1

]

. 1f| Plugininit 0000000180056CA0 3

:]I {#] aoflzkfwvdmcyxdl 0000000180056FF0 4
|£| bttdeeedabgnsezg 0000000180056FB0O 5
{#] cttsnnargxwd 0000000180056FDO 6
|z| eygomnkcpgpilfgsr 0000000180056F10 7
Iﬂ hdeylgseigrra 0000000180056DF0 8
{#] hkjehmypbmo 0000000180056E10 9

8 {#] htallgyzd 0000000180056E90 10
|z| hwvcazraantyz 0000000180057030 M

p Iﬂ ifsunhfoggxojmvka 0000000180056F70 12
7] ijwxmfimec 0000000180056E70 13
{#] iokvvqtxkqgivps 0000000180057010 14
{#] joynovxgivdfapbe 0000000180056EF0 15
{#] kuwodho 0000000180056F50 16
{#] mhbhlfcogwltakbr 0000000180056A10 17
{#] mjbisvugvmsu 0000000180056F30 18

q |E| nftsuscyjsxmn 0000000180056E30 19

. {#] nmykguaw 0000000180056F90 20
|z| qjurwnmbegpin 0000000180056EBO 21
{#] rfhibhk 0000000180056EDO 22
{#] wnigeandiev 0000000180056B50 23

3 {#] wrzfrhgsqoidw 0000000180056E50 24

i DIIEntryPoint 000000018006A444 [main entry]

i

The loader will locate the encrypted payload, stored in the resource section of the binary. It does this through the

technique API hashing. A decompilation of the simple hashing function is shown below.
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uint32_t fcn.180059640(intb4_t arg4, intb4_t argl

uint32_t fcn.180059630(int64_t arg4)

int32_t iVarl;
char *pcStackX8;
uint32_t uStackz4;

uStackz24 =

pcStackX8 = (char *)arg4;

do {
iVarl = fcn.180059630((uint64_t)uStack24)
uStack24 = iVarl + *pcStackX8;
pcStackX8 = pcStackX8 + 1;

1 while (*pcStackX8 != '\@');

return uStack24;

)

return (uint32_t)arg4 >> @xd | (uint32_t)arg4 << 0x13;

3

The resulting hash is then compared with a hardcoded hash, locating the call for FindResourceA. The function is

dynamically called to fetch the payload.

- ey g
. sub rsp,&s
o Moy rax, qword [rsp+70]:"mz"
. moy gword ptr ss: [rsp+3s]:"mz"
. mow edx,3B003A5S
. Moy BCx, GA4A
bt £all <main.aget_proc
. mow gword ptr ss:[r
. ¢ reEd,z
. mow ed<,C3
. moy rox,guword ptr o ss: [rsp+3&]:"Mz"
p—)y call gword ptr s
. moy gword ptr ss
. movy rax, quord p
. moy eax ,dword ptr
. moy dword ptr ss:[r
L] moy rax . aword nte s
vord ptr ss:[rsp+40]=[000000000010E0AD <&Findresourcess J=<kernel 3z, FindResourceds

e Dump 1 Gl Dumnp 2 B Dump 3 e Dump 4 ity Dump 5 f

T watch 1

[x=| Locals ‘;5’ Struck
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=53 Bitmaps
R0 - [[ang: 1033]
- ] 208 - [lang: 1033]
{ﬁ Skring Tables

-3 Version Info

{a Configuration Files

Memory is allocated using VirtualAlloc to hold the decrypted payload.

rar _b38], XmmU | | |

— ]
(M=
mov rax, [rsp+658h+var 578]
mov eax, [rax+50h]
8 mov r9d, 40h ; '@" ; flProtect
mov r8d, 3000h ; flAllocationType
"& ' |imov edx, eax ; dwSize
xXor ecx, ecx ; lpAddress
call Es:VirtualAlloc
mov [rspt+658h+var 5F8], rax

The IcedID “Gziploader” payload is decoded and placed in memory and then executed. GZiploader fingerprints
the machine and sends a beacon to the command and control server with information about the infected host. The

information is smuggled through the cookies header via an HTTP GET request.
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UNTCO0E

S aseesasassssasasssnasasssnnnassannsa00KIEr _ gads=32993579037
$1:54251:38; _gat=s.1.7601.&64; _Qa=1.5915594.2020857335,.1358; _L=t
F494EZ D383 837363 841404F 2252300 61led4eDe2eEI 354431303833 62825844304273
64530423 6; __i0=21_145699388_104589935943_40807 770563 _gid=4005433

BB cobopooboNooDOOOOOOODOOOODODOODODOOOODOOOOODODOODOOOOOODOOOG

3P P P P P R

The C2 is located at yourgroceries|.]Jtop. The C2 can respond with a further stage to be dropped and executed. The

C2 did not respond with a payload during our analysis.

-
st eax,eax
3 1E115F
<m0 armword prr
ea rdx,qwo rd ptr ss:
mon dqu »nnward ptr s
jmp 1E1179
mov word ptr ss:ir
lea rdx,qword ptr

00000000001ESLA0: " v\ Programnatay

& DEFFOOOD
EN

0000001E
000000LE

word pre
qword ptr ds:
Tea rdx,qword pt
Tea rox,gword ptr [yrpnau]
£all qword ptr ds:[a&T%FFEBTﬁ)]
lea rdx,gword ptr ds:[rictal
Moy FCx 451
call qnurd ptr ds:[=&]stropys]
qwurd ptr dsi[rbx+zAl

call Srd ptr ds:[<&]strcatas]
mov rg,ris
1Ha

word ptr
word ptr ss
Eall <write_ro_files
1~a ril,gword ptr

b sqword ptr

51 ,qword ptr 5
d1.qnurd 3P B8R
PSP .1l

001E11EF
001E11F1

00000000001E11F3 ] pop rbp
0001E11F4 c3 EEE
O0O1E11FS et int3
001E11F& ZC int3

Conversation Hijacking as a Phishing Technique

The technique of hijacking an already existing conversation over email to spread malware is something threat
actors have been using for a while. Normally email messages are stolen during an infection and used in future
attacks to make the phishing email appear more legitimate. In the last six months, threat actors have evolved the
technique further to make it even more convincing. Instead of sending the stolen conversation to the victim with a
“spoofed” email address, threat actors are now using the email address of the victim that they stole the original

email from to make the phishing email even more convincing.

Kevin Beaumont reported on this conversation hijacking technique back in November 2021 being used to
distribute Qakbot. Through the investigation, he confirmed that the Microsoft Exchange servers where the emails
originated from had evidence of being exploited by ProxyShell.

New Campaign Discovered in March 2022

In the current mid-March campaign, we have discovered reuse of the same stolen conversation now being sent
from the email address that received the latest email. Back in January when this conversation was also used, the
“FROM?” address was “webmaster@[REDACTED].com” with the name of the recipient of the last email in the
conversation. By using this approach, the email appears more legitimate and is transported through the normal

channels which can also include security products.

The majority of the originating Exchange servers we have observed appear to also be unpatched and publicly

exposed, making the ProxyShell vector a good theory. While the majority of the Exchange servers used to send the
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phishing emails can be accessed by anyone over the Internet, we have also seen a phishing email sent internally on

what appears to be an “internal” Exchange server.

The code snippet below shows a small part of the email header. The IP address of the Exchange server is a local IP
address (172.29.0.12) with a top-level domain name of “local”. We can also see a header added by Exchange
marking it as an internal email. The exchange server also has added a header of the original client (172.29.5.131

which also is a local IP address) that connected to the Exchange server over MAPI.

Received: from ExchSrv@1.[REDACTED].local (172.29.0.12) by
ExchSrv@1.[REDACTED].local (172.29.0.12) with Microsoft SMTP Server
(version=TLS1_2, cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.2.464.5
via Mailbox Transport; Thu, 10 Mar 2022 14:34:29 +0100

Received: from ExchSrv@1.[REDACTED].local (172.29.0.12) by
ExchSrv@1.[REDACTED].local (172.29.0.12) with Microsoft SMTP Server
(version=TLS1_2, cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.2.464.5;
Thu, 10 Mar 2022 14:34:29 +0100

Received: from ExchSrv@1.[REDACTED].local ([fe80::b148:8e7:61f8:61b4]) by
ExchSrv@1.[REDACTED].local ([fe80::b148:8e7:61f8:61b4%6]) with mapi id
15.02.0464.005; Thu, 10 Mar 2022 14:34:29 +0100

X-MS-Exchange-Organization-AuthAs: Internal
X-MS-Exchange-Organization-AuthMechanism: 04
X-MS-Exchange-Organization-AuthSource: ExchSrv@1.[REDACTED].local
X-MS-Has-Attach: yes

X-MS-Exchange-Organization-SCL: -1
X-MS-Exchange-0Organization-RecordReviewCfmType: @
x-ms-exchange-organization-originalclientipaddress: 172.29.5.131

x-ms-exchange-organization-originalserveripaddress: fe80::b148:8e7:61f8:61b4%6

We didn’t manage to find a corresponding public IP address for this Exchange server and it is not known to us
how it was accessed by the threat actor. The only thing we managed to find was a roundcube webmail instance.
The login page is shown in the screenshot below.

roundcube

open source webmail software

m
o

Utente [ |
Password | |

Entra

One of the headers in the snippet above reported that the client connected to the server via MAPI. MAPI is a

protocol used (for example, by Outlook) to access the mailbox on an Exchange server. This suggests that the threat

actor used an Exchange client instead of using SMTP to send the email. We have also seen the header “X-Mailer:
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Microsoft Outlook 16.0” in multiple phishing emails. In other phishing emails a “X-Originating-IP” header can be
found. This is a header added by the Exchange server when the web interface is used. The IP address in the header
is that of the client that connected to the server. We have observed both hosting providers and non-commercial TP

addresses for the client IP.

Attribution

In June 2021, Proofpoint released a report on different access brokers that facilitates access for ransomware
groups. Of the different threat actors, according to Proofpoint, two of them (TA577 and TA551) used IcedID as

their malware. The techniques used by TA551 include conversation hijacking and password protected zip files.

The group is also known to use regsvr32.exe for signed binary proxy execution for malicious DLLs.

Summary

The use of conversation hijacking is a powerful social engineering technique that can increase the rate of a
successful phishing attempt. The payload has been moved away from office documents to the use of ISO files,
employing the use of commodity packers and multiple stages to hide activity. It is important to be able to detect

malicious files in memory to detect this type of attack. We recommend you use an endpoint scanner.

INTEZER ANALYZE Home

Genetic Summary Related Samples Code (49) Strings (60)

a95c2bf8427c278ee9bSech8f11a433bb9602064e1580d574d340c61bc40244a

IoCs

ISO File:
3542d5179100a7644e0a747139d775dbc8d914245292209bc9038ad2413b3213

Loader DLL:
698a0348c4bb8fffc806a1f915592b20193229568647807e88a39d2ab81ch4c?2

LNK File:
a17e32b43f96c8db69c979865a873213784c7c42714197091866473bcfac8250

IcedID GZiploader Network:

yourgroceries[.]top
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