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&2 Tool: xRAT

Names xRAT
Category Tools
Type Backdoor

xRAT 2.0 is a fast and light-weight remote administration tool coded in C#. Providing high
Description  stability and an easy-to-use user interface, xRAT is the perfect remote administration solution

for you.

<https://github.com/tidusjar/xRAT>

Information  <https://www.lookout.com/blog/xrat-mobile-threat>
<https://jsac.jpcert.or.jp/archive/2021/pdf/ISAC2021 202 niwa-yanagishita en.pdf>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/apk.xrat>

Last change to this tool card: 28 December 2022

Download this tool card in JSON format

All groups using tool xRAT

Changed Name Country Observed

APT groups

H

Kimsuky, Velvet Chollima 2012-Aug 2025 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=fb751f40-a996-46a6-81c2-819f64337f95
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