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FlawedAmmyy is a well-known Remote Access Tool (RAT) attributed to criminal gang TA505 and used to get the
control of target machines. The name reminds the strong link with the leaked source code of Ammyy Admin from

which it took the main structure.
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2020 CrowdStrike Global Threat Report
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Profiling of TA505 Threat Group That Continues to Attack the Financial Sector
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APT Report 2019

Chrysaor Exodus Dacls VPNFilter DNSRat Griffon KopiLuwak More eggs SQLRat AppleJeus
BONDUPDATER Agent.BTZ Anchor AndroMut AppleJeus BOOSTWRITE Brambul Carbanak Cobalt Strike
Dacls DistTrack DNSpionage Dtrack ELECTRICFISH FlawedAmmyy FlawedGrace Get2 Grateful POS

HOPLIGHT Imminent Monitor RAT jason Joanap KerrDown KEYMARBLE Lambert LightNeuron LoJax
MiniDuke PolyglotDuke PowerRatankba Rising Sun SDBbot ServHelper Snatch Stuxnet TinyMet tRat TrickBot
Volgmer X-Agent Zebrocy 2020-01-01 - Secureworks - SecureWorks
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Clop FlawedAmmyy FlawedGrace Get2 SDBbot ServHelper TA505 2019-08-29 - ThreatRecon - ThreatRecon Team

SectorJ04 Group’s Increased Activity in 2019
FlawedAmmyy ServHelper TA505 2019-08-27 - Trend Micro - Hara Hiroaki, Jaromir Hofej3i, Loseway Lu

TAS505 At It Again: Variety is the Spice of ServHelper and Flawed Ammyy

FlawedAmmyy ServHelper 2019-07-02 - Proofpoint - Dennis Schwarz, Matthew Mesa, Proofpoint Threat Insight Team

TAS505 begins summer campaigns with a new pet malware downloader, AndroMut, in the UAE, South Korea,
Singapore, and the United States
AndroMut FlawedAmmyy 2019-05-31 - Youtube (OverflOw ) - Overflow

Defeating Commercial and Custom Packers like a Pro - VMProtect, ASPack, PECompact, and more
FlawedAmmyy Ramnit 2019-05-28 - MITRE - MITRE

FlawedAmmyy

FlawedAmmyy 2019-04-22 - SANS - Mike Downey,

Unpacking & Decrypting FlawedAmmyy

FlawedAmmyy 2018-10-01 - - Macnica Networks - Macnica Networks

Trends in cyber espionage (targeted attacks) targeting Japan | First half of 2018

Anel Cobalt Strike Datper FlawedAmmyy Quasar RAT Redl.eaves taidoor Winnti xxmm 2018-07-19 - Proofpoint -

Proofpoint Staff

TAS505 Abusing SettingContent-ms within PDF files to Distribute FlawedAmmyy RAT
Flawed Ammyy 2018-06-28 - Secrary Blog - Lasha Khasaia

A Brief Overview of the AMMYY RAT Downloader

Flawed Ammyy 2018-03-07 - Proofpoint - Proofpoint Staff

Leaked Ammyy Admin Source Code Turned into Malware

Odinaff: New Trojan used in high level financial attacks
Batel FlawedAmmyy Odinaff RMS FIN7
» [TLP:WHITE] win_flawedammyy_auto (20251219 | Detects win.flawedammyy.)
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