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Deobfuscate/Decode Files or
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Ingress Tool Transfer
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Use

PolyglotDuke has has used HTTP GET

requests in C2 communications.1

PolyglotDuke can use a custom algorithm to

decrypt strings used by the malware.[]

PolyglotDuke can retrieve payloads from the

C2 server.[l]

PolyglotDuke can write encrypted JSON

configuration files to the Registry.[l]

PolyglotDuke can use LoadlLibraryW and

CreateProcess to load and execute code.
[1]

PolyglotDuke can custom encrypt strings.[l]

PolyglotDuke can use steganography to hide

C2 information in irnages.m

PolyglotDuke can store encrypted JSON

configuration files in the Registry. (1]

PolyglotDuke can be executed using

rundl132.exe.[]
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Domain ID Name Use

Web Service: Dead Drop PolyglotDuke can use Twitter, Reddit, Imgur

Enterprise ~ T1102  .001

Resolver and other websites to get a C2 URL.H
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