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 Tool: Astra

Names Astra

Category Malware

Type Control panel

Description
(Flashpoint) Flashpoint analysts recently uncovered a new attack panel used by this group in
campaigns they have called Astra. The panel, written in PHP, functions as a script-

management system, pushing attack scripts down to compromised computers.

Information <https://www.flashpoint-intel.com/blog/fin7-revisited-inside-astra-panel-and-sqlrat-malware/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool Astra

Changed Name Country Observed

APT groups

  FIN7 2013-Jul 2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=461d1282-b1d2-4a41-b0b3-a12fc806f370

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=461d1282-b1d2-4a41-b0b3-a12fc806f370
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