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RotorCrypt (RotoCrypt) Ransomware

Tar Ransomware

(mmudpoBanbIMK-BBIMOraTe/Ib)

Translation into English

Kak yganuts? Kak pacumdpoBars? Kak BepHYTh JaHHbIE?
ITo cceutke BeIOepuTe Yiipasnenve "K" MBI Poccuu v mofaiiTe oH/laiiH-3as1B/IeHHe.
cT. 272 "HemnpaBOMePHBIH [JOCTYT K KOMITbIOTEPHOM WHbOpMalin"

cT. 273 "Co3/aH1e, UCII0Nb30BaHKE U PaclpoCTpaHeHre Bpe/JOHOCHBIX KOMIbIOTEPHBIX ITporpaMm”

Nudopmanus o mudpoBanbiyke

OTOT KpUITO-BBIMOTaTe b MK(pyeT JaHHbIe T0/Ib30BaTe/ell U CepBepoB opraHu3anuii ¢ momoribio RSA, a
3aTeM TpebyeT CBSI3aThCs C BBIMOATTE/ISIMH 110 email, uTo6s! BepHYTH (haiiibl. 3a Bo3BpalleHue (ailyioB B
HOpMaJIbHOe COCTOSTHHE BBIMOTaTe i TpeOyIoT BEIKYTI B 7 6uTKonHOB, 2000-5000 #0/I1apOB UK €BpO. AMIETUT

00OHaI/IeBIIMX OT Oe3HaKa3aHHOCTHU BLIMOTraTeei pElCTéT He I10 JHSAM, a 110 YaCaM.

OOHapyXeHHA:

Dr.Web -> Trojan.Encoder.5342, Trojan.Encoder.29037

BitDefender -> Gen:Variant.Razy.109164, Gen:Variant.Ransom.RotorCrypt.1, Trojan.Ransom.RotorCrypt.A,
Trojan.GenericKD.12470370, Gen:Variant.Ransom.RotorCrypt.2

Kaspersky -> Trojan-Ransom.Win32.Rotor.*, HEUR:Trojan.Win32.Generic

© I'eneanorusa: Gomasom > RotorCrypt
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M306pakeHHe He TTPUHAZJIEXKHUT MIM(POBAbIINKY

K 3ammcpoBaHHbIM aiinam 106aB/sIOTCS COCTaBHbIE PACLIMPEHUs TI0 11a0/I0HY:

<file_name>.<file_extension><ransom_extension>

Ha gannbiit MomeHT 310 pacimpenus .c400, .c300 Ha koHLe (aiina 1 email BeIMOraTesneii iepesj HUMH:
| ELIZABETH7@PROTONMAIL.COM____ .c400

| LIKBEZ77777@GMAIL.COM___ .c400

! GEKSOGENS11@GMAIL.COM___ .c300

Taxum obpa3zom ¢aiin Document.doc rocsie mmdpoBaHuUs CTaHeT:
Document.doc!__ ELIZABETH7@PROTONMAIL.COM____ .c400
Document.doc!__ LIKBEZ77777@GMAIL.COM____.c400
Document.doc!___ GEKSOGEN911@GMAIL.COM____.c300

AKTHMBHOCTb 3TOTO KPUITO-BBIMOTaTe/Is PUIIIACh Ha KOHeL] OKTsIOpsi - Hoss0pb 2016 T., HO MPOAO/DKUIACE U B

2017-2019 rogax c ApyruMH pacimpeHussMu (cM. BHU3Y "BioK oOHOBIeHUH").

3arnucKu ¢ TpE6OBaHI/IEM BBIKYIId HAa3bIBAOTCA:

readme.txt nm ***readme.txt

CojepxaHue 3aMUCKM 0 BbIKyme (13 Bepcuu Tar):

Good day

Your files were encrypted/locked

As evidence can decrypt file 1 to 3 1-30MB

The price of the transcripts of all the files on the server: 7 Bitcoin

Recommend to solve the problem quickly and not to delay

Also give advice on how to protect Your server against threats from the network

(Files sql mdf backup decryption strictly after payment)!
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IMepeBop 3anMCKU HA PYCCKHI A3BIK:

[obpbiii feHb

Baruu datinbl 3armdpoBaHbl / 3a6/I0KUPOBaHbI

Kak fjoka3areibCTBO MOKeM paciim@poBars daiin 1 go 3 1-30MB

CrouMocCTb paciudpoBKHY Bcex ¢aiiioB Ha cepBepe: 7 Bitcoin

PekoMeH/1yeM peluTh 3Ty mpobiemMy ObICTpO U 6e3 3a/1epyKKU

Kpowme TOT0, 1aIM COBETHI O TOM, KaK 3all[UTUTh CBOW CEpPBep OT yrpo3 U3 CeTU

(Paiinet sql mdf backup gemmdpyem ToIbKO TIOC/E OTIIATHI)!

Email BeiMoraresneii:

ELIZABETH7 @PROTONMAIL.COM
LIKBEZ77777@GMAIL.COM
GEKSOGEN911@GMAIL.COM

u npyrue (CM. BHU3Y B OOHOBJIEHUSIX)

Texnuueckue geTaau

MoskeT pacrpoCTpaHsATLCS MyTEM B3/I0Ma Uepe3 HesalljulljeHHyto KoHpurypauuto RDP, ¢ nomorpto email-criama
Y BPeJIOHOCHBIX BIIOYKeHHH, 0OMaHHBIX 3arpy30K, IKCIUIOWTOB, BeO-UHXEKTOB, (habLIIMBbIX 00HOB/IEHUH,
TieperakoBaHHbIX U 3apaKEHHBIX HHCTA/LIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI PaCTIipOCTpaHEeHHS

KPHUITOBLIMOTaTesieii" Ha BBOAHOU cTpaHwmLie Oiora.

YnansietT TeHeBble KOTIHH (paityioB, OTK/II0UaeT QYHKI[MM BOCCTAHOB/IEHUs U McTipaBieHust Windows Ha sTarie
3arpy3Ky KOMaH/[aMU:

vssadmin.exe delete shadows /all /Quiet

bcdedit.exe /set {current} bootstatuspolicy ignoreallfailures

bcdedit.exe /set {current} recoveryenabled no

Cnucok (aiinoBbIX pacliMpeHui, noABeprawomuxca mugpoBaHUIo:

.1cd, .avi, .bak, .bmp, .cf, .cfu, .csv, .db, .dbf, .djvu, .doc, .docx, .dt, .elf, .epf, .erf, .exe, .flv, .geo, .gif, .grs, .jpeg,
.jpg, 1gf, .1gp, .log, .mb, .mdb, .mdf, .mxl, .net, .odt, .pdf, .png, .pps, .ppt, .pptm, .pptx, .psd, .px, .rar, .raw, .st,

.sql, .tif, .txt, .vob, .vrp, .xls, xlIsb, .xlsx, .xml, .zip (53 pacimpenus).

Pacumipenuii Mo)keT ObITh 60JIbIIIe, B 0CHOBHOM 3TO haii/ibl fokymeHToB MS Office, n3o6pakeHus, apXuBbl, 6a3bl
JlaHHBIX, B TOM unciie poccuiickoro I1O 1C-Byxrantepus, a Takxke R-Keeper, Sbis u rp. [1IudpoBanuto

TIO/IBEP>KEHBI 00IIIMe CeTeBble PeCypChl (IUCKH, TArKH).
@ailsel, cBsizaHHble ¢ RotorCrypt Ransomware:

iuy.exe

<random_name_8 chars>.exe
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<random_name_8 chars>___ .exe
DNALWmjW.exe u apyrue
GWWABPFL_Unpack.EXE
<random_name_8_chars>.Ink

jHIxJqfV.Ink u apyrue

Pacnosioxxenus:

%TEMP%\<random_name_8_chars>.exe
C:\Users\User_name\AppData\local\<random_name_8_chars>.exe
C:\Users\User_name\Desktop\<random_name_8_chars>.exe
C:\GWWABPFL_Unpack.EXE

%LOCALAPPDATA%\Microsoft Help\DNALWmjW.exe
%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\jHIxJqfV.Ink

3anucu peectpa, cBsizaHHble ¢ RotorCrypt Ransomware:

CM. HIDKe FI/I6pI/I,ILHI>Ie dHaJI13bI.

Pe3ynbTaThl aHA/IN30B MO BepCHAM:
'uOpuHLIM aHamy3 Ha Tar >>

Twbpuanbii ananus aas ELIZABETH >>

Twbpuanbeii ananus aasg LIKBEZ >>
T'ubpuaubii ananmms Ha GEKSOGEN >>

VirusTotal ananu3 Ha Tar >>

VirusTotal ananu3s ang ELIZABETH >>
VirusTotal ananu3 ana LIKBEZ >>
VirusTotal ananu3 Ha GEKSOGEN >>

CrerneHb pacrpoCTPaHEHHOCTH: CPeHsIs.

[MoapobHbIe cBefieHNsT COOMPAIOTCH.

=== BJIOK OBHOBJ/IEHUH === BLOCK OF UPDATES ===

IIpepbicTopus 1:

Ha nepexonnom nepuoge or Gomasom zio Tar u RotorCrypt, u napasienbHO ¢ UX paHHUMU BepCUSIMH,
WCTI0/Tb30BAJIUCh IPYyTHE COCTAaBHBIE pacIIUpeHus "roto" 1 "crypt", OT KOTOPBIX, COOCTBEHHO, ¥ TIPOU30IILIO
Ha3BaHue nmdposanbiuka RotorCrypt, uepe3 obHapy>keHue Trojan-Ransom.Win32.Rotor, ucrosns3yemoe B
npoaykrax JIK.

Bpewmst pacripoctpanenusi: ot utoHst 2015 o siuBapst 2016, ¢ mpofo/mkeHueM o oKTs6ps 2016.

[1Ta6s10H pacuMpeHuid:

<file_name>.<file_extension><ransom_extension>
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Crmcok pacimpennid (List of extensions):

.- DIRECTORAT1C8@GMAIL.COM.roto
~.DIRECTORAT1C@GMAIL.COM.roto
.-.directorat1c@gmail.com.roto
-~.CRYPTSb@GMAIL.COM.roto
l-==kronstar21@gmail.com=--.crypt
I==helpsend369@gmail.com==.crypt
!__crypthelp12@gmail.com_.crypt
!___prosschiff@gmail.com_.crypt
I____moskalil993@mail.ru___.crypt

1 sufnex331@gmail.com______.crypt

! bigromintol971@gmail.com .crypt

! GASWAGEN123@GMAIL.COM____.crypt
! pkigxdag@bk.ru .crypt

! DESKRYPTEDN81@GMAIL.COM.crypt

[17151 HEKOTOPBIX U3 HUX, BO3MOXKHO M /IS BCeX, Oblsla BITyIjeHa yTrumTa AemrdpoBku RakhniDecryptor.

OdwmiivanbHas cChlKa >>
IIpeppicTopus 2: Tar Ransomware

Pannss Bepcust Tar f1o6aBsisina K 3amidpoBaHHLIM (aiiiaM paciivpeHye .tar Wi ___tar
PacripocTtpaHenye Tar MpUIIJIOCh Ha BTOPYIO TMOJIOBUHY CEHTSAOPS - OKTA0pb-HOsI6pb 2016.

Coobirenus Ha dhopyme BC.

Pacumpenus TOro BpeMeHH:
! GLOK9200@GMAIL.COM .tar
! cocoslim98@gmail.com .tar

Pesynbrartel aHanu3os: HA+VT

OoHoBieHue ot 22 ceHTsa0ps 2016:
Pacummpenue: ! ELIZABETH7@PROTONMAIL.COM .tar

Pesynbrarel aHanmm3os: VT

Oonossienue ot 10 HoAOps 2016:
Email: GEKSOGEN911@GMAIL.COM
Pacumpenue 1o 1m1abiony:

! GEKSOGEN911@GMAIL.COM .c300
OoHoBieHue ot 2 Aekabps 2016:

Email: DILINGER7900@GMAIL.COM

Pacumpenue 1o 1m1abiony:
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! DILINGER7900@GMAIL.COM .GRANIT

Oo6noBenue ot 16 fexadps 2016:
Pacumpenue: |__recoverynow@india.com__.v8

Cwm. crateio V8Locker Ransomware

OoHoBienue ot 26 fexadps 2016:
Email: hamil8642@gmail.com
Pacumpenue 1o 1m1abiony:

! hamil8642@gmail.com___.GRANIT

Oonossenue ot 20 mapra 2017:
Pacmvpenue: !===contact by email=== tokico767@gmail.com.adamant
Email: tokico767@gmail.com.adamant

[Ipumep TeMbI >>

OrnuicaHye 3Toro Bapuanra y Dr.Web >>

Pesynbrartel aHanm3os: HA+VT

Oo6HoBenue: anpens 2017:

Email: edgar4000@protonmail.com
Ilpumep Temebr >>

Pacimpenue 1o mabsioHy:
edgar4000@protonmail.com____.granit
Email: edgar4000@protonmail.com

O6HoB/enue ot 5 uioHsa 2017:
Pacumpenue: DILIGATMAIL@tutanota.com .pegp

CcplIKa Ha TOIMUK >>

Oo6noBsienue ot 18 uroHs - 15 aBrycra 2017:

Iloct B TBUTTEpPE >>

Pacimipenue 1o 11ab/ioHy:
! DILIGATMAIL7@tutanota.com .OTR
Email: diligatmail7 @tutanota.com

Pesynbrartel ananmmsos: HA+VT

OonoBenue ot 23 aBrycra 2017:

Pacmmpenue 1o mabsioHy:

I PIFAGORMAIL@tutanota.com_____ .SPG
Email: PIFAGORMAIL @tutanota.com
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[Tpumeps! 3ativdpoBaHHbIX (HaiIoB:
Amnketa.docx! PIFAGORMAIL @tutanota.com .SPG
Resume.docx! PIFAGORMAIL @tutanota.com .SPG

Oonossienue ot 12 centsiops 2017:
Pacumipenue 1o 11ab/ioHy: PIFAGORMAIL @tutanota.com .rar
Email: PIFAGORMAIL @tutanota.com

Oo6Hoenenue ot 20 centssops 2017:

Ioct B TBUTTEpE >>

Pacumpenue no mabmony: | INKASATOR@TUTAMAIL.COM_____ . ANTIDOT
Email: INKASATOR@TUTAMAIL.COM

Pesynerare! anamsos: VT

Oonossenue ot 13-20 centsadps 2017:

Iloct B TBUTTEpPE >> + [loCT B TBUTTEPE >>

Pacumpenue no 1mrabiony: !-=solve a problem=-=grandums@gmail.com=-.PRIVAT66
Email: grandums@gmail.com

Pesynbrarsl aHanmmsos: VT

Oonossenue ot 20 cenTsaops 2017:

IToct B TBUTTEpE >>

Pacumpenue no mrabmony: !==solve a problem==stritinge@gmail.com===.SENRUS17
Email: stritinge@gmail.com
CymmMma Beikyna: 1 BTC

Pesynbrartel aHanu3os: VT

Oo6HoBenue ot 10 okTaAOps 2017:

IMoct B TBUTTEpE >>

Pacumpenue o 1mabmony: | FIDEL4000@TUTAMAIL.COM______ .biz
Email: FIDEL4000@TUTAMAIL.COM

Pesynerarel ananusos: VT

O6Hoeenue ot 17 okTadpsa 2017:

Iloct B TBUTTEpPE >>

@aitnel: dead rdp.exe, RarYBiHI.exe
Paciupenne: ! DESKRYPT@TUTAMAIL.COM .rar
Email: DESKRYPT@TUTAMAIL.COM

Pesynbrarsl aHanmmsos: VT

OGHoB/eHue oT 27 HOsAOps 2017:

a Video review

IHocr B TBUTTEpe + Tweet >>
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Paciipenue: ! ENIGMAPRO@TUTAMAIL.COM PGP
Email: ENIGMAPRO@TUTAMAIL.COM

3ammcka: info.txt

®aiiel: <random8>.exe

Pesynwrarel aHanu3os: VT + HA

CKpHHIIIOTHI 3aMUCKU U (aiinios >>

Oo6HoB1eHue oT 25 fekadps 2017:

Pacumpenue: ! ANCABLCITADEL@TUTAMAIL.COM PGP
Email: ANCABLCITADEL@TUTAMAIL.COM

®aiin: <random>.exe

Pesynbratel aHanu3os: VT
=== 2018 ===

OonoBienue ot 25 sinBapsa 2018:
[oct B TBUTTEPE >>
Pacmpenue: |==SOLUTION OF THE PROBLEM==blacknord@tutanota.com==.Black_OFFserve!

Email: blacknord@tutanota.com

Pesynbrarel aHanm3os: VT

Oo6noBnenue ot 9 espans 2018:

IToct B TBUTTEpE >>

Pacumpenue: !decrfile@tutanota.com.crypo
Email: decrfile@tutanota.com

Pesynerars! ananusos: VT

OGHoe/enue oT 5 maprta 2018:

Iloct B TBUTTEpPE >>

Pacumpenue c pobenamu: ! ,--, Revert Access ,--, starbax@tutanota.com ,--,.BlockBax_v3.2
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjscVUwGd2NetUz8WS9R7dA4wl70uTgbP0n9UjoDDdyE9_Ni2cUNCdq-_RuvOaWsjBzo08JdUjG_0uzo2OFXOGCIBOst7hX23-uy48-PBrLqo2UX3v2b0Dqwpeow5CUjp9e6Aau1Dfsz1A/s1600/rortorcrypt-25-1-18.jpg
https://twitter.com/demonslay335/status/962048717506269185
https://www.virustotal.com/gui/file/4213288a599af1981743832866461d735f2b25d80869a9da5f75ad1357449cda/detection
https://twitter.com/demonslay335/status/970712599196323842

https://id-ransomware.blogspot.com /2016 /10 /rotorcrypt-ransomware.html

Email: starbax@tutanota.com

Pesynerarsl ananusos: VT

OonoBienne ot 21 mas 2018:

ITocr B TBUTTEDE >>

Paciipenue: ! INKOGNITO8000@TUTAMAIL.COM .SPG
Email: INKOGNITO8000@TUTAMAIL.COM

Pesynerare! anamsos: VT

OonoBsenue ot 03 urons 2018:

[Mocr Ha opyme >>

Pacmvpenue: ! INKOGNITO7000@TUTAMAIL.COM .SPG
Email: INKOGNITO7000@TUTAMAIL.COM

OonoBsenue ot 11 urons 2018:

Ioct B TBUTTEpPE >>

Pacimpenue: |@#$%____ PANAMA1@TUTAMAIL.com_____ %$#@.mail
Email: PANAMA1@TUTAMAIL.com

Pesynbrarel aHanm3oB: VT

oy B FEPatand T UTARANL e,

PPN B TUTARAE oorr

s vl B PSS TUTAMAL i R Gl

OoOHoB1enue ot 14 urons 2018:

IToct B TBUTTEPE >>

Pacmmipenue: !@!@!@_contact mail___boroznsalyuda@gmail.com___!@!@.psd
Email: boroznsalyuda@gmail.com
®aitn: WbshKnkR.exe

Pesynerarel ananusos: VT
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https://www.virustotal.com/#/file/bfb543ce93b97fa301c695fdcd5cf23ab5942a6c1a2f8a6e1f7360892d4ae11b/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg9AJYOvEKYEVfjbWE0BQcFW2ad02ZiizdIte39JeSadlMkxPGstH4V_3KZ022sGDkqHrDgNVgVKegsILEuFGRUcFkFZA-cZnERYR4aqspovLlbedtqcqphOEvZvzcQ6gXGp9so0xVQwNg/s1600/rotor-ext-5-3-18.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg9AJYOvEKYEVfjbWE0BQcFW2ad02ZiizdIte39JeSadlMkxPGstH4V_3KZ022sGDkqHrDgNVgVKegsILEuFGRUcFkFZA-cZnERYR4aqspovLlbedtqcqphOEvZvzcQ6gXGp9so0xVQwNg/s1600/rotor-ext-5-3-18.jpg
https://twitter.com/demonslay335/status/998619385190379521
https://www.virustotal.com/#/file/0ed58c615e2701e06458e2a4eac9d698584f4197681430fc2ad9924cf57185f7/
https://www.bleepingcomputer.com/forums/t/608564/xorist-enciphered-ransomware-support-and-help-topic-how-to-decrypt-filestxt/?p=4506432
https://twitter.com/demonslay335/status/1006216594169753601
https://www.virustotal.com/#/file/3637c9f27d8599d1c79a1de6f4eb2bf2795f831d43d9d4b0c821e73bdbebafcf/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgou7oS9m3wJ4hiCfAqHShjpB0BaoRJpyYXzTHUq0K0yTAkq6C_yERRAwZHuA0318dhaJ6sDE-g4V30JfUIZ3EisW7LPXcirOFkV9t9vxaZ9GfuRL7ntXA2WfaJywCPp-DZ-FDZqnwBpJw/s1600/files-ext.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgou7oS9m3wJ4hiCfAqHShjpB0BaoRJpyYXzTHUq0K0yTAkq6C_yERRAwZHuA0318dhaJ6sDE-g4V30JfUIZ3EisW7LPXcirOFkV9t9vxaZ9GfuRL7ntXA2WfaJywCPp-DZ-FDZqnwBpJw/s1600/files-ext.jpg
https://twitter.com/demonslay335/status/1007315938222530560
https://www.virustotal.com/#/file/4eedb08df4d2ad613bd935e17187e62e13988f7ddf6d7da31ea1f120b9bfb1bb/

https://id-ransomware.blogspot.com /2016 /10 /rotorcrypt-ransomware.html

| Chnysanthemumapg!@EE_centact mal__Borensabyudagrnalcom_ G000 psd
|| Desert jpgl@! @ contact mail__bonoansalyudafgrmad com_ /G5 ped
L | Hydrangeas jpg@!@!@ contact mail__borcersalyuda@gmail.com_ @@ psd
L | Miyfish.jpg!@@40 contact mail__baroznsabyuds®gmail.com_ MbID. ped
| Koalajpg!@@! @ _contact mail__boroznsstyudaifgmail.com_ 0. psd
| Lighthouse pglEIEND_contact mail__boroonsabrudsitgmal.com_ 80D, ped
| Penguing, pg! @0 _contact maill__boroznsalyuda@gmanl.com__EE. psd
| Telips.jpg!@0E00 _contact mail__boreensabpuda@gmail.com_ W00, prd

Tak BeImISIAAT 3aidpoBaHHbIe HaiiiTbl

OonoBaenue or 14 urous 2018:

IToct B TBUTTEPE >>

IToct B TBUTTEPE >>

Buneoo630p or CyberSecurity GrujaRS >>
Pacumpenue: !@#$ ISKANDER@TUTAMAIL.COM $#@!.RAR

Tipg@=i___ 15 Bpdfdel___ 5 QaksiPei_ 1K

EAMNDEESTUTA EANDEESTUTA ANDEF.PHTM

MAAILCOM § MULCOM___ % ALCDM_ " §r
S2CRAR 22 RAR SIRAR

Qb

CKpUHLIOT € 3air¢ppoBaHHbIMU (aiinamu

Email: ISKANDER@TUTAMAIL.COM
3armcka: INFO.txt

Copep>kaHue 3alM1CcKu:

[17151 CBSI3W C HaMU UCII0/Ib3yiiTe TIoUTy
ISKANDER@TUTAMAIL.COM

) INFO.bx - Notepad
File Edit Format View Help

L"I A CBA3ZW C HaMH WCMNOJ

ISKANDERETUTAMATL . COM

Pesynbrarsl aHanmmsos: VT

iLi Chrysanthemumpg!@#5_ BKANDER@ TUTAMAIL.COM__ i#ELRAR
(= Desertjpg!@#5__ ISKANDER@TUTAMAILCOM__ S8@LRAR

= Hydrangeasgpgl@#i_ BKANDER@TUTAMAILCOM_ S*#@LRAR

L INFOL bt

E Jelbyfish jpgl@#5_ ISKANDERETUTAMAILCOM__ S28LRAR

(1§ Koala jpgl@&3__ SKANDERMTUTAMAIL COM___ S#|LRAR

E Lighthousejpg!@&3 BEEAMDER@ TUTAMAILCOM E@LRAR

gL} Penguins,jpgl@#5__ SKANDERETUTAMAIL.COM____ 553! .RAR

E Tulipsjpgh@£s ISEAMDERE TUTAMAIL COM SH@LRAR
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEitgT6p7x4UzEIN_RtO3H-zdgkokDfXtN4f_mYMKrfXq5y1GfeisqKisvexZ4oXVX5Jj5Nl5G4m2Is8WGIgcZgRp64JSUDo0C0h5nTdzxNdjekKplrbFYXYTv72-wweATKgaSabbg7nbuw/s1600/ext-rotorcrypt-14-6-18.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEitgT6p7x4UzEIN_RtO3H-zdgkokDfXtN4f_mYMKrfXq5y1GfeisqKisvexZ4oXVX5Jj5Nl5G4m2Is8WGIgcZgRp64JSUDo0C0h5nTdzxNdjekKplrbFYXYTv72-wweATKgaSabbg7nbuw/s1600/ext-rotorcrypt-14-6-18.jpg
https://twitter.com/demonslay335/status/1007418665577472000
https://twitter.com/GrujaRS/status/1008289660085456896
https://www.youtube.com/watch?v=wa_o7WDkgBI
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjG-UtHrzaysQx-B2SkDIhq-HGTb3Docvwxug4JvFqCj8LeyzjE0wu2EII05SZfSDagQWXoIIv8qGnOfiAuqVptLt4Ba6EwIlkb5u3SuyQ6fl0BvN0DpY34Ao_HipfSuFaa-GiFNPwMdBo/s1600/Screenshot_2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjG-UtHrzaysQx-B2SkDIhq-HGTb3Docvwxug4JvFqCj8LeyzjE0wu2EII05SZfSDagQWXoIIv8qGnOfiAuqVptLt4Ba6EwIlkb5u3SuyQ6fl0BvN0DpY34Ao_HipfSuFaa-GiFNPwMdBo/s1600/Screenshot_2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgk-f6QZTic1RtfxT8StV5kPyXoQ4ZUlD1s5CcDqGfBE2oNtOPDmgKE-7egX0i79SRIsog6n5c5XJKz04whCvNJgwu6PezO58rHsBOpVBd3uG6-ll3rEU2MbTQNz7Dqv3fyfa4BfRcw1ZQ/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgk-f6QZTic1RtfxT8StV5kPyXoQ4ZUlD1s5CcDqGfBE2oNtOPDmgKE-7egX0i79SRIsog6n5c5XJKz04whCvNJgwu6PezO58rHsBOpVBd3uG6-ll3rEU2MbTQNz7Dqv3fyfa4BfRcw1ZQ/s1600/note.png
https://www.virustotal.com/#/file/2c4ccb8e6a510e4e73435b6fd740ed3047ae790ee3bd1f3a80d8d8d2acc8f952/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiw8BQV1ReDYhCgv70P-ExtPk4PRy93uIFrPBSLzl5HsR8pApr6Df4rvQbWjwfEn_M1mXuZM5RdVw41fNT8XcrrZjfQrAnkcMiYUMp_ZFEpS0FYpSQmKDRqcFDesl0EBv1XEOhB-8HnHAA/s1600/ext-rotorcrypt-14-6-18-2.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiw8BQV1ReDYhCgv70P-ExtPk4PRy93uIFrPBSLzl5HsR8pApr6Df4rvQbWjwfEn_M1mXuZM5RdVw41fNT8XcrrZjfQrAnkcMiYUMp_ZFEpS0FYpSQmKDRqcFDesl0EBv1XEOhB-8HnHAA/s1600/ext-rotorcrypt-14-6-18-2.jpg

https://id-ransomware.blogspot.com /2016 /10 /rotorcrypt-ransomware.html

Tak BeITSAAT 3avdpoBaHHbIe haitsibl

Oo6HoBeHMe oT 24 uioHs 2018:

Pacimpenue: | @#$ INKASATOR1@TUTAMAIL.COM $#@!.RAR

Email: INKASATOR1@TUTAMAIL.COM

Tonwuk Ha dhopyme >>

Oo0noBenue ot 25 urons 2018:

Iloct B TBUTTEPE >>

3ammdpoBaHHble (aiiibl 6e3 paciipeHus.
Email: patagonoa92@tutanota.com
3ammcka: Help.txt

» CopepyKaHue 3aMuCKU:

help mail
PATAGONIA92@TUTANOTA.COM

Pesynbrarsl aHanmmsos: VT

Oo0OHoBJ1eHuMe oT 9 uro/isa 2018:

IToct B TBUTTEpE >>

Pacimpenue: |@$#-unlock-email
Email: zepro190@gmail.com
Pesynbrarel aHanm3os: VT
| hl'.l'LII|'|hl"l'h!ll1l.||h_|!m1= witleck- el sepral Welgmal.oam x5 -E5_HELPs
Dresertjpgl @ 5-unlock-ema zeprol@0fgmailcom__ #RLES HELPs
| Hydrangeas jpg! @58 unlock-email zeprol WiPgmail.com eElLES HELP=
Jelfrh jpg!@5=-unlock-emal ceprol Wiligmail.com S5LES HELPs
| Koalajpgi@®5#-unlock-email zeprol 30 @ gmail.com; #5L..E5 HELPs
| Ligkittouse jpg 858 unleck- ermail repial MG gmailcom #51. FS_HELPs
Penguins jpg!@5=-unlock-email reprol 0@ grmail.com #5L.JE5 HELP=
L Tulipajpg@5#-unlock-email e prol 0@ gmail.com; #§!..E5 HELPs
reries | palEEE-urlock-ema repraliigmailoom___ $3ES_ HELPs
Tak BeITSAAT 3a1vdpoBaHHbIe haitsibl
Oo6HoBnenue ot 19 uronns 2018:
Pacumpenue: | @#$% PANAMA1@TUTAMAIL.com %S$#@.mail

Email: PANAMA1@TUTAMAIL.com

Tonwk Ha opyme >>

OonoBnenue ot 21 aBrycra 2018:

Page 11 of 18

zepro190@gmail.com #$!...ES_HELPs


https://forum.kasperskyclub.ru/index.php?showtopic=59721
https://twitter.com/demonslay335/status/1011266336184569858
https://www.virustotal.com/#/file/143503a7670bf5c20bc45082fccbbba7862ee2c1a3d034e9ed8761480e16923c/
https://twitter.com/demonslay335/status/1016354267756748801
https://www.virustotal.com/#/file/48e4346eeffde667a99431d9ddd92a2f625a894feacbc5df3529c88622e7ebb6/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiPJAVANcjRR1pmNGKG3k4P82qYOplj18mpBJaRtCSAIyQl8xZc1bLL0H2vQPp4IFoHqyY80MKwFnwbzDUSrFquKhv8UaxrDwF_WHcCLGm372SHXDMByluUUyOKsAIGdXeqSz_OCcW4V9c/s1600/rotor-9-7-18.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiPJAVANcjRR1pmNGKG3k4P82qYOplj18mpBJaRtCSAIyQl8xZc1bLL0H2vQPp4IFoHqyY80MKwFnwbzDUSrFquKhv8UaxrDwF_WHcCLGm372SHXDMByluUUyOKsAIGdXeqSz_OCcW4V9c/s1600/rotor-9-7-18.jpg
https://forum.kasperskyclub.ru/index.php?s=102f1c2627d4d8083818884410f2df8c&showtopic=59954

https://id-ransomware.blogspot.com /2016 /10 /rotorcrypt-ransomware.html

Iloct B TBUTTEPE >>

Pacumpenue:

|@#$_(decryp in the EMail) nautilus369alarm@gmail.com $#@..AlfaBlock

Email: nautilus369alarm@gmail.com

Pesynerare! anamsos: VT

OonoBnenue ot 10 okTsi0ps 2018:
Ioct B TBUTTEpPE >>

Pacimpenue: | @#$%/&-()_+.1C
3amucka: INFO.txt

Email: inkognitoman@tutamail.com, inkognitoman@firemail.cc

ctop' INFO.txt

text
text

binary
not available

C:\Users\admin\Desktop\ countrieseg jpg'@# $%A&—{_+.1C 11.4 Kb binary

» CojeprkaHue 3arucKu:

[17151 CBSI3U C HAMU UCTIOJIb3YITe TIoUTY
inkognitoman@tutamail.com
inkognitoman@firemail.cc

Pesynerartel aHanu3os: VI + HA + AR

OonoBsienue ot 11 fexadps 2018:
Tonwk Ha dhopyme >>
Pacipenve: ! @#$%/&-().1-C

450

CUNFLTET %

sl el phan)y ) Ot peadenarof oo BN M0 ] s o1 005

e pry BIVEA R QL LR A1EM

T INFO.TXT — Gagsnor e | 151

fain [Jpemes Oopasar fug Cnpeece

Jr_p'F CRARIA C HIHKA Iltl'll'_lﬂl_..:llf'r"T{' NOYTY
PREDSEDATELETUTAMAIL COM

3armcka: INFO.TXT
Email: PREDSEDATEL@TUTAMAIL.COM
» CojeprkaHue 3arucKu:

[17151 CBSI3U C HAMU UCIIOJIb3YITe TIoUTy

Page 12 of 18


https://twitter.com/demonslay335/status/1031934386579464192
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiTpDOnUNqmOWZIkRWOMgGFS1d98x1xaBBAJwy0-zI-EG7pT4kkAvRWKUEzTC4CkbM6O5LYl6tTUL8yhMelaaOcrdPClqlvIHvieZjM3BpjR1DSNaFzwLXAJ3ELK_T866YjJIUfXHQyZQc/s1600/rotor-21-8-18.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiTpDOnUNqmOWZIkRWOMgGFS1d98x1xaBBAJwy0-zI-EG7pT4kkAvRWKUEzTC4CkbM6O5LYl6tTUL8yhMelaaOcrdPClqlvIHvieZjM3BpjR1DSNaFzwLXAJ3ELK_T866YjJIUfXHQyZQc/s1600/rotor-21-8-18.png
https://www.virustotal.com/#/file/564ff6b22920c92792e4eff32e02e582fc6c603ea71fb0185cd1420a11aa680c/
https://twitter.com/demonslay335/status/1050115391547162626
https://pbs.twimg.com/media/DpLCAstW0AEpSnV.jpg
https://pbs.twimg.com/media/DpLCAstW0AEpSnV.jpg
https://www.virustotal.com/#/file/6e2db44578ff2fdcab7938517973ed9bfd3532d7b29b7798ceb9f04ed079c1ac/
https://www.hybrid-analysis.com/sample/6e2db44578ff2fdcab7938517973ed9bfd3532d7b29b7798ceb9f04ed079c1ac?environmentId=100
https://app.any.run/tasks/ecb424b7-3067-418a-ae97-b624f84297dd
https://forum.drweb.com/index.php?showtopic=331181
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh6WNzbUWabWMbnYtGeEmPuOXtiAV1bxtFl1NfFWUSqV9WoYuXqwt_FE7Vrtvz4KeoV4enTAo0DNoKM5N3igyCmme-D9nZvfSc7_9sJVemUluiZSC2-3JqObZfhkp1kvJJ_j2OEDGHFEMw/s1600/files-11-12-18.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh6WNzbUWabWMbnYtGeEmPuOXtiAV1bxtFl1NfFWUSqV9WoYuXqwt_FE7Vrtvz4KeoV4enTAo0DNoKM5N3igyCmme-D9nZvfSc7_9sJVemUluiZSC2-3JqObZfhkp1kvJJ_j2OEDGHFEMw/s1600/files-11-12-18.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgK3dKaQMP7KxeOabxc4y-lEBgsN_5NTmnx2IDm9-qQ_i7yS7BXMCmxuwu_6ORMmfm-u8rSC2VBHwu9ve7LZAdYbPt2m6RdAS3sQJfwJoUPcQ3i0oeSh53r0vY-JvRHCpsGfBfn7XfLLAY/s1600/note-11-12-18.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgK3dKaQMP7KxeOabxc4y-lEBgsN_5NTmnx2IDm9-qQ_i7yS7BXMCmxuwu_6ORMmfm-u8rSC2VBHwu9ve7LZAdYbPt2m6RdAS3sQJfwJoUPcQ3i0oeSh53r0vY-JvRHCpsGfBfn7XfLLAY/s1600/note-11-12-18.png

https://id-ransomware.blogspot.com /2016 /10 /rotorcrypt-ransomware.html

PREDSEDATEL@TUTAMAIL.COM

=== 2019 ===

OonoBnenue ot 4 pespans 2019:

IToct B TBUTTEpE >>

Pacmvpenue: !'ymayka-email@yahoo.com.cryptotes

3amucka: readme.txt

| || Chrysanthemum.jpglymayka-email@yahoo.com.cryptotes

|| Desert.,jpglymayka-email@yahoo.com.cryptotes

|| Hydrangeas.jpglymayka-email@yahoo.com.cryptotes
|| Jellyfish.jpglymayka-email@yahoo.com.cryptotes

|| Koala.jpglymayka-email@yahoo.com.cryptotes

|| Lighthouse.jpglymayka-email@yahoo.com.cryptotes
|| Penguins,jpglymayka-email@yahoo.com.cryptotes

| readme.bd

Fe [l Feresd e Hirdg
Bore mesdms 11e o meades £108 oo meadse £11e o meades $11s mom peades fi1s mm
Iagms P8 lg BOTD Agadws § )iy BOT0 Auadw § e A0T0 Reddess 11 by

Pesynbrartel ananusos: VT

OonoBnenue ot 1 mapra 2019:

IToct B TBUTTEPE >>

Pacimvpenue: ! _lemail _ prusa@goat.si __[.PAYMAN
3ammcka: open_payman.txt
Email: prusa@goat.si, prusa@tutanota.de

Pesynerars! ananusos: VT
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https://twitter.com/demonslay335/status/1092446835053117441
https://pbs.twimg.com/media/DykmeEKWoAAcl5z.jpg
https://pbs.twimg.com/media/DykmeEKWoAAcl5z.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjEG64h1A49MYXVrnqqdHvGSgkoSpMRIrtrMmvUM8vkY-KNzQEeF9dqippTp68gRRVwLaKjq44uFduGnCeSPeSRwvhZ-Dv_sSNy5h9snoyd-5FX7-tIGMqTlggH5mw512NO16GyEE-IdVc/s1600/note-roto.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjEG64h1A49MYXVrnqqdHvGSgkoSpMRIrtrMmvUM8vkY-KNzQEeF9dqippTp68gRRVwLaKjq44uFduGnCeSPeSRwvhZ-Dv_sSNy5h9snoyd-5FX7-tIGMqTlggH5mw512NO16GyEE-IdVc/s1600/note-roto.jpg
https://www.virustotal.com/#/file/5841aab1bb45515daeb32fada67a668cdcba32ffa893caeb7e06dbb2b8c4b3da/detection
https://twitter.com/demonslay335/status/1101487998229770242
https://www.virustotal.com/gui/file/68f16835e46a569f90dbf8b76f837bf455b991ce098d896844a666ad0b1aed6d/detection
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjIQy4DZqLVmiKdN0xMSn5d3j0LsWvZEmMvH0x_7UexFhOOsXpjSjPLnZrS5zI5Qy_0U-eyBhO0tbhZix6O7i-vXD7x5HIz_2_cHzGnN2ORewIjvytXBKG6BPR1DQL50S3UR7y1NP7zXpU/s1600/note-1-3-19w.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjIQy4DZqLVmiKdN0xMSn5d3j0LsWvZEmMvH0x_7UexFhOOsXpjSjPLnZrS5zI5Qy_0U-eyBhO0tbhZix6O7i-vXD7x5HIz_2_cHzGnN2ORewIjvytXBKG6BPR1DQL50S3UR7y1NP7zXpU/s1600/note-1-3-19w.png

https://id-ransomware.blogspot.com /2016 /10 /rotorcrypt-ransomware.html

» CopeprkaHue 3am1cKu:

KAK BOCCTAHOBUTbD BAIIIN ®ANJIBI NMHCTPYKLVA

Banmanne!!!

MbI fIeHiCTBUTE/ILHO COXKaeeM COODIIUTh BaM, UTO BCe BallK (aiiyibl ObLu 3aiirdpoBaHbl

HAIlIMM aBTOMaTHueCKUM MPOrpaMMHBIM 00ecriedeHreM. ITO CTao BO3MOXKHBIM H3-3a TIOX0H 6e30MacHOCTH
cepBepa.

Buumanue!!!

[MokamyiicTa He TIOTPEBOYKbTECh, MBI CMOTHTE TIOMOUYL BAM BOCCTAaHOBUTE Balll CEPBEP K OPUTHHAY TOCYapCTBO
1 pacumdpoBath Bce Bamu (aiinel, 6bIcTpo 1 He3omacHo!

Nudopmanys!!!

®atinbl He ciomaHbl!!!

@aiine! ObpTH 3aKppPOBaHbI C TOMOILBIO anropuTMOB 1 poBanus AES-128+RSA-2048.

HeBo3moxxHO pacimgpoBats ¢aiiiel 6e3 yHUKaIBHOTO KITF0Ua /ell(ppPOBaHUS U CTIeLiaTbHOTO TIPOrPaMMHOTO
obecrieuenvsi. Balll yHUKaIbHbIN K/TFOU paciiippPOBKY XPAaHUTCS Ha HaileM cepeepe. [Ijis Haiel 6e30macHOCTH
BCsI MH(OPMALIYS O BallleM CepBepe U KJItoue ZJis pacir@poBKY Oy/ieT aBToMaTHueCKy yianeHa uepes 7 aHedt! Bol
Ge3B0O3BpaTHO TIOTEpsieTe BCe CBOM JlaHHbIe!

* ObpaTtuTe BHUMAaHUe, UTO BCe MOMBITKHA BOCCTAHOBUTH (Dali/ibl CaMOCTOSITETEHO U/TH C TIOMOIIBI0 CTOPOHHUX
WHCTPYMEHTOB TIPUBE/IET TOJTBKO K Oe3BO3BPATHOM MOTepe BallUX JAHHBIX !

* ObparuTte BHUMaHHe, UYTO BOCCTAHOBUTD (haiiTbl MOYKHO TOJIBKO C TIOMOII[BI0 YHUKATBHOTO K/TFOUa
pacIIugpoOBKH, KOTOPbIH XPaHUTCS Ha Halleil ctopoHe. Eciii Bl Oy/ieTe Mo/ib30BaThCsl TOMOLIBIO TPETHUX JIHL], TO
n0baBUTe TOMBKO MMOCPeJHUKA.

KAK BOCCTAHOBUTD ®AWJIBI???

[NoxkanyiicTa, HaMUIIKMTE HaM Ha e-mail (MUILIMTe Ha aHTIMCKOM WJIK UCII0/b3yiTe MpoQeCCUOHATBHOTO
TIepeBOAUMKA):aki/Tbl MOYKHO TOJTBKO C TIOMOILBIO YHUKAIBHOTO K/Ti0Ua paciinpOBKY, KOTOPBIN XPaHUTCS Ha
Hallei CTopoHe.

1 email: prusa@goat.si (Response time within 24 hours)

2 email: prusa@tutanota.de (replacement mail in the event that no reply in 24 hours by email 1)

HOW TO RECOVER YOUR FILES INSTRUCTION

ATENTION!!!

We are realy sorry to inform you that ALL YOUR FILES WERE ENCRYPTED

by our automatic software. It became possible because of bad server security.

ATENTION!!!

Please don't worry, we can help you to RESTORE your server to original

state and decrypt all your files quickly and safely!

INFORMATION!!!

Files are not broken!!!

Files were encrypted with AES-128+RSA-2048 crypto algorithms.

There is no way to decrypt your files without unique decryption key and special software. Your unique decryption
key is securely stored on our server. For our safety, all information about your server and your decryption key will
be automaticaly DELETED AFTER 7 DAYS! You will irrevocably lose all your data!

* Please note that all the attempts to recover your files by yourself or using third party tools will result only in
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irrevocable loss of your data!

* Please note that you can recover files only with your unique decryption key, which stored on our side. If you
will use the help of third parties, you will only add a middleman.

HOW TO RECOVER FILES???

Please write us to the e-mail (write on English or use professional translator):

1 email: prusa@goat.si (Response time within 24 hours)

2 email: prusa@tutanota.de (replacement mail in the event that no reply in 24 hours by email 1)

You have to send your message on each of our 3 emails due to the fact that the message may not reach their
intended recipient for a variety of reasons!

We recommed you to attach 3 encrypted files to your message. We will demonstrate that we can recover your
files.

* Please note that files must not contain any valuable information and their total size must be less than 5Mb.
OUR ADVICE!!!

Please be sure that we will find common languge. We will restore all the data and give you recommedations how
to configure the protection of your server.

Recovery time from 30 minutes to 10 hours, including local drives and connected devices.

We will definitely reach an agreement ;) !!!

O6Hoenenue ot 13 mapta 2019:

Iloct B TBUTTEpPE >>

Pacmmipenue: !|__help2decode@mail.com__.a800
3arnvcka: recovery.instruction.txt

Email: help2decode@mail.com

[ e e |
[ il = et
What bagp [ [

» CopiepkaHue 3amicKu:

What happened to your files ?

All of your files were protected by a strong encryption with RSA-2048. More information about the encryption
keys using RSA-2048 can be found here: http://en.wikipedia.org/wiki/RSA_(cryptosystem)

What does this mean ?

This means that the structure and data within your files have been irrevocably changed, you will not be able to
work with them, read them or see them, it is the same thing as losing them forever, but with our help, you can
restore them.

CONTACT US BY EMAIL: help2decode@mail.com

Pesynbrartsl aHami3os: VI + AR

Oo6noBsenue ot 15 mapra 2019:
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https://www.virustotal.com/#/file/f9278221ef8e4155b7261b7908281a3fea9011e29df61db92769ff28d688e146/
https://app.any.run/tasks/a84e466d-aa99-4338-89e8-2a7ebfe49bb0
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IToct B TBUTTEpE >>

Pacumpenue: ! @#$%"&-().1c

Email: adminlc@airmail.cc, rezerved1c@tuta.io
3anmcka: INFO.txt

<]

T e r— T

[l T ]
TINE CHASA © HAEMH HCPGABIYHTE mcATy

sprereed Lo@tuls lo

» CopiepKaHue 3armicKu:

II7IsL CBSI3U C HAMU HCTIONIB3YHTe TOUTY
adminlc@airmail.cc
rezervedlc@tuta.io

Pesynbrate! anammsos: VT + AR + JA + HA

OonoBsienue ot 18 mapra 2019:

IToct B TBUTTEPE >>

Pacmvpenue: !!!! prusa@rape.lol !!!.prus
3armcka: informprus.txt

TekcT 3anMcKy oueHb KOpsiBbIi. CopeprkaHue, Kak B TeKcTe oT 1 mapra 2019.

CKpI/IHH_[OT OPUTr'MHA/IbHOT'O TeKCTa 3alliCKU
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https://www.virustotal.com/#/file/f76e753a6cddf87fee501a91a7050b3ef2bdac0a8693df846b273f3307fcc635/detection
https://app.any.run/tasks/970be4ee-fa02-424f-a483-22ed316ae81c
https://analyze.intezer.com/#/analyses/2dcd20f1-612b-4950-9945-f84a33562c7d
https://www.hybrid-analysis.com/sample/f76e753a6cddf87fee501a91a7050b3ef2bdac0a8693df846b273f3307fcc635?environmentId=120
https://twitter.com/demonslay335/status/1107779206585483264
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjWcohY-vKtSEX7OpyUhfMmIdp7Q19aWEqhhZkuDsslwUOq9kb-bwlYT6MC0jLoP_0p4hMBzUuHiaakJcL5T9Cagg-gTv765AWm_YYSdPB2OiQpWZuyO8VdboZw0DMhyZL_xdTYXYIJFBk/s1600/note-18-3-19.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjWcohY-vKtSEX7OpyUhfMmIdp7Q19aWEqhhZkuDsslwUOq9kb-bwlYT6MC0jLoP_0p4hMBzUuHiaakJcL5T9Cagg-gTv765AWm_YYSdPB2OiQpWZuyO8VdboZw0DMhyZL_xdTYXYIJFBk/s1600/note-18-3-19.png
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oF QRN DIECTIEHE . 3T CTAND BOIROEHGS KI- B P20l BRI0Ta S0l TH

[Mokasaresb 6€3rpaMOTHOTO TEKCTa HA PyCCKOM

s TexcT Ha PyCCKOM SI3bIKe HAIMCaH TaK 6e3rpaMOTHO U KOPSIBO, UTO BBI3BIBAET COMHEHHS, UTO ero THCa/Ii
3HaBIIIMe PYCCKUM s13bIK. KOHEUHO, 3TO MOIJIN CJieJlaTh ¥ YMBIIIIEHHO.

Email-1: prusa@rape.lol

Email-2: prusa@tutanota.de

Pesynbratel aHanuzos: VI + AR

Oonosaenue or 31 mas 2019:

IToct B TBUTTEpE >>

Pacumpenue: !|__prontos@cumallover.me__.bak
Email: prontos@cumallover.me

Pesynerarsl aHam3os: VI + VMR

OouHoB1enue ot 21 uronsa 2019:

IToct B TBUTTEpPE >>

Pacumpenue: !-information-...___ingibitor366@cumallover.me___...RT4BLOCK
3armucka: NEWS_INGiBiToR.txt
Email: ingibitor366@cumallover.me

Pesynbrartel ananuzos: VT + HA + VMR

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http://
k Read to links:

ID Ransomware

Topic on BC
Topic on KC
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https://www.virustotal.com/gui/file/aec796b0317c54109efc2135d490100325e5533b492abba3aa3da41c46df2587/detection
https://app.any.run/tasks/05ecde5f-4758-4ab3-9b94-be221f10a248
https://twitter.com/demonslay335/status/1134465262034595844
https://www.virustotal.com/gui/file/0e5232a37178f23ac946254c34bdbf0d551fefac9fe83a5cf3f276335948f80f/detection
https://www.virustotal.com/gui/file/0e5232a37178f23ac946254c34bdbf0d551fefac9fe83a5cf3f276335948f80f/community
https://twitter.com/demonslay335/status/1152938864354500608
https://www.virustotal.com/gui/file/b40e49e41b27eb6f04b34de77e448e351f258e8f75ac53985e03f11103cfb393/detection
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg6udwo7FHLkEkLoHwy_Pg-9Xtl5QrhhCKiNwHMoCK7fd47IUX-h_JercvxxM0u1pZjn-lZw6dmJyfS29IvkVlpbVV85Q4siVp92YNxqEiqWvLve2SO5nVTsojGtPcTGoN6wBvtodHaD0Y/s1600/address2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg6udwo7FHLkEkLoHwy_Pg-9Xtl5QrhhCKiNwHMoCK7fd47IUX-h_JercvxxM0u1pZjn-lZw6dmJyfS29IvkVlpbVV85Q4siVp92YNxqEiqWvLve2SO5nVTsojGtPcTGoN6wBvtodHaD0Y/s1600/address2.png
https://id-ransomware.malwarehunterteam.com/
http://www.bleepingcomputer.com/forums/t/629699/rotorcrypt-rotocrypt-ransomware-support-help-topic-tar-c400-extensions/
https://forum.kasperskyclub.ru/index.php?showtopic=52769
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Ett fel intraffade.

Det garinte att kora JavaScript.

Ir’ “
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¢
Thanks
. Thanks:
Michael Gillespie

—

Andrew Ivanov (author), mike 1, thyrex, GrujaRS

*

victims in the topics of support

© Amigo-A (Andrew Ivanov): All blog articles.
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