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 Tool: XBOW

Names XBOW

Category Malware

Type Backdoor

Description
(Trend Micro) Another in-house developed backdoor, XBOW. The development of
XBOW can be traced back to the middle of 2010 and is inspired by the design of

BIFROSE and KIVARS.

Information
<https://blog.trendmicro.com/trendlabs-security-intelligence/new-targeted-attack-group-

buys-bifrose-code-works-in-teams/>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:xbow>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool XBOW

Changed Name Country Observed

APT groups

  BlackTech, Circuit Panda, Radio Panda 2010-Oct 2020  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=f41ce8de-7bb0-4d84-a3b4-d0655e215d3d
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