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MogHao (Malware Family)
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MoqHao

aka: Shaoye, Wroba, XLoader

Actor(s): Yanbian Gang

MogHao, also called Wroba and XLoader (not to be confused with the malware of the same name for Windows
and macOS), is an Android-based mobile threat that is associated with a financially motivated Chinese group
called Roaming Mantis. The malware claims to be the default SMS application and has dropper and banker

capabilities.
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There is no Yara-Signature yet.

Source: https://malpedia.caad.fkie.fraunhofer.de/details/apk.moghao

Page 3 of 3


https://malpedia.caad.fkie.fraunhofer.de/library?search=Trend%20Micro
https://malpedia.caad.fkie.fraunhofer.de/library?search=Trend%20Micro
https://malpedia.caad.fkie.fraunhofer.de/details/apk.moqhao
https://malpedia.caad.fkie.fraunhofer.de/actor/yanbian_gang

