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&2 Tool: LimeRAT

Names LimeRAT
Category Tools
Backdoor, Ransomware, DDoS, Miner, Keylogger, Credential stealer, Info stealer,
Type
Downloader, Worm
Description LimeRAT | Simple, yet powerful remote administration tool for Windows (RAT)

<https://github.com/NYAN-x-CAT/Lime-RAT>

Information <https://blog,.yoroi.company/research/limerat-spreads-in-the-wild/>

<https://thehackernews.com/2023/04/limerat-malware-analysis-extracting.html>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.limerat>

AlienVault OTX  <https://otx.alienvault.com/browse/pulses?q=tag:LimeRAT>

Last change to this tool card: 21 June 2023

Download this tool card in JSON format

All groups using tool LimeRAT

Changed Name Country Observed
APT groups
Blind Eagle s 2018-Nov 2024
Operation Comando [Unknown] 2018

2 groups listed (2 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=3d36f569-f851-4c02-9137-619f0209{f9a

Page 1 of 1


https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=3d36f569-f851-4c02-9137-619f0209ff9a
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=3d36f569-f851-4c02-9137-619f0209ff9a
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Tools
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Backdoor
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Ransomware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=DDoS
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Miner
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Keylogger
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Credential%20stealer
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Info%20stealer
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Downloader
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Worm
https://github.com/NYAN-x-CAT/Lime-RAT
https://blog.yoroi.company/research/limerat-spreads-in-the-wild/
https://thehackernews.com/2023/04/limerat-malware-analysis-extracting.html
https://malpedia.caad.fkie.fraunhofer.de/details/win.limerat
https://otx.alienvault.com/browse/pulses?q=tag:LimeRAT
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=LimeRAT&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Blind%20Eagle
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Colombia
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Colombia
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Operation%20Comando

