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 Tool: Ice IX

Names Ice IX

Category Malware

Type Banking trojan, Info stealer, Credential stealer, Botnet

Description

(Kaspersky) Ice IX is a bot created using the source code of Zeus 2.0.8.9, which became
publicly available in May. The author of the new bot says the program includes substantial

enhancements, which should be interesting to those cybercriminals who steal money from
users with the help of banking Trojans.

Information
<https://securelist.com/ice-ix-not-cool-at-all/29111/>
<https://blog.trendmicro.com/trendlabs-security-intelligence/zeus-gets-another-update/>
<https://www.virusbulletin.com/virusbulletin/2012/08/inside-ice-ix-bot-descendent-zeus>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.ice_ix>

Last change to this tool card: 24 May 2020

Download this tool card in JSON format

All groups using tool Ice IX

Changed Name Country Observed

Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d6f6a665-2873-4298-94e8-12ca5d756aa7
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