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S4& : Mustang Panda & CrowStrikefx B R Z IR —MAPTH LR |, AL FEFTHNEITE
PlugX,CobaltStrike, FAPlugXZ—MFREAFEH. FIARLZ LKL AT AW BPlugXNKE , MEHRIX
BHkETHE.

257

Mustang Panda f& CrowStrikefx B K Z K —MNAPTHHALR , INMARFTEFHNEITE
PlugX,CobaltStrike, FAPlugX# AHIREIE— M HEAF AR, FIARZ LE /AT RKIMAFERT PlugX
THHE , MERIERTERETHE.

Palo Alt one networkf{]Unit42 Team#E Virus Bulletin 201954 _F & 3K 7 —# 4 5”Pulling the PKPLUG: the
Adversary Playbook for the long-standing espionage activity of a Chinese nation state adversary” (R , #i&
IR B BRI — SR E T ARE THEER REIMAPTAL, B IHMME—RKFIMKIEE RS
Z{FF 7T PlugX, AnomaliAT]EBE DR LES F A — 4 ”China-Based APT Mustang Panda
Targets Minority Groups, Public and Private Sector Organizations”f{Rer. X HRE =K E+F ERAPTAH
N, WEHTEE, ¥, 5, fif , BENEEEER. unitd2 TeamHMAnomali/AT) S ATHIBEARA L2
—HE,

IEHFA ORI SN, FEHIRAOEFEPIRE T — NN R AT NIEE . EXMEREMFE
REIT AT — IR, FAZHEEN— AR, IMERAEEEREADN , XN EBUFRIE
T =K EEREMHIIFEIEIRAMRNA AN T k., BREFRIIMAAR , IMNWRINT ., KK
B, TAVRIADZMNERE | XA EE BT EER2IBIIN. BAEFEAFAKPDBIR P AT
— P HREARNET , XEEEIEHT FriBMustang PandafI T2 —35 8% , ES T2 HRAREER
EOEMR.

BT
HRFEINA:
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JE Bao hiem xa hoi Viet Namy | Dvss.gov.vn>Yy

£ Vv chi tra luéng huu, trg cdp BHXH BHTN thang 9.10/2020 trong 2020/10/13 £%11:43
thdi gian tiép tuc thuc hién cac bién phap phong, chéng dich
COVID-19

{4 A Van phong Bao hiem xa hoi tinh Hai Duong Dvss.gov.vn>

Kinh glri Tong cong ty Buu Dién Viét Nam

Ching t6i guri ban mém cdng van 2771B/BHXH-TCKT "V/v chi tra lurong
huru, tro cdp BHXH BHTN thang 9.10/2020 trong thdi gian tiép tuc thuc
hién cac bién phap phong, chéng dich COVID-19"

Chi tiét trong tép tin dinh kém.

XAEHMER E SR RATRIENERE |, 98 HH10 89N T &I RIENE. IMEFRHER— 2T
417824_BHXHV0002.pdf zip” I E48 M. FTFFZ fa B E kRt 2 —Mnk3X 4 (MD5:
d8fa9b6e4ffd02fd3006e505f7368ea7), X/ MnkEE—AHTAIH :

DOCTYPE html:

A CATION
"H#" WINDOWS
TATE="minimize"
SHOWINTASKBAR="n
o" SYSME "no"
CAPTION="no" /
' Lpt type="
vbscript™=.

4
44

-
4]

R Ik EA AR EE AR HIT HTAS R I— & #8 4" TEMP\3.ps1”ffpowershell 3L
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FCV $fenv:USERPROFILE+"\824 BHXHVS

Byte[ ] ]$cv_byte System.Convert]::FromBaseg45tring
System.I0.File]::WriteAllBytes H
Start-Process -FilePath $CV

FCodeFile $fenv:USERPROFILE+"\zBcga.exe™;
Byte[ ] |$var_code System.Convert]::FromBasesdstring

System.I0.File]::WriteAllBytes :

¢DKjGEi - @"
URIRI] "$[|:|IjEFi1E" 10 18 1

Start-Process -windowstyle Hidden -FilePath "cmd.exe" -Argumentlist “$DKjai"

B AR SRAPDFSL AN A AT

Bio hiém x héi Vit Nam
Thoi gian ky: 31/08/2020 16:27:41 +07:0

BAO HIEM XA HOI VIET NAM  CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tuw do - Hanh phue

S6: 2FF/BHXH-TCKT Ha Néi, ngay 31 thang § ndam 2020
V/v chi tra luvong huu, tro cip BHXH,
BHTN thang 9,10/2020 trong thoi gian
tiép tuc thuc hién céc bién phap phong,
chdng dich COVID-19

B IHzBcga.exe2FHACHRE , fEdnspyBEZIZI TAA :
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EXAHAZEANIRAKInjRat B BA T T EHICKCIRS S

= "103. A8, 251. 102"

RS AT
HAVE_EEAILnkSTHFF AL T —/Machineld ¥ B, FE& B B win-egbvi09sep9, XNFEAFK T 4 MInk

XHFHIPCHKIE T . BIEXNZFHNIITTHE , REAUE AN ZIUN AT sEE A E SRRk E
2 EgCERTAINNK R,
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PARTHI @cyber__sloth - Aug 27 >

Probably another default template or testing sample from Vietnam CERT.
executes HTA and opens up a calc.

Uses the same machine ID used by in a previous

campaign

Hash: 23b76953b3373bfbaa0c508421f8201f

@chuong1986
~

Replies

papa_dos @trungduc”751995 - Aug 27
Replying to
LNK script come from PC name "win-egbvi0O9sep9" as we've always seen

from previous training excercise event.
This should be a test sample only.

Ry

RIBFNDITT A EREIMER | KW ERENEKNIATHTL—H., RARXMEARE —M1TE
#. BAXE—NURAAS. FEXA AR VirusTotal EBIR EEFNERZBE.

ENKRU2020F YRR |, MRS Bviettel cyber security 871 T —f18% , REM L FE "Mustang
Panda — mot case dd khéc dé cudi” FiFid et £ "Mustang Panda---— M EE B EBHEA”, EHEHESH
#2321 , CrowStrikefIENE RTELART fi , FFREE T EHIMustang Panda APTZHLRBITE T BT, E& R
FF RN R MR T RN — N PR ER . EEAMTR | BEIRETRER BN EHRRIEMNT
—REEREHIFIIFELAATHT. B EITTREAREI IR AZIM. EENIRE T MBI17E
TR Z IR AT REEIF AR,

BAHRE T BN BN S HPRANERANT

1. Kich ban tinh hudéng

Mot Co quan XYZ cua tinh Quang Ngai dang nghl ngd gip su cd vé an
toan théng tin mang, va deé nghi S& Thong tin va Truyén théng cuia Quang Ngii
hd tro xir 1y va diéu tra tim ngudn gbc su co.

Théng tin cung cip ban dau cho biét, tai Co quan XYZ, mdt can bd Abc

dang sir dung email c6 dia chi la&mlm@mm&Mvua nhan email

tir nguodi ¢6 tén la Nguyén Thanh Tra voi dia chiffiftrat@actvi.edu.vii) tiéu dé thu

1a “CV Gng tuyén vi tri thuc tdp” va nguodi nay da doc thu va md tap tin dinh
kem. Hién tai hé thong mang Co quan XY Z xuat hién mot sé két ndi dang ngo.

XEERNRIESEE - T NAXYZHMRE—REMNREELTEEH , WAEXEN Im T XAERENEDR
HENESERRANEERMIRRE K. EAEER | BFRAABCHE R AR FHMEE
vanphong@quangngai.gov.vn , HQQJT —A~4 F)Nguyen Thanh Traf{] A , itk Enttra@actvn.edu. vnflIHE4E .,
BRI ELE KRB 7. XNE REE T XEMME. BRTXYZMLE BRI T —La] BEpnER.
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A& nttra@actvn.edu.vn XPEFHIAEEME |, FHAOVHEAILT =4 X=HEMFHRRNET2—H  RE2K
BEAR—H. HP—HEMFPRaaT LERNASTTRIKEAEA

3B Nguyen Thanh Tra <nttra@actvn.edu.vn> vy SEE “omEs v o®E g v

%[ cV Ung tuyén vj tri thic tap 2019/1119 L411:55
{4 A vanphong@guangngai.gov.vn vy

BHAVFBTXE B R X EBEEXT I BEINER. A IRIX AR AR EA ) ATEm 247
BRI AN BT TS — 4. FEMBTEERNBRENIRR L RB DI AR —HHK. X8}
FHEIfS FEIpayload il EnjRat, C&CH ST 25 /2103.68.251.31 , E—MERHIP. HINHEMIFLT

3%E Nguyen Thanh Tra <nttra@actvn.edu.vn> 1y SE8E “2HEE v R FZ v
£ cV Ung tuyén vi tri thdc tap 2019/11/19 £411:55
WA tuyendung@vss.gov.vn vy

3% H Nguyen Thanh Tra <nttra@actvn.edu.vn> vy SEE “emEE v SEE B3 v
% cV Ung tuyén vi tri thic tap 2019/11/19 £411:55

1% A vanphong@®Ilaichau.gov.vn ¥

X ZEHERAERR T W AR —HESN A e 2 — 4. IMEAABMERLRE, MR EBFRX.
103.68.251. 313X MNPHIAEFN A BT 2 AT A A BB R C&C Hh31E103.68.251. 1028 IR , B 1#0E T #irg
WA, WA RERERSENAT. FEENAMERE IR RSN EE R 2R 1ER S
VIR,

HEICERTHA J#E20194F 10830 , £ 7 —REBE. BENAENE R ERNEE TS TP HEg ML 3
T EINT BEXHERME S (APT) |, ZREX T HEBFVMKNEE RGN EEE R AR
FBENAT RENEEARRE., BN EEREMEXMKEFLERIT 16N LREERGTH , &
FMAIPZ 15400000MP, MEICERTIEBEF A T 19N XHHIMDSE |, FRATKEIT 164304, XFixLk
X T AT RAIL , XLEHEARFERET NEANEEREHIFANSERNTERE . X712
iR CERT /A A A AN payload £ CobaltStrikeE{ FE PlugX, NHATLERAIT :
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1 MDS name payload MachinelD Creation Time

2 165F8683681A4B136BEIFID6EATFO0CE chuong trinh dang huong.doc.Ink Cobalt Strike = win-egbvi09sep9 2010:11:21 04:24:03+01:00

3 9FFID3AF1F39A37CODC4CEEBIRCC37DC European.Ink PlugX win-jgSh4qp3adu 2010:11:21 04:24:03+01:00

4~ 4FE276EDC21ECS5F2540C2BABD81C8653 S_2019_50_E.Ink Plugx win-jg9h4gp3adu 2010:11:21 04:24:03+01:00

5 43067F28DC5208D4A070CF3CC92E29FB Cobalt Strike = win-haducnjjécg 2010:11:21 04:23:55+01:00

6 11ADDA734FC67B9CFDF61396DE984559 Chuong trinh hoi nghi.doc.Ink Cobalt Strike | win-2a9b78ts069 2010:11:21 04:24:03+01:00

7 08F25A641EB361495A415C763FBBIBTI GIAY MOl.doc.Ink Cobalt Strike = win-2a9b78ts069 2010:11:21 04:24:03+01:00

8 01D74E6D9F77D5202E7218FA524226C4 421 CV.doc.Ink Cobalt Strike  win-2a8b78ts069 2010:11:21 03:24:03+

g  6198D625ADAT389AAC276731CDEBBS500 IAYMOL.doc.Ink Cobalt Strike  win-egbvi09sep9 2010:11:21 04:24:03+01:00

10 9B39EIFT2CF4ACFFD45F45F08483ABF0 CV trac doi CAT Caoc Bang.doc.Ink Cobalt Strike = win-egbvi09sep9 2010:11:21 04:24:03+01:00

11 T48DEZB2AAIFA23FA5996F287437AF1B ci56ee00beBcad9d150d85dcb6d2133  PlugX win-nuptedkl53m 2010:11:20 21:29:12+00:00
6.jpg.Ink

12 SF094CB3B92524FCED2731C57D305E78 Daily News (19-8-2019)(Soft Plugx win-jg9h4gp3adu 2010:11:21 03:24:03+00:00
Copv).Ink

13 9A180107EFB15SAO0EG4DB3CE6394328D 32_1.PDFInk Cobalt Strike | win-2a9b78ts069 2010:11:21 03:24:03+00:00

14 05CF906B750EB335125695DA42F4EAFC TCO BT 574.doc.Ink Cobalt Strike = win-2a8b78ts069 2010:11:21 04:24:03+01:00

15 | F62DFC4999D624D01E94B89946EC1036 sach tham khao Bo mon.docx.Ink PlugX win-egbvi09sep9 2010:11:21 04:24:03+01:00

15 CAT75717D000BBBATF71AS907BICI208 tieu luan ve quyen lam chu cua nhan  Plugx win-egbvi09sep9 2010:11:21 03:24:03+00:00
dan.docx.Ink

17 AA115F20472E78A068C1BBF739C443BF vai tro cua nhan dan.doc.Ink Plugx win-egbvi09sep9 2010:11:21 04:24:03+01:00

18 CE78EA4ED30DBDF6BEA66561636298F0
19 | 684EE90242C8552561 EESBEE66016640
20 | BY9CI0DGE459061CA6304BCCDTC94A471

A 17EEE | MachinelD Awin-egbvi09sep A A L I T 8% . FKATTRIEIREAKIBREF LNK T
MachineID&BEIXME., X4¢MachineIDXE [ H54 :

(1)win-egbvi09sep9
(2)win-jq9h4gp3adu
(3)win-haducnjj6cg

(4)win-2a9b78ts069
(5)win-nuptedkl53m

XEAERBPITIRFERZNT -

CobaltStrikegi&EPlugX

-5 ca
i == m/l
3psl Adobe

soccedoczip wocdocink = VB;;rli ptEIHTA

2R payload/E CobaltStrike, & 817 —/N 4 71257 Security Script kb00769670”FI{ES1TX , {hE BwindowsfK]
BEHTEF. HAkb00769670 2] K], Plugx{fF TESETATH— MBI, XN HRIGE 2
EhttpSrv.exe, E1Z1T /e N#Khtp_dil.dll, PayloadEPlugxit , &7 SBMAEIMHS , BERK
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3.exehttp_dIl.dlLhttp_dll.dat=" 304, BIE AN A & LNK AP TIRAZ X LA AR P T A 2
—H¥[) , R Zpayloadift i T njRat,

B AR AN FIBT A FE— DA B E N TRAER | SEFAERE—ELA™ 4
K, BERHEAEREET4R., BrRCERTRTRERGANHFAZRNZMAMAE T ERMI S ERKN
TR ?HMNAEFTREMIFAKR, TANZHARE R , ERMELKNERENN. BRIFHINZARIL
NFFRAE XA T A,

FAVEN SRR R T R ORANNAAIBEAR | XA C&C server IPIEMFICERT A MKIBES &R
fR. PRANSCHES A test2.exe ( MD5: e343f1d68549f8558b2bb512e082ff2f)

AP EE—PDBIKAL
C:\Users\PHAM KIM CUONG\Documents\Visual Studio 2008\Projects\test2\Release\test2.pdb

XANREZRFEE—NFFRENLF PHAM KIM CUONG, BiFiEREXANEFEIN XN & FEMR RS
Woo EABARZIE2019F3 8 17 A _L1£F Virus Total LA , JFH EEENEREBR ., XAMHAFEHK
payload;Z CobaltStrike , BEAHIT J5A5EH£144.202.54.86, X PIPLEIRNTEINH B —EHABEF HINT -

3EE Lé Budc Tho <thold3@danang.gov.vn> ¥y SEs “YeHEE v ~o#R TZ v
% CT: TKCT quy | nam 2019 2019/3/14 £411:59

214 A Dang Thai Duy <duydt@danang.gov.vn> vy

XEHMF A A MLNK SRR B FAHTAS MR 3 Tpowershell , [EEIBEIRFEFI BT E —H¥
B, LNK3CffIpayloadZCobaltStrike, C&C AR5 25/2144.202.54.86, FTLUXEHBEFNX N4 APHAM KIM
CUONGHIABRAXR. FKITHBEHIWHX — X EHLEX R ER N F TR B kB P ERHE .

HEICERTHIIE S FIREI— N infosecvn.comii g , FE WA — N #lrg AL E {F AinfosecvniX N F5F
B, BT R, KD, #HEE

daichizan

cyber security student

1,203

ENMAE— PN HERMNELZLE VKA, Minfosecvn.comEFE II[E— N PH) B —/M#k 4 aridndvn.comtl,
ERAEE. aridnd™EHEAE B aribnb”, L4 FAPHAM KIM CUONGHI#EI A & Aribnbf 55100
SRT. XFRER , EQEEMMECERTHIREF IR EMaridndvn.com , IR B AT EIRE
XAMTEL . FATR AIFEA[R) T “aridndvn.ccom”,  21R Egoogle_E3¥ ZRaridndvn.ccom , AT IAFKEIPUZK &
2 B MIREFIRE T X/MEE . XPYK A AIZavira , Any.Run, cme cybersecurity(#rFFH—ZHK L LA
7)), Anomali, 2R FKaridndvn.comRUiZ B EAFEEARRBEXNNE . BAREATEAEPlugXECER

Page 8 of 13



https://www.4hou.com /posts/VoPM

BT, KNAME = MEAQNECE 2 EB2 "aridndvn.ccom”, FHATAERBAES | HMNABMAEKN AN
ENEILE

XFUnit42 TeamFAnomaliFifAIRE

RN DTN |, FRAISOGEEANE T — T Unitd2 TeamHM Anomalif€iifik ey | KIMIRARI TR LTFER
EHERL. TEZEJLAMEFH TS,

1 Anomalif{j#R4s

(1) Daily News (19-8-2019)(Soft Copy)(MD5: 5f094cb3b92524fced2731c57d305e78)

Anomali FFRXANX AR XTMARILRE , FRBGDBREHAR P ARLNERN— M EMKRE".
EXMRFALARBEES. XAXARIMDSE ISR CERTA KBS . MREMBLEAFA, i
CERTXEE A~ Hi SR 2 F040 AR R G 2

(2) European.Ink(9ff1d3af1f39a37c0dc4ceeb18cc37dc)

Anomali FBEFRIXA 24X China-Zentrum eV, China-Zentrum eVZEE W _EFE#RE — N FEE{EHF A F0
PEBTXN , REERBIEEFIELR, IMALMBEEEEMRR, BAE , XNXHKMDSHE
et Eg cert A RIE &

AnomalifEfREFIREN T 17/ LNKXH , HPB 16 M IFE MBI CERTIE S, X4 AnomalifTEHR
f)”Mustang Panda Wiy 7 {E[E , 5 , BRI , A" KWESIRAR AL,

2 Unit42 Team3R4G

Unit42 Teamf 1 AT AnomalifiE IR 2N , B 1X BITieANHIE RS CERTHIIE &3 F=+ HISCEE.
Unit42 Team \#E4F_EFRIS B AR IIPlugx AN, IXLEREATR BInki Zexe , B 1R nsisTia, {F7z
fi#EfRaT -

» EE EE H m N W NATIONAL SECURITY CONCEPT OF MONGOLIA » STEMP

rEi
25 ' B EE w5 FoI
| http_dll.dat 2019/8/2 9:48 DAT 3% 128 KB
@) http_dlldll 2019/8/2 9:48 SRR 16 KB
oo ) NATIONAL SECURITY CONCEPT OF ... 2019/2/2 9 Microsoft Office 16 KB

7] NATIONAL SECURITY CONCEPT OF ...  2019/8/2 9:48

L
W

X {1 {E FIDLL Side-Loading i /743 B3N 2 BT FTIR B ESETHE & . X MEARKIC&C
server s£apple-net.com, X/M# 4 IFEMEICERTIE S HIC&C serverd 3R E |, 7 B (Tt 7EInkAl < f4E
APFET XML .

ARk FE— Funitd2 FABNAKI ST :
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Ring4sky
Dhdckak

file1: Daily News (19-8-2019)(Soft Copy).Ink ;
5F094CB3B92524FCED2731C57D305E78 2 PIUgX Samples In AUgUSt 201 9 .
file2: DSR & CSR of Special Branch Sind.exe 4 more P|ng SampleS pIVOtlng on File
E5A23EBA2COF98850B1A43B595C08EG3 A t t .
file3: NATIONAL SECURITY CONCEPT OF Cuvi y
MONGOLIA exe “Users\<user>\AppData\Local\Temp\h
OD3FBC842A430F5367D480DD1B74449B t’[p d” datu
c2: www.apple-net.\com “Users\<user>\AppData\Local\Temp\h
ttp_dil.dll”
& T Revealing further C2 infrastructure:

&
43.251.182[.]1114
154.223.150[.]105

Targeting: Mongolian Government

SPECIAL BRANCH SINDH

atmatand DALY SITUATION REPORT

s Tuesiay, 23% JANUARY 018

- o B 8 b IS IUMARE U LAWY AL L4 ek

wiaiwail © ailialyaI1o dauUul UTIRTTUWIL ATy

sha256 Filename Notes

¢3159d4f85ceb84c4alf7ea | NATIONAL SECURITY
9208928e729a30dddadfea | CONCEPT OF MONGOLIA.exe | | Signed: ESET, spol. sr.o.
d7ec6257c7dd1984763 unsecapp.exe

918de40e8ba7e9c1bab55
aa22c8acbfdf77f9c050d5d
dcd7bd0e3221195¢876f

DSR & CSR of Special Branch

i ing?
Sind.exe Pakistan targeting?

fb3e3d9671bb733fcecd69
00def15b9a6b4f36b0a35b
dc769b0a69bc5fb7e40d

Daily News (19-8-2019)(Soft Vietnam targeting?; Shortcut file
Copy).Ink with appended HTA+VBS

unit42 A K4 1 AINATIONAL SECURITY CONCEPT OF MONGOLIA .exef{ 304246 X Se BT, X4
AR RNV AR " KaEERLLEEI”. Bl google B A MXMNERZE DE19BFMELTFAL
T. BEREFHERENMEAGEEX T ENER ARLGBNEE— N ESURN REEREZL . &K
HEKNE RS YN ? XFtba P EBRFAE —ANEXRRY (FEEEZEX) , PENE RS LY

N 2 AU MEARLEXT AN BT XS E B, NREERNLT , BRI E R EIEBIMBAITE
SO EMRALE RS EEE. FEVirus Total_ LRI T 24N WHEg_EEREUNREK BREEA | XLepEAR
MBEFEAEREBIEARTFEN. EHECERTAGRBEFHHFAT —MNENKaTE RNE .
FTIAFRATHIBTNATIONAL SECURITY CONCEPT OF MONGOLIA .exefIDSR & CSR of Special Branch
Sind.exe @ M ARE KL MEREEEREIRET R,

BETER D BUFERI 72020 £ 55

BAWERT =T , RIAE20205FF K , A DB JEE 77 Meh_ LA T b2 TRE R R 215
il
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bisf |8 KR 584

h&(E e . . .
20204E12 f’%ﬁ% BN, KEE. BEY. HY. 2HE. ¥MNE. LBHE. BEhY,
A118 ;[; 22 B E IR MO R 48 (A R RS B R e F{S SR AT R,

2020412 [TMEN  {EESEEEARL (SESEEHTR) SCyRadarfsERERANT
AUB  EM B1E, BEARE L EMGEEER L SHTERIRR,

20204F11  WRIIAEK

Ao1E RS WLE, BFE. LOARXRBIATEATE

TN NERRE | TT2KEEgoogleli¥ , FINABEX EEI IR IMERS . BN ZZ R
EEREHEEMREME, bkavERTGEFNIEEREMNLIES. BAEERIHTEER2T
WRAT , XS APTH S S AT AN IRE — & RIEEXEEE T £IH.

B

PlugX 2 — M7 T 8FE U EHTE TR , EHERIIMIA DR BT, RAPugXEESI L LT
AIMBFER—MM 2R TER(WHG) MR 2RFETTRY , XHAGEIER S X F APlugX A K T
HREKXETEN., PlugXHZNRAREMRS , NAORPREEMLE LIRME) , ER DT 2] BrHRET
HIE . FATANMRAIART BB E (EFAPlugX LA B ATRE.

ERMNONM TR | RUERNEROEHENT LEBNMEMNEEHTAEEZN , UETL5E7APTHE
RLARNGEB . BAKNPRAAFSXTREAR BRI T |, BRIV BUEE. bR fviettel cyber
securit/a &) FEEKAEFT T 8E2%, FECrowStrike/a 7] EN B 53 T R 452 Sk B P E K IMustang Panda B 7 #im9
BUTET , AR R TRAL T — XX h EMHE, RN E SR AR A T IEGRH
P, XN AT RBEARRFEZAEE. FURRIEEERLIELALEAPTIREIES , EERN
B, ATERIERADENEL , RNARRIMGSHMET.

ZLFFER , TANREMRE N ZHERXHIRE RS AT, HFE)Unitd2 TeamFAnomaliFf A
ERBEHBREENELT |, (UVEESHLHRNS | Bl 7T PEERIIFHAPTALR kG +
EfMustang Panda APTZRZVHIZER |, FATEMRENE. fEXTAPTHE TR 2 WA BUAR XE
ER—MIEKIE. BEMEBUANENBERY. MESEMEERENEN , X URNEERLTIIS
HMEHZ ., EAREMRARRNNZIIEDE | FATHERNELLEL.

10C

MDS5 :
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d8fadbbed ffdd2fd3006e505f7368ea7
80bcda9fde78c70566c6T693f1c7938f
5781a2b62de113301e38394607b03d79

1P:

103.68.251.102
103.68.251.31
144.202.54.86

2%

LR HE , FEE/NERIIEREE”

2. Meet CrowdStrike’s Adversary of the Month for June: MUSTANG PANDA
https://www.crowdstrike.com/blog/meet-crowdstrikes-adversary-of-the-month-for-june-mustang-panda/

1. Pulling the PKPLUG: the Adversary Playbook for the long-standing espionage activity of a Chinese nation

state adversary

https://www.virusbulletin.com/blog/2020/03/vb2019-paper-pulling-pkplug-adversary-playbook-long-standing-

espionage-activity-chinese-nation-state-adversary/

1. China-Based APT Mustang Panda Targets Minority Groups, Public and Private Sector Organizations
https://www.anomali.com/blog/china-based-apt-mustang-panda-targets-minority-groups-public-and-

private-sector-organizations
2. Mustang Panda — mot case d¢ khéc dé cuoi
https://blog.viettelcybersecurity.com/mustang-panda-mot-case-do-khoc-do-cuoi/
1. https://twitter.com/cyber__sloth/status/1298719815964618753?lang=en
2. http://lichlamviecsld.nuian.vn/items/files/1_1341.PDF
3. http://www.vncert.gov.vi/baiviet.php?id=127
RMERTEEREXHE

FEERTER , WA L—E#. RERTEERXBRER LMWL =K —WIRE , A EMER
BHOEMARYE (Further eye) , IREIRSRKRAMMB LB , ZATARERA,
RERTEEREXRE , MATRNEEFHELHEBN , NEXS USRI & H R R BTHEA
ERRABIERFA R, BPVERMEBN . SSETExIE, MmN ERA. BRERTH
BA. UEBARFSHIA. JREERSHIIREA . FERERBIESITHAUR Z2BRMARRLRER
2HRE , REENERERASWIATIIZT., BUTEER2XBRERBEREMEAEHN , BE
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MR 2MAM/AN)XEBRIFE , BATHERLBHBEARNHTHAZR , ERSHRIIE—FF
SRIAAR TR

AR, BRI RSO

Source: https://www.4hou.com/posts/VoPM
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