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 Tool: HTran

Names
HTran
HUC Packet Transmit Tool

Category Tools

Type Tunneling

Description

HTRAN is a tool that proxies connections through intermediate hops and aids users in

disguising their true geographical location. It can be used by adversaries to hide their
location when interacting with the victim networks.

Information

<https://github.com/HiwinCN/HTran>
<https://blog.trendmicro.com/trendlabs-security-intelligence/in-depth-look-apt-attack-
tools-of-the-trade/>

<https://www.secureworks.com/research/htran>

MITRE ATT&CK <https://attack.mitre.org/software/S0040/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.htran>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:HTran>

Last change to this tool card: 13 May 2020

Download this tool card in JSON format

All groups using tool HTran

Changed Name Country Observed

APT groups

  APT 3, Gothic Panda, Buckeye 2007-Nov 2017

  Dalbit 2022  

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d48a7428-6615-44e8-bdb5-b8b5615e039d
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https://otx.alienvault.com/browse/pulses?q=tag:HTran
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=HTran&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=APT%203%2C%20Gothic%20Panda%2C%20Buckeye
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=China
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  DragonOK 2015-Jan 2017  

  Emissary Panda, APT 27, LuckyMouse, Bronze Union 2010-Aug 2023  

  Gallium 2018-Jun 2022  

  Moafee 2014  

  Operation Diplomatic Specter 2022  

  Scarlet Mimic 2015-Aug 2022  

  Stone Panda, APT 10, menuPass 2006-Mar 2025

  TaskMasters 2010-May 2021  

10 groups listed (10 APT, 0 other, 0 unknown)
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