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Netwalker ransomware hits Pakistan's largest private power utility

By Lawrence Abrams

Published: 2020-09-08 - Archived: 2026-04-05 14:43:27 UTC

K-Electric, the sole electricity provider for Karachi, Pakistan, has suffered a Netwalker ransomware attack that led to the
disruption of billing and online services.

K-Electric is Pakistan's largest power supplier, serving 2.5 million customers and employing over 10 thousand people.

Starting yesterday, K-Electric customers have been unable to access the online services for their account.
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To resolve this issue, K-Electric appears to be trying to reroute users through a staging site, but are currently having

difficulties.
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Ransomware researcher Ransom Leaks, who told BleepingComputer about this attack, was tipped off by a local Pakistani

security company that this attack is impacting K-Electric internal services.

According Rewterz, the cyberattack occurred on the morning of September 7th and is disrupting K-Electric's online billing

services and not the supply of power.
BleepingComputer has emailed K-Electric about this attack but has not heard back.

In a statement to BleepingComputer, K-Electric states that their initial investigations shows that no data was stolen, but that

they continue to work with local law enforcement and IT security experts.

"Karachi, 11th September 2020: Following the attempted cyber incident earlier this week and its on-going forensic
investigation, the power utility has confirmed that initial investigation shows all customer data has remained intact and
secure, reiterating that critical customer services including bill payment solutions, customer care centres and 118 call-centre

are operational and fully functional.

Further forensic analysis is on-going with international IT security experts along with coordination with local law-
enforcement officials. In parallel, all efforts are also being made to enhance system robustness. With regard to on-going
conjecture that a ransom of USD 3.8 million has been demanded, Mahreen Khan, K-Electric’s Chief Marketing and
Communication Officer (CMCO), refuted these claims saying, “KE has not been directly approached with any such request

and we are categorically not engaged in any such communication."

Netwalker is demanding a $3.8 million ransom

After being told about this attack, BleepingComputer has learned from cybersecurity sources who wish to remain

anonymous that the Netwalker ransomware attacked K-Electric.

In a Tor payment page seen by BleepingComputer, the ransomware operators demand a $3,850,000 ransom payment. If a

ransom is not paid within another seven days, the ransom will increase to $7.7 million.
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Payment ‘ [ Stolen data ] [ Free decrypt ] [ FAQ ] I Chat j [ Logout

Your files are encrypted.
Only way to decrypt your files, is buy the deerypter program.
Your user key #:#§#% &4, write it down and use it to log in again.
The system is fully automated. After payment you will automatically be able to download the decrypter.

Invoice for payment [ You have left 6 days 23 hours 55 mi 40 d Status: Waiting for payment

You can buy the decrypter program for your network.

The amount before the increase is 3350000$ (382.81790000 BTC).

If there is no payment before 15.09.20 [14:25], the price will increase by x2 times and will be 7700000% (765.63530000 BTC)

Decrypter for: ALL NETWORK / ALL COMPUTERS / ALL FILES

Bitcoin address: BEREY natnd 2 AR A0 RS ap R R Amount for payment: 382.81790000 BTC
You payed: 0.00000000 BTC

Tor payment page for K-Electric

The Tor payment site also includes a 'Stolen data' page that states the Netwalker operator stole unencrypted files from K-

Electric before performing the attack. This page does not reveal how much or what data was stolen.

Your data has been stolen.
The news about your company being hacked and the publication of stolen data will take place in two stages.

Phase one: Publishing news about your company's hacking will cause irreparable damage to your reputation

Second stage: Publishing stolen data that will cause financial damage to Your company and customers.

Address of the public blog where the publication is being prepared:

o i ST e R S BB
To cancel the publication of news and stolen data in public access, you must pay.

Publication this news after: 6d 23h 59m 07s

K-Electric - https://www.ke.com.pk - Encrypted

[ Stolen secret data publication after: 20d 23h 59m 07s

Secret data: HIDDEN DATA Password | HIDDEN DATA |

K-Electric (KE) has powered Karachi for over one hundred years. Through a network spanning across 6,500 square kilometres. KE supplies power
to all residential, commercial, industrial and agricultural areas that fall under the city’s ambit and beyond. serving over 2.5 million customers across

Karachi, Dhabeji and Gharo in Sindh. and Uthal. Vinder and Bela in Balochistan.

KE is the only vertically-integrated power utility in Pakistan, which means the organisation manages all three key areas — Generation, Transmission
and Distribution — of producing and delivering energy to consumers.

Tor stolen data page for K-Electric

Since the summer of 2019, Netwalker has been actively infecting victims. It wasn't until March 2020, when the threat actors

began recruiting skilled hackers and focusing entirely on enterprise networks, that we began to see widespread attacks.

According to a report by McAfee, this change in tactics has led to the ransomware gang earning $25 million in just five
months.

California San Francisco (UCSF), who paid a $1.14 million ransom.
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Update 9/11/20: Added statement from K-Electric

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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