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Adversaries may use input/output (I/0) module discovery to gather key information about a control system

device. An I/0O module is a device that allows the control system device to either receive or send signals to other
devices. These signals can be analog or digital, and may support a number of different protocols. Devices are often
able to use attachable I/O modules to increase the number of inputs and outputs that it can utilize. An adversary
with access to a device can use native device functions to enumerate I/O modules that are connected to the device.

Information regarding the I/O modules can aid the adversary in understanding related control processes.
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