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Remcos RAT (Remote Access Trojan) was originally designed as a professional tool to remotely control
computers. Remcos RAT is recognized as a malware family because it has been abused by hackers to secretly
control victims’ devices since its first version was published on July 21, 2016. Remcos RAT is commercial

software that is sold online.

Affected platforms: Microsoft Windows
Impacted parties: Microsoft Windows Users
Impact: Controls victim’s device and collects sensitive information

Severity level: Critical

# Home 1 Shop ¥ Software v & Community v P Videos v & Contact & Client Area "l'
Remcos Professional e P

PC sormmny Remcos Professional

wrirdrdr i (47 customer reviews)
€58.00 - €399.00

Membership Enterprise License

* & Months License

* 10 Controllers

* Updates

* Unlimited controlled machines

* Instruction Manual + Videotutorials
» Support 365 days/year

« Instant License Activation

€399.00

SKU: NfA Category: Uncategorized

Figure 1: Example of Remcos RAT being sold online

On this webpage, it provides two versions: professional edition (with all features included) and free edition (with

restricted features).
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This analysis is based on Remcos RAT being used by hackers to control victims’ devices delivered by a phishing

campaign, which was caught by Fortinet’s FortiGuard Labs recently.
In this analysis, you will learn:

» How the phishing campaign delivers Remcos RAT onto the victim’s device
e How Remcos executes on the device

e What sensitive information it could steal from a victim

e How Remcos connects to its C2 server

e What commands this Remcos provides to control the victim’s device
The Phishing Email

Attachment Tools Bank Remit Advice: REQ TFOEZ1CLGPAVX13THS Mercha...

Message Attachments Q Tell me

Mon 3/21/2022 11:07 AM
_ Bank Active Pay Notification <ActivePay Notices@alerts-; -.com:
Bank Remit Advice: REQ TFOEZICL6PAVXI5THY Merchant Email:

To =

U BANK_Remittance.. _
233 KB

- -

I -

An automated - Bank Electronic Payment notification iz enclosed for vou as an excel document.. |Ple:15e uze Passkey NN to access
enclosed excel document.

Funds are not avatlable before the process date on the statement.

Please do not reply directly to this email. This e-mail address 15 not monitored

E _ =l ’ .

L » TR L = N Cne N oen

Copyright © 2022, . Company. All ights reserved.

This message and any attachments are solely for the intended recipient and may contain confidential or

privileged information. If vou are not the intended recipient. any disclosure, copyving. wse, or distribution of the information included 1 this
message and any attachments 15 prohibited. If you have recerved this communication in error, please notify us by reply e-matl and
immediately and permanently delete this message and any attachments.

Figure 2: Screenshot of the phishing email content

As you can see from the email content shown in Figure 2, the hacker disguised the phishing email as a payment
notification from a trusted bank and asked the recipient to open the attached Excel file that is protected by a

password.

Excel File Leads to Download of Remcos via VBS and PowerShell

Once the attached Excel document is opened in the Excel program, it asks for a password to view the document,
which has already been provided in the email. It then shows the document in the Excel program like Figure 3.

Because the file contains Macro code, it shows a yellow security warning bar to warn the victim of the danger.
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g“ Ho-®-|s I K Femittance Advicexds - Microsoft Excel = = =

Home Insert Fage Layout Wm View Developer Add-Ins Load Test Team 7 e o e &

3,) Security Warning  Macros have been dis@ed. | Enable Content | ) b
AB27 - ( |l Te——

; Encryption algorithm used in this document is

. unsupported by the current version of Microsoft

Excel,
. To view the document, please update system

: deciphering algorithms by lcking Enable Edting

: and Enable Content from the yelow bar above. It

will allow you to open any files with new system o

s encryption.

M 4 b M| Sheetl /¥l ]« il » 1]

Figure 3: Screen shown when the Excel document is opened in the Excel program

The file message lures the victim into clicking the Enable Content button to bypass the warning and execute the

malicious macro code.

The macro has a function called “Wookbook_Active()” that is called automatically when it opens. Its task is to

extract VBS code from the cells into a file “%AppData%\HobYQ.vbs” and then execute it.

To protect the Remcos payload file, it uses a super sophisticated way to download it. In this way, it executes both

VBS and PowerShell script codes.

“HobYQ.vbs” runs a segment of dynamically spliced PowerShell code to download another VBS file (“flip.vbs™)
from the attacker’s server and run it. Next, “flip.vbs” continues to download a file (called “mem.txt”) from the
server, which is a piece of encoded VBS code that will be executed later in “flip.vbs” to download the final file
from the same server, which is called “faze.jpg”. In Figure 4, it shows the captured traffic for the three

downloaded files, “flip.vbs,” “mem.txt,” and “faze.jpg.”
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Repeater T Sequencer T Decoder T Comparer T Extender T Froject options T User options
Dashboard Target Prosy Intruder

Intercept | HTTP histony TWEbSockets history I Options ]

‘ Filter: Hiding C55, image and general binary content |®
# 4| Host | Method | URL | ..l ..l Status | Length | MIME type | Extension | Title
2543  http ffwww. msftnosi.com GET fncsi b 200 179 text bt
2549  httpffipwe. msftncsi.com GET fncsi b text bt
2552 hittp Af209.127.19.101 GET flip vwbs 200 2507 script whs
2553 hittp /f209.127.19.101 GET frnern. b=t 304 209 text =t
2554  http /f209.127.19.101 GET Jffaze jpg 200 1484149 script ipg
i ~7 LS

Request | Response ]

J Raw T Headers I Hex I Render ]

@@} LEJ : Search... m—

1
1

1 HTTR/L.1 200 0K

Z Date: Mon, 21 Mar 2022 14:15:18 GMT

3 Server; Apache/2.4.47 (Wing4) OpenSSLs1l.1.1k PHP/8.0.6
4 Last-Modified: Mon, 21 Mar 2022 01:04:10 GMT

5 ETag: "l16a45d-Sdabcasobesdf”

& Accept-Ranges: bytes

7 Content-Length: 1483869

& Connection: close

o Content-Type: image/jpeg

¢]
1

$qoRf=(011001106,01110101, 0110111 Q@ Tfocll, 01110100, 01161001, 011061111, 01101110, 001 GO0 10100, 0100110
01001, 01011011, 01000011 811051101, 01160100, 011011060, 011001061, 81118100, 010600010, 01101001, 01101110, Or%Q0100
, 01101001, 01101110, 0100111, 00101000, 00101001, 01011101, 00021101, 00001010, 00100000, 00100000, 00102000, Q10
0000, 01010000, 011000¢1, 01110010, 01100001, 01101101, 00100000, 00101000, 01011011, 21100010, 01111001, 01110140,
01100101, 01011011, 01Cq 1101, 01011101, 00100000, 00100100, 01100010, 01111001, 01110100, 01100101, 01000051, OlA10
010,01110010, 01100001, 34111001, 00101001, 00001101, 00001010, 00100000, 00001101, 0O001010, 00001001, 0101 &00, O
1110010,0110601111, 01100811 00101,01110011,01110011, 00100000,011110611, 00001101, 02001010, 00001 0eT, 001000
AR AR ARBAN ARTARAAN AATARAAN TIMRREI AN AT1AMTT A1TATATT ATTAATAA ATTAMTTA AAT1TTAT AGTCLEAT A61Am 11 A6

U rmatches An Pretty

o

Figure 4: “HobYQ.vbs” leads to downloading three files

The bottom of Figure 4 shows part of the response packet of “faze.jpg”. Of course, it is not image file, but an

obfuscated PowerShell code file. There are three pieces of encoded data defined in three array variables, which

4F

have been simplified in Figure 5 in three red boxes. The PowerShell code that is carried in “faze.jpg” is executed

by “flip.vbs”.
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1

z

z|$quRf=(01100110,01110101,01101110,01100011,01110100,01101001,01101111,01101110,00100000,

4 { see } GZIP
5(,01111101,00001101,00001010,01111101) | %4 .
J[System. Text .. Encoding] : : UTFS. Gec3tring([System. Convert] 1 i ToInti3z [$_,2] 1 DECOI’I"IPTESSI pn
i igi[eystem. String] @ 1 Jodini'', $ogoRL)) Method

3

7

g|[Evce[]] $MME=('E!1F,E'SE,E'O05,E!O0,E'0O0,E!'QC0,E!O0,E'O0,E'DO4,E!C0,E'EBC,E'ED,EIOD,

] { o098 !

10|E'0E,E'16,E!'5F,E'41,E/ED,E!C0,E!'FE,E'00,E'00" .replace {'E!', '0Ox' ) | g; .Net DIl

11

1z

1% [byte[]] $byUslixe = tHCEkSD SHNB‘,.-—Decompress the .Net DI

14

15|[Bvyce[]] $IRjR=('E!1F, E'SE,E'O5,E!OO,E'O0,E'O0O,E!CO,E!'OD,E!O4,E'0O,E'D4,E!ED,E! 7D,

16 { o0d ) Remcos Paylpad
17|E'DS,E'DF,E'BF,E'01,E!8C,E!AC,E'6E,E'BEC,E'00,E'34,E'07,E!'00" .replace ('E'','0x') ) |g

18

1a|fayy =

J[Microsoft.VisualBasic. Interaction] : :CallByname ([AppDowain] : :Currentlomain, "Load™, [Microsoft.Visua
JlBa=zic.CallType] @ :Hethod, $hylUsWxe)

z0 1 .

21| [ronoyou : :Black (' Reghsm. exe! , $TRIR) ——————Call .Net DIl's toooyou.Black function

Figure 5: The simplified PowerShell code of “faze.jpg”
Let me then explain how the PowerShell code works here.

The values for the two variables, SMNB and $IRjR, are both encoded GZIP compression payloads (they start with
“1F 8B...”). After decompression, $MNB is .Net Framework DIl file and $IRjR is the Remcos payload file.

The binary value that is set to variable “$qgRf” is a dynamic method called tMCfkSD() for decompression.

It calls tMCfkSD() to decompress the .Net DIl from $MNB into $byUsWxe. At last, it loads the .Net DIl into
current PowerShell execution environment by calling “Load” and the function “Black()” from class “toooyou” is

called with “RegAsm.exe” and compressed Remcos Payload ($IRjR).

.Net Framework DIl File Performs Process Hollowing
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Aszzembly Explorer Black(string, byte[]} : void X
Dﬁ|_| mscorlib (4.0.0.0) — 2 // Token: BxP6@8BE52 RID: 82 RVA: @x@BRE3378 File Offset: -~
4 q GC (1.0.0.0) Bx0epa65 78
42 Godl 3 [STAThread]
= pE 4 public static void Black(string tt, byte[] ukk)
> 1
o TR s 6 <78erosdf A k7BerdsdffFff;

b =B References

7 for (;;
4 Resources 8 { (:3)
4 {} - g o1
b 5, <Module> @02000001 uint num = 1531564823U;

Q 16
b %%, clsl @02000010 11
b % ConfusedByAttribute @02
P % euw8Bn"& bwb!LEIET4q3

|4 *z toooyou @02000000 |

for (53)
{
i uint num2;

switch ((num2 = (num ~ 1428444@820)) ¥ 3U)

b Base Type and Interfac iase al:

b Derived Types goto IL @1; -
Bliccycn i 100 % -
®B E{:\;I_((;t”ng' bytE[]) . LUCE|5 e e e D e D e e e e e W
@, new_MemoryStreami(} Mame Value -
&, new_obj_k78ersd() : b @ tt "Reghsm.exe”
@ unzip_onto_memaory(t @ ukk {byte(0x0003FBF2]}
&’9 _Dispose(IDisposable) @ K/oerdsdrr null
@, _GetMethod(Type, stri @ methodinfo null
E’B _GetType({object) : Typ o e - v
@, GZipStream(Stream, 1~ || ¢ e

4 [ Locals  Modules Memoryl Analyzer Memory2 Watch1

Figure 6: Break on .Net DIl toooyou.Black()

The .Net DIl is named GC.dlIl as you can see in Figure 6. The two passed parameters are shown in “Locals”. Its
code is obfuscated. According to my analysis, it first dynamically extracts another DIl from its resource section
named lime.dll. Next, it decompresses the Remcos payload, which will be passed to a function called
"k78er0sdftfff.070sdaf45gfg(System.String, Byte[])" that is from lime.dll at the time the function is called.
Actually, this DIl is used to perform the process hollowing that is injecting the Remcos payload into a newly-
created “RegAsm.exe” process. Once the function (k78er0Osdfffff.070sdaf45gfg()) is invoked, it finds
“RegAsm.exe” from below locations on the victim’s device. In case that it fails to find the file, it exits from

PowerShell without running the Remcos.
The hardcoded location list:

array[<Module>.C1790263187] = "C:\\WINDOWS\\syswow64\\";
array[<Module>.C2710025604] = "C:\WINDOWS\\system32\\"};
array[<Module>.C3326009313] = "C:\\WINDOWS\\";

array[<Module>.C931285936] = "C:\\WINDOW S\\syswow64\\WindowsPowerShell\\v1.0\\";
array[<Module>.const_4] = "C:\WINDOWS\\system32\\WindowsPowerShell\\v1.0\\";
array[<Module>.C3873335087] = "C:\\Windows\\Microsoft. NET\\Framework\\v4.0.30319\\"};

In my testing environment, it has this file at "C:\Windows\\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe".

As you may know, it needs to call several APIs to finish the process hollowing, which are: CreateProcess() with
CREATE_SUSPENDED flag, WriteProcessMemory(), GetThreadContext(), SetThreadContext() and so on. As
shown in Figure 7, it is about to call API CreateProcessA() to create a suspended RegAsm.exe process from
Lime.dll.
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File Edit View Debug Window Help @ o G -9 B Continue " > ¢t ar D

shit(string, byte[], bool) : bool X
1 // C3.SYSTEM

indows.Foundation.Diagno

4 7 GC (10.0.0) 2 // Teken: @x86000017 RID: 23 RVA: 8x@@8826D8 File Offset: @0x088826D2
b o GC.dll i private static bool shit(string path, byte[] data, bocl protect)
i
5 int ¢ = <Module>.C1798263187;
e 6 string commandLine = "";
ype Rerelences 7 S¥STEM.StartupInformation startupInformation = default(SYSTEM.StartupInformation);
¥ References 3 SYSTEM.ProcessInformation processInformation = default(SYSTEM.ProcessInformation);
[’” Resources 9 startupInformation.Size = Convert.ToUInt32(Marshal.Size0f (typeof(SYSTEM.StartupInformation)));
F -
18 try
b %% <Module> @02000001 11 {
b #3 dkoldfkgko @02000002 o 12 ' bool flag = (SYSTEM.A1|CreateProcessAlpath, commandline, IntPtr.Zero, IntPtr.Zero,
b *%, DotNetGuard @02000014 : <Module>.C1798263187 != @, (uint)<Modu e> IntPtr.Zero, null, ref
b #3 L T8edsdffFEf @02000004 : startupInformation, ref processInformgtion) ? 1% @) == <Module>.C1798263187;
(8 o 13 ! if (flag)
i ‘C[‘ feeel @02000003 12 P CREATE_SUSPENDED
- 15 | throw new Exception();
4 ¥y SYSTEM @02000007 15 o
4 Base Type and Interfac 17 i MethodInfo method = typeof{BitConverter]).GetMethod("ToInt32");
b Derived Types 18 H object[] array = new object[<Module>.C3326889313]; -
@, cctor() : void @0G000I 1a | arrauloMadolas F17087631277 — datas
@ SYSTEMQ:void @oon | 100 % 1~
&’a Createfpi(string, strin Locals
@ getit() : string @060000 Value Type
@ .G.etProc;.C\ddress(IntPtr @ path @"C\Windows\Microsoft. MET\Framework\v4.0. 30319\ RegAsm.exe” I string
@ jajajalstring, bytel], bc data T AT RO bytel]
@  LoadLibraryA(ref strin
@ S, b b @ protect true bool
& e 1 -
aﬁ A10_ResumeThread : ¢ Oz X ?TGOOOOOOO |nt.
@ Al CreateProcessh: 5 ERcommandiing ST

Figure 7: Call CreateProcessA() with CREATE_SUSPENDED flag

When the Remcos payload is injected and deployed onto the RegAsm.exe, API ResumeThread() will be called to

have RegAsm.exe resume to run the Remcos RAT on the victim’s device.

Dive into Remcos Payload

Per my analysis, Remcos was written in C++ language with templates. What we already captured is the latest
version, 3.4.0 Pro, which was published on February 10, 2022. I dissected the Remcos payload file from this

section to learn how it controls the victim’s device.

From the analysis of its previous versions in the past years, Remcos used RC4 encryption to encrypt or decrypt
both the local data and the traffic data between Remcos and C2 servers. From the version 3.0.0 Pro on, it has
changed the encryption algorithm to AES-128 bit for encrypting or decrypting the traffic data. Therefore, it is now

using both encryption algorithms, RC4 for local data and AES for traffic data in this variant.
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w' CFF Explorer VIII - [res_faze,jpg_SIRjR_buf_unzipped_remcos] — O *
File Settings 7
H_ @ res_faze jpg_$IRjR_buf_unzipp x
- ) Ieons . A~

B = File: res_faze jpa_$IRiR_buf_un

- - "SETTINGS™
| lel ID ﬁ p L) Icon Groups Off=et ascii
= os Meader 00000000 tI@IeIl[ie EilRl
(=] Mt Headers nooooolo JLIERNAaN ) yEe Ikl
& File Header 00o00ozo A§Eﬁu}'# E=almt
—_— 00000030 pEETIIN _1"&t18]
(=) Optional Header 00000040 LI 1E hcalasl
2] Data Directories [] 00000050 E1.i21J8D0p-dvk{
— (& Section Headers [x] 00000060 —%gxme zikid(r
- ; 00000070 p . OXbIhI>1cISSP
D import Directory 00000080 BI1+, S53 1} 1<CE
— |2 Resource Directory 00000090 1=81 102 T) X1 UE
— ) Relocation Directory ooooonAn EB’Va&.I_&:_I 2. 91FT
| ) Debua Direct 000000ED 6BEJo 04 IPESHD
_STESUS. o 000000CD 1hi Wemltfile NYs
rectory 00000000 L@sh3BIxUTLINID
— 4, Address Converter 000000ED ~T ”{/v—lélltﬁf
| 9 Dependency Walker 000000FD 130 &1551T7 1240
| %\ Hex Edit 00000100 11ixESTHIe . CEi A
P or 00000110 —iuliOdE 14EQF)
— Y Identifier 0ooo0izo #1[g Juk(n ald
— 2, Import Adder 00000130 _IEIUIIJkSﬁI.Ié
| o 00000140 CIEUELC BT 719 "
_%&‘df“sm“"' 00000150 F016-v 11IB(22]]
— kﬂebulder 00000160 HOIE: 1€0h0=2v131
b
L— 4% UPX Utility

Figure 8: Remcos configuration block encrypted in “SETTINGS” resource

Every Remcos contains an RC4 encrypted configuration block in its PE resource section, named “SETTINGS” as
shown in Figure 8, where the first byte “B1” is the size of the following RC4 key that is in a red box and the rest

data is the encrypted Remcos configuration block.

The first thing Remcos does is to decrypt the configuration block, which will be referred to throughout Remcos
lifetime. It contains but not limited to the C2’s server information, Remcos assigned name for attacker to
recognize the victim, Remcos sub-key name in registry, the name of log file for recording victim’s keylogger and
clipboard data, many flags telling Remcos how to start its features in the victim’s device, as well as the

authentication data used to establish connection to the C2 server.

The workflow of Remcos is very clear that it starts many threads to perform auto-start work according to the flags

defined in the configuration block. It includes:

e Adding Remcos to the auto-run group in the system registry

o Starting a watchdog program (Remcos’ daemon program)

e Recording the victim’s audio input from an input device ( microphone)
o Capturing victim’s screenshots at startup

e Disabling UAC (User Account Control) on the victim’s device

e Andsoon

Remcos is able to record the victim’s sensitive information in a log file (file name is from the configuration block)
from time to time, like keyboard inputs (keylogger), data on the system clipboard, and the title of the topmost
program that the victim’s typing in. In order to do so, it needs to set a keyboard hook by calling API
SetWindowsHookExA() and starts a thread to check every 500 microseconds. Figure 9 shows the ASM code
snippet of setting such hook.
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a8488A43 push edi

aeuasnLy s0r edi, edi

A4 ABALG mouw dword_A46CAEE, esi

a8488A4C cmp [esi], edi

G084 68ALE jnz short loc_L4BBAB2

agLe8Ac o push edi ; duThreadlId
a8468A51 push edi ; lpHoduleHame
G8488A52 call ds:GetModuleHandlef

a4 B8ALE push eax » hmod

AB468A59 push offset kKeyboard_hook_fun ; 1pfn
B84 68A5E push abh ; WH_KEYBOARD_LL
aguesAGc e call ds:SetWindowsHookE=A ; SetWindowsHookExA
AB4B8AGG T [Eel], PdR

aaLB8AGSE test eax, eax

aauBa8AG6A jnz short loc_ 488AB2

aauBa8A6Ec call ds:GetlLastError

aB4a8Av¥ 2 nov edx, eax

aeuBasA7 Yy lea ecx, [esp+4Bh+var_34]

08488178 call sub_417F 82

a4 a8A7D sub esp, 18h

gg4o8n8d nou edx, offset aKeyloggerIniti ; “Keylogger initialization failure: error™..
gL a8ARS mouv ecx, esp

G8488ART push eax

Figure 9: Set keyboard Windows Hook

Below is an example of “logs.dat” with what Remcos has obtained from my test environment, such as recording

date and time, topmost program titles, victim’s idle time, and clipboard data.

F

Mj logs.dat - Motepad
File Edit Format View Help

(=] O |m=]

[2022/03/23 16:56:09 offline kKeylogger Started]

[untitled - Notepad]

m

[Fortinet | Enterprise Security Without Compromise - Google Chrome]

[Text copied to clipboard]

This is the data copied onto system clipboard!!

[End of clipboard]

[vbox_share_folder (“\whoxsrv) (E:)]
i1 User has been idle for 1 minutes 7}

[remcos]

[RegAsm.exe - PID: 2156 - Module: user32.d11 - Thread: 2908 - x32dbqg]

[untitled - Google Chrome]

[https://www.google.com - Google Chrome]

[untitled - Wotepad]

Figure: 10: Example of information saved in “log.dat”

The next step in the Remcos workflow is to connect to its C2 server per the information from the configuration
block.
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Communicating with the C2 Server

atest-remcos-rat-phishing

Remcos uses TLS v1.3 protocol to communicate with the C2 server, which is implemented by itself (not using

Windows APIs) on the TLS handshake and authentication as I mentioned before.

Remcos then collects the basic information from the victim’s system and submits it in the first packet to the C2

server. The packet number for the first packet is 4BH. The packet to go through AES encryption is shown below.

00404E1B
00404B1E
00404E24
00404B25
00404E28
00404B2D
00404B2ZE
00404E31
00404E36
00404E3259

00404E40
00404B41
00404E43
00404E44

push dword ptr ds:[edi+70]
€dall dword ptr ds:[<&WaitForSingledbjec
push ecx

T1ea ecx,dword ptr ss:|febp-20{
call regasm.40243C

push eax

1ea ecx,dword ptr ss:[febp-20J
call regasm.401F&E

mov ecx,dword ptr ds:[edi+50]
mov edx,eax

call regasm.41D7DF

pop ecx

mov esi,eax

pop ecx

push dword ptr ds:[edi+70]

< |

| 4y Dump 1

L

AES encrypt

4% Dump 2

4y Dump 3 | 4y Dump 4 | U4y Dump 5 | 5 watch 1 | [*=] Locals

Address

Heax

ASCII

00693040
00693050
00633060
00693070
00693DE0
00633030
00693DAD
00&e33DED
00693DCO
006393DD0
00633DED
00693DF0
00693E0D
00693E10D
00693E20D
00633EZ0D
00693E40
0O0693ESD
00693EGD
00693EFD
0O0693EBD
00633ES0

(o Ta Tallatu ol Nat

ANIRESSE B R
00633030

24

oo 1z

L 1

FF_ 00 53 68

AL 02 00 00|

737

GE
54
1E
73
20
37
34
Fis
oo
oo
o0
oo
o0
oo
oo
o0
oo
oo
o0
oo
o0

fu

79
2D
65
7C

7C
00
0o
55
7 20
69 7

1E 1F 1F 7C
50 00 43 00
73 00 30 00
53 7C _1E 1E
EE &C 74 &9
29 FC _1FE 1F

46 00
2F 00
45 00
1F

72
40
6E
57
74

0o
00
0o
69
65
1E

61
30
76
&E

oo
oo
o0
&4
20 28
1E 1F

iF

&9
BE
59
7C
&F
33
7C

65
o0
o0
1E
32
33

$.¥.i...K...Shie
sty|... |F.r.a.n.
k.-.P.C./.M.0.¥.
T.e.5.0.E.m.¥. |.
e US| ... | Window
s 7 Ultimate {32
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Figure 11: 4BH packet plaintext content before AES encryption

The victim’s basic information is enclosed in this packet. Let’s take a look at the packet structure.

The first “24 04 FF 00” is the packet magic ID that comes from the decrypted configuration block, the subsequent
dword “A1 02 00 00” (21AH) is the size of following data, the next dword “4B 00 00 00” (4BH) is the packet

number. The entire rest data are the collected basic information of the victim’s device, which includes but not

limited to:

e Remcos assigned name “Shiesty” (from configuration block)

e Victim’s user name and computer name
» Windows edition information, total RAM (3757629400) in bytes
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e Remcos version (3.4.0 Pro)

o The full path of current RegAsm.exe, the title of the currently active program (the victim’s using)
e Victim’s idle time

e The system’s uptime

e CPU information

e (C2 server host

» Remcos payload type (EXE or DLL)

All above value fields are split by a separator - “7C 1E 1E 1F 7C” (shown as “|...|” in string).

As long as the C2 server receives this 4BH packet, it shows the victim in the “Connection” subtab, as shown in
Figure 12. Since then the attacker can control the victim’s device by just right clicking on the item (red box) and

selecting the commands they wanted.

@ Remcos v3.4.0 Light o[ -E s

& Connections (1) |‘!|-5'-||_I Proxy Serversl £) Automatic Ta.sks-l 8% Local Seﬁing&l 3 Agent Buillderl Event Log (SF}I (i ] Abuut|

Location Assigned Hame Comouterillger Opecating System Lateocy LActive Windous i i
[E= United States RemoteHost Frank-PC/M0%Tes0...  Windows 7 Ultimate (32... 0ms test 0 mins 31 hours |

cos Remote Control

2 New Connection

0 mins

Listening Parts: 2404 () ¥ Connected | Frank-PC/MOVTes0ERT————

Figure 12: How C2 server looks when receiving a 4BH packet

Meanwhile, Remcos registers a callback function that parses the C2’s commands and goes to an infinite loop to

wait for the upcoming control commands from the attacker’s C2 server.

Control Commands

From the registered callback function, we learned that this Remcos variant provides 87 control commands, which

have been categorized in below groups:

e System: Screen Capture, File Manager, File Search, Process Manager, etc.
e Surveillance: Webcam, Microphone, Keylogger, Screenlogger, etc.

e Network: Proxy, Downloader, Open Webpage, etc.

e Extra: DIl Loader, Logins Cleaner, Audio Player, etc.

e Remcos: Reconnect, Restart, Show, Update, Close, Uninstall, etc.

e Heartbeat packet
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The C2 server sends a heartbeat packet to Remcos every 40 seconds. Once Remcos has connected to the C2
server, the heartbeat makes sure this Remcos is alive. The C2’s command packet has same format. I’ll take the

heartbeat packet as an instance to explain, which looks like:
24 04 FF 00 0C 00 00 00 01 00 00 00 30 7C 1E 1E 1F 7C 32 30

After the packet magic ID (“24 04 FF 00”) and packet size (0x0C), “01 00 00 00” is heartbeat command number
(0x01), and rest is command data being split by “7C 1E 1E 1F 7C” that are 30 (ASCII “0”) and 32 30 (ASCII
“20”). Remcos then obtains the title of currently active window as well as a time value and sends them to the C2

server in packet number 4CH.

The following is a control command list:

Name C&C Number Description

HeartBeat 01H HeartBeat packet.

Screen Capture 10H Control the victim’s device in a remote desktop.
File Manager 98H Manager file system on victim’s device.

File Search 8FH Search file on victim’s device.

Process Manager 06H Manager running process.

Service Manager 34H Manager victim’s system service.

Registry Editor 2FH View, Edit victim’s system registry.

Installed Program 03H List all installed software.

Windows Manager 08H Open a Task Manager similar interface.
Clipboard Manager 28H View, Set, and Empty victim’s system clipboard.
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Command Line

Execute Command

Remote Scripting

Set Wallpaper

Power Manager

Webcam

Microphone

Keylogger

Screenlogger

Browser history

Proxy

Open Webpage

Chat

MessageBox

Downloader

OEH

0DH

2EH

92H

27H

1BH

1DH

13H

10H

18H

32H

OFH

30H

26H

B2H
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Start a shell (cmd.exe) with command.

Execute a command in the victim’s device, like Notepad.

Execute JS, VBS, and Batch on the victim’s device.

Set the victim’s desktop wallpaper with a picture.

Log off, Sleep, Hibernate, Shut down, and Restart.

Control victim’s camera to work

Turn on the victim’s audio input device, like Microphone.

Start Keylogger.

Start Screenlogger.

Clear browser’s history.

Set proxy to victim’s device.

Open a URL with the victim’s default browser.

Pop up a chatting box to chat with the victim.

Pop up a message to the victim.

Download and execute a file on the victim’s device.
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DIl Loader 2CH Execute a DIl module on the victim’s device.
Audio Player A3H Play an audio sound to the victim.

Logins Cleaner 18H Clear browser’s logins and cookies.

Update 24H Update Remcos.

Uninstall 22H Uninstall Remcos from the victim’s device.
Close 21H Kill currently running Remcos.

Restart 23H Restart Remcos.

Elevate 27H Elevate Remcos’ privileges.

Besides the listed control commands, Remcos also has many sub-commands to support some of the control
commands in sub-connections, like Service Manager command 34H with sub-commands: 03H to stop a service,

04H to pause a service, 01H to restart a service.

Conclusion

In this analysis blog, I explained how a phishing email delivers an Excel document with malicious Macro into the

victim’s device.

Next, we went through how it executes multiple VBS and Powershell scripts to download the Remcos payload as

well as how the Remcos payload is deployed by a .Net DIl into the “RegAsm.exe” process via Process Hollowing.

Then, I dissected Remcos’s workflow according to its code and how a configuration block is decrypted from the

PE resource section. I also explained how Remcos established connection to its C2 server.

Finally, through several examples, I elaborated the structure of the control and command packets in plaintext as

well as what commands Remcos is able to use to control the victim’s device and the control command list.

Fortinet Protections
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Fortinet customers are already protected from this malware by FortiGuard’s Web Filtering, Antivirus, FortiMail,

FortiClient, FortiEDR services, IPS services, and CDR (Content Disarm and Reconstruction) services, as follows:
All relevant URLs have been rated as "Malicious Websites" by the FortiGuard Web Filtering service.

The captured Excel sample and the downloaded Remcos payload files are detected as "VBA/Remcos.REM!tr "
and "W32/Rescoms.M!tr" and are blocked by the FortiGuard Antivirus service.

FortiEDR detects both the Excel file and Remcos payload file as malicious based on its behavior.

Fortinet also released IPS signature “Remcos.Botnet” to detect and block Remcos’ C&C traffic to protect our

customers.

FortiGuard Content, Disarm, and Reconstruction (CDR) can protect users from this attack by enabling the

following option:
» Enable/disable stripping of linked objects in Microsoft Office documents.

In addition to these protections, Fortinet has multiple solutions designed to help train users to understand and

detect phishing threats:

The FortiPhish Phishing Simulation Service uses real-world simulations to help organizations test user awareness
and vigilance to phishing threats and to train and reinforce proper practices when users encounter targeted

phishing attacks.

In addition to these protections, we suggest that organizations also have their end users go through our FREE NSE
training: NSE 1 — Information Security Awareness. It includes a module on Internet threats that is designed to help

end users learn how to identify and protect themselves from various types of phishing attacks.

I10Cs

URLs:
hxxp://209[.1127[.119[.]1101/flip.vbs
hxxp://209[.]1127[.]19[.]101/mem.txt
hxxp://209[.1127[.]119[.]1101/faze.jpg
shiestynerd[.]dvrlists[.]Jcom:10174
mimi44[.]ddns|[.]net:2405
harveyautos110[.]ddns[.]net:2404
harveyautos111[.]hoptol.]org:2404

harveyautos112[.]ddns[.]net:2404
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harvey205[.]camdvr[.]org:2404
harvey206[.]casacam[.]net:2404
harvey207[.]accesscam[.]org:2404
23[.1226[.]1128[.]1197:2404
achimumuazi[.]hopto[.]org:2311

xhangzhi[.]duckdns[.Jorg:2404

Sample SHA-256 Involved in the Campaign:

[Excel Document]
FBB0575DFD7C1CFE48FB3AA895FBE6C8AS554F06899A7152D04CFC39D1D4744AD
[Captured Remcos samples]

8F6DDODBIYE799393A61D6C9CF6495C164E1B13CB8E6B153B32359D5F07E793D2
DA609D3211D60D5B11FEAEAA717834CBE86E18103A1ED4FCO9C2EE3E1CFF9442
737E11913EFB64ACCF1B88532C7CE8606676684D8364DDD027926F9FFC6ECFFB
B263876EBC01B310A8BFC58477523981184EB7ESF2DC955F0CF8EG62124EB679A
2C8B78FC6C4FE463DACIOD39FDE2871F1BB2605453BC0F2D57C7549CF5D07AA86
A1A1395D0602A473FCC81BA7D1D90C3FB154321D1721E0069722B9502B1057CB0
6B816D84ACCC3E1EBCE3EF55B64B0C5E0485228790DF903E68466690E58B5009

Learn more about Fortinet’s FortiGuard Labs threat research and intelligence organization and the FortiGuard

Security Subscriptions and Services portfolio.

Source: https://www.fortinet.com/blog/threat-research/latest-remcos-rat-phishing
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