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roughout the last two weeks, the entire cybersecurity community has been riveted by the Colonial Pipeline
ransomware attack. It is one of the most notable attacks on critical infrastructure of the past few years and has

directly and indirectly impacted multiple industries in the U.S economy. Thankfully, operations are up and running

after an approximately week-long outage and reported payment of a $5 million ransom.!

DarkSide, the Ransomware as a Service (RaaS) deployed against Colonial Pipeline, is a good example of similar
malware attacking organizations around the globe. Carefully prepared and deployed, it uses a combination of

techniques to successfully extort its victims.

Nozomi Networks Labs has studied the internals of the DarkSide executable and today we’re sharing our findings
to reveal the techniques used by its machine code in three areas: the selection of victims and files, ensuring
anonymity and anti-detection, and preventing data restoration. We also provide 1oCs and a decryption script to

help you detect DarkSide.

It’s important to remember that the sum of Darkside’s code translates to devastating consequences in the physical
world. We encourage you to understand DarkSide’s techniques to help you assess both your own defenses and

your incident response capabilities.
DarkSide Ransomware: Technical Analysis

Victim Validation

The malware first collects basic information about its victim’s computer systems to learn the details of the

technical environment.

.text:00408BF3 lea eax, [ebp+nSize]
.text:00408BF6 push eax ; nSize
.text:8@408BF7 push [ebp+P] 3 lpBuffer

.text:00408BFA call GetComputerNamel
.text:00408(C80 test eax, eax
.text:00408C02 jnz short loc_408C1C

& ’.

The malware obtains the affected computer’s name.

Page 1 of 12



https://www.nozominetworks.com /blog/colonial-pipeline-ransomware-attack-revealing-how-darkside-works /

a0slLangSUsernam: ; DATA XREF: collect_system_info+l2%o
text "UTF-16LE", ""os":{',@Dh,@Ah
text "UTF-16LE", '"lang":"%s",',@Dh,B8Ah
text "UTF-16LE"™, '"username":"%s","',@Dh,@Ah
text "UTF-16LE™, ""hostname™:"¥s",',@Dh,8Ah
text "UTF-16LE"™, '“domain":"%s",',@Dh,@Ah
text "UTF-16LE™, '"os_type":"windows",',0Dh,0Ah
text "UTF-16LE", '"os_version":"%s",',@Dh,@Ah
text "UTF-16LE™, '""os_arch”:"¥s",',@Dh,@Ah
text "UTF-16LE", '“disks":"%s",',@Dh,®Ah
text "UTF-16LE™, '"id":"%s"',@Dh,08Ah
text “UTF-16LE", '}',0

DarkSide collects the victim’s basic system information.

In addition, it skips victims from certain geographical regions by checking the language used by their systems.

(Notably, DarkSide does not attack systems that use Russian or other Eastern European languages.z)

.text:0040301C lea eax, [ebp+LanguageId]
.text:0048301F push eax 3 Languageld
.text:00403020 call NtQueryInstallUILanguage
.text:00403026 mov esi, dword ptr [ebp+LanguageId]
.text:00403029 lea eax, [ebp+LanguageId]
.text:0048302C push eax ; Languageld
.text:0040302D call NtQueryDefaultUILanguage
.text:00483033 mov edi, dword ptr [ebp+Languageld]
.text:00403036 mov ebx, 1

.text:08483038 shl ebx, @Ah

.text:0040303E xor bl, 1

.text:004083041 shl bl, 4

.text:00403044 xor bl, 9

.text:00403047 cmp bx, si ; ©x419 = 1049 (ru-RU)
.text:0040304A jz short loc_403051

™1
ol s 5

.text:0040304C cmp bx, di
.text:0040384F jnz short loc_483856

]

The ransomware checks if the system language is the one used in CIS countries.
Selection of Files for Encryption

Next, DarkSide determines what files to encrypt. If malware attempts to encrypt all the files available on the
system, it quickly makes the system unusable — and leaves the victim without information on how contact the
attackers. In addition, it takes significantly more time to do the encryption than is needed for the purposes of
executing the attack. DarkSide is particularly selective about what files it encrypts, selecting them mainly by

examining their file directories, file names and file extensions.
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The list of directories, file names and file extensions skipped during the encryption.

Anonymity

To remain anonymous and prevent prompt shutdown, websites for contacting ransomware threat actors are hosted

in the Tor network.

What guarantees?

We value our reputation. If we do not do our work and liabilities, nobody will pay us. This is not in our interests.
All our decryption software is perfectly tested and will decrypt your data. We will also provide support in case of problems.
We guarantee to decrypt one file for free. Go to the site and contact us.

How to get access on website?

Using a TOR browser:

1) Download and install TOR browser from this site: https://torproject.org/

2) Open our website: http://dark24zz onion/WS7MRISCT7YZIUZEABBBYRQLSUTG22)Z9MAHE

A section of DarkSide’s instructions describing how to access the Tor-based website.

Anti-Detection Techniques

To stay under the radar until the victim’s systems are impacted, DarkSide incorporates various commonly used

techniques.
Self-Encryption

Most of the Darkside’s critical strings are encrypted to avoid triggering detection.

xor

add

mov

mov

4[5 mov
51014100 mov

02C5 add

a7 inc

40B11E: 8A8050014100 mov
40B124: FEC2 inc
] 3ea7 xor

dec

jnz

The XOR-based decryption algorithm.

For the same reason, the malware’s main configuration is also encrypted. It is compressed with aPLib, with

individual configuration values encoded with a Base64 algorithm.
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.text:00402C5D lea eax, [ebx+24h]
.text:00402C60@ push eax

.text:00402C61 call
.text:08402C66 mov
.text:00402C69 cmp
.text:00402C6D jz

decrypt_block
[ebpt+decrypted_config block], eax
[ebp+decrypted_config_block], ©
loc_403007

L*I

ol s 5

.text:00402C73
.text: 00402076
.text:80402C7D
.text:00402C7E
.text:00402C30
.text:88482C86
.text:88482C8C
.text:00402C8F
.text:00402C93

lea

push
push
push
call

cmp
jz

eax, [ebx+206h]
eax, ds:@[eax*4]

eax ; Size

8 ; Flags

data ; HeapHandle
RtlAllocateHeap

[ebp+P_config_block_buffer], eax
[ebp+P_config_block_buffer], @
loc_402FF6

T

.text:00402CA4 cmp
.text:80402CA7 jz

.text:00402C99 push
.text:08402C9C push
.text:00402C9F call

[ebp+P_config block buffer]
[ebp+decrypted_config block]
aplib_decompress

eax, OFFFFFFFFh

loc_4@2FES

Decryption and decompression of the configuration block.

debug@51:885C95E6
debug@51:085C95E6
debug@51:085C95E6
debug@51:0085C95E6
debug51:885C95E6
debugB51:085C95E6
debug@51:085C95E6
debug@51:885C95E6
debug@51:085C95E6
debug@51:885C95E6
debug851:885C95E6
debug@51:085C9893
debug®51:885C9893
debug@51:0@5C9893
debug@51:885C9893
debug@51:085C9893
debug@51:085C9893

db
db
db
db
db
db
db
db
db
db

db 'GQAYEAAAAAA',@

alabyaguaywbSag db ' JAByAGUAYWBSAGMAbABLACAAYgBPAGAAAAR JAGEADEBMAGKAZWAUAGBACWBPAAAAT "
' AB3AGkAbgBKAGBAdWE ZACAATgB1AHQAAAAKAHCARQBUAGQADWE SAHMALgB+AHCACW”
" AAAHCABQBUAGQAbWB3AHMAAABhAHAACABKAGEAdABhAAAAYQBWAHAADABPAGMAY(QB "
' @AGKAbWBUACAAZABhAHQAYQAAAG I AbWBVAHQAAABNAGBADWBNAGWAZQAAAGOAbWEE '
" AGKAbABSAGEAAABWAHTAbwBNAHIAYQBtACAAZgBpAGWAZQBzAAAACABYAGEBAZWEYA"
* GEADQAGAGYAaQBSAGUACWAZACEAAAGADYAKQAAAHAACEBVAGCACEBhAGRAZABhAH '
' QAYQAAAHMAEQB ZAHQAZQBtACAAdgBVAGWAJQB tAGUATABpAGAAZgBVAHIADQBhAHQ
' AaQBvAG4AAABBAGBACEAZAGIACEBVAHCACWB1AHIAAAB3AGKADEBKAGBAdWB ZAC4A"
' bwBsAGQAAABPAGAAdAB 1AGWAAAB tAHMADWE JAGEAYWBOAGUAAABWAGUACEBMAGWAD '
'wBnAHMAAABAADYANABKAGIAZWAAAHAAC(B iAGWAaQB JAAAAY(QBSAGWATABLAHMAZQ"
' ByAHMAAABKAGUAZgBhAHUADABOAAAAAAB=",8

aYgblahqabwbyah db 'YQB1AHQAbwEYAHUAbgAUAGKAbEBMAAAAYEBVAGBAdAAUAGKADEBPAAAAYEBVAGSAd '
db 'ABmAGSAbgBBAC4AYEBpAGAAAABIAGBAbWEBBAHMAZQBE JAHQALEBiAGEAaWAAAGQAZQ"
db 'BzAGSAdABVAHAALEBPAGAAaQAAAGKAYWBVAGAAYWBhAGMASABLACAAZABIAAAAbEE "
db 'BAGWAZABYAAAAbEBBAHUACWE LAHIALgBKAGEAdAAAAGAAdABLAHMAZQBYACAAZABR®
db "AHQALgBsAGBATWAAAGAAdAB1AHMAZQBYAC4AaQBUAGKAAABBAGEADQBAGTACWAUA"®

Base64-encoded configuration values in the malware.

Dynamic API Resolution

WinAPIs are the standard way programs interact with the Windows operating system to access certain

functionality, including file and network operations. Therefore, use of these interfaces quickly reveals the actual

purpose of the malware to security systems.
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To prevent detection, DarkSide does not immediately have all the APIs used available in the import table, as
legitimate executables do. Instead, it resolves them dynamically before using them, some by hashed names and

some by encrypted names.

; LoadlLibrary
3 kernel32
_by hash ; LoadlLibrary

tProcAddress

RtlAllocateHeap

ve_aPI_by_hane

SetFileAttributesW

, offset LookupAccountSidw
resolve_API by name

) GetDC
resolve_API by name

»

The dynamic WinAPI resolution used by DarkSide.

Preventing Data Restoration

If system administrators could quickly and easily restore the affected data without paying money to criminals,
ransomware attacks would not succeed. The authors of DarkSide incorporate multiple techniques to ensure

ransom is paid.
Dealing with Backups

Ransomware makes sure that standard backup solutions are unusable on the targeted machines. Windows has a
feature called Shadow Copy aimed at dealing with such situations. It allows the creation of backup copies of
computer files so they can be restored when needed. The main limitation of this approach is that the backup files
are stored on the same system as the original files. If malware compromises the system, the backup files are

readily deleted.
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loc_4846D9:

push offset akgl ; "WQL"

call decrypt_block

mov [ebp+P], eax

push offset aSelectFromWin3 ; "SELECT * FROM Win32_ShadowCopy"
call decrypt_block

mov [ebpt+var_C], eax

The commands used to get a list of Shadow Copy backups.

In addition, the malware can search for backups by name:

’ 7 #

L

lull 4 =
push [ebp+P]
call find backups

test eax, eax
jz short loc_486E7@

ol d) =

push [ebp+P]
call recursive_delete

The ransomware’s search for and deletion of backups.

Finally, DarkSide attempts to disable various backup solutions, searching for them by name.

yss sql svc$ memt hos veeam backup GxVss GxBlr GxFWD GxCVD GxCIMgr

The list of services to terminate from the embedded configuration.

Page 6 of 12



https://www.nozominetworks.com /blog/colonial-pipeline-ransomware-attack-revealing-how-darkside-works /

loc_404913:
push dword ptr [edi]

call prepare_next_backup service name
test eax, eax
jz short loc_404969

ol s =

push 10020h ; dwDesiredAccess
push dword ptr [edi] ; lpServiceName
push [ebp+hSCManager] ; hSCManager
call OpenServiceW

mov [ebp+hService], eax
[ebp+hService], ©

short loc_404969

i es =

push 1Ch

push o

lea eax, [ebp+ServiceStatus]

push eax

call memset

add esp, @Ch

lea eax, [ebp+ServiceStatus]

push eax ; lpServiceStatus
push SERVICE_CONTROL_STOP ; dwControl
push [ebp+hService] ; hService

call ControlService

push [ebpt+hService] ; hService

call DeleteService

push [ebp+hService] ; hSCObject

call CloseServiceHandle

The process DarkSide uses to stop and delete backup-related services.

Correct Use of Symmetric and Asymmetric Encryption

Many first generations of ransomware lacked proper encryption, which made it possible for victims to recover
files on their systems for free. Unfortunately, those days are long gone, and modern malware families do not

repeat this mistake.

The main difference now is that symmetric encryption has been enhanced with focused use of asymmetric
encryption. The former uses the same secret key for both encrypting and decrypting the data, therefore

intercepting it is enough to restore access to the data.
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On the other hand, asymmetric encryption uses a notion of private and public keys. While the encryption is done
using a public key, the decryption is impossible without a private key. DarkSide malware implements this

functionality properly by only embedding the public key in the malware and keeping the private key confidential.

The main disadvantage of asymmetric encryption over symmetric is the encryption speed. To get the best of both
worlds, the authors of DarkSide encrypt victims’ files using a symmetric encryption algorithm (Salsa20 with a

custom matrix) and then encrypt the corresponding symmetric keys with their asymmetric public key (RSA-1024).

— Yy

Ll it 55

.text:00404D6F

.text:00404D6F loc_404D6F:
.text:88404D6F mov eax, [edi]
.text:88404D071 mov ebx, [edi+18h]
.text:88404D074 mov ecx, [edi+2@h]
.text:00404D77 mov edx, [edi+38h]
.text:00404D7A mov esi, eax
.text:00404D7C add esi, edx
.text:00404D7E rol esi, 7
.text:00404D81 xor ebx, esi
.text:00404D83 mov esi, ebx
.text:00404D85 add esi, eax
.text:00404D87 rol esi, 9
.text:00404D8A xor ecx, esi
.text:00404D8C mov esi, ecx
.text:00404D8E add esi, ebx
.text:00404D90 rol esi, @Dh
.text:00404D93 xor edx, esi
.text:00404D95 mov esi, edx
.text:00404D97 add esi, ecx
.text:00404D99 rol esi, 12h
.text:00404D9C xor eax, esi
.text:00404D9E mov [edi], eax

= mnrde s ARARANARA e Fads 11ak1 o S

The symmetric Salsa20 encryption algorithm with a custom matrix.

DarkSide Demonstrates Modern Ransomware Techniques

DarkSide is just one example of a modern ransomware family that combines multiple time-tested techniques to
achieve its goal. It also highlights the effectiveness of the RaaS model, which is gaining in popularity. With this

model, multiple parties are involved in each attack, with a division of effort that plays to the strengths of each

party.
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With RaaS, experienced malware writers focus on the development of the core ransomware code, leaving
deployment to affiliates who specialize in gaining access to the networks of targeted organizations. In the case of

DarkSide, it is estimated that their more than 40 victims have paid $90 million in total bitcoin, with $15.5 million

going to the development group and $74.7 million going to its affiliates.’

We hope that this technical analysis of DarkSide helps you better understand ransomware techniques and evaluate
your own defenses and incident response capabilities. And, to help you detect DarkSide, IoCs and a script for

decrypting embedded strings is provided at the end of this article.

It goes without saying that using network monitoring tools that help you detect unusual behavior and activity early
in the malware kill chain gives you the best chance to contain ransomware before the final payload is executed.

Such tools also provide actionable forensic information, as well as logs and pcaps, to assist with a timely response.
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I0Cs

e 0a0c225f0e5ee941a79f2b7701f1285e4975a2859eb4d025d96d9e366e81abb9
e baroquetees|.]Jcom

e rumahsia[.]Jcom
Script

Here is an IDAPython script to decrypt embedded strings, it requires the cursor to stay at the decryption routine:

# Author: Nozomi Networks Labs

import idautils

import idaapi

import idc

import struct

def is_utf16_heur(string):
counter = @

for val in string:
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if val == '"\x00":
counter += 1
if counter/float(len(string)) > 0.4:
return True
return False
def chunks(lst, n):
for i in range(@, len(lst), n):
yield lst[i:i + n]
def decrypt_block(enc_string, key_matrix):
dec_string = []
for enc_block in chunks(list(enc_string), 255):
temp_key_matrix = key_matrix.copy()
bl = @

for i in range(len(enc_block)):

bl = (bl +temp_key_matrix[i+1]) & OxFF
al = temp_key_matrix[i+1]
ch = temp_key_matrix[bl]

temp_key_matrix[bl] = al
temp_key_matrix[i+1] = ch
al = (al+ ch) & OxFF
al= temp_key_matrix[al]
enc_block[i]= enc_block[i] " al
dec_string += enc_block
dec_string = ''.join(map(lambda x: chr(x), dec_string))
return dec_string

def guess_encoding(dec_string):
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utf16_flag = False
if is_utf16_heur(dec_string):
try:
dec_string_print =dec_string.encode('latin-1").decode( 'utf-16le")
idc.set_inf_attr(INF_STRTYPE,STRTYPE_C_16)
utf16_flag = True
except Exception as e:
pass
if not utf16_flag:
dec_string_print = dec_string
idc.set_inf_attr(INF_STRTYPE, STRTYPE_C)
# dec_string_print = dec_string_print.replace('\r",'\\r').replace('\n', "\\n")
return dec_string_print
def decrypt_all(enc_func, key_matrix):
for ref in idautils.CodeRefsTo(enc_func, True):
arg_addr = idc.prev_head(ref)
if idc.print_insn_mnem(arg_addr) == 'push':
enc_string_addr =idc.get_operand_value(arg_addr, 0)
if enc_string_addr ==

print('Warning:wrong address of the encrypted string at %x: %x' % (arg_addr,

enc_string_addr))
continue
enc_string_size =struct.unpack('<I', idc.get_bytes(enc_string_addr-4, 4))[0]
if enc_string_size <@xFFFF:
enc_string =idc.get_bytes(enc_string_addr, enc_string_size)

else:
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print('Warning:excessively long encrypted string at %x - %x' % (arg_addr,

enc_string_addr))
exit(1)
dec_string =decrypt_block(enc_string, key_matrix)
dec_string_print =quess_encoding(dec_string)
print('%x: %s' %(enc_string_addr, dec_string_print))
idaapi.patch_bytes(enc_string_addr, dec_string.encode('latin-1"))
idc.create_strlit(enc_string_addr, enc_string_addr+enc_string_size)
else:
print('Warning: non-standardargument at %x: %x' % (ref, arg_addr))
print('Start decryption')
with open('c:\\work\\key_matrix.bin', 'rb') as fi:
key_matrix = list(fi.read())
decrypt_all(idc.get_screen_ea(), key_matrix)

print('Done!")

Source: https://www.nozominetworks.com/blog/colonial-pipeline-ransomware-attack-revealing-how-darkside-works/
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