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2 Tool: TinyTurla-NG

TinyTurla-NG

Names TinyTurla Next Generation
TTNG

Category Malware

Type Backdoor

(Talos) Talos assesses with high confidence that TinyTurla-NG, just like TinyTurla, is a small
Description ~ “last chance” backdoor that is left behind to be used when all other unauthorized

access/backdoor mechanisms have failed or been detected on the infected systems.

<https://blog.talosintelligence.com/tinyturla-next-generation/>

Information  <https://blog.talosintelligence.com/tinyturla-ng-tooling-and-c2/>

<https://blog.talosintelligence.com/tinyturla-full-kill-chain/>

Last change to this tool card: 22 April 2024

Download this tool card in JSON format

All groups using tool TinyTurla-NG

Changed Name Country Observed

APT groups

Turla, Waterbug, Venomous Bear [ 1996-2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e8510354-6d1d-493b-9037-a4f5cf5c4bba
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