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1590318292|932|080027D50FB0O | DESKTOP-1783225C: \Users\Public\Pictures\Sample Pictures\Chrysanthemum.jp
C:\Users\Public\Pictures\Sample Pictures\Desert.jpg: OK.
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Pictures\desktop.ini: OK.
Pictures\Hydrangeas.jpg: OK.
Pictures\Jellyfish.jpg: OK.
Pictures\Koala.jpg: OK.
Pictures\Lighthouse.jpg: OK.
Pictures\Penguins.jpg: OK.
Pictures\Tulips.jpg: OK.

ransom, keylog v FIZDWT (., R THERL TWAN—2 3> TERFEREA->THY), a7
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1590318292|932|080027D50FBO | DESKTOP-1783225Not available
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loc_119A@:

lea eax, [ebp+var_B4]
mov [ebp+var_B4], 'mmoc’
push eax

lea eax, [ebp+var_38]
mov [ebp+var_B@], 'dna’
push eax

mov ecx, ebx

mowv [ebp+var_54], 'sl°
mov [ebp+var_BC], 'dnes’
mov [ebp+var B8], @

mov [ebp+var_C4], 'vcer'
mov [ebp+var_Ce], @

mov [ebp+var_8C], 'omem’
mov [ebp+var_88], ‘yr’
mov [ebp+var 94], 'llik’
mov [ebp+var_9@], @

mov [ebp+var_58], 'tac’
mov [ebp+var_68], 'dc’
mov [ebp+var 6C], 'mr’
mov [ebp+var_7@], 'rev’
mov [ebp+var_9C], 'nirp’
mov [ebp+var_98], 't
mov [ebp+var_A4], ‘snar’
mov [ebp+var_A8], 'mo’
mov [ebp+var_AC], 'lyek’
mov [ebp+var_AB], 'go’
call sub_1645

test al, al

jz loc_122A2

K2:av>Fn—8
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else if ( (unsigned __int8)aa_EqualsCommand(&recv_command, ransom) )

1
strcpy(var_23C, "Not available™);
az_SetDataToSend(var 23C, @);

else if ( (unsigned  int8)as EqualsCommand(&recv command, keylog) )

1
strepy(vll?, "Not available™};

aa_SetDataToSend(v1l?, @);

¥

else

1 o .
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mov esi, eax
test esi, esi
jz short loc_27BA
|
Ll s
mov cl, [esi+data.xor_key]
xor [esi+data.aes_encrypted_size[@]], cl
Xor [esit+data.aes_encrypted_size[1]], cl
Xor [esi+data.aes_encrypted_size[2]], cl
Xor [esi+data.aes_encrypted size[3]], <l
test [esi+data.aes_encrypted_size[@]], ©Fh
jnz short loc_27A5
=
|m0v ecx, [ebptarg_8]

K] 6 : XORDULIEHD

LROEEIZL 5T, BAETIZABA LZHTTPPOST!) TR fDTF— X A5BST 21— NAEH (ZEME
LK > TWbEe., UFIZXIGLI-a— FO—3AacE&E L £ 9.

from Crypto.Cipher import AES
from baseb4 import urlsafe_bb4decode
from binascii import a2b_hex

def decypt_lodeinfo_data(enc_data: str, key: bytes, iv: bytes) -> bytes:
header_b64 = enc_data[:0x1C]
header = urlsafe_b64decode(header_b64.replace(".", "="))

## decode with base64

postdata_size = int.from_bytes(header[0x10:0x14], byteorder="1ittle")
postdata_b64 = enc_data[@x1C:0x1C+postdata_size]

postdata = urlsafe_b64decode(postdata_b64.replace(".", "="))

## decrypt with AES

cipher = AES.new(key, AES.MODE_CBC, iv)

xor_key = postdata[0x34]

decrypt_size = int.from_bytes([b " xor_key for b in postdata[@x30:0x34]],byteorder="1ittle")
dec_data = cipher.decrypt(postdata[@x35:0x35+decrypt_size])

## remove junk bytes
junk_size = dec_data[-1]

dec_data = dec_data[:decrypt_size-junk_size]

return dec_data

encrypted_data = "njgGCEgbkXQIgexSrDm307QAAADUSiTM6x0P8ResYAybhHoRx9W-Ulw_ealn9gIEjvsZzqQXG8vn3QYolfi
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KEY = a2b_hex("7306ED96A7D75BAB94CAF15AAFOAIEGT690FOE3QOFEA9135764C206580DF2970" )
IV = a2b_hex("D5C5376805264812B3ED83BE4AGT4ATA")

decrypted_data = decypt_lodeinfo_data(encrypted_data, KEY ,IV)

print("Decrypted Data: ", bytes.hex(decrypted_data))
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e 65433fd59c87acb8d55ea4f90a47e07fea86222795d015fe03fba18717700849 (v0.3.6)
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e 1cc809788663e6491fced2c758ca3e52e35177b83c6f3d1b3ab0d319a350d77d (v0.3.2)

Appendix B B{54
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e 172.105.232.89
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e www.amebaoor.net
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