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The authorized_keys file in SSH specifies the SSH keys that can be used for logging into the user account for

which the file is configured. It is a highly important configuration file, as it configures permanent access using

SSH keys and needs proper management.

The default configuration in most SSH implementations allows users to deploy new authorized keys for
themselves and anyone they like. Such access is permanent, and may bypass privileged access management

systems.

Self-provisioning is anathema to identity and access management and having a controlled access provisioning and

termination process, as required by most cybersecurity laws and regulations.

When organizations deploy a formal process for managing access using SSH keys, one of the first steps is usually

lock-down, basically moving the authorized_keys files to root-owned locations, which prevents self-

provisioning for normal users.

Configuring Authorized_keys
How to configure authorized keys depends on the SSH implementation.

e How to configure authorized keys for Tectia SSH (Windows, Unix, Linux, z/OS)

e How to configure authorized keys for OpenSSH (Unix, Linux)

Tectia SSH comes with support service that frequently helps customers in SSH key management. OpenSSH offers

no support services.
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Universal SSH Key
Manager®

Get the risks of SSH key
management under control.

Automating Management of Authorized Keys

Managing authorized_keys files manually is costly and error-prone. We had a customer with a 15-person
dedicated team for manually installing SSH keys. Another customer estimated having 200 system administrators
who spend 10% of their time setting up SSH keys. Automating the process can save a lot of money and eliminate

outages due to human errors.

Furthermore, SSH keys grant access and having that access under control is required by laws and regulations such
as HIPAA for the health care industry, Sarbanes-Oxley for all US public companies, PCI DSS for credit card
processing, and FISMA/NIST SP 800-53 for US federal government agencies. It is also included in the US

Cybersecurity Framework for critical infrastructure companies.

The leading solution is PrivX SSH Key Manager.

General information on managing SSH keys can be found on the SSH key management page.
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Tectia® SSH
Client/Server

Enterprise-level secure remote access
and SSH tunneling with 24/7 support.

Tectia SSH Authorizations File

1:192.168.91.128 Tectia - SSH Terminal = | B S |

File Edit View Window Help
SQ L=l LG

[3 Quick Connect [ Profies

[test@flocalhost .ssh2]$ cat authorization =
K2y id rsa 2048.pub

Options allow-from="10\.1\.10\.1"

Key 1id dsa 2048.pub

Options allow-from="192\.168\.3\.2"

Key root_aix.pub

Options command="dd if=/dev/hda", no-port-forwarding, no-xll-forwarding

Key test_solaris.pub

deny-from="50\.32\.40\.34"

Key test_linux.pub

environment="SHELL=/bin/bash”

Key test_aix.pub

Options allow-from="10\.15\.200\.1", command="/usr/bin/1s", no-xll-forwarding
[test@localhost .s3sh2]& .

Connected to 192.168.91.128 80x16

Tectia SSH authorized_keys File
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[test@localhost .3sh]$ cat authorized_keys -

command="/usr/bin/date” ssh-rsa AAARAB3NzaClyc2EAARABIWAAAQEAWGEtpQ2efXlaQb+1RLO+
Lr4ukvIWBYYTEAY4TG+zPngmDKHEMRtUEg3pEeqfTatdZPh7CXBSeNpRugXDbQoCSsFBiHOtklrrBbe/
Sp3f1fbGTexkET7ePMMBuQ8wgSMjozhy8halhdOpyiGOzI66YFFVv3X8pUMv3IMRxy297PSKYDHXH4F7m
DM+Rg4R/50YCLijrFYIrcxslXg7zoNeyaWNyrSr4pdekIE4trjTt3gPhPg3vmXbYNiJLaQNxWu3Y42u3rX
UjwKI+mhJYPamPG2v17AfIggzZ0lih2bhfDIYKiERAYbK6dgradLfoYoXWWaS00USaFR7fméBindoQgz
nw== test@linux

environment="PATH=/bin:/usr/bin/"™ ssh-rsa AAAAB3NzaClycZEAAAABIWAAAQEAqmpxXrTivp
Px2Rhrl1IeYBjoPR3Jp/bOfHgX1L903KIM0scfy4WPCR+U9AGjAyeE+hER6écpeP3daCKqFk0UG]S73kws
NoinkWLepuSehgTsT7MISKESPRDZBUE9S+ZmEEACjk3elxNTD+Pc9rpnv02TQNBYSz5B8eVDEjkodlSZ
9PeaKéx4c4viinIbJ2XaXQ9CEEEPGTXqZLt4DU35Ey1ztyAzVEC/ ZzEbh4GCacZ PuMNp+cmKy9Ux8Z04tF
DTuGIB/0/0llae0Swyj0ssXxVIXQeAeBKXXRN2U65GHAi0tSVPrtOyClxtcevicRInsxoT4yKSJkgqnOuyY
A6vpg3oQlIiQ== test@linux2

from="10.0.0.2, *.example.com”,no-X11-forwarding ssh-rsa AARAR3NzaClyc2EAAAARIwWAA
AQEAsSHj+dNSQgKALQCMi49p/ct JaKpEANXKTEWGY0/gJSOVIGEyy+gnzn+jk9xb03vngxF4K2rUYKzdP
igiFr4ywyTDVKdiBjOlAZOhjGPjqgdemYkXnH6PACA+0/BNq9A9yugD/252tGSM2q9JrhDPOHSKrJzHE2
oyrPXeX+nalbckP39ZhgrDDKBHU31+/xugzizF5GaWkDe TWVYKxKoPxaebfFGQ251P6XnwYqg/26RBily
wMJjzb3MI1PfrclWrMhkStHIBJf+FSbMDCeqbuéS5Jjkn/+ASuvRHNM2dfw+YYSulCaNXakNNZmLx£QAJ
yIe201HZuziOu/e7V50d3LBmCQ== tester@aix2

ssh-rsa AARABR3NzaClyc2EARAABIWARAQFAC3ZIW4TJ1+6z7I90uL8PxEaytVAOTwg3IyGgRjgsLyxm
q73T0CrbsdlD7PsnHgEpx1t0aS4kMkPcDivuTI2E9YKlyzpzzylibVMBO4mc2QCQSSTVECFdi 1VXvwgKp
£Gp5/UNo5Hk7d6FHOFeYi/4EvIpZkujUJdefl/Fh9/LstLRjIZoUQKvGDIzFpcNgQRjUx/AS1vaKsGuU95
3A1lhda06xRgEL703NX141VxX1wHb259nUCtgClhKeNuciRPxRqtFj304jQBv3cklCnWzRtKp9mHK4EHs
Ook53vs5/0eI+£03z6MiVIPWOUNCCcOTXEADQ/ cyrpBmveDknoaHQSVXEI0Q== root@aix2

ssh-rsa ARARAB3NzaClyc2EARAABIWAAAQEAIsSRmju7EFmWWIGEZD]QOxASg4 MMT 3No6kMbVXQZXS4Q
nydXBFYjDSiLnTISSDinfS7EIL1bgiD7TMZIMQ6YT1jO0yNCs00]Fj9INMUORi1S4dRD1pECckKXaVOwZ+IF2yH
gMjfitTAsErN4kaBztQ2wBhD/rvevGaocgjdD78gb2ESBWAPLbPANSQZ/ vEWIy1lneMXYKAN31IrC4VndnT
kaSBthqEWVgrszOleVkKNnmsHmrBaJ8M424dGClddc01024HESSIOB3WhY6CIlqu+7pfxaVHJsN
+0081z6v1WmWISgOt+WB0C4qgqVxrP7GhxCrU3XgDanGwsln5jXLedZsMQ== root@solaris
ssh-rsa AAAABR3NzaClyc2EARARAARIWAAAQEAYUH3dsfKv513TDniXogqrnxxuRkEWb1 PxoadxSRpEA7Gu
OxmLAOPsWAHo7GeSt3vImeoMUFIncZXrnfMg9Tuu7 I+mPuYviAvKvMcMvoBTVwpj xB0+kwegJzW7FqQZY
FhhooazW+41V9qlEkedhedAD+ehBsb/rBf jkw7nLHYtFsJ3aUzZ2ZUumxUahga JKXXmQhgrbodr OVAMK
JrUaiP9S5js2tnlsif/KWsdwkBodw97BZzDnWuXc9LySNCy9fhyEuSL1yGltwFgasGWtGSzTNmoPy47Iua
XQIp5xu65LxBBHKWTBkT02zWgwlm305K) zYY6+G9pdaTeywC5aAh0VgSYw== test@solaris
ssh-rsa ARAAB3NzaClyc2EARRABIWARAQFASaB4lime]jqScEwnRgPMXXmBv+DJIZYXHBOPQBYJBOGked |
qriqxiWzY3/GesCd3Z3NFHIPSDAUFXy1RkrMOTQGAPJRt kuvEoQ2XL1U2uHvG/HsDNWAIQ/SI7Q7E2Zhh |~
ZgI4mUoL9b08xAcKD7IKdgttQ/Mpt6FYKrwI454NQr05he4066hXzsL/X/U3835/UoC92Z31Nj92zZadd il

Connected to 192.168.91.128 | 8371 | | [ [ 4
e = = = — |

Source: https://www.ssh.com/ssh/authorized_keys/
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