A Detailed Analysis
of The LockBit
Ransomware

Prepared by: Vlad Pasca, LIFARS, LLC
Date: 02/14/2022

www.LIFARS.com

info@lifars.com

I ! FA RS ©2022 SecurityScorecard Inc.

” 244 Fifth Avenue, Suite 2035,
a {8} SecurityScorecard company

New York, NY 10001

1.212.222.7061



mailto:info@lifars.com

Table of Contents

Executive Summary 2
Analysis and Findings 2
Thread activity - sub_4DF310 function 10
Thread activity — sub_4C3430 function 14
Thread activity - sub_4A2ECO function 19
Thread activity - sub_45C960 function 28
Thread activity - sub_497060 function 34
Thread activity - sub_49E730 function 39
Printing ransom notes 44
LockBit Wallpaper Setup 46
Extract and save the HTA ransom note to Desktop 52
Indicators of Compromise 59
REGISEIY KEYS ..ot s s bbb bbb bbbttt sttt 59
FIIES CrEATEM oottt bbb bbb bbb A AR bnsbsesbnsensbnse st 59
PrOCESSES SPAWNE ...ttt bbb bbbttt b bbbttt 59
IMIUTEX ettt eea e e e e bbb et st et es 60
LOCKBIT 2.0 EXEENSION ...ttt asssssssss bbb bbb bbb ent s 60
LOCKBIT 2.0 RANSOM NOTE ..ottt ssss bbb bbb bbb bbb bbb bbb bbb sns 60
Appendix 61
LiSt Of ProCeSsSES L0 08 KillE ...ttt bbb bbb 61
LiST O SEIVICES 10O 108 STOPPEU ...ttt ol

LI F ARS WwWw.LIFARS.com | 1

a l?. SecurityScorecard company



Executive Summary

LockBit 2.0 ransomware is one of the most active families in the wild and pretends to implement
the fastest encryption algorithms using multithreading with 1/O completion ports. The malware
doesn’t encrypt systems from CIS countries and can perform UAC bypass on older Windows
versions if running with insufficient privileges. A hidden window that logs different actions
performed by LockBit is created and might be activated using the Shift+F1 shortcut. The
ransomware mounts all hidden volumes and stops a list of targeted processes and services. The
malware generates a pair of ECC (Curve25519) session keys, with the private key being encrypted
using a hard-coded ECC public key and stored in the registry. The binary deletes all Volume
Shadow Copies using vssadmin and clears the Windows security application and system logs.
LockBit obtains a list of physical printers used to print multiple ransom notes. The encrypted files
have the “lockbit” extension, and only the first 4KB of the file will be encrypted using the AES
algorithm. A unigue AES key is generated for each file, encrypted using the session ECC public
key, and stored in each encrypted file.

Master ECC private key

(unknown)
A __ Encrypted using Master ECC public key
LockBit 2.0 Master ECC public key N { Session ECC private key (storedin 6ach encrypied fie)
g — y Pai
encryption (hard-coded) Session ECC public key
Generate AES keys ___ Encrypted using Session ECC public key
(per'flle bas|s) (stored in each encrypted file)

Analysis and Findings
SHA256: 9feed0c7fa8c1d32390e1c168051267df61fl1b048ec62aa5b8e66f60e8083af

The malware verifies whether it's being debugged by checking the NtGlobalFlag field from the
PEB (process environment block). If the debugger is detected, the process jumps to an infinite
loop:

.TEXTIVYABIFYY Var_siL= XWWWOra pTr -Ziun
.text:004BFF90 var_20C= dword ptr -20Ch
.text:@04BFF90 var_208= byte ptr -208h
.text:004BFF90

.text:@@4BFFIQ push  ebp

.text:@04BFFI1 mov ebp, esp
.text:004BFF93 and esp, OFFFFFFFGh
.text:@04BFFI6 mov eax, large fs:3eh
.text:084BFFIC sub esp, 48eh

.text:@Q4BFFA2 test byte ptr [eax+68h], 7h
.text:@@4BFFA6 push  esi
.text:004BFFA7 push  edi

.text:@@4BFFAS jz short loc_4BFFB2
g T 1
i ) =]
.text:004BFFAA nop word ptr [eaxteax+0eh]| .text
text
text
text
text
text
text
text
text
text
text
text
text
text
text
text
text
.text
Jtext
p——
MZE ol
.text:004BFFB@ Jtex
.text:004BFFBO loc_dBFFBB: Ltex
.text:0@4BFFBO jmp short loc_4BFFBO Jtex
J Jtex

Figure 1
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The encrypted strings are stored as stack strings and will be decrypted using the XOR operator.
An example of a decryption algorithm is shown in figure 2, along with the decrypted DLL name:

, - . g ammem e — - . -
FF— e C7 83 24 E8 00 00 00 20 00/MOV dword ptr ss:[esp+esl,20 2050 "
e | 004BFFBD 33 F6 xor esi,esi esi:iEn
® || 004BFFBF C6 84 24 EC 00 00 00 47 mov byte ptr ss:fesp+ECy,47 47:'G’
e 004 Cc7 C6 84 24 ED 00 00 00 44 mov byte ptr ss:gesp+tEDJ,44 44:'D'
e || 004BFFCF C6 84 24 EE 00 00 00 49 mov byte ptr ss:gesp+EEF, 49 49:'1’
e || 0048FFD7 C6 84 24 EF 00 00 00 50 mov byte ptr ss:fesp+EF},s0 s0:'pP'
e || 004BFFDF C6 84 24 FO 00 00 00 4C mov byte ptr ss:gesp+FoJ,4C 4C:'L’
L f 7 C6 84 24 F1 00 00 00 55 mov byte ptr ss:fesp+F13,55 ss: 'y’
L F C6 84 24 F2 00 00 00 53 mov byte ptr ss:fesp+F23,53 53:'Ss’'
° C6 84 24 F3 00 00 00 OE mov byte ptr ss:fesp+F3j,E
. C6 84 24 F4 00 00 00 44 mov byte ptr ss:fesp+F4aj}, 44 44:'D'
e | 004c0007 C6 84 24 F5 00 00 00 4C mov byte ptr ss:fesp+F5§,4C 4C3°L
¢ | 004C000F C6 84 24 F6 00 00 00 4C mov byte ptr ss:fesp+F6],4C 4c:'L’
e (| 004c0017 8A 84 24 EC 00 00 00 mov al,byte ptr ss:fesp+eCl
e[| ooscooi1e C6 84 24 F7 00 00 00 00 mov byte ptr ss:fesp+F7§,0
004C0026 66 66 OF 1F 84 00 00 00 00| nop word ptr ds:[eax+eax],ax
004C0030 8A 94 34 EC 00 00 00 mov d1,byte ptr ss:[esp+esi+ec]
004C0037 88 84 24 E8 00 00 00 mov eax,dword ptr ss:fesp+eEs)
004C003E OF BE C8 movsx ecx,al ecx:En
004C0041 OF BE C2 movsx eax,dl
004C0044 33 C8 XOor ecx,eax ecx:En
004C0046 88 8C 34 EC 00 00 00 mov byte ptr ss:fespresi+ecy,cl
004C0040 46 inc esi esi:En
004CO04E 83 FE 08B cmp esi,B esi:En
004C0051| ~ 72 DD jb lockbit. 4C0030
004C0053 Al 1C 08 4F 00 mov eax,dword ptr ds:[4F081C]
004C0058 C6 84 24 F7 00 00 00 00 mov byte ptr ss:fesp+F7§,0
004C0060 85 CO test eax,eax
004C0062| v 75 OA jne Tockbit.4CO06E
004C0064 E8 A7 19 F5 FF Jockbit.411A10
Address | Hex ASCII
0019FBEO |20 00 00 00|67 64 69 70]6C 75 73 2E|64 6C 6C 00| ... plus.dii.

Figure 2

The binary implements the API hashing technique to hide the API functions used. As we can see
below, the malware computes a 4-byte hash value and compares it with a hard-coded one
(OXA3EGF6C3 in this case):

.text:00411A30
.text:00411A30 loc_411A3@:
.text:@0411A30 movzx edx, word ptr [edi+2Ch]
.text:090411A34 xor esi, esi
.text:00411A36 mov eax, [edi+3eh]
.text:@0411A39 xor ebx, ebx
Ltext:00411A38 shr edx, 1
.text:00411A3D mov [ebp+var_4], 811C9DCSh
.text:00411A44 lea ecx, [eax+edx*2]
+text:00411A47 cmp eax, ecx
.text:00411A49 cmova  edx, esi
.text:00411A4C mov [ebp+var_C], edx
Ltext:00411A4F test edx, edx
Ltext:88411A51 jz short loc_411A87
I 1
L
=
.text:00411A53 mov edi, edx|
———%
ol s =
text:08411A55
text:@8411A55 loc_411A55:
text:08411A55 mov dl, [eax]
text:00411A57 lea eax, [eax+2]
text:@8411A5A movsx esi, dl
text:00411A5D sub dl, 41h ; A’
.text:00411A60 mov ecx, esi
.text:00411A62 or ecx, 26h
.text:08411A65 cmp dl, 19h
.text:00411A68 cmova ecx, esi
text:0@411A68 inc ebx
text:@@411A6C xor ecx, [ebp+var_4]
text:00411A6F imul ecx, 100e193h
.text:0@411A75 mov [ebptvar_4], ecx
.text:08411A78 cmp ebx, edi
text:08411A7A jnz short loc_411AS5
—lfj
ol s 5
.text:08411A7C mov edi, [ebp+var_8]
.text:00411A7F cmp ecx, @A3E6F6C3h
.text:08411A85 jz short loc_411AA2

Figure 3

The malicious executable loads multiple DLLs into the address space of the process using the
LoadLibraryA API:
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plus.
004BFF90 <lockbit.EntryPoint>
: 004BFF90 <lockbit.EntryPoint>
: [espsc] 76FE0000 ntd11.76FE0000

: [esp+10] 00000942

= e I T e o e 001578+ | "gdipTus.d11

+TEXT:004C008F Tockbit. exe: SCOOSF #BF48F

Figure 4

The following DLLs have been loaded: "gdiplus.dll", "ws2_32.dll", "shell32.dll", "advapi32.dll",
"user32.dll", "ole32dll", "netapi32.dll", "gpeditdll', "oleaut32.dll", "shlwapidll', "msvcrt.dll",

"activeds.dll", "mpr.dll', "bcryptdll", "crypt32.dll', "iphlpapidll", "wtsapi32.dll', "win32u.dll",
"Comdlg32.dll", "cryptbase.dll", "combase.dll", "Winspool.drv".

GetSystemDefaultUlLanguage is utilized to retrieve the language identifier for the system default
Ul language of the OS. The return value is compared with multiple identifiers that correspond to
CIS countries (LockBit doesn’t encrypt these systems):

e w s =
- aa. e . ERICIION 0048790 | lockbit.Entrypoine
Figure 5
.text:00498300 mov ecx, 42Ch
.text:08498305 movix eax, ax
.text:00498308 mov [ebp+var_10], 82Ch
.text:0049830F lea edx, [ecx-1]
.text:0e498312 lea ebx, [ecx-9]
.text:00498315 lea esi, [ecx+@8h)
.text:00498318 lea edi, [ecx-@ah]
.text:0@498318 cmp ax, word ptr [ebp+var_1e]
.text:0049831F jz short loc_49838E
J
=]
.text:00498321 cmp ax, cx
.text:00498324 jz short loc_49B38E
] ‘J
=
.text:00498326 cmp ax, dx
.text:00498329 j:z short loc_49B38E
— ] fJ
=
.text:00498328 cmp ax, bx
.text:0049B32E jz short loc_49B38E
[ 'J
=
.text:2e498330 cmp ax, si
.text:00498333 jz short loc_49B38E

41{

.text:00498335 mov ecx, 43Fh
.text:0049B33A cmp ax, cx
.text:0049833D jz short loc_49B38E
=
.text:0049833F mov ecx, 448h
.text:00498344 cmp ax, cx
.text:00498347 jz short loc_49B38E
Figure 6

The following language identifiers have been found:
e 0x82c - Azerbaijani (Cyrillic)
e Ox42c - Azerbaijani (Latin)

e Ox42b - Armenian
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e Ox423 - Belarusian

e 0Ox437 - Georgian

e Ox43F — Kazakh

e Ox440 - Kyrgyz

e 0Ox819 - Russian (Moldova)
e Ox419 - Russian

o Ox428-Tajik

o Ox442-Turkmen

o 0Ox843 - Uzbek (Cyrillic)
o Ox443 - Uzbek (Latin)
e Ox422 - Ukrainian

The GetUserDefaultUlLanguage routine extracts the language identifier for the user Ul language
for the current user. The extracted value is compared with the same identifiers from above:

NI | eax

|eax:Ge v =i
5 | Default (stocal) v [s_[2]0] urlock
1: [esp 90 <lockbit.EntryPoint>

2: [espr4] 00000008

3: [espss] 00223000

3: les; 00000000

.TEXT:004985F3 Tockbit.exe:$985F3 #9A9F3 St es?»‘w] 0000082C

. | Mla o Mlia - M~ . Mlia__- | BBwli. s e RIS 0048FF50 | Tockbit. EntryPoint

kernel32.GetuserDefaultulLanguage> (76A75580.

Figure 7

The NtQuerySystemInformation function is utilized to retrieve the number of processors in the
system (Ox0 = SystemBasiclnformation):

6A 00 push 0 X87sStatusword 0000

.
. 6A 2C push 2C X87SW_B 0 Xx875W.C3 0 x87sw.C2 O
. 68 70 BA 4F 00 push Wacw; """ X87SW.C1 O X87SW.CO O X87SW.ES O
. 6A 00 | X87SW_SF O X87SW_P 0 Xx875wW_U o
. E8 D9 21 FS FF g} 10Ckb1! 413200 [ issctenaon

|EF—e FF DO e po—
® e T

| eax=<ntd11.NtQuerySystemInformation> (7704EAED)

.Text:004C10F7 lockbit.exe: SC10F7 #CO4F7

Wourp1  §oump2  EHDump3  $houmps  Woumos @ watchi  xeltocls P struct
ess | Hex _|ascir ]

Figure 8

The binary opens a handle to the current process (0x60000 = WRITE_DAC | READ_CONTROL):

. 50 push eax = iz eax:Nt X87rS 00000000000000000000 STS Empty 0.00000000¢
. 80 84 24 6 02 00 00 Tea eax,dword ptr_ss:fesps2 eax:Nt X87r6 3FFF8000000000000000 ST6 EMPTY 1.00000000¢
. 24 00 02 00 00 00 uomovhanord ptr ss: x87r7 000000 ST7 Empty 0.00000000¢
. | push eax eax:Nt
0 24 34 | 1ea eax,dword ptr ss:fesp+3sl) eax:iNt 7 FFFI
® g‘ 32 o 00:00_00 3"‘°Vh°‘g"’”’ ptr ss:fespr34y,0 ::72%0;6(5”:)«) X87TW_1 3 (Empty)
K 0 push 6000 = o
i | push eax RS X87TW._2 3 (Empty)  X87TW.3 3 (Empty)
- 24 C4 00 00 00 00 0Oimov dword ptr . 0 X87TW_4 3 (Empty) x87TW.S 3 (Empty)
. 24 30 01 00 00 00 0Ol mov dword ptr X87TW_6 3 (Empty) X87TW.7 3 (Empty)
. 84 24 34 01 00 00 OG mov word ptr s
. 24 78 02 00 00 18 OO mov dword ptr x87statusword 0000
° 84 24 7C 02 00 00 |movups xmmword 2 Xmmo X87SW_B O X87SW.C3 0 X87SW.C2 O
. 24 8C 02 00 00 00 00/ mov dword ptr X87SW_C1 O X87SW.CO O X87SW_ES O
- 24 68 02 00 00 00 00l mov_dword ptr Sp X87SW_SF O X87SW_P O X87SW.U O
- 7E F6 FF |$; lo:km: lZGFDO i | ceammTa o
@ e eax. st v |
. TS i Sy | Default (stdcal) v ||s 13 [J Unlods
N 1: fesp; 5F824
| eax=<ntd11.NTOpenProcess> (7704E9E0) €sp+3] 00060000
e3hic] Ooiarbac "(\F
es| 1 SN
. TEXT:004C1184 10CkbDIT.exe:$C1184 #C0584 S “g.m] 004BFF90_ So(km( EntryPoint>
$Woump1  Soump2  @Hourp3  Wourp4  Woues @ watchi  belloclls st O0I9PAzE, 00080000
' OO19FAFO | 0013FD60
AR e e o | ~ | B015FAFS| 0015FD4C | " Cne

Figure 9
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The GetSecuritylnfo API is utilized to retrieve a pointer to the DACL in the returned security
descriptor (0x6 = SE_KERNEL_OBJECT, Ox4 = DACL_SECURITY_INFORMATION):

XD/ IW_& 3 \EmpLy) AS/IW_3 3 \umpLy)
| x87Tw_4 3 (Empty) x87TW_S 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B 0O x87SW.C3 O x87Sw.C2 O
X87SW_C1 0O x87SW.CO O X87SW_ES O
X87SW_SF O XxB7SW_P 0 X87SW.U O

v (s {0 unod

>® | 004C11CD

004C11CF

push 0

gush 0

ea eax,dword ptr ss:fesp+2043
push eax

24 04 02 00 00

222935822
288 88

~

v [

+TEXT:004C11ES Tockbit.exe: $C11ES #COSES
@oump1  @Noump2  WHDump3  WDumps  WWDumpS @ warhi  bellocals ) Stuct

0019FCF4 00 00 00 00|25 00 00 00|61 64 76 61]70 69 33 32 dvapisz
00 00 00 00|59 00 00 DO|6E 65 74 61 neta

0019FD
0019FD14|70 69 33 32 (2E €4 €C 6CI00 00 FE 7615 00 00 00|pi32.dil.
0019FD24|61 63 74 69(76€ 65 64 73|25 €4 €C €C|00 00 00 00|activeds.

Figure 10

RtlAllocateAndInitializeSid is used to allocate and initialize a SID (security identifier) structure:

003C11F6

push eax eax:RT
push o x87Tagword FFFF
X87TW_0 3 (Empty) X87TW_1 3 (Empty)
X87TW_2 3 (Empty) X87TW_3 3 (Empty)
X87TW_4 3 (Empty) X87TW_S 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B O Xx87SW.C3 0O Xx87SW.C2 O
X875W_C1 0 Xx87SW.CO O XxB7SW_ES 0
XB87SW_SF O X87SW_P 0 x87Sw_uU o

gush o
24 34 01 00 0O euhen.mrd ptr ss:fesprissl)
push 1

push eax
7E F6 FF Tockbit.4290C0

T T 5 ' ) v |[s 1210 unlock

5598222220008
8> 2888888888

Sesssssenssee

Figure 11

The file extracts the ACL size information via a function call to RtlQuerylnformationAcl (0Ox2 =
AclSizelnformation):

h 2

pu:" C x875tatusword 0000

g‘e'n eax,dword ptr ss:fespr264) X87SW_B O XB87SW.C3 0 x87SW.C2 O

push eax 5 X87SW.C1 0 x87SW.CO O X87SW_ES O

push dword ptr ss:fespr208] F 0 X87SW.P 0 x87SW.U O
lockbit. 429180 -

4 24 64 02 00 00

004C122C 4 24 08 02 00 00
004C1233 8 7F F6 FF

+TexT:004C1238 lockbit.exe: SC1238 #C0638
Wowp1  Hoump2  Woumo3  WWoump4

Figure 12

The executable allocates memory by calling the ZwAllocateVirtualMemory routine (0x3000 =
MEM_COMMIT | MEM_RESERVE, Ox4 = PAGE_READWRITE). It's also important to mention that
LockBit frees memory previously allocated using ZwFreeVirtualMemory:

push 4

AVr Iy v AmmeNy s AV Tmes o Ly
?ush 3000 X87TW_6 3 (Empty)  X87TW.7? 3 (Empty)

x, dwor r ss: +2¢]
e il Nespr2c x875tatusword 0000
gush 0 X87SW_B O X87SW.C3 O X87SW.C2 O
ea ecx,dword ptr ss:fesp+28] X87SW_C1 0 x87SW_CO O X87SW_ES O
pu:: e X87SW_SF O XS7SW_P O X87SWU O

.Text:004BACAS lockbit.exe: SBACAS #BADAS
WWoump1  Poump2  Woump3  WNDump4

¢ oump 5

Figure 13
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The RtlCreateAcl function is utilized to create and initialize an access control list (Ox4 =
ACL_REVISION_DS):

X87SW_B O x87SW.C3 0 x87SwW.C2 O
X875W.C1 O X87SW.CO 0O X87SW_ES O
XB7SW_SF O X87SW_P O X87SW.U ©

o oosc1266

57
€8 21 81 F6 FF Tockbit. 429390

esp+4 0000007.
Gans ' QBFFSO Tockbit. Ei 1
ner: n
. TeXT:004C126F lockbit.exe: SC126F #CO66F esm ogo4ssno<<?:<kb§t eﬁ:!"o f‘l)

@oump1  @Hoump2  WDump3  WeDump4  WWoumps @ wathi  Iellocals ) st

Figure 14

The RtIAddAccessDeniedAce routine is used to add an access-denied access control entry (ACE)
to the ACL created earlier (Ox4 = ACL_REVISION_DS, 0x1 = FILE_READ_DATA):

push dword ptr ss:fesp+s4) X8/STATUSWOra uuvy
push 1

X87SW_B O XB7SW.C3 0 X87SW.C2 O
xc7sw_cxo XE7ULO O XBISLES O
0 Xx87SW_U 0

....... s ,“Dm

i s
esp+4] 00000004
esp+8] 00000001
esprC] 0255E590
10] 004BFF90 <lockbit.EntryPoint>

FF B84 24 84 00 00 0O
6A 01

6A 04
57

E8 F6 81 F6 FF

. TEXT:004C128A 10CKDIT. exe: SC128A #CO68A
Woup1  WHoump2  WWDump3  UMDumps  WWoumps @ watch1  belloclls ) Stct

Figure 15

The malicious file obtains a pointer to the first ACE in the ACL via a function call to RtIGetAce:

¢ X87SW_B O XB7SW.C3 0 X87SW.C2 O
push esi xl79!_£1 0 X87SW.CO 0O X87SW_ES O

FF B4 24 04 02 00 00 push dword ptr ss lespozoll 4 o stn_p 0 X87SW_U

E8 BO 82 F6 FF lockbit

0048FF90 <lockbit.EntryPoint:
. TEXT:004C12C0O Tockbit.exe:$C12CO #CO6CO p+10. oouFFso<<lockMt En!!’ oin! ’

Woump2  Woump3  WWDumps  EWDumps 8 watch1

0015FA72| 0048FF0 | Tockbit. EntryPoint

nniseses lanseeean | Tasinir Earsioaiar

Figure 16

The process adds an ACE to the ACL previously created using RtlAddAce (0Ox4 =
ACL_REVISION_DS):

wsh eax
push ecx
Dush FFF::FFF

Xx87Statusword 0000
X87SW_B 0O xB87SW.C3 0 x87sw.C2 O

X87SW_C1 0 x87SW.CO O XB7SW_ES 0O
57 D sh SF 0 XB7SW_P 0 x87SWw.U O
E8 83 83 F6 FF Iockblt 429660 i A

-

esp+8] FEFFFFFF
espsC] 0253FFF4
esp+10] 00000018

. TEXT:004C1200 lockbit.exe:$C1200 #COE0D
@oump2  @SDutp3  WYoumps  WWDumps @ wetch1  Ixellocals ) Strct

Figure 17

LockBit sets the DACL of the current process to the ACL modified earlier by calling the
SetSecuritylnfo API (Ox6 = SE_KERNEL_OBJECT, Ox4 = DACL_SECURITY_INFORMATION):
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004C1319 3 > T XB/IW_6 5 (=mpTy)
004C1318

004C131C x875tatusword 0000

004C131E X87SW_B O X87SW.C3 0 x87SW.C2 0
004C1320 X87SW.C1 O x87SW.CO 0 Xx87SW_ES O
004C1322 06 6 X87SW_SF O X87SW.P 0 X87SW.U O
004c1324 74 24 44 push dword ptr ss:fesp+44]

S o - [ 210 s

X8/IW_/ 5 (EmMpTY)

.TEXT:004C1328 10CkbiT.exe: C1328 #C0728
@oump1  WWoump2  HDump3  UMDumpd  WMoumpS @D watchi  ieellocals ) Stt

DO19FAF S| 004BFF90 | 10ckbit.EntryPoint
0019FAFC | 004BFF90 | Tockbit.EntryPoint
! 00197804
043F0070 [ FEHE oo Bl anvacanal ca5e7a7h

Figure 18

The malware modifies the hard error mode in a way that some error types are not displayed to
the wuser (OxC = ProcessDefaultHardErrorMode, Ox7 = SEM_FAILCRITICALERRORS |
SEM_NOGPFAULTERRORBOX | SEM_NOALIGNMENTFAULTEXCEPT):

XS/IW_6 3 (EMPTY)  XE/IW_/ 3 (EMPTY)

04 push 4

84 24 50 02 00 O g:a eax,dword ptr ss:fesps2509

84 24 50 02 00 00 07 OO{mov dword ptr ss:fesp+250F,7 x875tatusword 0000

push eax X87SW.C3 0 x87sw.C2 0O

push C (¢ XB7SW.CO O Xx87SW_ES O

: X87SW_P 0 X87SW.U O
Tockbit. 429840 il e

-3

.TEXT:004C1398 lockbit.exe:$C1398 #CO798
$S0ump1  Woump2 HDump3 $Dump4

Figure 19

The ransomware enables the SeTakeOwnershipPrivilege privilege in the current process token
(Ox9 = SeTakeOwnershipPrivilege):

x87statusword 0000

X87SW_B O Xx87SW.C3 0 x875w.C2 ©

X87SW_C1 0 x87SW.CO O X87SW_ES 0O
7' o 7SW_P 0 x87Sw.u 0

REFan | larkhir Farrupaine

Figure 20

LockBit decrypts a list of processes and services that will be stopped during the infection (the
entire list can be found in the appendix):

04460000|77 78 53 65 xServer ,wxserve
04460010(72 56 69 65 rview,sqlmangr ,R
0446002041 67 75 69 A?ui.supervise.c
04460030| 25 _6C 74 75 ulture,Defwatch,
04460040(77 69 GE 77 winword,QBw32,Q8
04460050 DBMgr ,gbupdate,a
04460060 2C 68 74 74 x1bridge,httpd,f
04460070 (64 _6C 61 75 dlauncher ,MsDtSr
04460080 33 36 30 73 vr,java,360se,36
04460090 74 6F 72 2C|77 64 73 77|66 73 odoctor ,wdswfsaf
044600A0 88 6F 73 74|2C 47 44 73|63 61 e,fdhost,GDscan,
04460080 6F G6E 67 46|61 GE 67 59|75 2C ZhubDongFangYu,Q8
044600C0 72 4E 2C 6D (22 73 71 6C |64 2C 41 75 |DBMQrN,mysqld,Au
04460000 73 6B 44 65|73 6B 74 6F|70 41 70 70| todeskDesktopApp
044600E0 63 77|65 62 62 72|6F 77 73 65|72 2C 43 72| ,acwebbrowser,Cr
044600F0 74 69|76 65 20 43|6C 6F 75 64|2C 41 64 6F|eative Cloud,Ado
04460100 20 44|65 73 6B 74|6F 70 20 53|65 72 76 69|be Desktop Servi
04460110 2C 43|6F 72 65 53|79 6E 63 2C |41 64 6F 62|ce,CoreSync,Adob
04460120 43 45|46 2C 48 65|6C 70 65 72|2C 6E 6F 64|e CEF,Helper,nod

Figure 21
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04460000 72 61 70|70 65 72 2C|44 65 66 57|61 74 63 68| Wrapper,Defwatch
04460010 (2C 63 63 45|76 74 4D 67|72 2C 63 63|53 65 74 4D|,CCEVIMQr,ccSetM
04460020 (67 72 2C 53|61 76 52 6F|61 6D 2C 53|71 6C 73 65|gQr,SavRoam,sqlse
04460030(72 76 72 2C|73 71 6C 61|67 65 GE 74|2C 73 71 6&C rvr.sq‘la?ent,sq'l
04460040 |61 64 68 6C |70 2C 43 75|6C 73 65 72 adhlip,culserver,

04460050 73 73 71 6C 62 RTVscan,sqlbrows
04460060 53 48 4C 50 2¢C er ,SQLADHLP,QBID
04460070 76 69 63 65|2C _49 GE 74 PService,Intuit.
04460080 6B 42 G6F GF|6B 73 2E 46 QuickBooks.FCS,Q

04460090 SE _GE 69 74|6F 72 53 65 BCFMonitorservic
044600A0 2276 2C 74 e, msmdsrv,tomca
04460080 61 t6,zhudongfangyu
044600C0 61 ,vmware-usbarbit
04460000 72 ator 64, vmware-co
044600E0 72 nverter,dbsrvi2,
044600F0 4C dbengs,MSSQL $MIC
04460100 2C ROSOFT##WID ,MSSQ
04460110 30 LSVEEAMSQL2012,S
04460120 41 QLAgent SVEEAMSQL

Figure 22

The malware calls the ZwOpenProcessToken API in order to open the access token associated
with the current process (0x8 = TOKEN_QUERY):

00488156
00488157
00488159
00488158
00488161

50
6A 08

push eax XB/STATUSWOr G UUUL
X87SW_B O x87SW.C3 0 x87sw.C2 O
X87SW_C1 O xXB87SW.CO 0O XxB87SW_ES O

7SW_SF O X87SW_P 0 X87SwW_U o

push &

push FFEFFFFF

mov nordkgtr s5:febp-28],500
Tockbit. 411130

6A FF
66 C7 45 DS 00 05
E8 CA SF FS FF

+Text:00488166 lockbit.exe:$BB166 #BASGE 0. 033500003

Woep1  oump2  WHoump3  Woumpd

Pellocals 4 Stuct

& watch 1

Figure 23

GetTokenlInformation is utilized to extract the user account of the token (Ox1 = TokenUser):

push ecx

?ush 5C

ea ecx,dword ptr ss:febp-s0)
h ecx

x87Statusword 0000

X87SW_B O x87SW.C3 0O x87SWw.C2 O
XB87SW_C1 O Xx87SW.CO 0O Xx87SW_ES O
0 Xx87SwW_U o

. Text:004BB2A9 lockbit.exe:$BB2A9 #BAGAY

WWoump1  @oump2  Woump3  WWoumpd  ENoumpS

Figure 24

The AllocateAndInitializeSid routine is used to allocate and initialize a security identifier (SID) with
a single subauthority:

H e oosss41a 51 push ecx x87Tagword FFFF
: fscasts : % a:: o X87TW.0 3 (Empty) X87TW.1 3 (Empty)
H o] 00483410 6A 00 push 0 X87TW.2 3 (Empty) X87TW.3 3 (Empty)
H o] 0ossssrr A 00 push 0 X87TW_4 3 (EmpTy)  x87TW.5 3 (Empty)
H o 00488421 6A 00 push 0 X87TW_6 3 (Empty) X87TW.7 3 (Empty)
H e | 00488423 6A 00 push o
' o] 0ossB32s 6A 00 push 0 x87Statusword 0000
: o | 00488427 6A 12 push 12 X87SW_B O X87SW_C3 0 X87SW.C2 O
! e 00488429 6A 01 eush 1 X87SW_C1 O XB7SW_CO O X87SW_ES O
H e jo04B8428 8D 4D D4 ea ecx,dword ptr ss:febp-2c) X87SW_SF 0 XB7SW_P 0 XB7SW_U o
' o 0048B42E 51 push ecx

™ 4884 FF DO 3

My——— ]

.TEXT:004BB42F lockbit.exe: SBB42F #BAS2F

Woump1  $Epoump2 WhDump3  WHoump4  $WDumps @ watchi  frellocals ) Struct

0019FAC4 [100 00 00 00|00 05 00 00]2% 00 00 00|12 00 00 00|%..

Figure 25

The executable compares two security identifier (SID) values using the EqualSid API:
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0048856E
00488571

FF 75 EC push dword ptr ss:febp-1 XB7SW_SF O X87SW_P 0 Xx87SW.U 0O
push dword ptr ss:febp-3 T

.Text: 00488574 lockbit.exe: $BB574 #8A974

@Woump1  Hoump2  Woump3  $Dump4

% bump 5

Figure 26

There is a recurrent function call to GlobalMemoryStatusEx that retrieves information about the
current usage of both physical and virtual memory:

043F0000

00223000
10] SE1FB3ES

diba o dE. o ama

Figure 27

LockBit creates a new thread using the CreateThread API, which will run the sub_4DF310
function:

push ecx
pu x87Statusword 0000
push dword ptr ss:febp-1 X87SW_B 0O x87SW.C3 0 x87Sw.C2 O
push dword ptr ss:febp-1C X87SW.C1 0 x87SW.CO 0 Xx87SW_ES O
wsng X87SW_SF O X87SW_P O X87SW.U O
pus o - - -—-

. TeXt:004BA74A lockbit.exe: SBAT4A #BIBSA

Woump1  $oump2  WNDump3  YNDump4

bellocals 5 Struct

¥4 bump 5

& watch 1

Figure 28

ZwSetInformationThread is used to hide the thread from our debugger however, the x32dbg’s
plugin called ScyllaHide can circumvent its effect (Ox11 = HideThreadFrombDebugger):

push o X¥/>TATUSWOra UUUU

push o XB7SW_B O x87SW.C3 0 x87sw.C2 O
push 11 X87SW_C1 O xB87SW.CO 0O XxB7SW_ES O
push esi XB7SW_SF 0 XB87SW_P 0 Xx87Sw_U o

1ockbit. 4154F0
v |[s_[$10] unods

.Text:004BA766 lockbit.exe: SBA766 #B9I866

Dumpl  Yoump2 YEoump3  Woump4

ellocls 4 stuct

WWoumps & wath1

Figure 29

Thread activity - sub_4DF310 function

The shutdown priority for the current process relative to other processes in the system is set to O,
which means that it's set to be the last process to be shut down:

[ ] x87Sw_SF 0 x87SW_P O X87SW_U

00000000

0040F310 1oCkbit.0040F310

0040F310 Tockbit.0040F310
00000000

.TEXT:004DF447 Tockbit.exe: SOF447 #DES4T
Il!lDunvl Wbump2 W%Dump3  WMDumps  WeDumps @ watchi  Iellocas ) St

Figure 30
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GetSystemDirectoryW is utilized to retrieve the path of the system directory:

sh 104
ea ecx,dword ptr ss:fespr043
push ecx

X87SW.C1 0 X87SW.CO O X87SW_ES O
0 X87SW.U O

LTeXT:004C3A27 10CKbIT. exe: SC3A27 #C2€27
Woump1  GNoump2  Hoump3  YMDumpd  ¥Woumps @ wathi  Iellocals  # stuct

Figure 31

The process creates an activation context and activates it using the CreateActCtxW and
ActivateActCtx routines:

. TEXT:004C3EAS T0ckDIT.exe: SC3EAS #C32A8

P50l $Npump2  WNDump3  EHDump4

oellocals ) Struct

% Dump 5

05C3FD10[20 0
05C3FD20

ncraerer lann217ea | rarura A nnn217Ea feam nnna17an

Figure 32

X87SW_C1 0 X87SW.CO O Xx87SW_ES O
X87SW_SF O x87SW_P O Xx87SW.U O

B

push eax

v

esp+4] OSC3FDi
esp+8] 017CCBA2
esp+C] 76460000 kernel32.76A60000
esp+10] 00000000

.Text:004C3EAB lockbit.exe: SC3EAB #C32A8

oump!  Noump2 WDump3  WeDump4  WDumps @ watch:  bellocals ) Stuct

Figure 33

The binary registers and initializes specific common control window classes using the
InitCommonControls API:

espr4] 76A60000 kernels2.76A60000

esp+s’
+ . esp+C] 000317F8 &"nfow"
. TeXt:004C4307 lockbit.exe:$C43D7 #C3707 esp+10] 000002AA

| P e e e e U B G R e S L P

Figure 34

GdiplusStartup is used to initialize Windows GDI+:

X87SW_B O X87SW.C3 0 X87SW.C2 O
X87SW.C1 O X87SW.CO 0O X87SW_ES O
XB7SW_SF O Xx87SW_P 0 Xx87SW.u O

sh 0
g“ﬂ ecx,dword ptr ss:fespr34)
push ecx
push lockbit.4FsFFO

Fh— =

.TEXT:0040E9S3 Tockbit.exe:SDEIS3 #D0OS3 o;ﬁc&zoo kernel32.76A60000

Woup1  @Hoump2 Hoump3  $Woump4  $WDumps leellocals & Struct

Figure 35

The malicious file initializes the COM library on the current thread:

- fesp+a] 017C

ewn} 76A60000 Kernel32.76A60000
e5p+C] 00000000

$: 1esprio}

| PP e e e e S (o D ¢ Yo

Figure 36

The GetVersion routine is used to retrieve the operating system version:
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Figure 37

CreateStreamOnHGlobal is utilized to create a stream object that uses an HGLOBAL memory
handle to store the content:

] X87SW.C1 0 XB7SW.CO 1 XB7SW.ES O
| xs7sw_SF 0 x87SW_P 1 x87SWU O

00000001
05C3FFO4
. TeXT:004DED3D TOCkbit.exe: SDED3D #DE130 0] 0;2:%0 kernel32.76A60000

Woump1  @oump2  WHDump3  WDumpd  WHDumps @ watchi  ellocals 2 Stuct

Figure 38

The stream content is modified, and the process uses the GdipCreateBitmapFromStream
function to create a Bitmap object based on the stream:

68 CC 8F 4F 00
FF 74 24 10

push lockbit.4FSFCC [ XB87SW_SF 0O X87Sw_P 1 x87SWw_.U O
push dword ptr ss:[fe: l e e

gg:cc TockbiT. 004FBFCC
P+C]_76A60000 kernel32.76460000
10] 00000000

el Locals ;’SM 05 F s c | Tockbit. 004E8FCC

Figure 39

The malware loads the standard arrow cursor resource via a function call to LoadCursorW
(Ox7FO00 = IDC_ARROW):

o

X87SW_SF O Xx87SW_P O Xx87SW_U
b

2|

00007F00

017CCBA2

P+C] 76A60000 kernel32.76A60000
10] 00000000

. TEXT:004C479E TockDIT.exe: $SC479E #C3B9E
Woump!  WHoump2 UWOump3  Woumpd  Noumps @ watch:  bellocals 7 stuct

Figure 40

GdipAlloc is utilized to allocate memory for a Windows GDI+ object:

T R T PR
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

gusn dword ptr :s:!ebﬂ-xﬂ
ea eax,dword ptr ds:[eax-ecx 2]
movzx ecx,word ptr ds:[eax-esi]
mov eax,dword ptr ds:[edx+1C] x875tatusword 4000
X87SW_B O X87SW.C3 1 X87SW.C2 O
X87SW.C1 O X87SW.CO O x87SW_ES 0

X87SW_SF O X87SW_P 0 Xx87SW.U O

Defat (stdcal) <[5 12100 triock

lea eax,dword ptr ds:[leax+ecx'd]
mov eax,dword ptr ds:[eaxsesi]

add eax,esi
mov_dword ptr ds:[<&GdipAlloc>],eax

76830000 combase.76830000
0] 76830000 combase.76830000

e~ o i e lia e e . dlie . el e S

Figure 41

There is another call to GdipCreateBitmapFromStream followed by a call to GdipDisposelmage,
which releases resources used by the Image object:

OOF1CESA
esp+8] 0SCB2BSS
esp+C) 76830000 combase.76830000
€5p+10] 05C3FDA4

+TEXT: 00414854 TockDitT.exe:$1A854 #19C54

WA | dllia A e s M. A, M e L P

Figure 42
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LockBit registers a window class called “LockBit_2_0_Ransom” using the RegisterClasseExW API:

017CCBAZ
76460000 kernel32.76A60000
00000000

Figure 43

CreateWindowExW is used to create a window called "LockBit 2.0 Ransom" that will track the
progress of the ransomware, such as the identified drives and different logs:

o] ooscs3c? 6A 00 push 0 X87r7 00000000000000000000 ST7 Empty 0.0000000000
o] 004C53CO FF 74 24 28 ?“"‘ dword ptr ss:Qesp+25)

| 0oscs3co 8D 8C 24 88 00 00 00 ea ecx,dword ptr ss:‘espvasl x87Tagword FFFF

o] 004cs304 6A 00 push 0 X87TW_0 3 (Empty) x87TW_1 3 (Empty)

3 ggngg : % 3"«3 o X87TW.2 3 (Empty)  X87TW.3 3 (Empty)

ofooicsi0a| €8 00 00 00 80 push 80000000 XSTTN:4: 3 (ENpLY),, 'X67TWE. 3. /(EmpLy)

locactane oA 00 Push 0 || x877w_6 3 (empty) x87TW_7 3 (Empty)

® ] 004CS3EL 68 00 00 00 80 push

] 004C53E6 68 00 00 CF 00 push CFD000 x87statusword 4000

. 51 push ecx ecx:L"Loc | X87SW_B O x87SW.C3 1 X87SW.C2 O

. 80 8C 24 F4 00 00 00 ea ecx,dword ptr ss:fesprra] . X87SW_C1 O X87SW_CO O X87SW_ES O

e M pushiecx ecx:iL"Loc | x87SW_SF O X87SW_P O X87SW_U O

>4 - "F D G v [ ——

* | < I Pl ) T e o

esp+4] OSC3FEBC L°LOCKB1T_2_0_Ransom”
esp+8] 0SC3FE7O L"LOCKBIT 2.0 Ransom”
. Text:004CS3F6 T0ckbit. exe: SCSIFE #CATFE bl et et

Wouro1  YSoump2 WDump3  oump4  UHDumps

05C3FEBC

LAVAR
8888
8228579
888888
Rug8Y
8f88888
PR
88888
ISRERNANS
188888888
888aRY
£888888
58388u%
5888888

v
88

8

188888888

I8R8ERARY

|

|
|
il
il

N
)
)
)
i
R
l

:

Figure 44
The new window is hidden using the ShowWindow routine (OxO = SW_HIDE):

004C5624 6A 00
004C5626 FF 35 00 88 4F 00

pu::o d R XBTSW_SF O X87SW_P 1 X87SW_U

4] 00000000
017CCBA2
P+C1 76A60000 kernel32.76A60000
10] 00000000

. TEXT:004C562C TockbitT. exe: SCS62C #C4A2C
Woump1  $Hoump2  WSDump3  WNDump4  Woumps @D wach1  Irellocals ) stuct

Figure 45

The UpdateWindow function is utilized to update the client area of the specified window by
sending a WM_PAINT message to the window:

push dword ptr ds:[4F8800

FF 35 00 88 4F 00

017CCBA2
76A60000 kernel32.76A60000

<TEXTI004C5776 10ckDIT. exe:$C5776 #C4676 0] 7506A900 user32.7506A%00

e R A T e T A e T A G ST e L S
Figure 46

The process creates a new thread by calling the CreateThread function:

x87Statusword 4020

X87SW_B 0 X87SW.C3 1 x87SWC2 O

X87SW_C1 O x87SW.CO O XxB87SW_ES O
X87SW_SF 0 X87SW_P 1 X87SW.U 0

v (s 2100 unod

4] 00000000
004C3430 Tockbit.004C3430
00000000

Figure 47
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LockBit defines a Shift+F1 hot key for the new window that can be used to unhide it (0x70 = VK_F1,
Ox4 = MOD_SHIFT):

X87SW_8 O Xx87S5W.C3 1 x87SwC2 O
| XB7SW_C1 0 xB87SW.CO O x87SW_ES O
[ | xs7sw_sf 0 xs7swP 1 x87SW.U O

00000004
. TEXT:004DF6EA 10CkbiT.exe: SDFGEA #DEAEA gmo OOI)F;‘I,O 1ockbit. 0040F310

$oumo1  YSoump2  EWoump3  SWOump4 U DumpS

X87SW_B O X87TSW.C3 1 XB7SWC2 O

X87SW.C1 O X87SW.CO O X87SW_ES O

[] xs7sw_sF 0 xs7sw.p 1 xs7sw.u o0
Bl R

. TEXT:0040F82A Tockbit,exe: SDFS2A #DEC2A
Wourp1  Woump2 Hoump3  USDump4

$oump s

Figure 49

GetMessageW is used to retrieve a message from the thread’'s message queue:

push 0 XB/DTATUSWOrag suZu

push o X87SW.8 0 Xx87SW.C3 1 x87Sw.C2 O
g\lsh o X87SW_C1 0O X87SW_.CO O x875w_ES O
e:he::;mrd ptr ss:febp-30§ X87SW_SF 0 X87SW_P 1 Xx87SW.U O

+TexT:004DF969 lockbit.exe:SDFI69 #DEDES

Wouro1  @Yoump2  $Hoump3 Y04 EDumpS Ieellocals ) struct

Figure 50

The malicious file translates virtual-key messages into character messages via a call to
TranslateMessage:

|0 unlock

004DF310 10ckbit.0040F310
004DF310 1ockbit.004DF310

0] 034F024A

< TEXT:0040FAB2 TockDit.exe: SOFAB2 #DEES2

| PO e i e s N ) By L

Figure 51

DispatchMessageW is utilized to dispatch a message retrieved by the GetMessage function:

XB7SW_SF O X87SW_P 1 x87Sw.u 0

o | cosprooF s1 push ecx =
e | 00s0FD10 A3 38 90 4F 00 mov_dword ptr ds:[<&DispatchMess eax eax:Disp: o
. v
— i ~|[s 2] 0] urlock

31
0

+TexT:0040FD15 Tockbit.exe:SDFD1S #DF11S

PN i Ml a [P [ PR PP Do o

Figure 52

Thread activity — sub_4C3430 function

The process sends the LVM_GETITEMCOUNT message to the newly created window (0x1004 =
LVM_GETITEMCOUNT):

L ! F A RS www.LIFARS.com | 14

a lé} SecurityScorecard company



6A 00 | push 5 = X87SW_8 O x87SWw. C3 O x87Sw.C2 O
6A 00 push J X87SW_C1 0 X87SW_CO 0 XB87SW_ES O
68 04 10 00 00 X87SW_SF O X87SW_P 0 X87SW.U O
;; ;'5, BO 8A 4F 00 pu.h Mrd ptr ds: [4F8ABO]

: | cam? |ux:s¢n?w pspymes > [giﬁ_fDudod
eax=<user3z. Sendiessagens (75CFB900) “ 3&. 00001004
esp+8] 00000000
+TEXT: 00400070 lockbit.exe:SO007D #00170 3 ::::(m)mtczuo 10¢kbit. 004C3430
$oump1  $Hoump2 Weoump3  WWoumpd  UWoumps @ watch1  Ixellocals ) Stuct i m;‘?:;i
R —— o ] I~ | Qeaarecs | 50000000

Figure 53

The malware calls the InvalidateRect APl many times to add multiple rectangles to the window’s
update region:

i ! 6A 00 push 0 Z = X87SW_C1 0 X87SW.CO O Xx87SW_ES 0
| 6A 00 push X87SW_SF 0 X87SW_P O X87SW.U 0
\ )4C 3588 FF 35 D4 8A 4F 00 push dnord ptr ds [uwa L —— - — =
+ FF DO leany =T z eaxaxnve v e [y [ TR
! > :iemx(m::)on ) v [5 127 unlock
e - o
32.1nval (7500€£10) 2+ Tespea) 00000000
3 esmsi 00000000 _
.Text:004C358E lockbit.exe: SCIS8E #C298E ::::‘,.,f’g;ﬁé;i‘;o ?3:2,‘,&“83‘.2;3‘,’0
oump1  Woump2 @oump3  WWoumps  Woumps  watch:  Iellocals ) St %wm&“[
addteacs Toas lacres T

Figure 54
We continue with the analysis of the main thread.

The CommandLineToArgvW routine obtains an array of pointers to the command line
arguments:

push eax x875tatusword 0000

mov eax,dword ptr 5:. ebp- ] X87SW_B 0O Xx87SW.C3 O x87swC2 O

mov eax,dword ptr ds:[eax+10] X87SW_C1 0 x87SW_CO O Xx87SW_ES O

g‘sh mrd ptr u,.[ea- [eaxs44] | X87SW_SF 0 x87SW.P 0 x87SW_U 0
e

\:m mord otr ss:flebo-248.

+TexT: 00459869 Tockbit.exe:$59869 #58C69

Wowmp1  Poump2 WSoump3  WSoump4  WSoumps @ watchi  Ixellocals Y Stuct %M‘gﬁ‘ Ve e \N\Deskcon VTackbi. xel ™"

Figure 55

The file tries to see if the access token is elevated by calling the NtQuerylnformationToken API
(Ox14 = TokenElevation):

- 50 | push eax AG/im_S > \EmpLy)  A9/im_s 3 LEmpLY)
o 64 04 | push 2
. 80 45 F4 €a eax,dword ptr ss:febp-Cj) x87Statusword 0000
. 50 lpush eax X87SW_B O X87SW.C3 O X87SW.C2 0
. €A 14 push 14 X875W_C1 O X87SW_CO O X87SW_ES O
o FF 75 FC 1 ush dword ptr ss:febp-43 X87SW_SF 0 Xx87SW_P 0 Xx87SW U 0O
. E8 16 F8 F5 FF l a1 'Iockbu 411220 i e — —
E]i—* : —
i FF DO call eax N!O;Il Defaut (stdcal) - L,;;D Jrioch
J3E !uni 00000334
u»-ana“ mueryxnfofmiurrok» (7704£9%90) 12: [esp+s) 00000014
3: lesps8] OO19FAE4
4: lesp+C] 00000004
.TEXT:00481A0A Tockbit.exe: SBLAOA #BOEOA (53 esgqo] 0019FAES
: 00000334 |
WWoump1  eoump2 SHDump3  WMDump4  WHoumps @ watchi  Ixellocals Y Stct 0015 ADO]| 00000014
Address !m | ascxx I ]». i
0012::54 ng_;g,_*l;_g% 04 00 00 00[34 03 00 00] w o ".',L'J.’..','ly"; 100‘““ 0019FAES

Figure 56

Depending on the result, the malware proceeds by decrypting the "[+] Process created with
admin rights" or "[-] Process created with limited rights" strings. We know that this sample is
supposed to perform UAC bypass in the case of low-level privileges however, this method wasn't
employed on our Windows 10 analysis machine (it's supposed to be used on older Windows
versions).

The process sends the "[+] Process created with admin rights" message to the hidden window by
calling the SendMessageA API:
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XB7SW_B 0O XB7SW.C3 0O Xx87SW.CZ2 O
" xO?S'_Cl 0 x875W.CO O Xx87SW_ES O
W_ P O X87SWU O

51

6A 01

68 01 04 00 00
FF 35 00 88 4F 00

. TexT:004E0DE2 lockbit.exe: SEODE2 #EOLE2
$S0ump!  GYoump2 WHoump3  ¥YDump4

QW-M 1

4% 0ump 5 Peellocals 4 Struct

Figure 57

The binary creates a mutex called "\\BaseNamedObjects\\{3FE573D4-3FE5-DD38-399C-
886767BD8875}" to ensure that only one instance of the malware is running at one time
(OXIFOOO1 = MUTEX_ALL_ACCESS):

S SRS - - AosIm Y 3 EmpLys  ASrIm_i > \SmpLy)
oa ean eax:weer | XCTCL 3 OPT  xerms 3 cemots
78 FE FF FF ea eax,dword ptr ss:febp-1s eax:ntcre | X BPTYY X
c7 as uJ FE F? FF 00 00 00 mov dword ptr ss: lebo'xsol. e X87TW_6 3 (Empty) X87TW_7 3 (Empty)
65 o1 00

push 1F0001

push eax eax:NTCr: x87Statusword 0000

c7 85 88 FE FF FF 00 00 0O mov dword ptr =s: v X87SW_B O X87SW.C3 0 x87SW.C2 O

00480 99F C 3 O mov dword ptr ss: » X87SW_C1 0 Xx87SW.CO O Xx87SW_ES O

0048D9AS 0 mov_dword ptr ss:febp-170§, XB7SW_SF O XxB87SW_P 0O _x87SW U O

00480983 6 FF Iod(hit 428EEQ v i
_; v |[s 2] unock

TS
espr4] 001FD001
esp+S] 0019F96C
esp+C. 1
.text: 00480988 lockbit.exe: $SBD9B3 #BCDBS esp+10] 043F0000

$oump2  Woump3  ¥oump4

0019F7 45| 043F0000

0019F

00197750 | 00223000

00127754 | 00000000

00197755 0042005C | Tockbit,0042005C

7
0019788 | it Lo Jh o R RS AN

Figure 58

The NetBIOS name of the local computer is extracted using GetComputerNameW:

s1
FF 75 F8

0019F01C
;5;5“30 <gle32;chnu1a11:e>
. text:004532FS Tockbit.exe: SS32F5 #526FS ?sgcsesooégza:e?cwmm:unzo

WWoumpt  $hoump2 Woump3  $Woump4  $Woumps @ watch:  iellocals 7 stuct

Figure 59

The malicious executable retrieves the name of the primary domain controller by calling the
NetGetDCName function. LockBit has the ability to propagate on the network and Kill processes
and services via malicious GPOs (group policy objects); however, these features weren't activated
in this sample:

00453632 x 3 xars-_c: o xnsv_co 0 X87SW_ES
00453633 0 Xx87SW_U
fooss3ess =

oooooooo
.TeXt: 00453637 lockbit.exe:$53637 #S2a37 B 7‘252630 <g;:32 Colﬂﬂia“zo

Woump! Yhoump2 Moump3  $Moumd  WHoumps @ wakchi  Ixellocals ¢ Stuct

Figure 60

The process opens the Run registry key using RegCreateKeyExA (0x80000001 =
HKEY_CURRENT_USER, Ox2001F = KEY_READ | KEY_WRITE):
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Default (stdcaf) v |[s 1500 unlock
€3pr4] DOLSFAS2 “SOFTWARE\\M1CroSOFT\\Windows
esp+8] 00000000

H o] 00498494 51 sh ecx > S ecx:"SOF" | L3 Twe0 3 (Empt

H o | 00498a95 8D 40 D8 ea ecx,dword ptr ss:febp-25) ::rtm oz : Em:y; ::mm_: : Eﬂlﬂy;
H o] cos9mass 51 push ecx ecx: "SOF Empty. LY,

H o] 00498499 6A 00 push 0 X87TW_4 3 (Empty) x87TW.S 3 (Empty)
H . 68 1F 00 02 00 push 20017 X87TW_6 3 (Empty) X87TW_7 3 (Empty)
H . 6A 00 push 0

H . 6A 00 push 0 x87Statusword 0000

H . 6A 00 gush o X87SW.B8 O Xx87SW.C3 0 Xx87SWC2 O

H . 80 40 ea ecx,dword ptr ss:febp-6£) X87SW_C1 0 X87SW_CO 0O X87SW_ES O

H . 51 push ecx : i XB87SW_SF O X87SW_P 0 _x87SWw.Uu o0

: . 68 01 push £0000001 E

.Text:0049BAAF Tockbit.exe: SIBAAF #IAEAF
llou-vl Woump2  4oump3  oump4  ESDumpS vadn Ieflocsls 4 Stuct

OOISFAIZ 54 41 45)SC 4D 69 63|72 6F 73 6F AR E €roso
57 6E 6F |77 73 5C 43|75 72 72 65 ft\windm\currc

65 73 6E 00 Vi

FA 00

20]88 o 38 1|03

Figure 61

The file is looking for a registry value called "{9FD872D4-E5E5-DDC5-399C-396785BDC9O75}":

AD/IW_® 3 \EWPLY)  AS/IW_> 3 \EmpLy)

H o] oo4acara 1 sh eck

3 o] 0o4scars 8D 8D 48 FC FF FF u"ecx,anord ptr ss-lebp-ssal [ebp-383 | X87TW.6 3 (Empty) Xx87TW.7 3 (Empty)
H o 00s9car S|

H o 0o43carC 8D 8D 54 FE FF FF ea ecx,dword ptr ss:febp-1ac) xu7snwswd 0000

: o 0osacas2 51 pusn cx 87SW_B. SW.C3 0 Xx87SW.C2 O
H o[l 0049CAS3 6A 00 push xl sa_m o xl7M0 0 Xx87SW_ES 0O
H o | 0osacass FF 75 EC pusn mrd ptr s5:febp-1 [ebp-14] 0 X87SW_ U 0O
i o | 0049CASS FF 75 D8 dword ptr ss:febp-23 —

cEE———————————) ~|[5 3]0 uniock

ax= 600 a S5 0 {9FD872D4-ESES-DDCS-399C -39
es) ‘00000000

+TEeXT:0049CAS8 Tockbit.exe: $9CASE #98ESS
ﬂm: WWourp2 WWDump3  WOuwmp4  WWoumps @ wetchi  Iellocals st

0000000000000000000000
06220070000000000000 %

Figure 62

The malware establishes persistence by creating the above registry value:

0045CD30

0049CD31

004D32 o1

0049CD34 00 push 0

004€D36 75 EC push dword ptr ss:
0049CD39 75 D8 push dword ptr ss:feb;

< N —]

ebx: L™\ " X.7S!I!I‘SWC

87SW_B O x87SW.C3 O x87SwC2 0O
X.7M10 X87SW_CO D XB7SW_ES O
{ebp-14] ,SF O X87SW.P O Xx87SWU O

v |[s_ 12100 unlock

es 05040000 L™ {9FD872D4-E5ES-DDC5-399C-39
00000000

+TEXT:0049C03C Tockbit. exe: $9CD3C #9C13C :0 0‘220030 (o \Users' \Desktop
Woump1  Poump2 @MDump3  $Dump4 0 .

Figure 63

B Registry Editor - o X
File Edit View Favorites Help
ComputeAHKEY_CURRENT_USER\Software\Microsoft \ ion\R ]
T Do 7S] e v s
[ : |2 > J?&‘C‘P‘”""“’ ¥ (Default) REG_SZ (aksenotse)
B AR ol 1 (0FD&7204-E5€5-DDC5-399C-39678580C975) JLIRYA “C:\Users\ [N Desktop\lockbit.exe

Figure 64

CreateThread is used to create a new thread within the address space of the process:

push ecx

push 0
push dword ptr ss:febp-1
push dword ptr ss:

push 0

x87Statusword 0000

X87SW_8 O x87SW.C3 O x87swcC2 O

XB7M10 X87SW_CO O Xx87SW_ES O
o 7 S

. TEXT:004BA74A Tockbit.exe:SBATSA #B9B4A
Woump1  Wourp2  Moup3  Woums

Peellocals 4 Struct

@ watch 1

Figure 65
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As in the case of every thread creation, the binary tries to hide it from the debugger using the
ZwSetInformationThread API.

A file called "C\windows\system32\2ED873.ico"
(0x40000000 = GENERIC_WRITE, 0x80
FILE_OVERWRITE_IF):

created via a function call to ZwCreateFile
FILE_ATTRIBUTE_NORMAL, Ox5 =

004AB8EF

. Text: 00448920 Tockbit.exe: SABI2D #AAD2D

Woump2  @oump3  Eoump4

The ICO file is populated using the ZwWriteFile routine:

® ] 004AB937
© ] 00448939
® | 004ABI3F
® | 004AB940
® J 004AB945
004ABI4A
004AB950
00448951
0D04AB953
004AB95S
00448957
O04ABSSD

00
85 A0 FC FF FF

EE 2C 00 00
28 25 4E 00
98 FC FF FF

anPPPS828282

SRRESE &

.Text:004AB962 lockbit.exe:$ABIG2 #AADE2

Figure 66

g‘e‘u eu.Mrd ptr ss:febp-360§

push
push zczs
sh lockbit,4E£2528
ea eax,dword ptr ss:febp-363)
push eax

push 0
push dword ptr ss:febp-1983
Tockbit. 415310

WSoump1  HDump2  WSDump3  $NDump4  EDumps
004E2528 J00 00 01 00|03 00 10 10[00 00 00 00|18 00 68 03

00 00 36 00|00 00 20 20|00 00 00 00|18 00 A8 OC
004E2548/00 00 9E 03|00 00 30 30|00 00 00 00|18 00 A8 1C
004E2558| 00 00 46 10|00 00 28 00|00 00 10 00|00 00 20 00
001625681 92:90: 0110028 /00, 20/99] 90909593 90:/99,90:99

The executable creates the
MAXIMUM_ALLOWED):

004ACSES3
004ACSESS
004ALSE57
004ACES59

Figure 67

ea eax,dword ptr u.lebp 340|
mov dword ptr ss W18

mov dword p(r ss. bp- .eax
Ielheu.md ptr ss:febp-180§

ea eax,dword ptr ss:febp-34C
mov dword ptr ss:febp k ACS,0 .

x87Tagword FFFF
X87TW.0 3 (Empty)

X87TW_6 3 (Empty)
x87Statusword 0000

. 6A 00
X87r0 Empty 0.000000000¢
o | 0osassc 6A 00 push 0
ol 0o4rgecs €A 00 push 0 x87r1 ST1 Empty 0.000000000¢
o 00sagscs €A 05 push 5 X87r2 00000000000000000000 ST2 EmPTy 0.000000000¢
o] 00sasscy €A 00 push 0 X87r3 D0000000000000000000 ST3 Empty 0.000000000¢
o] 004azaca 68 80 00 00 00 ?..,n 80 X87r4 00000000000000000000 ST4 EMPTy O.000000000¢
o 004assce 8D 85 AC FC FF FF ea eax,dword ptr ss: leno 3543 eax:Zwer: X87r5 00000000000000000000 STS Empty 0.000000000¢
o 003a8804 C7 85 B8 FC FF FF 18 00 00 mov dword ptr ss: .18 X87r6 3FFF8000000000000000 ST6 Empty 1.000000000¢
004ABSDE 89 85 CO FC FF FF mov dword ptr ss: yeax eax:Zwir: X87r7 00000000000000000000 ST7 Empty 0.000000000¢
004ABBES 80 85 98 FC FF FF lea eax,dword ptr ss.lebp 368) eax:Zwery
004ABSEA :A 00 ws: o x87Tagword FEFF
004ABSEC 0 sh eax eax:Zwcr:
004ABSED 8 85 B8 FC FF FF ea eax,dword ptr_ss:febp-3453 eax:zwer: | X672 3 §m:y£"'") e Em{
004A86F 3 C7 8! FC FF FF 00 00 0O[mov dword ptr ss'lebp 344§,0 s 33 57 3 Y.
004AB8FD 50 h eax eax:zwcr, | X87TW_4 3 (Empty)  x87TW.S 3 (Empty)
004ABSFE 80 85 68 FE FF FF ea eax,dword ptr ss:febp-1953 eax:zwCr: | X87TW_6 3 (Empty) x87TW_7 3 (Empty)
004A8904 C? 85 C4 FC FF FF 40 00 0O/mov dword ptr ss:[febp-33Cj,40 40: '@’
10 xg7Statusword 0000
X87SW_8 O X87SW.C3 O X87SWC2 O
ss:l::p-!s X87SW_C1 O X87SW_CO O XS7SW_ES 0
gg::g;;g t ‘:;m p-33 X87SW, 0 x87: 0 x87Sw.u o0

x87TW_1 3 (Empty)
X87TW_3 3 (Empty)
X87TW_S 3 (Empty)
X87TW.7 3 (Empty)

XB7SW.B O xB7SW.C3 0 x87SW.C2 O
X87SW_C1 O Xx87SW.CO O Xx87SW_ES O

0 Xx87SwWwu 0

X875 0 x87Sw_P

00000000
esp+10] 0019F788

X8/T3

eax:Zwer:

eax:ZwCr

pormp ey x87Tagword FFFF

X87TW_0 3 (Empty)
X87TW_2 3 (Empty.

X87TW._4 3 (Empty)
X87TW_6 3 (Empty)

eax:Zwir
eax:Zwr:

> 1[5 12100 unlock

“HKCR\.lockbit” registry key using ZwCreateKey (0x2000000

S15 EEPTY U.UUUULUULUL
STS Empty 0.000000000¢

00000000000000000000
X87r6 3FFF8000000000000000 ST6 Empty 1.000000000¢
X87r7 00000000000000000000 ST7 Empty 0.000000000¢

X87TW_1 3 (Empty)
X87TW_3 3 (E-pty)
X87TW_5 3 (Empty.

X87TW_7 3 (snoty)

008508528538228

eax: Zv&r- x87Statusword 0000
ss:febp-144],40 40:'9 XB7SW_B O Xx87SW.C3 O x87SW.C2 O
bp- LA .u X87SW_C1 O x87SW_CO O Xx87SW_ES O
55 bp-19C] 0 _X87Swu O

ockbit. 415870

.text:004ACSB1 lockbit.exe: SACS881 #ABCBL

Woump2  $Soump3  ENDump4

$oumps & watch1

00197360

4 return to ntd11.77021687 from ntdll.770229F0

Figure 68
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LockBit creates the Defaultlcon subkey and sets its value to the newly created ICO file, as
highlighted below:

AG/IM_®w 5> \EmPLY) A9/ IW_3 3 LEWPLYJ

0 push e i 4
85 D4 FC FF FF gush Mrd prr ss:febp-32¢c) g X87TW_6 3 (Emty) X87TW_7 3 (Empty)
85 80 FC FF FF ea eu.Mrd ptr ss:febp-3808 eax:Zwse
01 l‘7$ll‘u$'°l‘d 0000

87SW_B O x87SW.C3 O x87SwC2 O

push eax : y: uwn_cx o xnsq_co o X87SW_ES 0
BS D8 FC FF FF push dword ptr ss:febp-328]
19 90 F6 FF Jockbit. 415960

0019F770
8] 00000000

L TexXt:004AC947 lockbit.exe:SACI47 #ABD4T7 0+10 oo,_g;;;o L"C:\\t
Woump3  @Woumps  WHoumps @ watch1

Figure 69

B Registry Editor - o X
File Edit View Favorites Help
Computer\HKEY_CLASSES_ROOT\.lockbit\Defaulticon

Jtx ~
Jxr

Name Type Data
a8) (Default) REG_SZ C:Awindows\SysWow64\2ED873.ico

21
2B

EHE

Figure 70

Thread activity - sub_4A2ECO function

The FindFirstVolumeW API is utilized to begin scanning the volumes of the computer:

68 04 01 00 0O
8D 8C 24 & 01 00 00

KO7SV.C10 ll?MO 0 X87SW_ES O
0 Xx87SW U O

<[5 0 uiea

gush 104
ea ecx,dword ptr ss:fesp+i6c)
push ecx

espr4] 00000104
CSW& 004A2ECO Jockbit.004A2ECO
D'C D04A2ECO Tockbit.004A2ECO
0] 00000000

. Text:004A3017 lockbit.exe:SA3017 #A2417
o1  Phoump2  @Wourp3  WHoumpd  YSDumps @ watch1  ixellocals ) Stuct

Figure 71

QueryDosDeviceW is used to obtain the current mapping for the above volume:

sh 103 X5/3TATUSWOr G LUVY
ea ecx,dword ptr ss:fesp+37ag XB7SW_B O X87SW.C3 0 Xx87SW.C2 ©
sh_ecx X87SK.C1 0 X87SW.CO O X87SW_ES 0
une:x.mrd ptr ss:fesp+178] P

push ecx = S

04 01 00 00
?0:2474030000
1
?KZ‘?!O]OODO
1

0 __Xx87SW_U 0
~ (s 12]0] unock

0633F168 L Vol
0643F368

00000104
1 T, 004A21
. Text:004A31EE Tockbit.exe: SA31EE #A2SEE e5p+10. mggo ?;‘c(:bst.oougcsgo

WWoump2 Hoump3  $oump4 @ watch1  Ixellocals & Stct

Figure 72

The malware retrieves a list of drive letters for the specified volume via a call to
GetVolumePathNamesForVolumeNameW:

51 ecx:L™\\ xsl:tltusuoru
FF 74 24 24 ?ush Mrd ptr ss:fespr24§ X87SW_B 0 Xx87SW.C3 O X87SW.C2 O
w 8C 24 70 01 00 00 ea eu.a-vrd ptr ss:fespr170 X87SW_C1 0 Xx87SW_CO O Xx87SW_ES O
push el | x87SW_SF 0 x87Sw, 0_x87SW.U 0O

-

p sh ecx
v |[s 100 unods

004A336F

= ! espra,

€5p+8;
. ‘ esp+C
g . : esp 10 WWECO lockb" 004A2ECO

0. 1.u. OE43EFFE| OO4A2ECO | ToCkD1T. D04A2ECO
S A OG43EFFC| DO4A2ECO | Tockbit. D04A2ECO
g 42 06437000 00000000
0643F004 | 00000000

0643F008| 00000320

7 2CD4 | kernel32. 76AE2CD4

0643F1C0O seacntan | Larnal2s scacazan

Figure 73
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The drive type of the volume is extracted using GetDriveTypeW:

pr4] O04A2ECO 10CKD1T.004A2ECO
004A2ECO 10ckbiT.004A2ECO
00000000

Figure 74

The malicious process sends a message regarding the identified volume to the LockBit hidden
window, as displayed in figure 75.

004E0914 51 push ecx X87SW_B 0 X87SW.C3 O Xx87SW.C2
sh 1

o
004£0915 6A 01 | XB7SW._C1 O x87SWCO O Xx87SW_ES O
004E0917 68 02 04 00 00 push 402 SW_SF 0 _XS7SW.P 0 X87SWU O
004EQ91C F 35 00 88 4F 00 push dword ptr ds:[4F8800] stcas > e

~ 1[5 Z]0uiod

. Text:004E0922 lockbit.exe: SE0922 #DFD22

Woump2  $Soump3  $Noumpd  ENDumpS

0643E7A0| 75CFO000 | user32.0rdinal264s
0E43E7A4 | 00000000

3 'S 00/ 75¢ | 00000004
00 00100 00 00 00]5C 00 5C 00|2€ 00 5C 00 i 06 4357C0] 90

Figure 75

The malicious file continues the volume search via a function call to FindNextVolumeW:

00444944 68 04 01 00 00 gu h 104 XB7SW_B O Xx87SW.C3 O x87SW.C2
004A4949 80 8C 24 6C 01 00 00 &
00444980 5

1 0 Xx87SW_U
00444981 FF 24 3C

sh 1 o
Anecx.ma ptr ss:fespriscy X87SW_C1 0 X87SW.CO O X87SW_ES O
ecx o

1

|

-

$3F160 L"\\\\7\\Volume(d7e47529~

00000104
004A; 1 it.
+TexT: 00444985 Tockbit.exe: SA4985 #A3DBS D+10 miggcoo ?‘o::bftmggo

Wouwmp:  Phoump2  EHoump3  WMoump4  $Soumps  @wach:  ellocas P stuct

Figure 76

The purpose of the malware is to find unmounted volumes and mount them.

LockBit tries to open the BOOTMGR file from the volume (Ox80000000 = GENERIC_READ, 0x3
FILE_SHARE_READ | FILE_SHARE_WRITE, 0x3 = OPEN_EXISTING, 0x80
FILE_ATTRIBUTE_NORMAL):

AB7IW_S 3 \EWPLY) RS/ IW_> 3 LEWpLY)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0000
push 3 X87SW_B 0 xB87SW.C3 0 x87SW.C2 0O
sh 50000000 X875W_C1 0 Xx87SW.CO O X87SW_ES O
elhecx,mrd per ss:fesprso0f X87SW. O X87SW_P O Xx87SWw U O
ecx — —

DD4A3DES
004A3DEG
004A3DEB
004A3DED

g
8
8

O04A3DEF
004A3DF1
04A3DF6

28
88
38
8
8

AR AL L)
8322288
R3gsges

. Text:004A3DFE Tockbit.exe: SAZDFE #A3IFE
$oumo1  $Hoump2  $SDump3  HDumod  WNDumpS @ watch1  Ixellocals ) Stuct

06437571
06437580

0643E :CO | T0CkD1t. 004A2ECO
0643EFFC Tockbit. 004A2ECO
0643F000
0643F004

BRBBEEYT

0643F5C0O

BRELBIR
88888888
28888888
grsaBeag
28888888
BBENELLR
88888888
R A
88888888

Figure 77

An unmounted volume is mounted by calling the SetVolumeMountPointW routine:
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00444298
004A419C
00444143

X87SW.C1 O XE7SW.CO O X87SWES O
0 XxX87Sw_P 0 _X87SW_U o

al) >[5 100 undock

4] 0643F160 L \\\\?\\Volume{d7e47829-0000

004A2ECO 10Ckbit.004A2ECO
004A2ECO Tockbit. 004A2ECO
0] 00000000

51 gush ecx
8D 8C 24 40 01 00 00 ea ecx,dword ptr ss:fespriao]
S1 push ecx

=

+TexXT:004A41A4 Tockbit.exe: SAS1A4 #A3SAS

Wowmp!  Pourp2  WWDump3  $Soumpd  WNoumps M watchi  bellocals ) Stuct

Figure 78
v Devices and drives (3)
Local Disk (C:) DVD Drive (D?) Local Disk (Z2)
I 53 ) I
v 2.41 GB free of 79.5 GB v 82.3 MB free of 466 MB
Figure 79

LockBit sends a message regarding the successful mount operation to the hidden window (see
figure 80). After the enumeration is complete, the thread exits by calling the RtlIExitUserThread
function.

004E0914 51 X87SW.B 0 X87SW.C3 0 x87SWC2 O

004E0915 6A 01 X87SW_C1 0 xB87SW._CO O x87SW_ES O

004E0917 68 02 04 00 00 [ xe7sw_sF 0 _xs7swp o X87SW.U__ O
FF 35 00 88 4F 00 push dword p C R

> [s_[]0] udosk

62518C49

Wourps @ wath1  Ixellocals ) stxt

“setvolumeMountPointwsStub™
0000 | user32.0rdinal2e4s

return to ntd11.77062010 from ntd11.770508A0

Tarkhi®s NnaETER

Figure 80

The binary calls the SHChangeNotify APl with the SHCNE_ASSOCCHANGED parameter
(Ox8000000 = SHCNE_ASSOCCHANGED):

6A 00 XB/DN_B U XS5/DW.LS U XS/OWLL U
6A 00 X87SW.C1 0 X87SW.CO O X87SW_ES 0
6A 00 SF 0 x8: O _Xx87SWuVY O

>[5 2] udock

@ watch1  Ixellocals P Struct

Figure 81

A new thread is created by the malware using CreateThread:

® 0048A73D push ecx
o | 0048A73E 6A 00 push 0 x87Statusword 0000

o | 00484740 push dword ptr ss5: . 8' X87SW_B 0 x87SW.C3 O x87SwW.C2 O
e 00a8a74 p«s: dword ptr ss:febp-ic X87SW_C1 0 x875W_CO O Xx87SW_ES ©
o push 0O
. 5 = PR
.

+TexXT:004BA74A TOCKkDIT.exe: SBAT4A #8984A
Woump1  goump2

Figure 82

Intel and AMD CPUs implement a functionality called “AES-NI" (Advanced Encryption Standard
New Instructions), which can be used for high-speed AES encryption processing. The binary uses
the cpuid instruction in order to retrieve the CPU type of the machine and the vendor of the CPU:
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o |l 0040F65D 31 CO Xor eax,eax
.

0040F661 81 F9 6E 74 65 6C cmp_ecx gduﬂus 6C65746E
0040F667 v 74 2A je 'Iockﬁ T.40F693
0040F669 81 F9 63 41 4D 44 Cmp ecx,44404163
0040F66F| v 74 27 je lockbit.40F698
0040F671 81 FB 43 65 6E 74 cmp. ebx,shenzz.nssssu
0040F677 v 74 24 je lockbit.40F690
0040F679 81 FB 56 49 41 20 cmp_ebx,20414956
0040F67F| v 74 1C je Tockbit. $0F690
0040F681 81 FB 43 79 72 69 cmp ebx, 69727943
0040F687| v 74 19 je lockbit.40F6A2
0040F689 81 FB 4E 65 78 47 cmp_ebx,4778654E
0040F68F| v 74 16 ;e lockbit. 40F6A7
0040F691| + EB 17 mp lockbit 40F6AA
0040F693 83 CE 01 esi
0040F696| ~ EB 12 jnp lockbit 40F6AA
0040F698 83 CE 02 esi,
0040F698| ~ EB 0D jnp ‘lockbit 40FGAA
0040F 60 83 CE 03 esi
0040F6A0| + EB 08 jnp 'lockbit 40F6AA
0040F6A2 83 CE 04 esi,
0040F6AS v EB 03 jnp lockbit 40F6AA
0040F6A7 83 CE 05 or esi,s
D040F6AA 85 €O test eax,eax

r----@ || 0040F6AC| v 74 55 je lockbit.40F703

Figure 83

Whether the CPU supports “AES-NI" the process sends the "[+] AES-NI enabled" message to the
hidden window using SendMessageA.

The malicious process generates 16 random bytes by calling the BCryptGenRandom routine (Ox2
= BCRYPT_USE_SYSTEM_PREFERRED_RNG):

004BE1AA 6A 02 push 2 X87SW_B O X87SW.C3 0 XB7SW.C2Z O
push dword ptr ss:febpsC X87SW._C1 0 X875W CO O XB7SW_ES O
push dword ptr ss:febp+ X87SW_SF O x87SW_ P O x87SWU O
ush 0 o2k

@ watch1  Iellocls ) st

Figure 84

The ransom note is also stored in an encrypted form as a stack string that will be decrypted using
a custom algorithm:

0O49EFSB
0049EF62 C6 85 DS FC FF FF 6E
OD49EFE9 C6 85 D6 FC FF FF 76 mov byte ptr

s
s
s
s
s:
. s

o | 0049eFss C6 85 DA FC FF FF 28 mov byte ptr s ?

o | 0049€FS8C €6 85 DB FC FF FF 30D mov byte ptr s 2
o 0049eFa3 C6 85 DC FC FF FF 39 mov byte ptr s
o 0049EF9A €6 85 DD FC FF FF 38 mov byte ptr s
o | 0049EFAL €6 85 DE FC FF FF 28 mov byte ptr s
o | 0049EFas C6 85 DF FC FF FF 5D mov byte ptr =
O049EFAF C6 85 EO FC FF FF 6C mov byte ptr s
0D049EFB6 C6 85 E1 FC FF FF 79 mov byte ptr s
0049EFED C6 85 E2 FC FF FF 7E mov byte ptr s
0049EFC4 C6 85 E3 FC FF FF 7A mov byte ptr s
0049EFCE C6 85 E4 FC FF FF 78 mov byte ptr s:
0049EFD2 C6 85 E5 FC FF FF 82 mov byte ptr s
0049EFD9 C6 85 E6 FC FF FF 6C mov byte ptr s
0049EFEQ C6 85 E7 FC FF FF 7D mov byte ptr s
o 0049eFE? C6 85 E8 FC FF FF 70 mov byte ptr s
o 00sseFeE €6 85 E9 FC FF FF 18 mov byte ptr s
o | 0049eFFs C6 85 EA FC FF FF 15 mov byte ptr <
o | 0049eFFC C6 85 €8 FC FF FF 18 mov byte ptr =
o | 00437003 C6 85 EC FC FF FF 15 mov byte ptr =
o | 00497 00A C6 85 ED FC FF FF 64 mov byte ptr s
o 0os9F011 C6 85 EE FC FF FF 7A mov byte ptr s
0049F018 C6 85 EF FC FF FF 80 mov byte ptr s:
0049F01F C6 85 FO FC FF FF 7D mov byte ptr s
0049F026 C6 85 F1 FC FF FF 28 mov byte ptr s
0049F020 C6 85 F2 FC FF FF 6F mov byte ptr s
0049F034 C6 85 F3 FC FF FF &C mov byte ptr s:
0049F038 C6 85 F4 FC FF FF 7F mov byte ptr s
0049F042 C6 85 F5 FC FF FF 6C mov byte ptr s
0049F049 C6 85 F6 FC FF FF 28 mov byte ptr s
o | 0049F050 C6 85 F7 FC FF FF 6C mov byte ptr =
o | 00497057 €6 85 F8 FC FF FF 7D mov byte ptr =
o | 0043F0SE C6 85 F9 FC FF FF 70 mov byte ptr =
o | 00497065 C6 85 FA FC FF FF 2B mov byte ptr s
|| 0049F06C €6 85 FB FC FF FF 7E mov byte ptr s
o | 0049F073 C6 85 FC FC FF FF 7F mov byte ptr s
0049F07A C6 85 FD FC FF FF 7A mov byte ptr s
0049F081 C6 85 FE FC FF FF 77 mov byte ptr s
0049F088 C6 85 FF FC FF FF 70 mov byte ptr s
0043FO8F C6 85 00 FD FF FF 79 mov byte ptr s
0049F096 C6 85 O1 FD FF FF 28 mov byte ptr s
0049F090 C6 85 02 FD FF FF 6C mov byte ptr s:
0049F0A4 C6 85 03 FD FF FF 79 mov byte ptr s
el oossroas C6 85 04 FD FF FF GF mov bvte otr =

Figure 85
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0019F7C3 | 4G 6F 63 68|42 69 74 20|32 2E 30 20|52 61 6E 73| LOCKBit 2.0 Rans
0019F7D3[6F 6D 77 61|72 65 OD OA|[OD OA 59 6F|75 72 20 64|omware....Your d
0019F7E3| 61 74 61 20|61 72 65 20|73 74 GF 6C[65 6E 20 61|ata are stolen a
0019F7F3|6E 64 20 65|6E 63 72 79|70 74 65 64|00 OA 54 68|nd encrypted..Th
0019F803 |65 20 64 61|74 61 20 77[69 6C 6C 20|62 65 20 70|e data will be p
0019F813|75 62 6C 69|73 68 65 64|20 6F 6E 20|54 4F 52 20|ublished on TOR
0019F823(77 65 62 73|69 74 65 20|68 74 74 70|3A 2F 2F 6C|website http://1
0019F833|6F 63 6B 62|69 74 61 70|74 36 76 78|35 37 74 33|ockbitaptévxs7t3
0019F843 (65 65 71 GA|6F 66 77 67|63 67 6C €D |75 74 72 33|eeqjofwgcgimutr3
0019F853 (61 33 35 6E|79 67 76 6F|6B 6A 61 35|75 75 63 63|a3snygvokjasuucc
0019F863| 69 70 34 79|68 79 64 2E|6F 6E 69 6F|6E 20 61 6E|ipaykyd.onion an
0019F873 |64 20 68 73|74 70 73 3A|2F 2F 62 69|67 62 6C 6F|d https://bigblo
0019F883 | 67 2E 61 74|20 69 66 20(79 6F 75 20|64 6F 20 6E|g.at if you do n
0019F893 | 6F 74 20 70|61 72 20 74|68 65 20 72|61 6E 73 6F|ot pay the ranso
0019F8A3|6D OD OA 59|6F 75 20 63|61 6E 20 63|6F 6E 74 61|m..You can conta
0019F8B3 |63 74 20 75|73 20 61 GE[64 20 64 65|63 72 79 70|ct us and decryp
0019F8C3|74 20 6F 6E|65 20 66 69|6C 65 20 66|6F 72 20 66|t one file for f
0019F8D3|72 65 65 20|GE_GE 20 74|68 65 73 65(20 54 4F 52|ree on these TOR
0019F8E3[20 73 69 74|65 73 0D OA|68 74 74 70|3A 2F 2F 6C| sites..http://1
0019F8F3|6F 63 68 62|62 74 73 75|70 34 79 65|7A 63 64 35| ockbitsupdyezcds

Ansaranasl rr rr rn ar|SF Fr Fr Falma aa ma ralea am ra wmladlriaasuas A

Figure 86

The process creates a registry key called "HKCU\SOFTWARE\2ED873D4E5389C" (0x80000001 =
HKEY_CURRENT_USER, OxFOO3F = KEY_ALL_ACCESS):

X87TW.0 3 (Empty) X87TW.1 3 (Empty)
X87TW_2 3 (Empty) x87TW_3 3 (Empty)
X87Tw_4 3 (Empty) X87TW_S 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

00 x87Statusword 0000

00 ush o X87SW_B O Xx87SW.C3 0 xB87Sw.C2 O

8D 90 FA FF FF ea ecx,dword ptr ss:febp-s70f X87SW.C1 0 x87SW.CO O XB87SW_ES O
push ecx SF O X87SW_P O X87SW U O

O04AO4EC push 50000001

gu“ eu onora ptr ss:febp-3c)

Seesssnssene

.TEXT:004A04F1 TockDitT.exe: SAO4FL #9FSFL
ourp2  Hoump3  YSDumps  oumps @ werhi  bellocals P stuct

Figure 87

LockBit is looking for two registry values called “Private” and “Public” under the registry key
above, which don't exist at this time:

push eax eax:"Priv
gusn dword ptr ds:[4F8C90)
ea eax dword ptr ss:febp-335)

xosiw_s 3 \EmpLy xo/IM_> 3 \EmpLy)

X87TW_6 3 (E-pty) X87TW.7 3 (Euoty)

x875tatusword 0000

X87SW_B O x87SW.C3 0 Xx87SW.C2 O

X87SW.C1 0 XB7SW.CO O Xx87SW_ES O
51 0 Xx87SwuU O

v |[s 12100 unlock

004A0S 8F
00440590
004A05 96

so
FF 35 90 8C 4F 00
8D 85 C8 FC FF FF
50

eax:"Prit

6A 00
80 45 BC
50

Dush 0
lea eax,dword ptr ss:fQebp-44)
sh eax eax: "Pri*

esp+4) O019FAAC "Private”
esp+8] 00000000

esp+C) 00197788

€5p+10] 06450000

. TEXT: 00440546 TOCkDIT. exe: SAOSAE #9F9A6
$Soump!  $Hoump2  GHDump3  $NDumpd

Iellocals ) struct

% 0ump S

@ wotch 1

Figure 88

00440635 50
00440636 56

00440637 8D 85 C8 FC FF FF
004A0630 50

004A063E 6A 00
004A0640 8D 45 BO
00440643 50
004AD644

push EIX cax:4mo
g“ea cax, mrc ptr ss:febp-338)

Ave e o Nmeays Awr s o weesys
X87TW_6 3 (Empty) x87TW_7 3 (Empty)

eax:&"0 x§7s5tatusword 0000

X87SW_B O XxB7SW.C3 O Xx87SW.C2 O
X87SwW_C1 0 lB7w_C0 0 Xx87SW_ES O
| x875w_sF 0 _xs7sw 0 _X87SW.U O

~|[5_ 2] 0] uriock
esp+s ;mm &"0 setlinejoin\r\n*
esp+8] 00000000
esp+C] 0019F788
10] 06460000

ush
ea eu.mrd ptr ss:febp-sof {ebp-50]
sh eax eax:&"0 :

+TEXT:004A0647 10CkDit. exe: SA0647 #9FA4T

WSoump2  $WDump3  Woump4

Wourps @ watch1  Ieellocas & Stuct

Figure 89

The malware sends the "[+] Generate session keys" message to the hidden window. It will
compute a public ECC (Curve25519) key and a private ECC (Curve25519) key.

The file generates 32 random bytes via a function call to BcryptGenRandom:
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004BE1AA push 2

D048E1AC push dword ptr ss:febp+c]

OO4BELAF pus: dword ptr ss:febps
ush o

X87SW.B 0O Xx87SW.C3 0 x87Sw.C2 0
X87SW_CL 0 Xx87SW.CO O X87SW_ES O
X87SW_ 0O x87SW P O x87SWuU O
| .

it (st ~ |[s 15100 undodke

e5p+a; 8CO Tockbit.004F88C0
esp+8] 00000020
esp+C 2

e5p+10] 004F88A0 10CkbitT.004F88A0

.Text:004BE1B4 lockbit.exe: SBE1B4 #BDSB4

Woup1  oump2  $H0ump3  Woumps  $Sowms @ wathi  Iellocals P st

[

004F8800
Figure 90

The malicious process implements a Curve25519 wrapper in the sub_4300CO0 function. Based on
the above buffer, it generates a session ECC public key:

.text:004300EE mov al, [edi+1Fh]
.text:004300F1 lea ecx, [esp+l2@h+var_A@]
.text:004300F8 and byte ptr [edi], @F8h
.text:004300FB and al, 3Fh

.text:004300FD or al, 4eh
.text:0@4300FF mov edx, edi
.text:00430101 mov [edi+1Fh], al

.text:00430104 call sub_43CF2e
.text:00430109 lea eax, [esp+12@h+var_78]
.text:00430110 push eax

.text:00430111 lea edx, [esp+124h+var_50]
.text:00430118 lea ecx, [esp+l24h+var_Fe]
.text:0043011C call sub_42E790
.text:00430121 add esp, 4

.text:00430124 lea eax, [esp+12@8h+var_78]
.text:00430128 lea edx, [esp+12@h+var_50]
.text:00430132 lea ecx, [esp+12@h+var_118]
.text:00430136 push eax

.text:00430137 call sub_42€830
.text:0043013C add esp, 4

.text:0043013F lea edx, [esp+12@h+var_118]
.text:00430143 mov ecx, edx
.text:00430145 call sub_43C930
.text:0043014A lea eax, [esp+12@h+var_118]
.text:0043014E push eax

.text:0043014F lea edx, [esp+l24h+var_Fo]
.text:00430153 lea ecx, [esp+124h+var_(8]
.text:00430157 call sub_42EA3@
.text:0043015C add esp, 4

.text:0043015F lea edx, [esp+12@h+var_C8]
.text:00430163 mov ecx, edi
.text:00430165 call sub_43C830
.text:0043016A pop edi

.text:0043016B xor eax, eax
.text:0043016D pop esi

.text:0043016E mov esp, ebp
.text:00430170 pop ebp

.text:0e430171 retn

.text:00430171 sub_430eC0 endp

.text:00430171

24 89 15|1E 89 E7 28|27 A6 5D 38(CO ED 9 CE|.$ +',18
004F88D0| 04 98 B8 7A|D7 59 D1 7F|0C 7F 51 27|53 3A FF D1|.. _zXYN...Q'S:yN

Figure 91

The above operation of generating random bytes is repeated one more time:

004BE1AA

push 2 X87SW.B 0 XB7SW.C3 0O x87SW.C2 O

push dword ptr ss:febp+C] XB7SW_C1 O x87SW.CO O Xx87SW_ES O
OO4BELAF push dword ptr ss:febp+. SF 0 P 0 _x87Swu 0
0048E182 sh 0 N

DD4SEIAC

.TEXT:0048E184 TOCkbIT.exe: $BE1B4 #BO584

Woup1  ourp2  Woump3  Eouwmp4  Woumps 8D wawhi

ellocsls 5 struct

Figure 92
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The same Curve25519 wrapper is used again to transform the above buffer:

Figure 93

The executable embedded an ECC public key that we call Master ECC public key (highlighted in
figure 94). Based on the implementation of the Curve25519 algorithm, it is used to generate a
shared secret (32-byte value):

. TEXT:0042E6E6 10CkDIT. exe: S2E6ES #2DAES
$oump2  SWoump3  WDump4

0
return to Tockbit.0042E61C from Tockbit.o04

Figure 94

The Master ECC public key is utilized to encrypt the session ECC private key computed above:

57 sh edi
3 4: 2: o ea eax,dword p:ie;s:libp-eq
4 mov e ptr ss: -53,0
50 MRl e x875tatusword 0000
8D 85 7C FF FF FF ea eax,dword ptr ss:febp-84) X87SW_B O x87SW.C3 0O x87SWC2 O
50 push eax X87SW_C1 O Xx87SW.CO O X87SW_ES 0O

SW__P u_o

Al 70 06 4F 00 mov eax,dword ptr ds:[4F0670) X87SW_SF O X87. 0 XB87SW,
88 00 mov_eax,dword ptr ds:[eax o =

YT P ——
X87TW_6 3 (Empty) X87Tw_7 3 (Empty)

1

Woump3  WWoumpd  WWoumps @ watchi  bellocas 2 st

ANt aEARA

Figure 95

We have utilized the capa tool in order to confirm that the above function is used to encrypt data
using Curve25519:

encrypt data using Curve25519 (2 matches)
namespace data-manipulation/encryption/elliptic-curve

author dimiter.andonov@mandiant.com
scope basic block
attsck Defense Evasion::Obfuscated Files or Information [T1027]

examples 0a0882b8da225406cc838991b5£67d11:0x4135f6, 0a0882b8da225406ccB838991b5f67d11:0x416£51,
basic block @ 0x42F89E in function [0x42F6EQ
and:
and:
number: OxF8 @ 0x42FSAD
mnemonic: and @ 0x42F8AB, 0x42F8AD
and:
number: 0x3F @ 0x42F8AB
mnemonic: and @ 0x42F8AB, 0x42F8AD
and:
number: 0x40 @ 0x42F8B0
mnemonic: or @ 0x42F8BO
basic block @ 0x4300EE in function 0x4300C0
and:
and:
number: OxF8 @ 0x4300F8
mnemonic: and @ 0x4300F8, 0x4300FB
and:
number: 0x3F @ 0x4300FB
mnemonic: and @ 0x4300F8, 0x4300FB
and:
number: 0x40 @ 0x4300FD
mnemonic: or @ 0x4300FD

Figure 96
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LockBit stores the encrypted session ECC private key in the
“HKCU\Software\2ED873D4E5389C\Private” registry value:

AB/IN_® 3 \EMPLY) XS/ 1W_/ 3 (EmMPLY)

push 7
sh Mrd ptr ds:[4F8C90]

A 71
PF!SSOOCOFOO

ea eax,dword ptr ss:febp-343 u7sutus-ord

push 3 87SW_B O XxB7SW.C3 O Xx87SW C2 O

push 0 xusu_c: o XI7SH_C0 0 XxB7SW_ES 0
$"Priv 0 x87SWU 0O

push eax
sh dword ptr ss:febp-3C]

>[5 1100 unos

. Text:004A0A58 lockbit.exe: SADASE #9FESB
Woump2  WDump3  WWDumpd  WWDumps @ watchi  Iellocals P stuct

Figure 97

LockBit stores the session ECC public key in the “HKCU\Software\2ED873D4E5389C\Public”
registry value:

XS/IW_B 5 (EWPTY)  XB/IW_/ 5 (EWDPTY)

-0 | 004A0ACE 6A 20 push 20
® | 0D04A0ADO 68 A0 88 4F 00 push lockbit.4F88A0
o] 00440205 64 03 push 3 x87statusword 0000
® ] 004A08D7 6A 00 push 0 XB7SW_B 0 xB87SW.C3 0 x87Sw.C2 O
o] 00440409 8D 45 A4 Tea eax,dword ptr ss:febp-scl [ebp sc'l X87SW_C1 O X87SW.CO O X87SW_ES O
o | 0044040 50 push eax cax:a X87SW_SF O X87SW P O X87SWwU O
] 004A04D0 FF 75 C4 push dword ptr ss:febp-3C s T ——
: — i <15 210 us

es)

esp+4] 0019FA94 &"0 setlinejoin\r\n"
espe+s.

00000003
€5p+10] 004F88A0 Tockbit.004F88A0

. TeXT:004A0AED Tockbit.exe: SAOAED #9FEED
ﬁmt Poump2  $W0ump3  WHOumps DU S mem tellocals P Struet

[G04F88a0 [AS, 7 53 28]£9 DO FO 324 B3 0F 74166 F4 FC 48| W' S+EDBES" TFOUX.
004F8880 DA SF 25 AS|37 DS DC D7|15 507C5 86|72 DA DS 3E|U_% 70UXKPA-qU0>

Figure 98

Figure 99 reveals both registry values with their content:

C / CURRENT,
v | Software A1l Name Type Data
! B Sdnny NER 52 beuenot i)
’7 34 Private REG_BINARY 246c19d0d0aeeel f265003225¢897 ecbc 0206339 eeabOcbFE1 20 WT1514b9c 0627 5.
_’ ,‘-‘Z:‘ 34 Public REG_BINARY 852753 2b €9 d0 0 ¢9 24 b3 Ob 74 66 14 fc &b dla 5¢ 25 58 37 d8 dc d7 4b 50 ¢5 86 71 da d5 3¢
Figure 99

The malware uses I/O completion ports to improve the encryption speed. It creates an /O
completion object by «calling the NtCreateloCompletion  API (OX1FO003 =

IO_COMPLETION_ALL_ACCESS):

pusn eax 3 '
h O x87statusword 0000

push 1F0003 XB7SW_B O Xx87SW.C3 0 xB7SWC2 O

push Tockbit. 4E2520 X87SW.C1 0 x87SW.CO O Xx87SW_ES O

v_dword ptr d'&?ll’l).ea: 0 _x87SW U O

Tockbit. 415,
_~|[s 21T unoat

.Text:004A0019 lockbit.exe: SAOD19 #A0119
Soump!  Woump2  $WDump3

Ieellocals 47 Struct

@ watch 1

Figure 100

The binary creates 2 (# of processors/cores) that will handle the files encryption:
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push ecx
h O

pus|

push dword ptr ss:febp-1.
push dword ptr ss: P~ 1C}
push 0

sh 0

x§7statusword 0000

X87SW_8 O Xx87SW. C3 0 x87SwC2 O
X87SW_C1 0 x87SW.CO O xB87SW_ES O
| X87SW_SF O _X87SW.P 0 x87SW.U O

v |[s 12]0] unoas

esp+4] 00000000
esp+8] O049E730 lockbit.0049E730
00000000

Figure 101

The thread affinity mask is set to 1 via a function call to ZwSetIinformationThread (Ox4 =
ThreadAffinityMask):

X8/5Tatuswora vouvu

X87SW_B 0 x87SW.C3 O x87SW.C2 ©
X87SW_C1 O X87SW_CO O Xx87SW_ES
X879 0 x879 0 Xx87SW_U

Figure 102

GetlogicalDrives is used to retrieve the available disk drives:

.Text:004SBESE lockbit.exe: $SBESE #SB28E

| e~ i~ A .

Figure 103

The malicious binary determines the disk drive type using the GetDriveTypeW routine:

espta,
€5p+8,
esp+C
25p+10.

Figure 104

The process is looking for type 2 (DRIVE_REMOVABLE), type 3 (DRIVE_FIXED) and type ©
(DRIVE_RAMDISK) drives:
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.text:@e45BFF2

.text:@@45BFF2 loc_45BFF2:

.text:0045BFF2 lea ecx, [ebp+var_2C]
.text:@@45BFFS5 push ecx

.text:0045BFF6 call eax ; dword_4F@86C
.text:@@45BFF8 cmp eax, 3
.text:@@45BFFB jz short loc_45CeeB

HT—

.text:0045BFFD cmp eax, 2
.text:0045C000 jz short loc_45CeeB

1

.text:0045C002 cmp eax, 6
.text:0045C005 jnz loc_45C246

Yyvy

.text:@e45C008

.text:0@45C008 loc_45C0eB:
.text:0045C00B mov ecx, 1Eh
.text:0045C010 call sub_4BABA@
.text:0@45C015 mov [ebp+var_20], eax
.text:0045C018 test eax, eax
.text:0@45C01A jz loc_45C330

Figure 105

For each targeted drive, the malware creates a new thread that will traverse it and locate all files
selected for encryption:

push ecx

push « x§75tatusword 0000

push dword ptr ss: Eeop 18 [ebp-18] XS7SW_B O X87SW.C3 O X87SW.C2 O
ebp-1C X87SW.C1 0 X87SW.CO 0 X87SW_ES O

Dush mrd ptr ss:
push 0 O X87SW.P O X87SW U O

= |[s 2100 unock

i

0000000

0045C960 ]o(kb‘lt 0045C960
esps+C) 06700000 L"Z:\\"

.TEXT:004BAT4A ToCkDIT.exe: $BAT4A #B9B4A 00000000

Woump1 Hoump2 UWDump3  WDump4  SMDumps @ wathi  Ixellocals ) stct

Address | Hex |ascix ] | A | DO19F9F0
06700000 |iSA; 00 3A 00|5C 00 00 00(00 00 00 00|00 00 00 00 \ B
06700010| 00 00 00 Oull)‘) 00 00 00|00 00 00 0‘J|‘)0 00 00 00|..

360 | lockbit.
I LUZE\\"

Figure 106

Thread activity - sub_45C960 function

The file compares the drive name with the tsclient (Terminal Server Client) share:

Epusn dword ptr L,.!eb
lea ecx,dword ptr 5s5: Ee»u +5 ,]
i ush ecx

[ebps8]: H X87SW_C1 O X87SW_CO O XxB7SW_ES O
_X87SW_SF O _Xx87SW.P O Xx87SW.U O
| bicin i

len-‘lstr-
— — AB4 L 5
2: 06850000 L"Z:\\"
3: [esp+8] 0045C960 'Iockbit 0045C960
. 4: [esp+C] 0045C960 10Ckb1t.0045C960
. TeXT:0045CBFC 1ockbit. exe: SSCBFC #SBFFC s: {esp+10] 06850000 L*Z:\\"
(oS exer 1 s
@Woup1  Hoump2  WDump3  Woumps  WSoumps  @warchi  bellocaks P st onn ocasoone | Lry\yEve THent
. FF 75 08 | push dword ptr ss:feb, {ebp+8]:1 X87SW_C1 0 X87SW.CO O Xx87SW_ES O
8D 8C 24 ES 00 00 00 |1ea ecx,dword ptr ss: Eesu +E8§ X87SW_SF O_x87SW_P 0 X87SW.U 0O
51 lpush ecx Iec\:%'w. ‘—_- = —
FF DO eax Eaasts v
== 1< 2 T"wicr Wg]ﬁi"‘
eax=<kernel32.1strcmpiw> (76A76aF0) (22 06850000 L"Z:\\"
|3 PRI S0E3E0 Tockhit. oosscacs
4 4! 1 4!
.Text:004500C3 lockbit.exe: $5D0C3 #5C4C3 Is: :::,m] osi;oooo ocz \t
Woump1  @hoump2 oump3  HDump4  $SDumps B wathi  lellocals o stuct v b e S na e

Figure 107

The CreateFileW function is utilized to create a file called “2ED873D4.lock” (0xCOO0O0000
GENERIC_READ | GENERIC_WRITE, Ox1 = CREATE_NEW, 0x04000100 =
FILE_FLAG_DELETE_ON_CLOSE | FILE_ATTRIBUTE_TEMPORARY):
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00 push 0 AosIm_e 3 LEmps, AosIm_3 3 \EmpLyy
00 01 00 04 push looomn X87TW_6 3 (Empty) X87TW_7 3 (Empty)
o1

00 push o xg7statusword 0000

00 X87SW_B 0 x87SW.C3 0 x87Sw.C2 O
00 00 00 CO ?u:h couooooo X87SW.C1 0 xuﬁ €0 0 X87SW.ES 0
8C 24 20 03 00 00 el eu Mrd ptr ss:fespr3zol) X87: F S 0 x87SwWw.Uu 0

>[5 12100 unlock

L TexXT:004508F3 Tockbit.exe:$508F3 #5CCF3
WWoump2 WHoump3  WWoumps  Youms @ wanhi

ellocals ) Stuct

Figure 108

SHEmMptyRecycleBinW is used to empty the Recycle Bin on the drive (0x7 =
SHERB_NOCONFIRMATION | SHERB_NOPROGRESSUI | SHERB_NOSOUND):

push 7 2
pusl;: dword ptr ss:febp+a)
push O

XBYMIO X87SW_CO O xB7SW_ES O
0 X87SW 0 _XxB7SW .U O

v [s 1100 unos

06850000 L"Z:\\"
00000007

1T,
. text:004SDAEE lockbit.exe: SSDAEE WSCEEE esp+10’ %i&%’%::ﬁ?!%&m

Woump1  $hoump2  PDurp3  WNDumps  WNDumpS @ watch:  Irellocals ) st

Figure 109

The executable retrieves information about the total amount of space and the total amount of
free space on the drive by calling the GetDiskFreeSpaceW and GetDiskFreeSpaceExW APIs:

o 1m_

sh ecx Ao M3 3 \EmpLy s
g:a ecx,dword ptr ss:fesps1ecy "7“’ 63 (Emty) X87TW_7 3 (Empty)

ecx
n eu mrd ptr ss:fesp+38) x87statusword 0000
push e X87SW_8 O Xx87SW.C3 0 Xx87SWC2 O
Tea «x.mrd ptr ss:fespri7s) X87SW.C1 O X87SW.CO O X87SW_ES O
push 0 x87SWw U 0

v [s_ 12300 unlod

51
8D 8C 24 &C 01 00 00

1
8D 4C 24 38

1
8D 8C 24 78 01 00 00

sessssese

0699FBD4
0699FA98
.TexXT:00450C74 lockbit.exe: $5DC74 #50074 esp+10] o;:;;;‘:coc

Woup1  $Moump2  $SDump3  UOump4 ) watch1  Ixellocals 7 Struct

Figure 110

‘“ eu' 4 preiseNespced x:;g:;us:ord”“_c; 0 x87SW.C2 0

X X X

X8TSWC1 0 X87SWCO O XS7SWES O
F 0 x87SW_U__ 0

¥ (s 1] [] unlock

1
8D 8C 24 78 01 00 00
51

75 08

‘Iu e:x o-ord ptr ss:fespr175)
push ecx d

. Text:0045D0ED lockbit.exe: $SDDED #5D1ED
$0ump!  $Moump2 WMDump3 WWDump4  EW0umps M watch1  bellocals 4 Struct

Figure 111

The user interface language for the current thread is set to “English - United States”

ODQSC"O lockbit. 00‘5(9‘0

0045C960 Tockbit.0045C960
"Z:\\"

@ .

Figure 112

The numeric values extracted above are converted into a string that represents the size values in
bytes, kilobytes, megabytes, or gigabytes, depending on their size:

L ! F A RS WwWW.LIFARS.com | 29

a lé} SecurityScorecard company



6A 64 push 64
50 push eax x87Statusword 0000
88 44 24 4C mov eax,dword ptr ss:fespracy X87SW._B8 O X87SW.C3 0 x87Sw.C2

18 84 24 64 01 00 00

o
sbb eax,dword ptr ss:fesp+164] X87SW_C1 0 Xx87SW_CO O Xx87SW_ES ©
50 h eax o

X87SWSF O _x87SWP 0 x87SW_U

00000000
0699FCAS
00000064
p+10] 0045C960 Tockbit.0045C960

Figure 113

The drive name and the information regarding its size are sent to the hidden window via
SendMessageW.

The FindFirstFileExW API is utilized to enumerate the drive:

St XBTTWS 3 (Empty) x87TWL? 3 (Empty)

sh 0
04 F7 FF FF g:a eax,dword ptr ss:febp-8rc x875tatusword 0000
X87SW_B

push eax
gush o
E4 F2 FF FF ea eax,dword ptr ss:febp-Dicy

‘ush eax

0 x87SW.C3 O x87Sw.C2 O
X87SW_C1 O x87SW.CO 0O X87SW_ES O
Xl7 F 0 x87: P 0 x87swu O

.TeXT:0045E961 10ckbIT. exe: SSEIEL 450061
¥oup2 $WDump3  $WDumpd  hDumps Iellocals 47 stuct

Figure 114

The following directories will be skipped:
e system volume information
e windows photo viewer
e windows powershell
e internet explorer
e windows security
¢ windows defender
e microsoft shared
e application data
e windows journal
e $recycle.bin
e $windows~bt
¢ windows.old

The files enumeration is continued via a function call to FindNextFileW:
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68
.Text: 00461298 lockbit.exe: $61298 #60698 &5p+10. m;g& fﬁ:ﬁ-‘??gﬁmﬁﬂggv

oump1  YHoump2 WWDump3  UWDump4  WDumpS @ watch:  beellocals ) Stuct
Figure 115

File extensions are extracted using the PathFindExtensionW routine:

esi:L"2e ]

BESFSGG
8] 7GAE7AFC "GetCurrentThreadId”
75CF0000 <user32.0rdinal264s>
10] 00000000

| y— - - - e - . . M. - 08l e L

Figure 116

The binary is looking for a “lockbit” file that would suggest the targeted file has already been
encrypted:

004AOESE
O04ADEAD

00 X87STatusword 0000

00 X87SW_B O Xx87SW.C3 O x87SwC2 O
eax:Rt1D: X87SW_C1 O x87SW_CO O X87SW_ES O
push :::kb ebx:L"Z:" 0 _Xx87SWwu O

O04ADEA2
O004A0EA3
DO4ADEAS

usee

E8 F7 26 F7 FF

-
>

. TexXt:004A0EAS ToCkDit.exe: SADEA9 #AO2A9

o1  $Hoump2 NDump3  $NDump4

Woups @watch:  Iellocals ) stuct

Figure 117

ZwCreateFile is utilized to open the targeted file (0x10003 = FILE_READ_DATA |
FILE_WRITE_DATA | DELETE, Ox80 = FILE_ATTRIBUTE_NORMAL, Ox1 = FILE_OPEN, 0x48 =
FILE_NON_DIRECTORY_FILE | FILE_NO_INTERMEDIATE_BUFFERING):

004ADEED 6A 00 push 0
004ADEBF 6A 00 push 0 GS 0028 FS 0053
O04ADECL FF 75 DC push dword ptr ss:febp-233 €S 0028 DS 0028
004ADECA €7 46 48 01 00 00 00 mov dword ptr ds:[esi+48],1 €S 0023 S5 0028
004A0ECB 8D 46 34 Tea eax,dword ptr ds:[esi+34] eax:Zwer:

004A0ECE 6A 01 push 1 00000000000000000000
004A0EDD push 0 X87r0 STO Empty 0.000000000¢

> X87r1 00000000000000000000 ST1 EmpTy 0.000000000¢
e o D e rrr X87r2 00000000000000000000 ST2 EmPTy 0.000000000¢
O04A0EDC 0 5 Tea ebx, ma ptr ds:fesi<30] X87r3 00000000000000000000 ST3 Empty O0.000000000¢
O04AOEDF add word ptr ds:[eax],cx eax: Zwer: X87r4 00000000000000000000 ST4 Empty 0.000000000¢
004AOEE2 OF [< xorps x-o XmmO : X87r5 00000000000000000000 STS Empty 0.000000000¢
DO4ADEES mov dword ptr ss: lebo 90§, eax eax:ZwCri | X87r6 00000000000000000000 ST6 Empty O.000000000¢
004ADEES 80 85 Tea eu,a«wu ptr ss p-254F eax:ZwCri | x87r7 00000000000000000000 ST7 Empty 0.000000000¢
00SAOEFL 00 push 0
D0SADEF3 sh eax eax:Zwlr: X87T rd FEEF
00SADEF 4 80 8 F ea eax,dword ptr ss:febp 295] eax:Zwer: ,(:7-,:3?3 (Empty)  x87TW_1 3 (Empty)
O04AOEFA mov dword ptr ss:febp-295§,18 X87TW_2 3 (Empty) X87TW_3 3 (Empty)
004A0F 04 push eax eax:Zwlr: S7TW. 4 3
004A0F05 X (Empty) x87TW_S 3 (Empty)
004AOFOA X87TW_6 3 (Empty) Xx87Tw_7 3 (Empty)
004A0F08 :febp-2943,0
004A0F 1S lebp-28C] ,w 3 'S’ x87statusword 0000
004ADF1F FD bp zs X87SW_B8 O Xx87SW.C3 0 Xx87SWC2 O
004A0F29 X87SW.C1 0 X87SW.CO O u7sv.js o
004A0F33 1 qword ptr bo 254. Xmm0 F
004ADF 38 F 'lockb“ usm

LTEXT:004A0F40 10ckDIT. exe: SAOF40 #A0340
$¥oump2 Woump3

Figure 118

The targeted file is bound to the I/O completion port created earlier via a function call to
NtSetIinformationFile (OX1E = FileCompletioninformation):

L ! F A RS WWW.LIFARS.com | 31

a lé} SecurityScorecard company



0D04A1061 push 1e Lo S eadnd < e 2 e o L
mov dword ptr ss:febp-25Cy,eax X87TW.2 3 (Empty) X87TW_3 3 (Empty)

P : X87TW_4 3 (Empty)  x87TW_S 3 (Empty)
;‘:‘:"2:"*""‘ ptr ss:fepp-25Cy XS7TW_6 3 (Empty) XS87TW_7 3 (Empty)

sh eax :

ea eax,dword ptr_ss:febp-2543 : - | xs7statusword 0000

mov dword ptr ss:febp-253F,es7 X87SW_B O x87SW.C3 0O x87SwC2 O
X87SW.C1 0 XxB87SW.CO 0O Xx87SW_ES O
0 x87sw.u O

004A1081

Sescssssnes

.TexT: 00441086 Tockbit.exe: $A1086 #A0486
Wourpl  PGoump2 @SDump3  PWoump4  ENoumps

Figure 119

The NtQuerylnformationFile routine is used to query file information (Ox5
FileStandardinformation):

X/ Im_s 3 (EmpLy)

004A10F8 05 push 5 AOLIND:: 5 \EWPLY }

004AL0FD
x875tatusword 0000
X87Sw_8

004ALOFF 0 ax
85 48 FD FF FF ea eax,dword ptr ss:febp-288) 0 x87SW.C3 O x87SwW.C2 ©
0

push eax X87SW_C1 O x87SW.CO 0O XB87SW_ES O
33 push dword ptr ds:[ebx] X87SW_SF O X87SW_P 0O x87SWw.U O
82 22 F7 FF 3C0 |

00

esps4] O699EAGS
esp+8] 0699EA38
. TEXT:004A1106 10CkbiT. exe: SA110E #AOSOE €2hra0] 00000005

Woump1  YHoump2  NDump3  WNDump4  $Dumps

Figure 120

NtSetinformationFile is utilized to set end-of-file information for the file (Ox14
FileEndOfFileInformation):

004A119F 6A 14 :::h 14 - o
004A11A1 13 €2 eax, edx SAXINTSE | y87r0 00000000000000000000 STO ESPTY 0.000000000¢
004A11A3 83 €9 01 sub ecx,1 X87r1 00000000000000000000 STL Empty 0.000000000¢

004AL1AS sbb eax:NtSe Xx87r2 00000000000000000000 ST2 Empty 0.000000000¢(
004A11AA 3 ptr ss:febp-3 X87r3 00000000000000000000 ST3 Empty 0.000000000¢
004A11AD 5 and ptr ss:febp-2 eax:NtSe Xx87r4 00000000000000000000 ST4 Empty 0.000000000¢
004A1180 i _| x87rs 00000000000000000000 STS Empty 0.000000000¢
004A1186 ds:[esiv44],eax eax:Ntse' X87r6 00000000000000000000 STE Empty 0.000000000¢
004A1189 ~ | x87r7 00000000000000000000 ST? EmPTy 0.000000000¢
004A1188 ds: [esir40],ecx
004A118E oC d ptr ss:

x87Tagword FFFF
st 370 Prr asimeb) X87TW.0 3 (Empty) X87TW_1 3 (Empty)

s X87TW_2 3 (Empty) x87TW_3 3 (Empty)
004A1L B -2 1

Oosatice it 26, o ecaxinese | X67TTWS 3 (Empry)  x87TwCs 3 (Empry)
004A11CE dword ptr ss:febp-268] eax:NtSe X87TW_6 3 (Empty) Xx87TW.7 3 (Empty)
004A11D4 h eax:Ntse
004A11DS ptr_ss:febp-2coj eax:NtSe x87Statusword 0000

004A11D8 s5:febp-264F, edx X87SW_B O Xx87SW.C3 O X87SW.C2 O
004A11E1 push eax eax:NtSe X87SW.C1 0 XB87SW.CO 0O Xx87SW_ES O
004A11E2 push dword ptr ds:[ebx] SW_SF O X87SW_P 0 Xx87SW_U 0O
004ALIES Tockbit. 415130 B

Iellocals P struct

Figure 121
The following extensions list has been found:
e rar""zip"".ckp""db3"".dbf"".dbc" ".dbs" ".dbt" ".dbv" ".frm" ".mdf"
o "mrg"".mwb" " myd"".ndf" ".qry" ".sdb" ".sdf" ".sql" "tmd" ".wdb" ".bz2"

o "tgz""lzo"".db"".7z" "sqglite" ".accdb" "sqglite3" ".sqglitedb" ".db-shm"

e "db-wal"".dacpac"".zipx"".Izma"

LockBit only encrypts the first 4KB of the file. It uses the ZwReadFile API in order to read 0x1000

(4096) bytes:
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® ] 003a2086 6A 00 ?u sh 0

o | 00442088 su; 47 F4 n eax,dword ptr ds:(edi-C] eax:xe. x87Tagword FFFF

o ] 00442088 eax eax: e 7TW,

o | 004a208C FF 37 gush dword ptr ds.[ed ] ::;&g ; E:”:y; ::n\l_; ; g::ty;
o | 004a208E 8D 47 DS ea eax,dword ptr ds.(ed‘ 28] eax:ZuRe. A mpLy. Ty
o 004azoc1 FF 77 FC push dword ptr ds.[ed X87TW_4 3 (Empty) X87TW_S 3 (Empty)
ol cosazocs 50 ch eax X87TW_6 3 (Empty) Xx87TW_7 3 (Empty)
o | 004a20Cs 8D 47 D4 ea eax,dword ptr ds:[edi-2C) 3

o | 0osazocs 50 push eax :n me. x87Statusword 0000

o 00sa20¢9 6A 00 push o X87SW_B O X87SW.C3 O X87SW.C2 O
e J004a20CE 6A 00 push O X87SW_C1 0 Xx87SW.CO O X87SW_ES O
o | 0044200 FF 76 30 push dword ptr ds: [es\ozo] X87SW_SF O X87SW_P O X87SW_U 0O
e | 00442000 ES 4B 31 F7 FF 'lockMt 41522 E .

. ;

< Iig’:"““l

. Text:004A2005 Tockbit.exe: SA2005 #A14DS

WWoup1  $Woump2  @WDump3  WHDump4  WSoumps @ watchi  Iellocals ) stuct

Bl 00 00 00j00 00 00 00|00 00 00 00{00 00 00 00
00 00 00 00{00 00 00 00|00 00 00 00{00 00 00 00
00 00 00 00|00 00 00 0000 00 00 00|00 00 00 00
00 00 00 0000 00 00 00{00 0O 00 00{00 00 00 00
20000000000020220000000000 0002

Figure 122

The GetFileAttributesW function is used to get file system attributes for the ransom note called
“Restore-My-Files.txt”:

0699EF6A

.Text:004A2606 lockbit.exe: SA26D6 #ALADG

-~ . Taml T asl T ams S P

Figure 123

The ransomware creates the ransom note via a call to ZwCreateFile (0x10003 = FILE_READ_DATA
| FILE_ZWRITE_DATA | DELETE, Ox80 = FILE_ATTRIBUTE_NORMAL, 0x2 = FILE_CREATE, Ox40 =
FILE_NON_DIRECTORY_FILE):

eax:ZwCr: X87TW_2 3 (Empty) xlrnn_s s (Empty)
pusn X87TW_4 3 (Empty) 3 (eEmpty)

® ] 004A27AL 6A 00 pusn o GS 0028 FS 0053
o] 00542743 & 9 €5 0028 DS 0028
€S 0023 0028
:: 02 ss
00
X87r0 00000000000000000000 STO EPTY O.000000000(
€8 80 00 00 00
B8 FO FF 00 00 eax:Zwer: X87r1 00000000000000000000 ST1 Empty 0.000000000¢
C7 46 48 O1 00 00 00 r ds: [051‘48] 1 X87r2 00000000000000000000 ST2 Empty 0.000000000¢
66 01 07 X87r3 00000000000000000000 ST3 EMPTY O.00000000!
8D S5E 30 51+30) X87r4 00000000000000000000 ST4 ty O.
6A X87rS 00000000000000000000 STS Empty 0.000000000¢
SO 85 88 FD FF FF g p p-275% ax:znCr | X87¢6 00000000000000000000 ST EMPTY 0.000000000(
€7 85 50 FD FF FF 18 00 00 ¢5.'Q°ﬂ"3q,13 X87r7 00000000000000000000 ST7 Empty 0.000000000¢
50 =2 . eax:zwer:
8D 85 50 FD FF ptr_ss:febp-26 eax:zwcr. | xsrragword FFEE
785530, FELER_00 00 r ss:febp-24c§,0 X87TW_O 3 (Empty)  Xx87TW_1 3 (Empty)
68
OF S

)

00l mov_dword ptr ss:febp-243l, 40 20:'@" X87TW_6 3 (Empty) "'7“‘-7 3 (Empty)
push ebx
mov

Nnawn
W

xl7stntusword
0 x87SW.C3 0 x87Sw.C2 ©O

004, 09 64 00 l' 5 jebp- 2 5C] K.’Ml 0 x87SW_CO O Xx87SW_ES O
004A2513 66 88 movipd qwor X87SW_SF O X87SW_P 0 Xx87SW.U O
0042818 15040 e

. TexT:004A2820 Jockbit.exe: SA2820 #A1C20
$oump1 g% pump2 Woumps @ watch1  Ix-llocals & Struct

Figure 124

The ransom note is bound to the I/O completion port previously created via a function call to
NtSetinformationFile (OX1E = FileCompletioninformation):

push Xe7TW_2 3 (Empty) x87Tw.3 3 (Empty)
By dword per saillebp:2r0; eax eax:NTse: Y

2985 Tea eu.o::grd .§ 3 eb:'iml eax:Ntse | X87TW_4 3 (Empty)  x87TW.S 3 (Empty)
0042988 push & X87TW_6 3 (Empty) X87TW_7 3 (Empty)
00442980 push eax eax:NtSe'
004A298E lea eax,dword ptr_ss:febp-275) eax:NtSe x875tatusword 0000
00442994 mov. Mrd ptr ss:febp-26C),es7 X87SW_B O Xx87SW.C3 0 Xx87SWC2 O
00442994 push e: eax:NtSe | X87SW.C1 O X87SW.CO O X87SW_ES O
00442998 33 push mm ptr sebx] X87SW_SF O X87SW_P 0 x87SWw.VU 0
00442950 ES 'lebit.lﬂii

00442970 1E
004A297F 5

[s 2] 0] unioct

. TeXT:004A29A2 TockDIT.exe: SA29A2 #AIDA2
l!m-w ¥Woup2 $Woump3  oumps  SWoumps @ weti  Iellecs P stuct

03 00 00|90 00 AC 06
o‘”u:oooooooooacosoooo

Figure 125
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The note is populated using the ZwWriteFile routine:

004A2A88 6A 00
OD4A2ABA €7 46 2C 00 00 00 00
004A2AC s

push 0 X8/T3 UUUUUUUUUUUUUUUUDUUU 315 EEPTY U. UUUUUUDUUL
mov dword ptr ds:[esi+2C],0 X87r4 00000000000000000000 ST4 Empty 0.000000000¢
push ecx X87rS 00000000000000000000 STS Empty 0.000000000¢
mov dword ptr ds:[edx+2C],eax eax:Zwnr | X87r6 00000000000000000000 STE6 Empty 0.000000000¢
mov eax,dword ptr ds:[4F8C78) eax;Zwwr | x87r7 00000000000000000000 ST7 Empty 0.000000000¢
€7 02 03 00 00 00 x87Tagword FEEF

ed J Xerus 3 (Emty)  nerTeCh 3 (Emoy)

x mpTYy . X mPTY.

o Lo 3 vEE . X87TW_4 3 (Empty) x87TW.S 3 (Empty)
004A2AES . X87TW_6 3 (Empty) X87TW_7 3 (Empty)
O04A2AE? 50 $
004AZAES x87Sstatusword 0000
004A2AE9 XB7SW_B 0 x87SW.C3 0O x87SwWC2 O
004A2AES 64 0 XB7SW.C1 0 Xx87SW.CO O X87SW.ES O
004A2AED push dword ptr ds:sebx] XB7SW_SF O Xx87SW_P O X87SW U O
004A2AEF | 10ckbit. 41531 f—————

[ z YT YN ']

@ watch 1

nd _encrypt
65 20 64 61[74 61 20 77|69 6C 6 20|62 65 20 70
alae 25 25 2aliS 28 2 2L e a2 22 sallaaienal an

= A £ 2f sale

Figure 126

The “lock” file created earlier is deleted after the drive enumeration is complete:

+Text:0045E610 Tockbit.exe:SSEGL0 #5DA10

A Ml A dllia o~ AL e M. s Do

Figure 127

The content of the ransom note is displayed below:

et

L LockBit 2.0 Ransomware

2

3 Your data are stolen and encrypted

4 The data will be published on TOR website http://lockbi €vxSTtleeq) ) S ykyd.onion and https://bigblog.at if you do not pay the ransom
5 You can contact us and decrypt one file for free on these TOR sites
& heep://lockby /Tkwewllygmiyhvanyj352jayid.onien
7 heop://lockbi 7fqoscéidimsfleulkaik2did.onion
& OR

9 hetps://decoding.at

10

11 Decryption ID: 2EDS873D43FESDD38AS27532BESDOFOCY

Figure 128

The main thread sends the "Scan done, waiting handles..." message to the hidden window.

Thread activity - sub_497060 function

The malware retrieves the locally unique identifier (LUID) for the SeDebugPrivilege privilege
using the LookupPrivilegeValueA routine:

0048ECD1

gush ecx
004BEC02 ea ecx,dword ptr ss:febp-s1§
0048ECDS h ecx

O048ECDE push o

XB7SW_B O XS7SW.C3 O Xx87Sw.C2 0
X87SW_C1 O Xx87SW.CO O Xx87SW_ES 0O
X87SW_SF O Xx87SW_P 0 X87SWU O

0824F7FF “SeDebugPrivilege”
08247820

. TexT:004BECDS lockbit.exe: SBECDS #BECOS & 10 %;%w:::;&m;%go

WWoump! YHoump2 Hoump3  WNDump4  WSoumps @ watchi  frellocals 7 Stuct

Figure 129

The privileges of the access token are adjusted to include the SeDebugPrivilege privilege via a
function call to ZwAdjustPrivilegesToken:
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push 0 AV tmay v LS AW tmer o Ly

sh 0
push 10 x87Statusword 0000
g:n ecx,dword ptr ss:fiebp-308 X87SW_B 0 X87SW.C3 0 Xx87SW.C2 O
push ecx X87SW.C1 O Xx87SW.CO O X87SW ES O
X87SW_SF 0 XB87SW_P O XB87SW_U 0O

=

.Text:004BEDFE lockbit.exe: $BEDFE #BELFE

Wourp2  HDump3 UWDump4

% Dump 5

Figure 130

OpenSCManagerA is used to establish a connection to the service control manager and to open
the service control manager database (OxFOO3F = SC_MANAGER_ALL_ACCESS):

0049746
0049748
00497 4ED

gg;ooo:oo
6A 00
¢ e :

push FOO3F XB7SW._C1 O X87SW.CO O X87SW_ES O
WS: g X87SW_SF O X87SW_P O X87TSWU O
pus! o rans -

2|

003F
1497 Tockbit, 76
. Text:004974EF lockbit.exe: $974EF #968EF I P+10. 03029;.820 g:c:bstmzsg:go

Weoumo1  GHoump2  WHDump3  WWDump4  WeDumps @ watchi  Iellocals 4 Stct

Figure 131

A targeted service is  opened using the  OpenServiceA  API (Ox2c =
SC_MANAGER_MODIFY_BOOT_CONFIG | SC_MANAGER_LOCK |
SC_MANAGER_ENUMERATE_SERVICE):

00497580
00497582
00497585

push 2C X87SW.C1 O X87SW.CO O X87SW_ES O
pus: c:ord ptr ds:[ecx+esi=4] XB7SW_SF O X87SW_P O X87SW_U 0O
push ebx €

esprs

esp+8] 0000002C
esp+C] 00497060 10ckbit. 00497060
€sp+10] 004!

.TexT:00497586 10ckbit. exe: $97586 #96986
Wourp1  Y4oump2 $WDump3  $HDump4

97060 10CKb1T. 00497060

Ixellocals & Stct

Woumps @ watch1

Figure 132

QueryServiceStatusEx is used to extract the current status of the service:

50

push eax

6A 24 sh 24 x87Statusword 0000
8D 84 24 08 03 00 00 ea eax,dword ptr ss:fesp+305]) X87SW_B 0 XB7SW.C3 O Xx87SwW.C2 O
50 push eax X87SW_C1 0 x87SW_CO O Xx87SW_ES O

X87SW_SF 0 XxB87SW.P 0 X87SW.U 0

Figure 133

The EnumDependentServicesA routine is utilized to retrieve the name and status of each service
that depends on the targeted service (see figure 134). These services will be stopped as well (Ox1
= SERVICE_ACTIVE):

Xo/IM_® 3 \EmpLY)

x87statusword 0000
X87SW_B 0 XxB7SW.C3 0 x875w C2 O

AB/IW_s 3 LEWPLY)

00424466

51 gush ecx
00494467 ea ecx,dword ptr ss:febp-23)
00494464 51 sh ecx
00494468 push o
0049A46D
0049A46F 6A 1
00494471 push dword ptr ss:flebp-C

XB87SW_C1 0 xB7SW.CO O Xx87SW_ES O
X87SW_SF 0 X87SW.P 0 X87SW.U 0

Defauit (stdcal) ¥ |5 12107 unlock

[2: fesp+s] 00000001
esp+8] 00000000
es)

peC
p+10] 0643F808

.TEXT:0049A474 TOCKDIT. exe: $9A474 #99874
@Wouo1  $oump2  WDump3  WDump4  Woumps @ wathi  Icellocals ) st

WCO ‘5 F8 88|55 FC 88 48|1C
0049ACD0 | OF 87 04 5088 04 81 03|C3 E9 80 F7|FF FF 88 45|,
£r o5 & i1olfa £z =5 seles oo ar soles & o=r ool i

Anzasren

8B 40 24|03 CB 03 C3

Figure 134

L ! F A RS Www.LIFARS.com | 35

a lé} SecurityScorecard company



Every chosen service is stopped by calling the ControlService function (0Ox1 =
SERVICE_CONTROL_STOP):

X87SW.C1 O Xx87SW.CO O Xx87SW_ES O
X8TSW_SF 0O xl7 0O X87SW U O

<15 &0 wiok

4, 1
0643FB48 Ty .
+Text:00497AC9 Tockbit.exe: $97ACY #96ECY p+10. 033;?:20 ?‘x:b:iog;ZQgggo

Wouwmp:  oump2 WNDump3  $HDump4  $NDumS Pellocals 4/ Struct

Figure 135

A confirmation message that the service was successfully stopped is sent to the hidden window:

XE/SW_E U XB/SWLS U XB/ONLZ U
X87SW.C1 O Xx87SW.CO O Xx87SW_ES O
| X8TSW_SF 0 x87SW_P 0 Xx87SW.U O

R TR T
esprd] 00000401

esp+8] 00000001
esp+C] 0643F408
esp+10] 00000012

@ watch1  Iellocals 2 Struct

Figure 136

The ransomware takes a snapshot of all processes in the system (0x2 = TH32CS_SNAPPROCESS):

® ] 0049978E 6A 00

X87SW_SF O Xx87SW_P 0 Xx87SWU O

. Text:004997C2 Tockbit.exe: $997C2 #988C2
Wourp1  @HDump2  WHDump3  YNDumps  @NDumps @ watchi  Ivllocals 2 st

Figure 137

The malicious file retrieves information about the first process from the snapshot via a function
call to Process32First:

o] 00499909 3 X 2 5 XB7SW_SF O X87SW_P 0 X87SW.U 0
o | 0049990A D p p- SR
® || 4

57 000004AE
espr4] 0643F600
esp+8] 00791835
esp+C] 0000001C

. Text: 00499900 Tockbit.exe: $99900 #98D00

¥Woump1  WWoump2 WNDump3  WHDumps  WDumps  @watchi  Iellocals 7 stuct

Figure 138

Interestingly, the malware removes the extension of the process name (if present) before the
comparison with the targeted list:

. TEXT:004998C5 Tockbit.exe: $998CS #98FCS

- S S R

Figure 139

An example of such a comparison is shown in figure 140.
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FF 34 0A
80 8D 88 FD FF FF
51

sh dword ptr ds:[edx+ecx]

X87SW.C1 O Xx87SW.CO O Xx87SW_ES O
GB"QCK.MI'C ptr ss:febp-2753
push ecx

X87SW_SF 0 Xx87Sw_P 0 x875w_U 0
=
>[5 15]0] unlods

4] 04480000 "wxServer”
99791835

. Text: 00499028 lockbit.exe: $9902B #99128

Wowp!  WWourp2 WYoump3  Whoumpd  Houmps @ wakhi  iellocas & stct

Figure 140

The process enumeration continues by calling the Process32Next routine:

XB7SHSF 0 xSTSHP 0 x87SHU O

> [s |0 ud

esp+4) 0643F600

esprs] 00791835

esp+C]_0000001C
p+1i

. Text: 00494049 Tockbit.exe: SIADAY #994A9

Woump:  YHoump2 WMoump3  $Moumd  WWoums @ warhi  Iellocals 4 stuct

Figure 141

OpenProcess is used to open a targeted process (OXIFFFFF = PROCESS_ALL_ACCESS):

FF B85 C8 FD FF FF
€8 FF FF 1F 00

0049€38¢€
0043E3C4
0049E3C6

push dword ptr ss:febp-235] X87SW_C1 0 X87SW.CO O X875w_ES O
NS: iﬂFFFF XB7SW_SF O X87SW_P O X87SW_U o

. Text:0049E3CB Tockbit.exe: SIE3CB #907CB

$Soump!  oump2 UNDump3  NDump4

Pellocals 4 Struct

Woumps @ watch1

Figure 142

A process is killed by calling the NtTerminateProcess API:

6A 01
56
ES 85 62 F7 FF

X87SW_C1 0 x87SW.CO O Xx87SW_ES O
X87SW_SF O X87SW_P 0 X87SW_U o0

2
76A60000 kerne
10] 75F80000 Shiw.

.text:0049E308 lockbit.exe: S9E3DB #907D8

Woump1  YWoump2 WWDump3  WNDump4  WSDumps @ wacht  bellocals 2 St

Figure 143

LockBit initializes the COM library for apartment threading using the ColnitializeEx function (0x6
= COINIT_APARTMENTTHREADED | COINIT_DISABLE_OLEIDDE):

X87SW_SF 0 XB87SW_P O x875wW_U o
s =

v —
]
i

£ 0 unlock

00000006
00497060 lockbit. 00497060
00497060 10ckbit. 00497060
00000000

. Text: 0049810F lockbit.exe: $9810F #9750F

$oump1  $Hoump2  WWDump3  WS0ump4  WHoumps @ wath1  bellocals ) Stuct

Figure 144

The ransomware deletes all volume shadow copies on the system by calling the ShellExecuteEx
function and running the commands shown below:

push ecx

. Text: 00498890 lockbit.exe: $98890 #97C9%0

L .

Figure 145
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Ad

0643FAL4
0643FA24
0643FA34
0643FA44
0643FAS4
0643FAG4
0643FA74 |
0643FA84 | €
0643FA94
0643FAA4
0643FAB4

Figure 146

The malware also creates multiple processes twice in order to delete (again) all shadow copies
and Windows logs. An example of process creation is shown in figure 147 (0x08000000 =
CREATE_NO_WINDOW):

00499402 51 ?ush ecx

00499403 8D 8C 24 94 03 00 00 ea ecx,dword ptr ss:fesp-394) x87Tagword FFFF

SOtaoAll s A DUt o X$7TW_O 3 (Empty)  X87TW.1 3 (Empty)

00499500 €A 00 X87TW_2 3 (Empty) x87TW_3 3 (Empty)

0049940F 68 00 00 00 08 X87TW_4 3 (Empty) X87TW.5S 3 (Empty)

00499414 6A 01 h X87TW_6 3 (Empty) Xx87TW.7 3 (Empty)

00499416 64 00 push 0

00499418 6A 00 gush 0 x87Statusword 0000

00499414 80 8C 24 F8 03 00 00 ea ecx,dword ptr ss:fespr3rs] XB7SW.B O Xx875W.C3 0O Xx875W.C2 O

00499421 51 ?ush ecx X87SW_C1 O x87SW.CO O Xx87SW_ES O
sl: 4C 24 38 eanecx.mﬂ ptr ss:fesp+2s) 5 X87SW_SF O x87SW_P 0 Xx87SW.U 0

push ecx o

Defoult (stdcal) v |[s 72]0] uno

- [esp+4] 0643FC20 "/C vssadmin Delete shadows /
esp+8] 00000000
esp+C] 00000000
es5p+10] 00000001

YSoumpd  Hoump S

D 76]73

0643FC30|74 65 20 S 68
0643FC40|2F 51 75 69|65
0643FC50| 00 00

1888848
1888843
}88888A)
1888858
}8888k:
1888843
18888RA)
1888884

Figure 147
The following processes have been spawned:
e cmd.exe /c vssadmin Delete Shadows /All /Quiet — delete all shadow copies
e cmd.exe /c bcdedit /set {default} recoveryenabled No - disable automatic repair

e cmd.exe c bcdedit set {default} bootstatuspolicy ignoreallfailures — ignore errors in the
case of a failed boot / shutdown / checkpoint

e cmd.exe /c wmic SHADOWCOPY /nointeractive — invalid syntax
e cmd.exe /c wevtutil cl security — clear security log

e cmd.exe /c wevtutil cl system - clear system log

e cmd.exe /c wevtutil cl application — clear application log

The ransomware forwards the "Volume Shadow Copy & Event log clean" message to the hidden
window:

68 01 04 00 00
FF 35 00 88 4F 00

.text:004EODE2 lockbit.exe: SEODE2 #EO1E2

Woump2  Yoump3  §%Dump 4

Wourps @ watch1  Irellocals ) st

Figure 148
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Thread activity - sub_49E730 function

The NtRemoveloCompletion function is utilized to wait for at least a file to be available for
encryption:

push

- A i Lways AN s e mepay s
80 4C 24 34 lea ecx,dword ptr ss:fesp+34 X87TW_6 3 (Empty) X87TW_? 3 (Empty)

p+34§
51 push ecx
8D 4C 24 20 lea ecx,dword ptr ss:fesp+20) x§7statusword 0000
51 push ecx X87SW_B O X87SW.C3 O X87SW.C2 O
8D 4C 24 28 lea ecx,dword ptr ss:fesps25) X87SW_C1 O Xx87SW.CO O X87SW_ES O
s1 push ecx X87SW_SF O X87SW_P O X87SW.U 0
| FF 35 20 25 4E 00 ou%;x dword ptr ds:[4E2520] o = =
FF 1 INTR: 5 e 1=
‘ Do [call eax | eax t,c Default (s +[s =00
. > - -"1:" [esp] 00000;
eax=<ntd]1.NtRemoveIoCompletion> (7704E7F0) 2: &:g-q oe;é?‘éx
3: [esp+8] 06SEFB38
4: [espsC] 065BFBSO
LTEXT:0049E829 1ockbit, exe: $9E629 #90C29 5: lesp+10] 00000000
‘ P " g 0000038C |
Woump1  Woump2 WDump3  YSDumps  SWDuwmpS D warchi  Ireliocals 2 Stuct OESBFBI0]| 065BFB3C |
|Address | Hex | AscII | | » | 065BFB14 0GSBFB3S |
’ussmza;ao )0 00 00[00 00 00 00|08 02 00 00|EQ OB QF 27 [Meevrsverees O, .w 0658FB1C | 00000000 |

The following file extensions will be skipped:
e .386.cmd .ani.adv.msi.msp .com .nls.ocx.mpa .cpl.mod .hta
e .prf.rtp.rdp .bin .hip .shs.drv.wpx .bat.rom .msc .spl.msu
e .ics .key.exe dll.Ink.ico .hlp .sys.drv.cur .idx.ini.reg
e .Mp3.mp4 .apk.ttf .otf .fon fnt .dmp .tmp .pif .wav. .wma .dmg
e .iso.app .ipa .xex .wad .msu .icns lock lockbit .theme .diagcfg

e .diagcab .diagpkg .msstyles .gadget .woff .part .sfcache .winmd

The files that can be found in the following directories will not be encrypted:

o "$windows.~bt" "intel" "$recycle.bin" "to.msstyles" "boot" "msbuild" "system volume
information"

e ‘"google" "application data" "windows" "windows.old" "appdata" "mozilla" "microsoft
shared" "internet explorer"

e '"opera" "windows journal" "windows defender" "windowspowershell" "windows security"
"windows photo viewer"

The following specific files will also be skipped:

e '"iconcache.db" "ntuser.dat.log" "restore-my-files.txt" "autorun.inf" "bootsect.bak"
"thumbs.db"

LockBit uses multiple aeskeygenassist operations in order to assist in AES round key generation,
as we can see below:
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.text:0043D97@ sub_43D97@ proc near
.text:0043D970 movups xmml, xmmword ptr [edx]
.text:0043D973 aeskeygenassist xmm@, xmml, 1
.text:00430979 pshufd xmm3, xmm@, @FFh
.text:@@43D97E movaps xmm@, xmml
.text:0043D0981 pslldq xmm@, 4
.text:0043D0986 pxor Xmm@, xmml
.text:0043D98A movups xmmword ptr [ecx], xmml
.text:0043D98D movaps xmml, xmm@
.text:0043D990 pslldq xmml, 4
.text:0043D995 pxor xmml, xmm@
.text:0043D999 movaps xmm2, xmml
.text:0043099C pslldq xmm2, 4
.text:0843D9A1 pxor xmm2, xmml
.text:0843D9AS5 pxor xmm2, xmm3
.text:0043D9A9 aeskeygenassist xmm@, xmm2, 2
.text:0043D9AF pshufd xmm3, xmm@, @FFh
.text:0843D9B4 movaps xmm@, xmm2
.text:0043D987 pslldq xmm@, 4
.text:0843D9BC pxor Xmm@, xmm2
.text:0043D9C0@ movups xmmword ptr [ecx+18h], xmm2
.text:0043D9C4 movaps xmml, xmm@
.text:0043D9C7 pslldq xmml, 4
.text:0043D9CC pxor xmml, xmm@
.text:0043D9D0 movaps xmm2, xmml
.text:0043D9D03 pslldq xmm2, 4
.text:0843D9D8 pxor xmm2, xmml
.text:0843D9DC pxor xXmm2, xmm3
.text:0043D9E@ aeskeygenassist xmm@, xmm2, 4
.text:0043D9E6 pshufd xmm3, xmm@, @FFh
.text:0043D9EB movaps xmm@, xmm2
.text:0043D9EE pslldq xmm@, 4
.text:0@43D9F3 pxor Xmm@, xmm2
.text:0043D9F7 movups xmmword ptr [ecx+28h], xmm2
.text:0043D9FB movaps xmml, xmm@
.text:@@43D9FE pslldq xmml, 4
.text:0043DA0G3 pxor xmml, xmm@
.text:0043DA07 movaps xmm2, xmml
.text:0043DARA pslldq xmm2, 4
.text:0843DAGF pxor xmm2, xmml
.text:0843DA13 pxor xmm2, xmm3
.text:0@43DA17 aeskeygenassist xmm@, xmm2, 8
.text:0043DA1D pshufd xmm3, xmm@, @FFh
.text:0843DA22 movaps xmm@, xmm2
.text:0043DA25 pslldq xmm@, 4
.text:0043DA2A pxor xmm@, Xxmm2

Figure 150

co[63 85 17 37 FC 50K, .7
DF (01 84 35 95 48(Mi6.b.QR."¢ .5.H
9F |BA 3E €9 C7 63| UCi@»bd. *UR+>EGC
6D |01 3F EA 3F 25|..ZO»Rom.#OF7&7%
EA|[35 0A 62 08 89 .7-.b..
0A[34 3E 05 32

3 DA 58|48 75 EA D2

065BFEBO A 33 97/8D F8 SF 01

065BFECO 30 F4 B6 19|8BD 45 1E 64 3 9_6&‘

065BFEDO 0|AF 19 DB F9|12 57 46 DA . ima . Ou. X%, WFUA

06SBFEED 5C A3 35 42|4E 19 BD 51 8A|6°1»\£5BNU.E.%Q.
Figure 151

The file content is encrypted using the AES128 algorithm. Basically, the malware uses aesenc
instructions to perform one round of an AES encryption flow:

LIFARS
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.text:0043D3E0Q

.text:0043D8EQ loc_43D3Ee:

.text:@@43D8EQ lea eax, [eax+1@h]

.text:0043D8E3 movups xmm@, xmmword ptr [esiteax-1@h]
.text:0@43D8ES pxor xmml, xmm@

.text:0043D8EC pxor xmml, xmmword ptr [ecx]
.text:0043D8F@ aesenc xmml, xmmword ptr [ecx+16h]
.text:0043D8F6 aesenc xmml, xmmword ptr [ecx+2@h]
.text:0043D8FC aesenc xmml, xmmword ptr [ecx+3@h]
.text:0043D902 aesenc xmml, xmmword ptr [ecx+4@h]
.text:0043D0908 aesenc xmml, xmmword ptr [ecx+50h]
.text:0@43D90E aesenc xmml, xmmword ptr [ecx+6@h]
.text:0043D0914 aesenc xmml, xmmword ptr [ecx+70h]
.text:0043D91A aesenc xmml, xmmword ptr [ecx+8@h]
.text:0043D923 aesenc xmml, xmmword ptr [ecx+9@h]
.text:0@43D92C aesenclast xmml, xmmword ptr [ecx+8A%h]
.text:0043D935 movups xmmword ptr [eax-10h], xmml
.text:0843D939 sub edx, 1

.text:0043093C jnz short loc_43D8E@

|

Figure 152
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06AB0130

0G6ABOO0O |C8 89 88 60|3E F8 64 12|83 F1 7E D7|2A 1A 8A EE s

06AB0010| 6C OB 52 FS|6D FD 6A 3A|BO EF D5 99|C1 D7 24 F2 j"10 AxSO
06AB0020|72 3E B1 2C |60 EA 4C 71|Al 16 DB FF|85 AO 29 67 f'>t L. 610
06AB0030| 09 A0 97 A2|C1l 1E EO 8A|SD 47 9D 6E .« .6 .a.]G nA

aE £S5 C5 7¢
06AB0040| 94 64 92 12|FE DO 7F F2|A2 B2 B7 6F|03 D2 C8 A2
06AB0050| 80 56 22 43|D3 D6 F6 B5|3D 3B 8C 14|31 Al E1 E3
06AB0060|75 66 92 SA|EO 68 95 CO(B6 00 94 93|D4 4C 7D BO

aY:

06ABO0ODO |19 2F 71 B1|43 D1 1A 41|17 DA 6D B1|DD 98 F1 8F|./qCN.A.UmzY. f.
0GABOOEO | ES 4E 35 E7|53 2E 7C 71|20 7F A7 69|CA 55 79 BE Anscs 1q .§ituy%
06ABOOFO |91 6C 28 BS|EA E6 3E 13|/C7 0D 22 95|AC 2D 9F F3 c
06AB0100|E9 47 BC 77|70 80 DE C9|20 3F 80 44|OF B8 69 C2 .D
06AB0110| 64 38 44 02|DO FB F6 AF|C4 C5 38 56|BC 99 31 AD|dsD. bu6 “AASV%. 1.
06AB0120|9A 3A 40 OC|66 6B AF 5B(CC A9 9E 36|D9 82 87 C4/|.:@.fk [Ie.6U..A
06ABO130| 24 G6E EO A7 |FC F2 OE D3|98 92 65 B2|33 2D 44 SE|$na§io.0..e*3-DA

Figure 154
As we mentioned before, only the first 4KB of the file is encrypted. The encrypted content
written to the file using ZwWriteFile:
Jo0isERi| 85 %% 24 1s Bov dword Besps1og et o o
©® JOO49EBD4 4 24 mov tr ssiffesp+l es
o] 0049808 8 41 20 Tea eu.mgrd ptr ds.p[eu:zo] eax:Zwhr T 0 geeeer 7
o] 0os9ee08 50 push cax:zewr: | X870 3 (Cmpty) x87TWL1 3 (Eapty)
o | 0049E80C FF 71 2C push Mra ptr ds.setxﬂc] X87TW_2 3 (Empty) x87TW_3 3 (Empty)
o] cosse80F 8D 41 04 Tea eax,dword oz [etxv-t] eax:Zowr X87TW_4 3 (Empty)  X87TW.5 3 (Empty)
o] oossese2 FF 71 28 push dword ptr ds:[ecx-26. X87TW_6 3 (Empty) X87TW_7 3 (Empty)
e oos9eBES 50 push eax eax:Zwar
o|oosszeze 51 push ecx x875tatusword 0000
® | O049EBET 6A 00 pusn o X87SW_ 8 0 x87SW.C3 0 x87Sw.C2 O
o] oosseses €A 00 push X87SW_C1 O X87SW_CO O X87SW_ES O
o] oo49EBER FF 76 30 Md ptr ds:[esi«30] XB87SW_SF 0 XxB87SW_P O XxB7SW.U 0O
o|oosseese ES 1D 67 F7 FF Tockbit. 415310 o
f S |Defoult (stdcal) ~ s 1200 unod
esp+4] 00000000
esp+8] 00000000
. TEXT:0049EBF3 10CkDIT. exe: $9EBF3 #9OFF3 et g ey 8
$ouo1  $Mourp2  WDump3  Dumpd  Whoumps M wathi  Iellocss P st
~
06ABO00O |CB 89 85 60| 3E F8 64 12|83 F1 7E D7|2A 1A BA EE|E..
€C 0B 52 F5(GD FD 6A 3A|B0 EF D5 99/C1 D7 24 F2|1.K 0. Ax$d
o AN
OSABOCHO| 94 848212 | K DO7E F2 1A B2 B2 6F| 0N D2 CO AL

Figure 155

The BcryptGenRandom routine is utilized to generate 32 random bytes:

D04BELAA push 2 X87SW_B 0 Xx87SW.C3 0 x87SW.C2 O
0048EL1AC push dword ptr ss:lebp—c X87SW_C1 0 x87SW.CO 0O Xx87SW_ES O
go:gglgg pus: gnord ptr ss:febp+. X87SW_SF O x87SW_P 0 Xx87SW.V 0
04BE 1! pus| e ==

.TexT:0048E184 TOCkDIT.exe: $BE1B4 #B0584

Woump1  GHoump2  WWDump3  YMDumps  WWoumps  wathi  Iellocas P stuct

Figure 156
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The buffer generated above is transformed using the Curve25519 wrapper and then copied to a
new buffer together with the session ECC public key (see figure 157). Based on the
implementation of the Curve25519 algorithm, it is used to generate a shared secret (32-byte
value).

065BFSED

065BF8FO
065BF900
065B8F910

Figure 157

The AESI128 key and IV (initialization vector) are encrypted using Curve25519 with the session ECC
public key, as highlighted below:

Aosim_

X87TW_6 3 (Elvty)

xg7statusword 0000

X87SW_B8 0O x87SW.C3 0 x87SWw.C2 O
X87SW.C1 0O Xx87SW.CO O x87SW_ES O
X87SW_SF O X87SW_P O X87SW.U O

(s 1] uock

® | OD42ACEE 57

Aorim_> > vempiyy
X87TW_7 3 (Empty)

gu‘ eax.o:md tr ss: lebn 643
mov byte ptr ss Eebp-5i

?‘e‘lheu dword ptr ss:febp-84)
pus|

mov eax,dword ptr ds: wun]
mov_eax,dword ptr ds:

80 45 K
€6 45 F8 00

8D 85 7C FF FF FF
5

Al 70 06 4F 00
l' 00

. TeXt:0042AD05 10ckbit.exe: $2AD0S #2A105

$ourp!  WSoump2  $Soump3  PMDump4  PHDumps

Pellocals 4 Struct

& watch 1

Figure 158

Each encrypted file has a 512-byte footer that will be explained in detail. It's written to the
encrypted file by calling the ZwWriteFile API:

o] o049E953 6A 00 sh 0 agwor

o] o043e955 80 41 20 g:n eax, dword ptr ds:[ecx+20] eax:Zwar ::;:Lo 3“(::::,) X87TW_1 3 (Empty)

o|oossessa 50 sh e SAXIZWAT | g7TW 2 3 (Empty) X87TW_3 3 (Empty)

o] 0049E959 FF 71 2C gusn Mrd ptr ds: [ecx+2C) X87TW_4 3 ( ty) X87TW_5 3 ( )

o] 0049E95¢C 8D 41 04 ea eax,dword ptr ds: [e:x-l] eax:Zwar Empty’ Empty’

o] oossEasF FF 71 28 push Mrd ptr ds:[ecx+25] XS7TW_6 3 (Empty) XS7TW.7 3 (Empty)

o] 00496962 50 push e eax: Zwar

o] oosse963 51 push e:x x87Statusword 0000

© 0049E964 6A 00 push 0 X87SW.B 0 Xx87SW.C3 0 Xx87SwW.L2 O

© ] 0049£966 6A 00 push X87SW_CL O Xx87SW.CO O Xx87SW_ES O

o] oosse68 FF 76 30 sh ovord ptr ds: [esi+320] X87SW_SF O X87SW_P O X87SW_U 0O

e Joosseaes E8 AO 69 F7 FF lockbit. 415310 v

. I -
A e ] s |Default (stdcal) >[5 110 unock

2: [esp+4] 00000000

3: [esp+8] 00000000

4: les 0 0
< TEXT:0049E970 TOCkbit.exe: $9E970 #90070 S: [esp+10] O06AA00S4

Woup1  Woump2  WWDump3  WSDump4  Dumps @ watch1  bellocss ) st

06AB0000 E4 BD 09|16 50 BO 6F[CO FS 94 32/CD 63 B2 90| &%..P" 2. .
SF 7A AD F7|6E 42 95 BC |86 C7 19 61|EB Bl 67 03| .2 =nB.%.C.a&xg.
20 C1 E 54(86 D3 2A 25|04 CF OA 18/68 79 55 70| AAT.0°%0X..hyup
EB 1E 73 E2|AT CO 43 F8[44 EA OA 35|03 37 OC 2E|&.SAGACODE.5.7..
07 FO 02 3E|{11 F6 3B 2A|CC 93 34 78|98 BE EF EC|xd.>.0;"1.4{.%1}

A
H
e >

Figure 159

NtSetinformationFile is used to append the “lockbit” extension to encrypted files (OxA
FileRenamelnformation):

X8/IW_ 6 5 (EMPTY)  XS/IW_/ 3 (EMPTY)

DO4SECFD GA 0A push
O049ECFF FF 74 24 18 push Mrd p(l‘ ss:fesp+18)
66 OF 13 44 24 48 lw!pd quor ptr ss:fesp+ia], xmmo x87Statusword 0000
push ed X87SW_B 0 Xx87SW.C3 0 x87SW.C2 O
push e X87SW.C1 0 Xx87SW.LCO O XB7SW_ES O

FF 74 24 34 push Mfd ptr ss:fesp+34)
: t. 4151

X87SW_SF O X87SW_P 0 X87SW U O
€8 IC 64 F7 FF s SW_

~ [ 210 unod

.Text:0049ED14 Tockbit.exe:$9ED14 #9E1LS
Yoump1  4oump2 WWDump3  Dump4  EHDumpS

& watch 1

Ieellocals 7 Struct

------ Arzarass | RERIANAE | ratiern A Aumand ECL1INRE Fram dumand Ordina’

Figure 160

As we can see below, the files are partially encrypted, which is enough to make them useless
without decrypting them:
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%0 HxD - [Z:\test.bet.lockbit]
) File Edit Search View Analysis Extras Window ?

IR | @16 [ ans M| hex M
&) test.bdt.lockbit

Offsec(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF

00000F30 A6 CO 91 AF FD A6 D3 4B FB 38 Al D2 DS AF BC AA !A‘\ y!0Kag;00 w2
00000F40 DO 03 22 9D 3B €D ED 8B EO 71 41 54 07 EO 7E 4B D.".;micagAT.a~K
00000F50 CE 5A B6é 19 AE F2 05 DO 4A 39 CE 77 04 BD F9 ED 1z9.®5.DJgiw.ui
00000FE0 CC D8 43 22 15 31 FC 74 1B BF 37 04 62 4A 90 06 I@C".lit.:7.bJ..
00000F70 96 61 FO C5 66 D4 3B CA CA SA D2 CD A2 06 9A OB -adAf0;EEzoic.s3.
00000F80 F4 E9 B9 1B D2 D2 OC FO 97 53 DO C2 €8 D8 59 75 &é&32.00.8-SDAngyu
00000F90 7A A0 B7 A3 EF DS E1 A4 DS 05 SD FE 72 61 15 F4¢ z -£i0and.]pra.s
00000FAO C3 6B 01 A7 9E 1D C2 3F B8 CE 81 5C 23 95 2E 85 Ak.§z.A2,I.\#-...
00000FBO 1B 39 BC 7D 36 DO C9 37 F3 D8 A9 C7 1F 51 18 31 .%4}6DE7606C.Q.1
00000FCO 07 OA B6 4C 46 89 7C Al 4F F8 77 E6 F4 03 20 74 ..9LF%|;Oowad. t
00000FDO 91 36 AS 6F 23 D1 DE DD 2A F4 FB 7A 5D 10 2F AE ‘6¥o#NPY*604z)./®
00000FEO CD 32 7E 85 83 OB A2 25 D4 4C 85 93 7A 8C Dé 01 I2~.f.¢30L.."z@0.
00000FFO 04 FD Cé F5 05 D4 96 CF Al 47 85 6E ES5 F8 BC 28 .vE5.0-1;G.ndcM(
00001000 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAARAAAA

Figure 161
Out of the 512 bytes from the footer, we can highlight the following bytes:
e |ast 8 bytes - first 8 bytes from the session ECC public key
e previous 8 bytes - hard-coded bytes that correspond to this particular LockBit sample

e 112 bytes - session ECC private key that was encrypted using the Master ECC public key
(also stored in the Private registry value)

e 96 bytes - AES key + |V that were encrypted using the session ECC public key

&) testtt.lockbit

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF

000027CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....eveeeeennes
000027D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....oeeveeennns
000027E0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....ceeeeeacoees
000027F0 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 ...ceveeeeeeeens
00002800 81 E4 BD 09 16 50 BO 6F CO F5 94 32 CD 63 B2 90 .&%..P°oAd~2ict.
00002810 SF 7A AO F7 6E 42 95 BC 86 C7 19 61 EB Bl 67 03 _z <nBeutG.aéig.
00002820 20 C1 E4 54 86 D3 2A 25 D4 CF OA 1B 68 79 55 70 A&T+0*30f..nyUp
00002830 EB 1E 73 E2 A7 CO 43 F8 44 EA OA 35 03 37 OC 2E &.s4SACeD&.5.7..
00002840 D7 FO 02 3E 11 Fé 3B 2A CC 93 34 7B 9B BE EF EC x8.>.8;*I“4{ %ii
00002850 82 3F 56 €E 3D Fé 53 56 EB 03 A0 S5 7E CA DO 19 ,?Vn=8SVé. U~ED.
00002860 B€ DY FO DA €9 DA DC 9B 7A EE 65 AB DB D2 8D C1 9U8UiUU>zie«00.A
00002870 AD 8E 3C CE 6E D6 BC 81 AO 7A 8C 53 Dé 6D 2A BO .Z<inGW. z@SOm*°
00002880 C7 81 F7 7B C3 7B 63 7E FE CO 9A F8 4B EE SD E4 G.={A{c~bASeKi)&
00002890 5C OF CO 86 B5 CB 89 CF 3E 1E 11 CB 08 D3 39 F6 \.AtpE%i>..E.095
000028A0 Cl1 SF E3 OB 52 Fé 71 DB 53 39 74 E8 09 66 45 7D A &.R6qUS9té.fE}
00002880 1E 24 45 02 21 C4 E3 33 FA AA FA 13 4A DO DF FD .S$E.!A&3u*a.JD8Yy
000028C0 CO BC 9E C4 7A 53 1E 41 EB 6A 81 A2 06 07 C2 €4 AnzAzS.A&j.c..Ad
000028D0 BE 58 82 0B 47 4C C4 4C CD 2E 65 40 C8 C7 26 85 3X,.GLALI.e@EGs..
000028E0 45 2C 9C 41 37 BO E9 SD 99 A7 55 BA FA DE 78 F9 E,A7°&)™SU°abxa
000028F0 56 A9 6C D3 1C EF FO 17 02 EO 40 DE FO OF 21 32 V@10.i8..a@ps.!2
00002900 3C €7 55 FB A9 44 BC C6é 35 A3 54 F2 4A 41 C4 65 <QUGGDESLTOJAAe
00002910 28 D9 3A FA AC B2 D5 FO 9F 3A 36 86 35 11 DC 5B (U:u-~*08¥:615.0[
00002920 [39 23 1A ES 80 F7 25 91 20 63 11 OA F7 98 91 56| 9#.3€+%" c..="'V
00002930 |05 CS A3 C4 28 56 41 BS EA DO CD 2E F1 B3 DO 76| .Ath(VAuedi.A’dv
00002940 (1B B6 AE 05 56 D8 99 BD SF EB A3 CF 82 8F A8 89| .9®.Ve™s: &£%,. %
00002950 (49 D2 11 DD €D 4B AD 66 75 A2 E8 63 0D AF F7 01| IO.¥mK.fucéc. =.
00002960 |69 70 74 92 A8 C3 39 FE 9F 99 2C 2F OD 9E 59 9F| ipt’ “Agp¥™,/.zY¥
00002970 (42 15 4E AE 13 SE EF 6F Cl A9 19 7A CA 4C Al 4C| B.N®.ZioA®.zEL;L
00002980 24 6C F9 DO DS OA EE E1 CF 92 65 A0 32 AS C8 97 $1udU.ial’e 2¥E-
00002990 EC 6C CO 2A E3 39 EE AB OC 6F 81 29 CC 7F 71 51 1lA*&%i«.o0.)i.qQ
000029A0 4B 9C Bé 27 E5 18 26 D5 AB A8 F2 63 SA 8D AC AS Koeq'd.&l«"0cZ.-¥
000029B0 SB A2 ES 64 CO 15 4B 18 2F 27 5B 6F 6A ED 5A 8A [¢&dA.K./'[ojiz3
000029C0 DD 01 71 CA 95 43 31 C2 FB D1 58 7C 9B 52 OA 90 ¥.qEClAGNX|>R..
000029D0 E1 DO 87 54 AO 63 A8 2F 41 58 55 24 11 91 08 19 4&D#T c'/AXUS.'..
000029E0 8F 34 A9 Al C9 8A 6A 31 82 15 3A 3B Al S5 EB 76 .4@;ESjl,.:; Uév
000029F0 [2E D8 73 D4 3F ES DD 38]AS 27 53 2B EY DO FO C9] .@s023Y8¥'S+éDSE

Figure 162
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We can observe the icon of the encrypted files in figure 163:

Local Disk (Z:) v 0
~
[ Name Date modified Type Size
[&f Restore-My-Files.txt 2/7/2022 424 AM  TXT File 1KB
1 test.bt.lockbit 2/7/2022 4:52 AM LOCKBIT File 11KB
Figure 163

We continue with the analysis of the main thread.

The binary sends the "Cleanup" message to the hidden window via a function call to
SendMessageA.

Printing ransom notes

The process enumerates the local printers using the EnumPrintersW function (0x2 =
PRINTER_ENUM_LOCAL):

sheex AVEImLT s LemeAys AW Imes v Leeay)
004A93EA 7S ecx,dword ptr ss:febp-s3 X87TW_6 3 (Empty)  X87TW_7 3 (Emply)
004AI3ED s1 push ecx

004A93EE push dword ptr ss:febp-5)
004A93F1 53 push ebx

004A93F2 push 1

004A93F 4 6A push 0

004A93F6 h dword ptr ss:febp-1:]

004A93E9

x87statusword 0000

X87SW_B O Xx87SW.C3 0 x87SW.C2 O
X87SW.C1 0 x87SW.CO 0O X87SW.ES O
X87SW_SF O X87SW_P 0 X87SW.U O

>[50 ulod

00000001
. Text:004A93F9 lockbit.exe: SAI3FI #ASTFI esp+C]_ 06300000

Woump3  Woumps  WWoumps  watchi  bellocas P stuct

Figure 164

The ransomware avoids the following values that don't correspond to physical printers: "Microsoft
XPS Document Writer" and "Microsoft Print to PDF".

The OpenPrinterW routine is utilized to retrieve a handle to the printer:

DO4AALES 6A 00 push 0 X87SW_C1 O x87SW.CO O Xx87SW_ES O
O04AALES s1 push ecx XB7SW_SF 0 XB87SW.P 0 XxB87SW.U O

.

.

® J O04AALEY push ebx ebx: L "Fax

. SAALES . ) | eax:Openpi v -

. : >[5 [3]0] udoas

&5 0019FA
esp+8 < .
. TEXT:004AALES 10CKDIT. exe: SAALES #ASES esp+C] 06300028 &L"Fax

WWouro!  @Nouwmp2 UNoup3  WWDumps  Woumps @warhi  bellocals P st

Figure 165

StartDocPrinterW is used to notify the print spooler that a document is to be spooled for printing:

- XB7SW.C1 0 XS7SW.CO 0O XB7SW_ES 0O
M Esreetty push 2 g p | xe7swIsF o xsrswp o xs7swiu
M word oL Az

. TEXTIO04AAZFE 10Ckbit.exe: SAASFE #A97FE

1 $Soump2 Woump3  $NDumps

Figure 166
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The StartPagePrinter API notifies the spooler that a page will be printed on the printer:

. FF 75 OC pusn dword ptr ss:febp-24) | [ebp-24]: T ea—, S~ ——— -
FG—> FE DO |call eax jeaxzstarn v | =
: e S— octa s ~I5 El0 o
cErea e T St i [esp) 025568C3 “gg”
eax=<winspool.StartPagePrinter> (689F3A90. '2 espra] 0530002502\. "Fax”
3: ;espes 000002
{esp+<c] 00000200

. TEXT:004AA551 10CKDIT, exe: SAASS1 #A9951
Sl e s A A Mlla_ s e s | Macir. | | Bas IS 02556564 | “00

Figure 167

The ransom note is printed via a function call to WritePrinter:

. push ecx X87SW_B O x87SW.C3 O x87SwC2 O

. FF 7! push dword ptr ss XB7SW_C1 0O XxB87SW.CO O x87SW_ES O

. FF ss Fc FE FF FF push dword ptr X87SW_SF O X87SW_P O X87SW_.U O

o pu.h dword ptr | [ebp-24]: [ —— —
I FF no | a1t eax feaxswrite v |

v |[s 1£]10] unkod

cax=<winspooT. wr TTePrinters (6B9F52A0)

LTEXT:004AAGAS TockDIT.exe: SAAGAS #AJAAS

Dumpl §0ump2 UHDump3  EHoumpd  EHoumps Wwatch:  ellocals st [ %
—3 s

Address | Hex [Ascx | ~l 00000200

06440000 [ 4C 6F 63 68|42 69 74 20|32 2E 30 20|52 61 6E 73|LOCKBIt 2.0 Rans 1

06440010(6F 60 77 61/72 65 0D DA|0D OA 59 6F(75 72 20 64|omware....Your d

06440020|61 74 61 20|61 72 65 20| ;1.._-1__5.&__& 65 GE 20 61|ata are stolen a )

06440030/ 6€ 64 20 65(6E 63 72 79|70 74 65 64/00 OA 54 65|nd encrypted..Th| 2r | ARecannn

Figure 168

The EndPagePrinter routine notifies the print spooler that the application is at the end of a page
in the print job:

| o |oosaaren FE 75 DC push Mro ptr ssiflebp-233 & [ebp-24): e — —————
. FF DO jcant e jeax:EndPa v = =
: 5 FEDO r— S [efauit (stacat) ~ 1[5 100 uos
- — "1 [esp] 025568C4
eax=<winspool.EndPagePrinter> (689F3C00) 2: esﬁ.a ] ussooozsogl. "Fax"

3: [esp+s
5 espec] 00000260

. Text:D04AATFO lockbit.exe: SAATFO #A9BFO
PRI (S IO WS S B A R SIS a- . mmssu«r'm'

Figure 169

The printing operation is effected 10000 times, as displayed in figure 170:

il et =

.text:004AATED

.text:@@4AA7ED loc_4AATED:

.text:@84AA7ED push [ebp+var_24]
.text:004AA7F0 call eax ; dword_4F3D3C

.text:@84AA7F2 mov eax, [ebp+var_1(C]

.text:@84AA7FS inc eax

.text:@@4AATF6 mov [ebp+var_1C], eax

.text:004AA7F9 cmp eax, 9999

.text:@84AATFE jl loc_4Ar41e
Figure 170

The print job operation is completed by calling the EndDocPrinter and ClosePrinter APlIs.

LockBit continues the printer enumeration by searching for network printers in the computer's
domain, network printers and print servers in the computer's domain, and the list of printers to
which the user has made previous connections. These function calls can be seen below (0x40
PRINTER_LENUM_NETWORK, 0x10 = PRINTER_ENUM_REMOTE, Ox4 =
PRINTER_ENUM_CONNECTIONS):
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00449262

Aorim_> 3 \EmpLy)
X87TW_7 3 (Empty)

. " Aorim_s >
00449263 ?ul ecx, X aword ptr ss:febp-2) X87TWC6 3 (Enpty)
o] 00sa9268 1 push ecx

push 0 x87Statusword 0000

X87SW_B 0 Xx87SW.C3 0 x87Sw.C2 O

X87SW_C1 0 x87SW.CO O X87SW_ES O
X87SW_SF O Xx87SW_P O Xx87SW.U O

-

.TeXT:004A9272 Tockbit. exe: $A9272 WAS672
5 oump 2

Figure 171

00449262

1 sh ecx Aorim_w >
00449263 4 F8 rﬁ. ecx,dword ptr ss:febp-3) X87TW_6 3 (F-W‘Y)
004A9266 push ecx

00449267 push o x87Statusword 0000

00449269 push 0 X87SW_B 0 x87SW.C3 0 x87SwW.C2 O
00449268 push 1 X87SW_C1 0 x87SW.CO 0O Xx87SW_ES O
004A926D 6A 00 push 0 XB7SW_SF 0 XB7SW.P 0 Xx87SW.U O

| 003A926F push dword ptr ss:febp-13
> ~ s 1200 uos

Aorim_3 3 Lsmpys
X87TW_7 3 (Empty)

.TeXT:004A9272 10CKbIT. exe: SA9272 #AS672
$oump1  Woump2 UWDurp3  UWOump4  WWDumpS B wathi  bellocals Y st

004AABD7 S! EC FF 75 DC 88 42124 8D 04 45|0F B7 OC 18 ; vl!.-n.'..
DO4AABE7 | 88 4. 80|04 88 88 04/18 03 €3 A3 |2C 8D 4F 00| .Buvavsnns
004AABF7 | FF oo SF 5E|33 CO 58 88|E5 50 €3 CC €c cc cc p‘”.z.‘.l]thi

Figure 172

e ] 004A9262

D e T A R e 2
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

X87SW_SF 0 x87SW.P O Xx87SWw.U O

51 gush ecx
00449263 80 40 F8 ea ecx,dword ptr ss:febp-&j
D04A9266 51 push ecx
00$A9267 6A 00 push 0 x87statusword 0000
6A 00 push o X87SW_B O X87SW.C3 0 X87SW.C2 O
: o1 push 1 X87SW_C1 O Xx87SW.CO O X87SW_ES O
00
FF 75

push 0
push dword ptr ss:febp-18

DOIAS26F

m
@

v [5 12100 ok

LTEXT:004A9272 TOCkDIT,exe: SA9272 #AS672
WWourp1  goump2  WWOump3  UMoumps  WWoumps M wath:  Icellocals ) Stt

D04AABD7 S5 EC FF|75 DC 88 42|24 8D 04 48/0F B7 OC 18 BS. . H.e. .
D04AABE7 |88 42 1C 8D |04 88 88 04 18 03 C3 A3 e £,.0.
§8|€5 5D €3 cc[EC cC A ATiix:

OOSMBEZ|EE 00, SESEIAICO

Figure 173

LockBit Wallpaper Setup
The ransomware sends the "[+] Setup wallpaper" message to the hidden window.

The GdiplusStartup APl is utilized to initialize Windows GDI+:

Xs/>Tatusworo
?:. «x,mrd ptr ss:Bebp-cc§ X87SW.8 O XO7M3 0 x87sw.C2 O
ecx X87SW_C1 O Xx87SW.CO O X87SW_ES O
e:hecx.mrd ptr ss:febp-00§ XB7SW_SF 0 X87SW.P O Xx87SW.U O

6A 00

8D 8D 34 FF FF FF
8D 8D 30 FF FF FF
51

.TeXT:004873AE lockbit.exe: S873AE #BGTAE
US0ump1  ESDump2  W4Dutp3  W4oump4  NDumpS @ watchi  Deltocals Y Stuct

Figure 174

The file retrieves the width of the screen of the primary display monitor via a function call to
GetSystemMetrics:
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esp+a
esp+8,
esprC

. TeXT:004B74F0 lockbit.exe: SB74FO #B68FO

““~__ w—§n - ama oo ama 4 ama o ML Lo e L Fli3s 00000000

Figure 175

The malware allocates memory for Windows GDI+ objects using GdipAlloc:

-~ . Tams

Figure 176

A Bitmap object is <created based on an array of bytes by «calling the
GdipCreateBitmapFromScanO function (0x26200a = PixelFormat32bppARGB):

51

6A 00 push 0 x87statusword 0000

68 0A 20 26 00 X87SW_B 0 X87SW.C3 0 X87SW.C2 0
6A 00 push 0 X87SW_C1 O X87SW_CO 0 x87SW_ES O
FF 75 0OC & X87SW_SF O X87SW_P 0 X87SW.U O
FE 75 08 d 8 RO o MO ORI RO

v [5 2] unlod

2: [esp+4] 00000438
3: [esp+8]

00000000
. Text:0041801D Tockbit.exe: $1B01D #1A41D [esp+C] 0026200A

@Woump1  @pump2  WHDump3  GWDump4  WMDumps @ watcht  Ixellocals 2 Struct

Figure 177

CreateStreamOnHGlobal is utilized to create a stream object:

004£0251 X87SW_C1 O x87SW.CO 1 X87SW_ES O
gg:éggzs & X87SW_SF O Xx87SW.P 0 Xx87SW.U O

0019E20
.TeXT:004E0257 10CKDIT. exe: SE0257 #DFEST S

Wourp!  $Soump2  $MDup3  NOump4  $Woumps @ watchi  Ixellocals P Stct

Figure 178

The binary creates a Bitmap object based on the above stream using
GdipCreateBitmapFromStream:

00424220 X ¥ ¥ X87SW_SF O X87SW_P O X87SW.U O
D042A2AE push dword p :febp+s — ==

.TEXT: 00424281 10CkbiT. exe: $24281 #29681
$oump2  UHDump3  HDump4

Figure 179

A new private font collection is created via a call to GdipNewPrivateFontCollection:

@l Z T el I ams

Figure 180

The malicious process adds a memory font to the private font collection:
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0 X87SW.C3 1 x87SW.C2 O

X87SW_C1 0 XxB87SW.CO O xB87SW_ES O
0 XxB7SW_U o

¥ [s 1100 uod

push dword pt
mov esi,dword
h dword ptr
dword ptr

FF 75 E8
88 75 EO
FF 75 ES
FF 76 04

04410000
sp+8] 00005798
58857373

5524558857373
il Ansassar | anvasass

Figure 181

The GdipGetimageGraphicsContext function is used to create a Graphics object that is associated

with an image object:

XB7SW.C1 O x87SW.CO O XB7SW_ES
X87SW_SF O XB875w_P 0 Xx87SW.U O

pusn ncxm - iR
mov_ecx rd ptr ss:febp
push dword ptr ds:[ecx+4

0019€2CC
58857373
-] _0019FA34

pellocdls Y st

Figure 182

The malware creates multiple SolidBrush objects based
GdipCreateSolidFill routine:

0 Xx87SW.U O

o]

o] oos1ee8D
©®J O0416EBE

0019€200
00000780
. TEXT:00416E91 10CkDIT. exe: S16E91 #16291 ot Bl
$oump1  $4oump2 D3 WDump4  YNDumpS

@ watch1  bellocals Y Stct

Figure 183

All SolidBrush objects are used to fill the interior of multiple rectangles using GdipFillRectangle.
The GdipSetPageUnit APl is utilized to set the unit of measure for a Graphics object:

XB7SW_SF 0 X87Sw_P 0 x87Sw_U

push dword ptr ss:febps
push dword tr ds: es‘lp -

.text: 00418802 lockbit.exe:$188D2 #17FD2
$Soump1  oump2  Woump3  WDumpd

WWoumps @watch1  bellocs ) st

Figure 184

GdipCreatePenl is used to create a Pen object:

xg7statusword 4000

X87SW_B O XB7SW.C3 1 x87Sw.C2 O
X87SW.C1 0 xB87SW.CO 0 Xx87SW_ES ©
XS7SW_SF O X87SW_P 0 Xx87SW.U O

push esi
push 0

push ecx
movss dword pTr ss:
push dword ptr ss:febp

Figure 185

LockBit creates a GraphicsPath object via a function call to GdipCreatePath:
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X87SW_SF O X87SW_P O X87SW.U O

1] 00196218
00000280
ESpiC) -Du19e7D8

+TeXT:00417DE0 lockDitT.exe: $17DEQ #171E0
ool  Moump2  $WDump3  Woump4  $Moumps @ watchi  Iellocas P stuct

Figure 186

The process performs multiple GdipAddPathArcl calls in order to add elliptical arcs to the current
figure of the path:

e]oos183EA FF 75 14 push dword ptr ss:febp+1 x87statusword 4000

o] 004183ED FF 75 10 push dword ptr ss:febp+1 X87SW_B O x87SW.C3 1 x87SwC2 O

o | 00418370 FF 75 OC push dword ptr ss:febpeC] X87SW.C1 O X87SW.CO O Xx87SW_ES O

o 00418373 FF 75 08 push dword ptr ss:febps XB7SW_SF O x87SW_P O Xx87SW.U O

o oos183Fe FF 36 push dword ptr ds:({est =

. 41 D

s e 2N v (s 1200 uniod

Default (stdcal) _
= E espe4] FFFFFFSD
espu} 00000280
.Text:004183F8 1ockbit.exe: $183F8 #177F8 SEDEC)
@ourp1  Woump2  WWDump3  @Dumos  WDumps @ wathi  Iellocks ) stxt

06722F 40 31 50 74 68]00 00 00 00|00 00 00 00| B&AIIPTA. . «.ss. -

nesssseales S ALlza se 23 nelaa an an anlen an an aalale aus

Figure 187

The ransomware performs function calls such as GdipFillPath and GdipDrawPath in order to
transform the path. It creates a FontFamily object based on the Proxima Nova Font family:

00419E7D 56 est X87SW_C1 O X87SW.CO O Xx87SW_ES O
O0419E7E FF 75 F4 bp X87SW_SF O xB7SW_P 0 x87SW.U O

00419E81 FF 75 08

+TEXT:00419E84 Tockbit.exe:$19€84 #19284
$ouo1  §owmp2 $W0ump3  PDump4

Iellocals ' stuct

@oumps & watch 1

Figure 188

A Font object is created based on the above object via GdipCreateFont:

sh ess
:::sh 2 x875tatusword 4000
push dword ptr ss:febp+c) X87SW_B8 O Xx87SwW._C3 1 Xx87SwW.C2 O

51 push ecx XB7SW_C1 O X87SW.CO O X87SW_ES O
F3 OF 11 04 24 -ov:s M;d gtr 55: fespd, xmmo X87SW_SF 0 X87SW.P O Xx87SW.U O
push dword ptr sz:febp- ol Bt

FF 75 F8

41C00000
.Text:0041A375 Jockbit.exe:$1A375 #19775

$oump1  oump2  WSoump3  SDump4  WEDumps

Figure 189

The GdipDrawlmageRect function is utilized to draw an image:

FF 75 F4

00419836
00419839

push dword ptr ss:gebp-CF 0 X87SW_P O Xx87SWuU O
push dword ptr ds: = o

esp+4] 05053198
esp+8] 4313099A
esp+C] 42480000

.Text: 00419838 Jockbit.exe:$19838 #18C38
WWoump!  $Noump2 WHDump3  WNoump4  WNDoumps Bwah1  Iellocals P stuct

Figure 190

The malware measures the extent of the strings that will appear in the wallpaper by calling the
GdipMeasureString API:
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gg:gg}g Nlh u ;;rm w4 5 E“’w{;ﬁ ;;71;:5' 5 EWEQ;;!S
00419621 push Mrd ptr ss:febp+15] X87TW_6 3 (Empty) x87TW_7 3 (Empty)
00419624

6A 00
00419626 push ouord ptr ss:lebpﬂ x87Statusword 0100
tr ss:fel X87SW_B 0 Xx87SW.C3 0 x87SW.L2 O
X87SW_C1 O X87SW.CO 1 Xx87SWES O
ss:febp+sl : X87SW_SF O Xx87SW_P O x87SW.U O
00419631 push dword ptr ds:{esi - . -

push dword pt
pusn FEFFFFFF

100 uod
fespr4] 0019762C L-A1l your f1les stolen and e

esp+8] FFFFFFFF

. TEXT:00419633 Tockbit.exe:$19633 #18A33 esp+C 0505!!!

Wouo1  oump2 WWoump3  ENoumpd

0019F 62C |43 00
0019F63C
0019F64C

00
00 N, .
00
00

Figure 191

The process draws the strings based on a font, a layout rectangle, and a format via a call to
GdipDrawstring:

] 00413467 FF 75 F8 push dword ptr ss:gebp-s3 XBTTW_4 3 (Empty) X87TW.S 3 (Empty)
00419472 88 75 E8 mov es1,dword prr ss5@ i::::; X87TW_6 3 (Empty) Xx87TW_7 3 (Empty)

00419475 80 4D D8 Te I ecu,thord ptr ss:
6A 00 Cl

51 pus x87Statusword 0100
FF 75 F4 push Mrd ptr ss:febp-c§ X87SW_B O XB87SW.C3 O X87SW.C2 O
6A F push FFFFFFFF X87TSW_C1 O XxB87SW CO 1 XB7SW_ES O

FF 75 08 push dword ptr ss:febpssj

[ebp+8]:L
FF push dword ptr ds:{esi

XB87SW_SF O XB87SW_P 0 X87SW.Uu 0

vl ;
T | Default (stdcal) ¥ |[s 100 unlock
12: [esp+4) 0019F62C L"A11 your files stolen and e
esp+8] FFEFEFFF
.TEXT:00419485 lockbit.exe:$19485 #15885 esp+C] OSDSEEED
$ourp1  @oump2 WWDwmp3  GHDumps ellocals 4 Stuct

0019F62C
0019F63C
0019F64C

Figure 192

The file extracts the path of the %TEMP% directory:

107”‘0 X87SW_P O Xx87SW.uU O

&

| unock

001‘00

espes
esp+8] 043F0000
esprc] 00223000

.TexT:0048785A lockbit.exe: $B785A #BECSA

WWouro!  $Soump2 WHDump3  WSoump4  WWoumps Bwathi  bellocas P st

Figure 193

GetTempFileNameW is utilized to create a temporary file:

gusn dword ptr ss:febp-103 XB7STATUSWOrd 4000

u e(x, d ptr ss:febp-2Fo) X875W_C3 1 xB87Sw.C2 O
X87SW_CO O X87SW_ES O

Ws"ﬂ X87SW_P O X87SW.U 0O

push ecx

. Text:0048799C lockbit.exe:$B799C #BEDIC

WWoump2 Wowmp3  oump4

& watch 1

Figure 194

The GdipGetlmageEncoders function is used to retrieve an array of ImageCodeclnfo objects
containing information about the available image encoders:

FF 75 08 push dword ptr ss: SW.C1 0 XB87SW CO O X87SW_ES O
FF 75 E8 push dword ptr ss: 2 'SW_SF 0 Xx87SW_P O x87Sw.U O
FF 75 E4 push dword ptr ss: L

E s
.TeXt:00418323 Tockbit.exe:$18323 #1A723 GSM 30916789

Woump1  @oump2  SDump3  Soump4  ESoumps 8 wathi

Figure 195
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The image constructed in memory is saved to the disk in the temporary file created earlier:

00414840 6A 00 X87SW.B O X87SW.C3 1 X87SW.CZ ©
D041AB4F push d-ord ptr ss: bn?c X87SW_C1 O x87SW_CO O Xx87SW_ES ©
0041A852 pusn ﬂnofd ptr ss:febp+ [ebp+8]:L xc7sv_sF o xl7ﬁ_r 0 x87SW.U ©

00414855 FF 76 04 ptr ds: es!u [
! g g jeasedins vl
~ |[s 12100 unlock
3T
E i 68C0000 L"C: \\users\ B \Appoata\\toc
espes

0019FA10
. TeXT: 00414858 TockDit.exe: $1ABSS #19F58

WSoump2  UHDump3  USDump4  EHDumpS

EC]31 49 60 67]00 00 00 00]01 00 00 00 D19k TAR] NAANONAO

Figure 196

Figure 197 shows the wallpaper that will be set:

'3 LOCKEIIFXY]

ARER (sl IMPORTANT FILESEANISTOLEN AND ENCRYPTED!

All your files stolen and encrypted
for more information see
RESTORE-MY-FILES. TXT
that s located In every encrypted foider

Figure 197

The RegOpenKeyA API is utilized to open the "Control Panel\Desktop" registry key (0x8000000T1
= HKEY_CURRENT_USER):

®]004850C2 51 sh ecx ecx:TConti | X87SW.B 0 X87SW.C3 O XS7SW.C2 O
¢]004850C3 ea «x.a-ord ptr ss:febp-52§ X87SW_C1 0 X87SW_CO O Xx87SW_ES ©

e 004880CE push ecx: "Conti X87SW_SF O xB7SW_P O x87Sw.U O

© ] 004B80C7 sh 30000001

. v 1
NE— 5 | Defaut (stdcal) ~ s 12100 urlock

2: [esp+4] OOL19FA9E "Control Panel\\Desktop"
3: [esp+8] 0019FA84
.TEXT:004B80CC Tockbit. exe: $880CC #B74CC 4: [esp+C] 043F0000

$oump!  @oump2  $WDump3  $Woumpd  WWoumpS @ watchi  Ixellocals 7 Stxt

Figure 198

The "WallpaperStyle” registry value is set to 2, and the “TileWallpaper” value is set to O by calling
the RegSetValueEXA routine (Ox1 = REG_SZ):

AS/Im_w 3 \SEPLY)  AS/IM_3 3> \EmpLY)

eoosgs22s 50 sh e eax: "wally

o |o0s83226 8D 45 DC ea eax.o-ora ptr ss:febp-243 X87TW.6 3 (Empty) x87TW.7 3 (Empty)

e 00488229 50 push e eax: "wall|

e |o048822A4 6A 01 push 1 x87Statusword 0000

o | oo48822C 6A 00 ?ush 0 X87SW_B 0 X87SW.C3 0 X87SW.C2 O

e Joo4as22¢e 8D 45 o€ ea eax,dword ptr ss:febp-64) X87SW_C1 O X875W.CO O Xx87SW_ES O

o | o0488231 push eax X87SW_SF O X87SWP 0 X87SW.U 0

o |o00488232 FF push dword ptr ss:febp-&C

. >[5 1100 udod

espﬂ oo;suoc “wal nwersry e
00000000

.Text:00488235 10cKbiT. exe: $88235 #87635 557 oagoasos

ﬂmx nnnpz WSourp3  UW0ump4  YWDumps B watchi  bellocals Y st

004!0“. § 55 FC 8B|42 24 8D 0448 OF B7 0C|18 88 42 1C
00488658 .ﬂ 00 l‘ ll 04 X‘ 03 CS E’ 55 FA FF VF ll 45 FQ .e

Anssecce

Figure 199
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Ly g

. s0 ush eax eax:"Tile | AS/Im-Y 2 wemwvyy
. 8 45 D8 ea eax,dword ptr ss:febp-25] X87TW_6 3 (Empty) ’(87“' 7 3 (Empty)
. S0 push eax eax:"Tile
. 6A 01 push z x87Statusword 0000
o 6A 00 push X87SW_B O X87SW.C3 0 X87SW.C2 0
. w 45 Ca lea eax dword ptr ss:febp-36] X87SW._C1 O x87SW_CO O Xx87SW_ES O
. push eax eax:"Tilel | x87SW_SF 0 x87SW_P O x87SW_U O
- CK 75 94 ‘push dword ptr ss:febp-&Cj l e —
- o FF.D1 canl ecRegsE v [T =
' . Sioy v s (34[] unod
H § g DO0003AC
ecx=<advapi32.R 1 0019FABA “T1lewallpaper”
H P+8,
: (es 00000001
. TEXT:00488399 10ckbit.exe:$88399 #87799 5 p«:;‘
Wouwmp3  GWoumpd  Woumps @ wath1  Ixellocas ' stuct T e e ey CaY Tpaper
|ascIx I. A~ || DO19F7EQ &
9F7E4 | 0OC
PRI P e RS i
/== ~\I.A —_— 2 .

Figure 200

The Desktop wallpaper is set by calling the SystemParametersinfow function (0Ox14 =
SPI_SETDESKWALLPAPER, Ox3 = SPIF_UPDATEINIFILE | SPIF_SENDCHANGE):

X87SW.B O Xx87SW.C3 0O x87sw.C2 O

ush 3
push Mrd ptr ss:febp-10] [ebp-10]:1 X87SW_C1L 0O Xx87SW_CO O Xx87SW_ES O

push ¢ X87SW_SF O X87SW_P O X87SW_U O
'p«s; 14 - - e o Ot A Rttt -~
<Al eax eaxisyste v —
o - - : | Defauit (stdcal) v [s 0] unlock
€5 3
: [esp+4] 00000000
3: [esp+8] 068c0000 Lc:\\users\{Jl]\\Appoata\\Loc
4
TeXT:00488627 10CKDIT. exe: 88627 #B7A27 = esp+C) 00000008 -

Wouwrol (Houp2 WM0ump3  WWDump4  EWDuwmpS @ watch1  Ivellocals ) Stct Hmn“ ml
| OO19F7ES | 068C0000 | L"C:\\User: -\mltl Local\\Temp\\8397.
T —— o I ~ | 9013E7 e | SSaoonag | C N usersy ARcATNI e

Figure 201

As we can see in the next picture, the registry values were successfully modified:

ab| TileWallpaper REG_SZ 0

4| TranscodedimageCache REG_BINARY 7a ¢3 0100 36 90 7e 00 80 07 00 00 38 04 00 00 33 b1 88 97 26 1c d8 01 43 00 3a 00 5¢ 00 55 00 73 00 65 00 72...
3% TranscodedimageCount REG_DWORD 0x00000001 (1)

3 UserPreferencesMask REG_BINARY 9e 10780 120000 00

a6 {WailPaper | REG_SZ C:\Users I\ AppData\Local\ Temp\B397.tmp.bmp

2| WallpaperOriginX REG_DWORD 0x00000000 (0)

8| WallpaperOriginY REG_DWORD 0x00000000 (0)

ab) WallpaperStyle REG_SZ 2

Figure 202

Extract and save the HTA ransom note to Desktop

LockBit sends the "[+] Extract *.hta file" message to the hidden window. The HTA ransom note is
stored in an encrypted form in the executable. It is decrypted using the XOR operator (key = 0x38).

The malicious binary creates a file called “LockBit_Ransomware.hta” on the user Desktop
(Ox40000000 = GENERIC_WRITE, Ox2 = CREATE_ALWAYS, 0x80 = FILE_ATTRIBUTE_NORMAL):

$A° 00 g push 0 X87TW.0 3 (Empty) X87TW_1 3 (Empty)
g: gg 00 00 00 gﬁ:: 20 X87TW_2 3 (Empty) X87TW_3 3 (Empty)
€A 00 push o X87TW_4 3 (Empty) X87TW.S 3 (Empty)
€A 00 push 0 X87TW_6 3 (Empty) Xx87TW_7 3 (Empty)
68 00 00 00 40 ush 400 |

8D 85 OC 87 FF FF ea eax, Mrd ptr ss:febp-rsraj eax:Creat: x87statusword 0000

so push eax eax:Creat: X87SW_B O Xx87SW.C3 O x875w.C2 O
E8 FB BB F7 FF canl Io:kbn 410F90 X87SW.C1 0 X87SW.CO O X87SW_ES O
88 C8 |mov_ecx, eax:Creat: X87SW_SF O Xx87SW_P 0 Xx87SWU O
E: g; CO F7 FF m} Totkbit. 411400

+TeXT:0049539C Tockbit.exe:$9539C #9479C
Wourp1  @oump2  HDump3  $Houmpd  WNoumps M wachi  xellocals P stuct

ess | Hex |ascax
001981A0 [6F 00 63 00 ﬁ,a 00 42 Q‘JISB 00 74 O0|SF 00 52 00|@.C.K.B.
00198180| 61 00 6E 00|73 00 &F OCI|SD 00 77 07\51 00 72 no‘a.n‘s.o.
001981C0| 65 00 2£ 00| se 00 74 00|61 00 00 on‘w h.

Figure 203
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The WriteFile APl is used to populate the HTA file:

00495 3AE sh 0
gg:gg;gg 28 89 FF FF E::hecx.amru ptr ss:febp-7e0s) xg7Tagword FFEF
- X87TW_0 3 (Empty) X87TW_1 3 (Empty)
00495387 < mov_ecx, ma per s Bedp-6 TW.2 3 (Empty 7T
00395 38A 102100 EWEE o - xermas 3 Emt § xerms 3 E:::t”
00435 38F push eax Y, )
004953C0 7oy edx, dword ptr ss:febp-643 X87TW.6 3 (Empty) X87TW.7 3 (Empty)
004953C3 2 sh edx
B9t s ﬁvh... chwocd prs. e Hate- =0 ::;swums:w:.m“ 0 xs7SW.C2 ©
4953C7 sh eax
004953C5 Tockbit. 410F90 X87SW_C1 O X879W_CO O X87SW_ES O
004353¢D 88 C8 mov_ecx, eax E X87SW_SF O X87SW_P O X87SW_.U ©
00435 3CF Tockbit. 411540 R
>[5 12100 unlock

068C0000
esp+8] 00008909
.TeXT:00495304 10ckbit.exe: $95304 #947D4 e HL

ﬂmnpl ¥ 0ump 2 Wooump3  WWoumpd  WWoumps @ watch1  bellocal ) stuct

H "
“74@“3‘*““51543E§_§% ml> d><met u 0
068:0010 £1 .20 68 74|74 70 20 65|21 25 69 76 2 4 a hrrp-equiv="Cco Pt ) PO

Figure 204

The ZwCreateKey API is utilized to open the “HKCR\lockbit” registry key (0x2000000 =
MAXIMUM_ALLOWED):

o] 0osanB13 6A 00 X87r4 3FFFS000000000000000 ST4 Empty 1.0000000000
E i iecoomnmnte I 1oy Soooecs
. 7 X871 000000000000000 .

o 00420819 80 85 D8 FO FF FF 553 X87r7 4005C000000000000000 ST7 Enot; 96. 000000000
o] 0042D81F c‘; l: 52 18 00 00 00 Jocd lg

o oo4ane26 4 mov ptr ss: x87Tagword FFFF

] 004An829 8D 45 E4 lea eax,dword ptr ss'lebp l(l X87TW_0 3 (Empty) x87TW_1 3 (Empty)

o | 004AD82C 6A 00 push 0 X87TW_2 3 (Empty) x87TW_3 3 (Empty)

4 Fasgverrd [ A plshis a Bebp-208 Sazners | xa7Tw_s 3 (empty)  x87TW.5 3 (Empty)

o | 0042082 4 ea eu dword ptr ss: -2 eax:znere.

o | 004aD832 89 ES mov M;d ptr ss:fedbp-18], ed X87TW_6 3 (Empty) x87Tw_7 3 (Empty)

o] 0040835 68 00 00 00 02 push

® | 004ADE3A 50 eax:Zwre. x87statusword 0000

o | 00420838 €7 45 40:'a" X87SW_B O X87SW.C3 O X87SWC2 O

. ooawgag :3 g E X87SW.C1 0 x87SW.CO O X87SW_ES ©

o | 0042054 o SW_P O X87SW.U O

e {o00saD848 E8 23 bt

] e e -

. Text:004AD84D lockbit.exe: SADSSD #ACCAD

Wourp2  Woump3  Yoump4

Figure 205

The (Default) registry value is set to "LockBit" by calling the ZwSetValueKey function (OxI1
REG_SZ):

push eax eax:zwset' ik DG e b 24
sh dword ptr ss:febp-sccy {ebp-8CC] X87TW_6 3 (!-vty) X87TW_7 3 (Empty)
el eu.mrd ptr ss:febp-230§ eax:Zwset'
1 xg75tatusword 0000

push o X87SW_B O X87SW.C3 O X87SW.C2 O
push e eax:Zwset' XB7SW.C1 0 XB7SW.CO 0O xB7SW_ES O
push i‘vord ptr ss‘lebp—ﬂol X87SW_SF 0 X87SW_P 0O X87SW.U O

.Text:0044D992 10ckbit. exe: SADIIZ #ACDI2
Soump1l  §Noump2  HDump3  Dump 4

Figure 206

The malware creates the “HKCR\Lockbit” registry key by calling the ZwCreateKey API (0x2000000
= MAXIMUM_ALLOWED):
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O04AFIAE
004AF180
0O04AF182
004AF 183
D04AF1BA
004AF1C1 45 s5:febp-1
004AF1CSE ptr ss:febp- xcl
004AFICT sh 0

004AF1CS sh eax Beb,
004AFICA f ptr_ss: =
004AF1CD Ei mov dword ptr ss:febp-1 eg!

XB/F§ SFFFSUUDUUUUDUUUULUU 314 EMPTY 1. UUUUUUUUOU
X87rS 4005C000000000000000 STS Empty 96.000000000
X87r6 4005C000000000000000 ST6 Empty 96.000000000

X87r7 4005C000000000000000 ST7 Empty 96.000000000

x87Tagword FFEF

X87TW.0 3 (Empty)  X87TW.1 3 (Empty)
X87TW_2 3 (Empty) unw_; 3 (empty)
X87TW_4 3 (Empty)  X87TW.S 3 (Empty)
X87TW_6 3 (Empty) X87TW.7 3 (Empty)

x87Statusword 0000

X875W_B O X87SW.C3 O x87SwC2 0
XB87SW_C1 O XxB87SW.CO 0O x87SW_ES O
DD' vedi X87SW_SF O X87SW.P O Xx87SWu O

Default (stdcal)
: esp«] 02
esp+8] 00198170
esp+C] 00000000

. TeXT:004AF1ES lockbit.exe: SAFIES #AESES

$oup1  YWoump2 EWoump3  $Woump4  $HDumps wmx Peellocals Y Stuct
975“ ; :
Figure 207

The Defaultlcon registry value is set to “C\windows\SysWow64\2ED873.ico” using
ZwSetValueKey (Ox1 = REG_SZ):

A

XB7TW_E 3 (Empty)

xt?sutusvord
87SW_B 0 X87SW.C3 O XB7SW.C2 O
pus: eax o Sevo-a8 Kl?Ml 0 XB7SW.CO 0 X87SW_ES 0
push dword ptr ss: XSTSW_SF O XB7SW_P 0 Xx87SW.U O
Tockbit. 415960

<15 El0wks

A tmes e Aweeny s
X87TW_7 3 (Empty)

sh Mrd Tr 550
re‘l eu M?d tr Ie ‘!!ol

.text:004AF257 lockbit.exe: SAF257 #AEGS7

@Wouro1  Woup2 WHoump3  WSDump4  WHoumps @8 wawhi:

Figure 208

The process creates the following registry subkeys: "shell", "Open", and "Command". The (Default)
value is set to "LockBit Class" using ZwSetValueKey (Ox1 = REG_SZ):

004B005E

Avrimm o wenzs s s o ey
X87TW_6 3 (Empty) x87TW_7 3 (Empty)
x87Statusword 0000

X87SW_B O X87SW.C3 O X87SW.C2 O
50 X87SW_C1 0 X87SW.CO 0 X87SW_ES O
FF 75 €0 XE7TSW_SF O X87SW_P O X87TSW U O
ES ES 55 F6 FF 10ckbiT. 415960

50

FF B85S C4 FD FF FF
8D 85 DO FD FF FF
6A 01

6A 00

gush Onoru ptr ss: le
el eu dword ptr

wl’7‘s(
0000000:
. text:00480078 10ckbit.exe: SB0O7S WAF478 -

oump1  Yoump2  WSDump3  WSDump 4

5 0ump 5

Figure 209

The (Default) registry value under the Command key is set to open the HTA ransom note:

00480542 50 h eax 2 eax:Zwser' | AS/IM_% 3 (EWPLY)  AS/IW_> 3 (EWPLY)
00480543 BS C4 FD FF FF g«sh dword ptr ss.lebg;z:cl {ebp-23C) X87TW.6 3 (Empty) x87TW.7 3 (Empty)
00480549 85 DO FO FF FF ea exx, dword ptr s5:febp-2303 cax:Zwset'

0048054F 6A 01 x87Statusword 0000

00480551 push O X87SW_B 0 KB7S'J:3 0 x87swc2 o

00480553 so push ;&: 9 a eax:Zwset' X87SW_C1 0 SW_CO O X87SW_ES O

00480554 FF 75 FC pus! rd ptr ss:febp- X87SW_SF 0O S'_P 0 Xx87SW.U 0O

00480557 Tockbit. 415960 h ol = s

< i —— R 1 I

esp+4] 00197F5C
esp+8] 00000000
esp+C OWOOOOX

. Text:0048055C lockbit.exe: $BOSSC #AFISC
ﬂl:u-ox Wourp2  H0ump3  YWDumps  WN0umps @ wach1  bellocals 4 Stuct

OZSlml L0« Q| 3A 00 5C 00|57 00 69 O0|6E 00 64 00

Figure 210
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File Edit View Favorites Help

c  CLASSES_ROOT\Lockba T
© 7 Lockbt A1 Name Type Data
§ Octaukicon ) Defavk) REG.SZ c - -Co\ser: I i n
v shel
v | | Open

Figure 211

The NtOpenKey routine is utilized to open the “HKCR\.hta" registry key (0x2000000 =
MAXIMUM_ALLOWED):

A e % \weAys AW imes v Ly
X87TW_4 3 (Empty) X87Tw_S 3 (Empty)
X87TW._6 3 (Empty) x87Tw.7 3 (Empty)
x87Statusword 0000

X87SW.B 0 Xx875W.C3 0 x87sw.C2 ©
X87SW_C1 0 Xx87SW_.CO O Xx87Sw_ES O
X87SW_SF O X87SW.P 0 Xx87SW.U ©

sh euwﬂ e o

ea eax ptr_ss: ~22
mov dword ptr ss:febp-18J,edi
push 2000000

.TeXT:00480CF6 lockbit.exe: SBOCFE #BOOF6
$ourp1  Woump2 $Howp3  ¥Woump4  Woumes @ waich1  fellocas ) stuct

Figure 212

The malicious binary retrieves the (Default) registry value via a function call to NtQueryValueKey
(Ox2 = KeyValuePartialinformation):

X87TW_4 3 (Empty) X87TW_5 3 (Empty)

X87TW_6 3 (Empty) x87Tw_7 3 (Empty)
sh 2 x875tatusword 0000

?‘e‘l eax,dword ptr ss:febp-2309 X87SW_B O x87SW.C3 0 Xx87Sw.C2 O

push eax X87SW_C1 0 Xx87SW.CO O X87SW_ES O

push dword p::lgﬁgebp-:: XB7SW_SF O X87SW_P 0 Xx87SW.U O

Jockbit
. > |[s_1210] unlock

00480006
00480007

push eax

eush 100

ea eax,dword ptr ss:febp-£00]
push eax

68 00 01 00 00
85 30 F4 FF FF

02
8D 85 DO FD FF FF

0
FF 85 EO FD FF FF
19 4E F6 FF

sco0eneses

espe4] D0197FSC
esp+s] 00000002
esprC]_0019758C

. text: 00480027 10ckbit. exe: $80D27 #BO127
@oump1  YMoump2 ¥HDump3

Figure 213

NtOpenKey is used to open the “HKCR\htafile” key (0x2000000 = MAXIMUM_ALLOWED):

004B11ED sh eax > = = eax:NtOpes Koo il o s £ MO bl oG N a4
004B11EE 8D 45 DC Sen eax,dword ptr ss:febp- 4! eax:Ntoper | XS7TW_4 3 (Empty)  x87TW.S 3 (Empty)
004811F1 70 €8 mov dword ptr ss:lebp—xsi. X87TW_6 3 (Empty) X87TW.7 3 (Empty)
00481174 68 00 00 02 push 2000000

004811F9 push eax eax:Ntope: | X875tatusword 0000

004B11FA FO 40 00 00 00 lebp- 10§, 40 40: '@’ X87SW_8 O X87SW.C3 0O x87Sw.C2 O
00481201 F4

eop-cF, &1 X87SW.C1 0 X87SW.CO O X87SW_ES 0
00481204 7D F8 jebp- SW_SF O X87SW_P 0 X87SW.U O
004812 18 F6 FF Tockb 2 ) Ao =

esp+4] 02000000
esp+s] 00198170
esp+C] 00198254

. Text:0048120C lockbit.exe:$B120C #BO6OC
WWoup1  @oump2  EHoump3 4 @ watch 1 Ir-llocals ) stuct

001975AC | 00198254

00197580 | 001981CC | "she1132.d11"
00197584 00223000

00197588

0019768C [5C 00 5. .1.5.T.r,
6E A 1

0019758C | 00000000
| D01975C0 | 00000001
0019770C . | P prerr et

Figure 214

The Defaultlcon registry value is set to “C:\windows\SysWow64\2ED873.ico” (0x1 = REG_SZ):
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o

00481921
00481922
00481928
0048192E

eax:Zwset'
[ebp-244)
eax:Zwset'

push eax

ish dword ptr ss:
ea eax,dword ptr
push 1

8BS BC FD FF FF
85 DO FD FF FF
o1

00481930 00 push 0
00481932 push e eax:Zwset'
00481933

push mra ptr ss:febp-243

00481936 Jockbit. 415960

F 75 DC
25 40 F6 FF

.TeXt:00481938 10ckbit.exe:$51938 #B0D3B
Woump2 Woump3  Houmpd

o
88
i
88

E

001975AC

88888
@8N w
88888

<
Bt v

00223

nEnomuq

8888888
8888
229
8888

0019771C

8
8
9

RD/IW_S 3 LEmpLY.
X87TW.6 3 (EW‘Y)

x87Statusword 0000
X87SW_B 0 x87SW.C3 O
X87SW_C1 O Xx87SW.CO O
X87SW_SF 0 x87SW.P O

AB/IWS 3
X87TW_7 3 (

1EmpLy )
Empty)

esprd] 00197FSC
esp+8] 00000000
esp+C]_00000001

00198254
001981CC

"Shel132.d11"
000

AnnnanAn

Figure 215

The file opens the Run registry key using RegCreate
HKEY_CURRENT_USER, Ox2001F = KEY_READ | KEY_WRITE):

KeyExW  (0x80000001

. TEXT: 00496072 Tockbit.exe:$96072 #95472
WWouo1  Ugoump2 WMoump3  Woump4

Woumps @warh1  bellocals P stuct

20|46 00 5

Figure 216

o] 00436054 51 sh e X ecx:L"SOF

o] 00436055 8D 0 DC ea ecx dword ptr ss: lebp 243 [ebp-247:" 3 ( ] ::mm.l g s:ty;
o] 00436058 51 push 1L"SOF 7TW_2 3 (Empty. Ty
o] 00496059 6A 00 pus! n X87TW_4 3 (Empty) x87TW.5 3 (Empty)
o 00436058 €8 1F 00 02 00 push 2001 X87TW_6 3 (Empty) X87TW_7 3 (Empty)
o ]| 00496060 6A 00 push 0

o | 00496062 6A 00 push 0 xg75tatusword 0000

. 6A 00 ?ush 0 X87SW_B O X87SW.C3 O XB7SW.C2 O
. 80 8D 84 FE FF FF ea ecx,dword ptr ss:febp-17C) X875W_C1 o X87SW.CO O Xx87SW_ES ©
. 51 push ecx 0 Xx87SW_U O
o | 00436060 38 01 00 00 80 push 85000001

o

.

> |[s_$]0] unock

ooxstow L"SOFTWARE\\M1crosoft\\window:

The ransomware creates a value called "{2C5F9FCC-F266-43F6-BFD7-838DAE269E11}!, which

contains the path to the HTA note (Ox1 = REG_SZ):

H eJoossecas 50 eax:L"{2C! 2
i o | 00496EAS FE 75 FO ?ush Mrd ptr ss:feb; {ebp-10]:1

H o | 00496EAS 8D 85 40 FF FF FF ea eu.mrd ptr ss.‘ebp ~Coj X
H ® J D0496EAE 6A 01 X
H o | 00436E80 6A push o X
H o] 00496£82 50 push eax eax:L"{2¢! X
H e | oo406e83 FF 75 DC push dword ptr ss: -2

T . i C

H M P

.TEXT:00496E86 1ockbit.exe: $96EB6 #6286

S/IM_D 3 \EMPLY) RS/ IW_s 3 \EMPLY)

87Statusword 0000

87SW_B O x87SW.C3 0 x87SW.C2 0O
87SW.C1 0 x87 0 0 Xx87SW_ES O
S7SW_SF O X87SW_P 0 x87Sw.U O

v |[s 2100 urlock
001980CC L"{2C5F9FCC-F266-33F6-BFD7-83¢
00000002

CSC
e5p+8
{esp+c

LUCi\\users\| \\O

“shell32.dn"

ﬂmx $oump2  HDump3  SWoumps  Woumps  Swathi  Iellocds st
oo:surc s 99 2 oTeC 02 22 0075 00 &5 00172 00

1 00 94001 6F 00 7000 |SC_004C 00| 6F 00 7
0019822C | §8_00 32 00(69 00 74 00[5F 00 52 00|61 00 g aTDEs | oranzss
0019823C | 73 00 6F 00|60 00 77 00|61 00 72 00|65 00 S mas| cotsstod
0019824¢ | 68 00 74 00/62 00 00 0000 00 00 00/00 00 Joislosc]oozziaon

Figure 217

ShellExecuteW is utilized to open and display the above ransom note:

e | 00455997

. push 0

. ?ush o

. ea edx,dword ptr ss5:febp-75Fa)
® 100495943 ?\Ish ed:

® 00495944 ea eax,dword ptr ss:febp-7esch
© ] 00495944 push eax

o 00435348 h 0

o | 00435320 OF F7 FF ﬁ Tockbit. 413940

o | 00495982 moV_ecx, eax

e | 00435984 EA F7 FF Tockbit. 4143E0

« I

-

. TEXT:00495989 lockbit.exe:$95989 #94089
Wourp1  GHoump2  $M0ump3  BSoump 4

QIIFC "‘ 3A 00|SC 00 55 00|73 00 65 00
0019820C | 5C 00 00 e
0019821C | 68 00}5C_00 4C 00

F 00 §.
1 00 7,
00

oF U0
001 69 00 74
0019823C | 7 00(60 00 77
0019824C| 68 00 74 0061 00 00

00198194
00198196
0019819C

0022

Figure 218
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@

TTW_.:
xl?TU_G 3 (Empty)
X.7$!l!u$'°l‘ﬂ 0000
87SW_8 0

!
X87SW_SF 0 X8TSW_P

3000
mﬁﬁ Tockbit. 004C005C

X87TW_1 3 (Empty)

X87TW_7 3 (Empty)

X87SW_C3 0 x87SwW.C2 O
SW.C1 0 X87SW.CO 0O X87SW_ES O
0 Xx87SW_U O

~ 5 13100 nlock

001’“34 L of
001981FC L"C: \\users\‘-\\pecktoo\\w
00000000

043F0000

www.LIFARS.com | 56



[

3 LoCKaTEm
YN (o] I IMPORTANT FILES Y STOLEN AND ENCRYPTED!

ARy NEMEts 10 (#8108 yOUS Files With The Ti-party Sofware will b8 fatal for your fies!
Ta recewery your data and net to allow data ieakage, it is possibile only EBwrcugh parchase of a private key from us

There is only one way to get your files back:
ATTENTIONI

Through a standard browser

+  hiipsidecodng We ng @ Tor Beowser {or Brave) o access ihe TOR site
@ Brave (supports Tor inks) W FrreFox @ Chrome B Edge © Opera
* D0 NGLIENAMe encrypled s
o - b desindon
PR me——— + Do ot ry 1 decrypt using hira party sofware, & may cause peranent data oss.
- D your files. pames. prce ¥ fee 16 our)

Tor Beowser may be Diccked N Yo OUNiry of COrpOrae RETWOTK. Lise hiips (Sridges keprosec org of use

Threugh a Tor Browser - recommended Tor Browser over VPN

* Downioad Tor Browser - [igs ey sl iny anG insial i

Tor Beowser user Manual hiips (nb-manual iprojes! crg/about
Open one of Inks in Tor browser and tolow Instructions on B63¢ pages

e + Al you stoben important data biog ansor
* ormimr 3 o 0w blog hilp fockbaapiveS Ti3eegiohwcaimsAriadteayivoigaSuyccipdyityd onion of s ibabion it
ward 524 oo WHENE YO Can 566 Gt of The Companics Which refused 1o pay ransom.

[ T
These inks work onfy n the Tor begwsen

# Falow the nstructions on this page

Figure 219

LockBit deletes the registry value used for persistence named "{9FD872D4-E5E5-DDC5-399C-
396785BDC975}". We believe this value was created to resume the encryption process in the case
of a reboot:

. FF 75 EC push dword ptr ss:febp-14 |:cbn-l¢::\ X87SW_SF 0 X87SW_P 0 x87Sw_u o
. FF 75 D8 push dword ptr ss:febp-28 e
. FF DO | caln eax |eax:RegDE v =
: . SR : = o “, | efauit (stdcat) v |5 13100 uniock
B . ———— Y1 [esp] 0O000SAC
eax=<adv -Regoeletevaluen> (73A61180) 12 06980000 L"{9FD872D4~ESE5-DDCS ~399C~39¢
04370000
.TexT:0049C4B4 10ckDit. exe: $9C484 #98884 JED0222000

$elumpl  %0ump2  §50ump3 mmai 9 Dump S éwudu 7I!-1Lo(xsr 2 stct MMIL 9751
Figure 220

The executable sends the "[+] Removed autorun key" message to the hidden window using
SendMessageA. There is a call to ZwSetloCompletion afterward:

AS/DLALUSIUIY UUUY
XB7SW_B 0O x87SW.C3 O x87Sw.C2 ©
X87SW_C1 0 x87SW. CO O Xx87Sw_ES O
X87SW_SF 0 Xx87Sw_P 0 x87Sw_U ]

¥ [s 0] unock

push 0 a ¢ 3
ush dword ptr ds:[4E2520
l‘%ﬂ:l SR Sy

. Text:004A2C6A Tockbit.exe: SA2C6A #A206A

Soump1  Dump2 UDump3  WWDump4  GWDumpS @ watchi  Iellocals ) St

L Jascix |
0019F4E8 |58 28 50 20/52 65 60 GFITG 65 64 20|61 75 74 GF\r:] Removed uu:o|

Figure 221

The malware deletes itself when the system restarts by calling the MoveFileExW function (Ox4 =
MOVEFILE_DELAY_UNTIL_REBOOT):
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X875W_B O x875W.C3 O x87Sw.C2 O

© 6A 04 push 4
B 6A 00 push 0 X87SW_.C1 0 X87SW_.CO O X87SW_ES O
. 88 40 10 mov eax,dword ptr ds:[eax:s10] X87SW_SF 0 X87SW_P 0O X87SW.U O
B ;F 70 3C sh dword ptr ds:[eax+3C] ':ean;c::x ™,
. F D1 Kn ecx ol EOGMOVERE v T
i ol - e e, - o - A ST, | Defaut (stdcal) ¥ |[s $1[] unlock
a— — — — ———/"1: [esp] 025 23 \\users es|
ecx=<kernel32.MoverT1eExW> (76A74270) O T BT
3: [esprs] 00000004
4: LespiC] 043F0000

.TexXt:00490C6C Tockbit.exe: $90CEC #9006C

Wourp1  (Houp2 $W0ump3  UMDump4  UMDwpS @ watchi  Ivllocals 4 Stct Hm,,.“%]"E’“"“":_we'ﬁamm"'“'
. 10019F8CC | 00000004

laddrace | uav Taervy T

Figure 222
There is also a second process that will handle the executable deletion:

"crmd.exe /C ping 127.0.0.7 -n 3 > Nul & fsutil file setZeroData offset=0 length=524288
\"C:\\Users\\<User>\\Desktop\\lockbit.exe\" & Del /f /g \"C:\\Users\\<User>\\Desktop\\lockbit.exe\""

By pressing Shift+F1, we can access the hidden window:

LockBit 2.0 Ransom

} <} LOCKE

N\ Active: 0 Completed: 5657

Statistics

Location Used Total Complete Disk use
C 7906GB 795GB [ e e e e
fe——————————————————]
- a

Z)\ 384MB 466 MB 0

Figure 223

LockBit 2.0 Ransom X

4 <} LOCKEM

— 4
N Active: 0 Completed: 5657

Log

LockBit Ronsomware 2.0 -
[-] Process created with limited rights
[+] AES-NI enabled
[+] Getting session keys from registry
Found volume \\?\Volume{d7e47823-0000-0000-0000-100000000000}\ on \Device\HarddiskVolume1
Found volume \\7\Volume{d7e47829-0000-0000-0000-b0e213000000}; on \Device\HarddiskVolume2
Found volume \\?\Volume{fce79¢e0-b01f-11e6-b968-806e66€6963)\ on \Device\CdRom0O
Scan done, waiting handles.

Figure 224
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Indicators of Compromise

Registry Keys

Key: HKEY_CLASSES_ROOT\Lockbit\shelN\Open\Command

Data: "C:\Windows\system32\mshta.exe" "C:\Users\<User>\Desktop\LockBit_Ransomware.hta"
Key: HKEY_CLASSES_ROOT\Lockbit\Defaultlcon

Key: HKEY_CLASSES_ROOT\.lockbit\Defaulticon

Key: HKEY_CLASSES_ROOT\htafile\Defaultlcon

Data: C:\windows\SysWow64\2ED873.ico

Key: SOFTWARE\Microsoft\Windows\CurrentVersion\Run\{2C5F9FCC-F266-43F6-BFD7-
838DAE269ET11}

Data: C:\Users\<User>\Desktop\LockBit_Ransomware.hta

Key: SOFTWARE\Microsoft\Windows\CurrentVersion\Run\{9FD872D4-E5E5-DDC5-399C-
396785BDC975}

Data: <LockBit 2.0 file path>

Key: HKCU\Software\2ED873D4E5389C\Private

Key: HKCU\Software\2ED873D4E5389C\Public

Key: HKCU\Control Panel\Desktop

Data: Wallpaper = %AppData%\Local\Temp\<wallpaper>tmp.bmp
Data: TileWallpaper =0

Data: WallpaperStyle =2

Files Created
C\Users\<User>\Desktop\LockBit_Ransomware.hta
C:\windows\SysWow64\2ED873.ico
C\Users\<User>\AppData\Local\Temp\<wallpaper>.tmp.bmp

C\2ED873D4.lock (or any drive)

Processes spawned
cmd.exe /c vssadmin Delete Shadows /All /Quiet

cmd.exe /c bcdedit /set {default} recoveryenabled No
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cmd.exe /c bcdedit /set {default} bootstatuspolicy ignoreallfailures
cmd.exe /c wmic SHADOWCOPY /nointeractive

cmd.exe /c wevtutil cl security

cmd.exe /c wevtutil cl system

cmd.exe /c wevtutil cl application

cmd.exe /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bcdedit /set
{default} bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no

cmd.exe /C ping 127.0.0.7 -n 3 > Nul & fsutil file setZeroData offset=0 length=524288
\"C:\Users\<User>\Desktop\lockbit.exe\" & Del /f /g \"C:\Users\<User>\Desktop\lockbit.exe\"

Mutex

\BaseNamedObjects\{3FE573D4-3FE5-DD38-399C-886767BD8875}

LockBit 2.0 Extension

Jlockbit

LockBit 2.0 Ransom Note
Restore-My-Files.txt

LockBit_Ransomware.hta

L! F ARS WWw.LIFARS.com | 60

a '.?. SecurityScorecard company



Appendix

List of processes to be killed

wxServer wxServerView sqglmangr RAgui supervise Culture Defwatch winword QBW32
QBDBMgr gbupdate axlbridge httpd fdlauncher MsDtSrvr java 360se 360doctor wdswfsafe
fdhost GDscan ZhuDongFangYu QBDBMgrN mysqgld AutodeskDesktopApp acwebbrowser
Creative Cloud Adobe Desktop Service CoreSync Adobe CEF Helper node AdobelPCBroker
sync-taskbar sync-worker InputPersonalization AdobeCollabSync BrCtriCntr BrCcUxSys
SimplyConnectionManager Simply.SystemTraylcon fbguard fbserver ONENOTEM wsa_service
koaly-exp-engine-service TeamViewer_Service TeamViewer tv_w32 tv_x64 TitanV Ssms
notepad RdArCEF sam oracle ocssd dbsnmp synctime agntsvc isqglplussvc xfssvccon
mydesktopservice ocautoupds encsvc tbirdconfig mydesktopgqos ocomm  dbeng50
sqbcoreservice excel infopath msaccess mspub onenote outlook powerpnt steam thebat
thunderbird visio wordpad bedbh vxmon benetns bengien pvisvr beserver raw_agent_svc
vsnapvss CagService DellSystemDetect EnterpriseClient ProcessHacker Procexp64 Procexp
GlassWire GWCtISrv WireShark dumpcap jOgnjkol Autoruns Autorunse4 Autorunso4a
Autorunsc Autorunsct4 Autorunsct4a Sysmon Sysmon64 procexpb4a procmon procmont4
procmon64a ADExplorer ADExplorer64 ADEXxplorere4a tcpview tcpviewb4 tcpviewb4a avz
tdsskiller RaccineElevatedCfg RaccineSettings Raccine_x86 Raccine Sqlservr RTVscan
sqglbrowser tomcate QBIDPService notepad++ SystemExplorer SystemExplorerService
SystemExplorerService64 Totalcmd Totalcmd6e4 VeeamDeploymentSvc

List of services to be stopped

wrapper DefWatch ccEvtMgr ccSetMgr SavRoam Sqlservr sglagent sqgladhlp Culserver
RTVscan sqlbrowser SQLADHLP QBIDPService Intuit.QuickBooks.FCS QBCFMonitorService
msmdsrv  tomcaté zhudongfangyu vmware-usbarbitator64 vmware-converter dbsrvi2
dbeng8 MSSQL$MICROSOFTH#H#WID MSSQL$VEEAMSQL2012 SQLAgent$VEEAMSQL2012
SQLBrowser SQLWriter FishbowIMySQL MSSQL$MICROSOFT##WID MySQL57
MSSQL$KAV_CS_ADMIN_KIT MSSQLServerADHelper100 SQLAgent$KAV_CS_ADMIN_KIT
msftesql-Exchange MSSQL$MICROSOFTH#SSEE MSSQL$SBSMONITORING
MSSQL$SHAREPOINT MSSQLFDLauncher$SBSMONITORING
MSSQLFDLauncher$SHAREPOINT  SQLAgent$SBSMONITORING SQLAgent$SHAREPOINT
QBFCService QBVSS YooBackup YoolT vss sgl sve$ MSSQL MSSQL$ memtas mepocs sophos
veeam backup bedbg PDVFSService BackupExecVSSProvider BackupExecAgentAccelerator
BackupExecAgentBrowser BackupExecDiveciMediaService BackupExecJobEngine
BackupExecManagementService BackupExecRPCService MVArmor MVarmor6c4
stc_raw_agent VSNAPVSS VeeamTransportSvc VeeamDeploymentService VeeamNFSSvc
AcronisAgent ARSM  AcrSch2Svce CASAD2DWebSvce CAARCUpdateSve WSBExchange
MSExchange MSExchange$
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